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2. Detection App Libraries

Aplikasi Deteksi Cyber Attack SQL Injection Menggunakan Algoritma Support
Vector Machine

[1]: dimport pandas as pd

import numpy as np

import joblib

import re

import matplotlib.pyplot as plt

import seaborn as sns

from nltk.tokenize import word_tokenize

from sklearn.model_selection import train_test_split

from sklearn.feature_ extraction.text impert CountVectorizer

from sklearn.svm import SVC

from sklearn.metrics import accuracy_score, fl_score, confusion_matrix

from sklearn.metrics import accuracy score, confusion_matrix, classification_report

3. Data Collecting

[6]: |file_path = 'G:\My Drive\sqli_detector_project\Dataset\Modified SQL_Dataset.csv'
sqli_detection_df = pd.read_csv(file_path)
[7]1: |#Menampilkan 5 data pertama
sqli_detection_df.head()
[71:
Query Label
0 "orpg_sleep (__TIME__)-—- 1
1 create user name identified by pass123 tempora... 1
2 AND 1 = Ut|_inaddr.get_nost_address ( .. 1
3 select * from users where id="1'or @ @1 .. 1
4 select * from users where id =1 or 18" { .. 1
[8]:

#Mengetahui dimensi dari data
sqli_detection_df.shape

[8]: (38919, 2)

[9]:

#Menampilkan seluruh daftar nama kolom
sqli_detection_df.columns

[9]: Index(['Query', 'Label'], dtype='object')



[18]:

[18]:

[11]:

[11]:

[12]:

[12]:

[13]:

[13]:

[14]:

[14]:

[15]:

-[15]:

[16]:

-[16]:

#Melihat ringkasan dari data
sqli_detection_df.describe()

Label
count 30919.000000

mean 0.368123
std 0.482303
min 0.000000
25% 0.000000
50% 0.000000
75% 1.000000
max 1.000000

#Menampilkan ukuran Label terbesar
sqli_detection_df.describe().loc[ 'max', 'Lahel']

1.9

sqli_detection_df.describe()[ Label’][ 'max"]

1.8

sqli_detection_df.dtypes

Query object

Label inted

dtype: object

sqli detection df.isnull().sum()
Query 5]

Label a
dtype: inte4

sqli_detection_df.tail()

Query Label
30914 DELETE FROM door WHERE grow = 'small’ 4]
30915 DELETE FROM tomorrow )
30916 SELECT wide ( 5 ) FROM west 0
30917 SELECT * FROM { SELECT slide FROM breath ) 0
30918 SELECT TOP 3 * FROM race ]

sqli_detection_df['Query'].value_counts()

#MNAME ?

8

1

2

26%

2
1.86E+15
2
7.75E+15
2

1'+ ( select 'gprq' where 8928 = 8928

1

1" ) ) and 6486 = 3843 and ( (  "fbka" like "fbka

1

1" ) ) ) and 6510 = ( select count ( * )  from sysusers as
sysl,sysusers as sys2,sysusers as sys3,sysusers as sysd,sysusers as sys5,sysuse
rs as sys6,sysusers as sys7 )  and ( ( ( "epwi" like "epwi 1
1' ) ) rlike sleep ( 5 ) and ( ( 'tufg' = ‘'tufg

1

SELECT TOFP 3 * FROM race

1

MName: Query, Length: 38985, dtype: int64

43



[17]:

[17]:

[18]:

[18]:

[19]:

[28]:

[21]:

[22]:

[227:

[23]:

sqli_detection_df['Label’].value_counts()

4] 15537
1 11382
Name: Label, dtype: int64

sqli_detection_df.groupby ([ 'Query’', 'Label']).size()

Query
Bor1l = 1 --
Bor3 = 3 --
( select top 1
) ) or ( ¢ =) ) = ( "=
3 or 1 = 1 --
afE or 3 = 3 --
forl = 1 --
for3 = 3 —-
Y or 17 = 1

Length: 38987, dtype: int&4

sqli_detection_df[ 'Query’]
sqli_detection_df[ 'Label']
sqli_detection_df.info

<bound method DataFrame.info of
Query Label

2] or pg_sleep ( _ TIME__ ) -- 1
1 create user name identified by passl23 tempora... 1
2 AND 1 = wutl_inaddr.get_host_address ( . 1
3 select * from users where id = '1' or @ @1 ... 1
4 select * from users where id = 1 or 1#" ( ... 1
3g914 DELETE FROM door WHERE grow = 'small’ 2]
30915 DELETE FROM tomorrow 2]
38916 SELECT wide ( s ) FROM west a
30917 SELECT * FROM { SELECT slide FROM breath ) a
3@918 SELECT TOP 3 * FROM race @

[38919 rows x 2 columns]>

sqli_detection_df.info()

<class 'pandas.core.frame.DataFrame'>
RangeIndex: 38919 entries, @ to 30918
Data columns (total 2 columns):

# Column MNon-Null Count Dtype

®  Query 308919 non-null object
1 Label 38919 non-null object

dtypes: object(2)
memory usage: 483.2+ KB

sqli_detection_df = sqli_detection_df.dropna()

sqli_detection_df.shape

(30919, 2)

#Pemilihan target deteksi
y = sqli_detection_df[ 'Query’]

¥

8 " or pg_sleep ( _ TIME_ )} --
1 create user name identified by pass123 tempora...
2 AND 1 = wutl_inaddr.get_host_address { e
3 select * from users where id = '1' or @ @1 ...
4 select * from users where id = 1 or 1#" ( ...
38914 DELETE FROM door WHERE grow = 'small’
30915 DELETE FROM tomorrow
38916 SELECT wide ( s ) FROM west
38917 SELECT * FROM ( SELECT slide FROM breath )

30918 SELECT TOP 3 * FROM race

Name: Query, Length: 30919, dtype: object

Label

(SR S

(SR

sqli_detection_df['Query'].astype('str')
sqli_detection_df['lLabel'].astype('str')

PR RR e

PR R R
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Model Selection

[24]: #Model Selection
from collections impert Counter
[25]: def extract keywords(text,num=50):
tokens = [ tok for token in text.split()]
most_common_tokens = Counter(tokens).most_common(nu)
return dict(most_common_tokens)
[26]: query list = sgli detection df[’'Query'].unique().tolist()
[27]: query_list
[27]: ['" or pg_sleep ( _ TIME__ ) -,
'create user name identified by pass123 temporary tablespace temp default ta
blespace users;',
" AND 1 = utl_inaddr.get_host_address  ( ( SELECT DISTINCT ( table
_name ) FROM ( SELECT DISTINCT ( +table name ) , ROWNUM AS LIMIT FRO
M sys.all tables )  WHERE LIMIT = 5 ) ) aNp "it o= tiv,
" select * from users where id = '1' or @ @ = 1 union select 1,version
( ) o 1|lIJ
' select * from users where id = 1 or 1#" ( union select 1,version (
) -1,
" select name from syscolumns where id = ( select id from sysobjects
where name = tablename' ) --",
'select * from users where id = 1 4%+ or 1 = 1 -- 1",
"1; ( load_file ( char ( 47,101,116,99,47,112,97,115,115,119,180 )
) ) L1,1,150,
" select * from users where id = '1' or ||/1 = 1 union select 1,version
( ) o 1|lIJ
" select * from users where id = '1' or “\.<\\ union select 1,@@VERSION --
1,
[28]: sqli_detection_df[sqli_detection_df['Query'] == '8"]
[28]:
Query Label
19312 0 1
[29]: sqli_detection_df[sqli_detection_df[ 'Query’'] == "'1"]
[29]
Query Label
4244 1 1
17499 1 4]
[38]: sqli detection_df[sqli_detection_df['Query'] == '2"]
[38]:
Query Label

12408 2 0
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[31]:

[32]:

[32]:

#Features Selection
features = [ 'Query’, 'Label’]
X = sqli detection_df[features]

X

Query Label

0 "orpg_sleep (_TIME__)- 1

1 create user name identified by pass123 tempora... 1

2 AND 1 = utl_inaddr.get_host_address ( ... 1

3 select * from users where id ='1' or @ @1 ... 1

4 select * from users where id = 1 or 1#" ( ... 1
50914 DELETE FROM door WHERE grow = 'small' 0
30915 DELETE FROM tomaomow 0
30916 SELECT wide { s ) FROM west 0
30917 SELECT * FROM ( SELECT slide FROM breath ) 0
30918 SELECT TOP 3 * FROM race 0

30919 rows x 2 columns

X.tail()
Query Label
50914 DELETE FROM door WHERE grow = "small' 0
30915 DELETE FROMM tomorrow 0
30916 SELECT wide ( 5 ) FROM west 0
30917 SELECT * FROM ( SELECT slide FROM breath ) 0
30918 SELECT TOP 3 * FROM race 0

5. Training and Testing Model

[33]:

[34]:

[35]:

[36]:

print (f"Jumlah x
print (f"Jumlah x
print(f"Jumlah x train adalah {len(X_ test)}")
print(f"Jumlah x

#Importing Support Vector Machine
from sklearn.svm import SVC

from sklearn.model_selection impert train_test_split

Pembagian Dataset menjadi dua bagian

X_train, X_test, y_train, y_test = train_test_split(

sqli_detection_df['Query’].values,
sqli_detection_df['Label’].values,
test_size=0.2

train adalah {len(X_train)}}")
train adalah {len(y_train)}}")

train adalah {len(y_test)}")

Jumlah x train adalah 24735
Jumlah x train adalah 24735
Jumlah x train adalah 5184
Jumlah x train adalah 6184
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[37]:

[37]:

[38]:

[38]:

[39]:

[39]:

[48]:

[48]:

[41]:

[42]:

47

X_train
X_test

array(["SELECT * FROM gold WHERE arrow = 'universe' OR wheel = 'lying'",
' SELECT COUNT ( noun ) , hold FROM pink BY travel',

'select ( case when ( 8294 = 4332 ) then 1 else 8294% ( sel
ect 8294 from master..sysdatabases ) end ) --',
.., 'c/ torre, 151, 9?b', 'SELECT AVG ( read ) FROM steam',
"_g249" ) ) ) union all select 5136,5136,5136,5136,5136,5136,

5136,5136,5136--"1,
dtype=object)

y_train
y_test
array(['e', 'e', '1', ..., '@', 'e', '1'], dtype=object)

vect = CountVectorizer()
vect.fit(X_train)

v CountVectorizerg

CountVectorizer()

# menyimpan vectorizer ke dalam file pkl
vect_path = 'G:\My Drive\sqli_detector_project\Dataset\Modified_ SQL_Dataset.pkl’
joblib.dump(vect, vect_path)

["G:\\My Drive\\sqli_detector_project\\Dataset\\Modified_SQL_Dataset.pkl']

data_train = vect.transform(X_train)
data_test = vect.transform(X_test)

print(data_train)

(8, 853@)

(e, 11497)
(8, 15464)
(0, 18177)
(1, 3958)

(1, 11885)
(1, 11983)
(1, 162086)
(1, 17772)
(1, 19@@3)
(2, 6767)

(3, 12418)
(3, 13215)
(3, 13236)
(3, 15655)
(3, 15739)
(3, 16091)
(3, 17175)
(3, 17477)
(3, 17667)
(2, 19536)
(4, 5252)

(a, 8407)

(a, 1366@)
(a, 17293)

EFRRNRPRERRRRREERRRERRERRERRRR R

(24731, 8211) 1
(24731, 9566) 1
(24731, 1@863)
(24731, 11144)
(24731, 11193)
(24731, 11491)
(24731, 16618)
(24731, 17772)
(24731, 18532)
(24731, 18812)
(24731, 19968)
(24732, 8211) 1
(24732, 20%6) 1

BRNRERRE R R



[43]:

[51]:

[52]:

-[52]:

[57]:

[58]:

-[58]:

[59]:

:[59]:

[6@]:

[e@]:

print(data_test)

(e, 8387)
(e, 11983)
(e, 12347)
(e, 14394)
(@, 15813)
(e, 17772)
(e, 19328)
(e, 19959)
(e, 19964)
(1, 9325)
(1, 1e186)
(1, 11983)
(1, 12846)
(1, 15493)
(1, 16334)
(1, 17772)
(1, 19@84)
(2, 6415)
(2, 9566)
(2, 11144)
(2, 11193)
(2, 11983)
(2, 14608)
(2, 17772)
(2, 18566)

EFMNRRREPPRPURRRRERERPRERRERERRPERR R

(6176, 5382)
(6176, 6121)
(6176, 8103)
(6176, 17772)
(6176, 19320)
(6177, 2039)
(6177, 8211)
(6178, 8407)
(6178, 11490)
(6178, 14820)
(6178, 17772

SRR RPNRERRERERER

Konfigurasi dan Testing Model

#Konfigurasi Model
model = SVC(kernel='linear', random_state=18)

#Menjalankan Model SVM
model.fit(data_train, y_train)

v SVC

SVC(kernel="linear', random_state=18)

sqli_detection = model.predict{data_test)

sgqli_detection

array(['e', 'e', '1', ..., '@', '®', '1'], dtype=object)
X.head()
Query Label

0 "or pg_steep (__TIME__ ) — 1

1 create user name identified by pass123 tempora... 1

2 AND 1 = utl_inaddr.get_host_address ( 1

3 select * from users where id="1"or@ @1 ... 1

4 select * from users where id =1 or 1#" ( ... 1
y.head()

=] " or pg_sleep ( _ TIME__ ) --
1 create user name identified by passl123 tempora...
2 ANMD 1 = wutl inaddr.get _host_ address (

3 select * from users where id = '1' or @ @1
4 select * from users where id = 1 or 1#" (

Name: Query, dtype: object
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[61]: dimport numpy as np
np.random.seed(8)

for _ in range(10):
print(np.random.randint(10))

5
a
3
3
7
9
3
5
2
a4
6. Attack
SEBAGIAN SAMPEL
1. Payload SQLI: " or ™" ||| admin’ or 1=1
2. Payload XSS: "<image/src/onerror=prompt(8)="
3. Payload PHP: Org.php ||| User.php
In [62]: text = np.array([" or ""-"], dtype=zobject)

sample = vect.transform(text)
detected = model.predict(sample)
print(f"Hasil deteksi untuk \"{text[@]}\" adalah {detected[8]}")

Hasil deteksi untuk " or -" adalah 1

KETERANGAN

1. Tanda 0 artinya "Bukan Termasuk Virus SQL Injection”.
2_Tanda 1 artinya "Termasuk Virus SQL Injection”.

7. Displaying Accuracy

print('Training set accuracy:', accuracy_score(y test, sqli_detection))
print('Test set accuracy:', accuracy_score(y_test, sgli_detection))

Training set accuracy: B.75
Test set accuracy: @.75



In [64]: print(classification_report(y_test, detection))

precision recall fl-score  support
] 8.99 8.99 2.99 3863
1 8.99 8.99 2.99 2321
accuracy e.99 6184
macro avg 0.99 @.99 e.99 6184
weighted avg B.99 9.99 8.99 6184
0.0 1.0 accuracy macro avg weighted avg
precision 099990 00 0.9939 0499950 0.99380
recall 1.00000 0.0 0.9999 0500000 0.993990
f1-score 0.99995 0.0 0.9959 0.499975 0.99985
support 2929900000 1.0 0.9292 100000000003 10000.00000
In [66]: accuracy score(y test, detection)
Out[B6]: ©.9917529187373868
8. Model Evaluation

In [67]: |#Metrik untuk Evaluasi
from sklearn.metrics impert mean_sabsolute_error

In [68]: sns.

set_style("whitegrid")

class_label = ["negative", "positive"]
df_cm = pd.DataFrame{confusion_matrix(y_test, detection), index=class_label, col

sns.
plt.
plt.
plt.
plt.

True Label

heatmap(df_cm, annot=True, fmt='d"')
title("Confusion Matrix")
xlabel("Predicted Label")
ylabel("True Label™)

show()

Confusion Matrix

- 3500

- 3000

negative

2500

2000

1500

1000

positive

500

negative positive
Predicted Label
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In [69]: file path = r"Modified SQL Dataset.csv"
df = pd.read_csv(file_path)

sns.pairplot(df)
plt.show()

10

08

0.0 05 1.0
Label

In [78]: sns.set_theme(color codes=True)

In [71]: plt.figure(figsize=(18,5))
df['Label'].value counts().plot(kind="bar")

Out[71]: <Axes: »
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17500
15000
12500
10000
7500
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2500

0



In [74]:

Out[74]:

plt.figure(figsize=(20, 16))
sns.heatmap(df.corr(), fmt='.2g', annot=True)

C:\Users\USER\AppData\Local\Temp\ipykernel 4832\4126218236.py:2: FutureWarning:
The default value of numeric_only in DataFrame.corr is deprecated. In a future
version, it will default to False. Select only walid columns or specify the wval
ue of numeric_only to silence this warning.

sns.heatmap(df.corr(), fmt='.2g', annot=True)

<Axes: >

900

1.100

1.075

— 1.050

- 1.025

1 - 1.000

Label

- 0975

- 0950

0.925

0.900
Label
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9. Performance Tuning

param_grid = {
'c': [@.1, 1, 10, 168],
‘kernel’': ['linear', 'rbf', 'poly']

sqli_detection best = best svm model.predict(X test)

accuracy_score(y test, sqli_detection_best)
confusion matrix(y test, sqli_detection_best)

accuracy_best
confusion_mat

print("Accuracy of the Best Model:™, accuracy best)
print("Confusion Matrix:\n", confusion mat)

Accuracy of the Best Model: 1.8
Confusion Matrix:

[[1e @ @]

[e 5 @]

[ e @ 11]]



