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In recent years, many researchers have studied context-awareness to support non-intrusive adaptability 
of context-aware applications. Context-aware applications benefit from emerging technology that con-
nects everyday objects and provides opportunities to collect and use context information from various 
sources. Context-awareness helps to adapt continuously to new situations and to turn a static computing 
environment into a dynamic ecology of smart and proactive applications. In this chapter, The authors 
present their framework that manages and uses context information to adapt applications and the con-
tent the applications provide. They show how application adaptation can be handled at the composition 
level, by reconfiguring, redeploying and rewiring components, e.g. to fall back into reduced functionality 
mode when redeploying an application on a handheld. The key features of their context-aware adaptation 
framework not only include local adaptations of context-aware applications and content, but also the ad-



dressing of context in large scale networks and the context-aware redeployment of running applications 
in a distributed setting. The authors discuss how adaptation is handled along various levels of abstraction 
(user, content, application, middleware, network) and illustrate the flexibility of context-aware content 
and application adaptation by means of a realistic use case scenario.
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tems should be used in different contexts depending on the environment of the user, her/his profile and 
her/his device. Consequently, one of the main problems of such information systems is the adaptation 
to context. In this chapter, the authors propose a comprehensive and open strategy that guarantees the 
adaptation of applications to context on three facets: (i) the services offered to the user, (ii) the mul-
timedia contents returned by these services and (iii) their presentation to the user. Service adaptation 
consists of modules that intercept the application’s service calls and modify their behavior using a list 
of functional adaptation operators. Data adaptation consists in transforming or replacing the non-us-
able multimedia service outputs in the considered context situation. Presentation adaptation consists in 
automatically generating the complete code of the user interface that guarantees the interaction with the 
adapted data and services. Their adaptation strategy has achieved two goals: (i) incrementally integrate 
context awareness in the application and (ii) guarantee the adaptation starting from a simple description 
of the services offered to the user. The authors have validated this strategy by developing a platform that 
guarantees applications adaptation to context. They used Java, OSGi and Web service technologies to 
implement this platform. They have also successfully tested our adaptation approach on a home health 
care application concerning dialyzed persons.

Chapter III
Context-Aware Applications for the Web: A Model-Driven Development Approach .......................... 59
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Adaptivity (the runtime adaptation to user profile data) and context-awareness (the runtime adaptation to 
generic context data) have been gaining momentum in the field of Web engineering over the last years, 
especially in response to the ever growing demand for highly personalized services and applications 
coming from end users. Developing context-aware and adaptive Web applications requires addressing a 
few design concerns that are proper of such kind of applications and independent of the chosen modeling 
paradigm or programming language. In this chapter the authors characterize the design of context-aware 
Web applications, they describe a conceptual, model-driven development approach, and we show how 
the peculiarities of context-awareness require augmenting the expressive power of conceptual models 
in order to be able to express adaptive application behaviors.
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In ubiquitous computing environments, context management systems are expected to administrate large 
volumes of spatial and non-spatial information in geographical disperse domains. In particular, when 
these systems cover wide areas such as cities, countries or even the entire planet, the design of scalable 
storage, retrieval and propagation mechanisms is paramount. This Chapter elaborates on mechanisms 
that address advanced requirements including support for distributed context databases management; 
efficient query handling; innovative management of mobile physical objects and optimisation strate-
gies for distributed context data dissemination. These mechanisms establish a robust spatially-enhanced 
distributed context management framework that has thoroughly been designed, carefully implemented 
and extensively evaluated via numerous experiments.
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Pervasive computing presents an exciting realm where intelligent devices interact within the background 
of our environments to create a more intuitive experience for their human users. Context-awareness is 
a key requirement in a pervasive environment because it enables an application to adapt to the current 
situation. Context-awareness is best facilitated by a context management system that supports the auto-
matic discovery, retrieval and exchange of context information by devices. Such a system must perform 
its functions in a pervasive computing environment that involves heterogeneous mobile devices which 
may experience intermittent connectivity and resource and power constraints.
The objective of the chapter is to describe a robust and adaptable context management system. The 
authors achieve an adaptable context management system by adopting the autonomic computing para-
digm, which supports systems that are aware of their surroundings and that can automatically react to 
changes in them. A robust context management system is achieved with an implementation based on 
widely accepted standards, specifically Web services and the Web Services Distributed Management 
(WSDM) standard.
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Context is an essential element in mobile and ubiquitous computing. Users’ information needs can be 
better understood and supplied by means of context-awareness. Context data may be sensed, inferred, or 
directly input by users, etc., which calls for specific query mechanisms to acquire context information. 
On the other hand, traditional non-context-aware database querying techniques need to be re-examined, 
taking query context into account. In order to design effective context-aware database query process-
ing mechanism, the authors survey the latest developed context-aware querying techniques in the data 
management field. They outline six ways to query context directly, and provide a categorization about 
how to use context in querying traditional databases. The approaches of handling imperfect context in 
context-aware database querying are also described. They discuss some potential research issues to be 
addressed at the end of the chapter.
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by well-equipped mobile devices, increasing interconnectedness and available service platforms such as 
the mobile web offers new possibilities for context-aware computing, but, at the same time, produces a 
number of novel challenges. In this chapter, the authors observe current approaches in this active research 
area, and identify the respective challenges, achievements, and trends. They also extend the notion of 
context-aware services by considering service composition approaches, and present a middleware aiming 
at the autonomic and context-aware provision of services in mobile peer-to-peer networks. In this regard 
special attention is paid to a semantic blackboard concept to cache and disseminate context data and a 
context-aware service composition approach in terms of the identified trends and challenges.
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a given situational context. Moreover, describing the complex notion of a specific situation by utilizing 
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Section IV
Context-Aware Communication, Security and Privacy

Chapter XI
Kindergarten: A Novel Communication Mechanism for Mobile Context-Aware Applications ......... 258

Nahuel Lofeudo, LIFIA. Facultad de Informática, UNLP, La Plata, Argentina
Andrés Fortier, LIFIA. Facultad de Informática, UNLP, La Plata, Argentina; 
 DSIC. Universidad Politécnica de Valencia, Valencia Spain; CONICET, Argentina
Gustavo Rossi, LIFIA. Facultad de Informática, UNLP, La Plata, Argentina; 
 CONICET, Argentina
Silvia E. Gordillo, LIFIA. Facultad de Informática, UNLP, La Plata, Argentina; 
 CICPBA, Argentina

Mobile context-aware applications have specific needs regarding data communications and position 
sensing, that current standard hardware is still not able to fulfill. Current mechanisms are inadequate for 
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tion sensing of the device. Finally, on top of their hardware platform they have devised a software layer, 
named Kindergarten, which allows high-level languages to interact with the underlying hardware.
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The notion of context in context-aware applications is not merely an issue of external situational cir-
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and current state, from a psychological point of view, are undoubtedly significant in the shaping of the 
perceived and objective quality of interactions with a system, and by defining context in that sense, 
personalization may as well become an essential function of context aware applications. The research 
that is presented in this chapter focuses on identifying human factors that relate to users’ performance 
in Web applications that involve information processing, and a framework of personalization rules that 



are expected to increase users’ performance is depicted. The environments that empirical results were 
derived from were both learning and commercial; in the case of e-learning personalization was beneficial, 
while the interaction with a commercial site needs to be further investigated due to the implicit character 
of information processing in the Web.
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Foreword

Research on context-awareness gained a huge momentum in the early years of the new millennium. A 
whole community identified in context-awareness very promising approaches to solve open issues in 
several domains. For instance, while mobile phones started to evolve into powerful computing platforms, 
context-awareness delivered a tool to compensate restrictions which came along with these resource 
limited devices and their weak connectivity. 

With devices scaling further down into smart dust, being interconnected and interwoven into the 
fabrics of our daily life and growing exponentially in numbers at the same time, context-awareness still 
offers several opportunities for original research in ubiquitous computing. Very active areas of research 
include, for instance, new context sensing technologies, inferring context such as human activities from 
low level sensor data, privacy and sharing of context information, or system design aspects.

This book, Context-Aware Mobile and Ubiquitous Computing for Enhanced Usability: Adaptive 
Technologies and Applications, draws a bow from very specific, technology-oriented aspects of recent 
findings in research on context-awareness to broad, application and usability-oriented aspects including 
also human factors. It elaborates whether ontologies and other modeling approaches can support con-
text-based adaptation, compares different context management approaches for medium and large scale 
ubiquitous systems, and illustrates the applicability of context-awareness for service oriented architec-
tures in general and specifically mobile service platforms. A large fraction of the book is dedicated to 
security as well as in particular typical privacy concerns and show approaches how to solve the issues. 
The editors awarded the importance of the interaction between the human users and any context-aware 
system with an interesting section on usability aspects.

Altogether, this book gives an interesting overview of recent findings in many relevant areas of 
research on context-awareness. Moreover, it can inspire the community to come up with entirely new 
ideas in this fascinating research area.

Prof. Dr. Thomas Strang
September 2008
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Foreword

This book helps us understand adaptive technologies and methods at the forefront of research in context-
aware mobile and ubiquitous computing. These technologies and methods can help us build adaptive 
systems for dynamic environments found in a wide-range of scenarios outlined in various chapters. The 
content of this book is thus both practical and theoretical in nature. The book thus provides solid ground 
both as an introduction to context-aware systems as a text-book for under-graduate education as well as 
an excellent reference for the professional working in the field.

In 1988, Mark Weiser coined the term “ubiquitous computing” envisioning that one day computers 
would become invisible and embedded in everyday objects. Ubiquitous Computing would help us focus 
on what is really important. This vision was published in 1991 in “Scientific American” magazine in the 
seminal article, The Computer of the 21st Century.

Weiser’s vision inspired many researchers since it overall objective is clear. The research community 
has found that this seemingly simple vision involves many challenges. Research in the 1990’s attempted to 
understand what kinds of services and user interaction “ubiquitous computing” would enable. It did so by 
including sensors in various devices and including sensor information in computing and communication. 
Thus spatial aspects of users, physical objects or places were linked with actions in digital services. It is 
clear today that the research question of the scope of services and user interaction is open-ended. This is 
simply due to the continuing arrival of new device and communication technologies. More importantly, 
we also learned that knowledge about the user’s situation or context is a prerequisite to systems that 
support novel services and user interaction. Thus, the term context-awareness came into use. 

Initially, context-awareness was used to express the ability of systems and components to respond 
to the situation of the user that interacted with this system. Research in context-aware computing has 
made numerous attempts to model not only human attributes and behavior but also how we relate to 
our environment. This has led to success in unexpected ways. So-called recommender engines provide 
those who visit digital stores or search engines with useful information, based on what the system knows 
about the visitor’s situation. Cultural attractions such as museums often offer an interactive guide that 
tells the visitor something about objects close by. Thus, we see early successes in well-controlled en-
vironments with less complex relations and interactions. RFID tags and Near-Field Communication in 
mobile phones are transforming the way we do shopping in a very intuitive way. 

Meanwhile, we recognize that our need for adaptive systems in more complex environments such as 
public spaces, in a home, or in an office which are very dynamic environments, with visitors, and many 
devices with a wide range of capabilities. 

The initial three chapters in this book are dedicated to aspects of building adaptive systems in more 
complex environments. These aspects range from a model for orchestrating services and devices in an 
ecology of applications, models for adaptive presentation and interaction means with digital content, 
to a model-driven development of context-aware applications for the world-wide Web. This also raises 
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questions about how to manage such information related to users, objects, and context-aware properties 
of system components.

Chapters IV-VI address this area with novel approaches for physically and logically distributed 
management and storage of context models. 

Chapters VII-X provide an overview of how we may apply so-called Service Oriented Architectures 
for context-aware service composition in mobile services. 

In the past few years even system components have been regarded as first-class objects to context-
aware systems and components similar to users. This has mandated research in adding context-aware 
capabilities to systems and components, as well as study how system components such as mobile com-
munication should support context-aware applications. Chapter XI provides insights by rethinking the 
communication mechanisms in context-aware applications. Likewise, Chapters XII and XIII provide 
novel approaches for privacy & access control for context information.

Final Chapters XIV-XVI present several interesting approaches to enhancing usability and personal-
ization through applying context-awareness. In particular, Chapter XIV proposes the use of Semantics 
to bridge social on-line communities in order to bring about social ambient intelligence. 

Considering the range and depth of the articles, written by experts yet highly readable to non-experts, 
this book is an important and much needed contribution for a wider audience ranging from researchers 
and undergraduate education. The book is also highly recommended reading for the professional who 
needs to understand how to build adaptive services and applications that exhibit greater utility to users 
and enables people to focus on what is important. 

Theo Kanter, 
November 2008
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Preface

Context in mobile and ubiquit ous Computing

Advances in mobile and ubiquitous computing, wireless communications, mobile positioning and sensor 
technologies, have given a rise to a new class of mobile and ubiquitous applications and services that 
are aware of the context of application usage and adapt their behaviors according to that context with 
minimal distraction of the user. 

Context-aware computing is a mobile and ubiquitous computing paradigm in which applications 
can discover and take advantage of contextual information (such as user location, time of day, comput-
ing and communication characteristics, nearby people, objects and devices, user activities and goals, 
etc.). Such applications are able to adapt their behavior, that is their functionality, content and interface 
according to the user’s current situation with minimal intrusion. Context-aware computing is a new 
and rapidly evolving field and currently the focus of many recent research and development efforts. 
Pioneering work in context-aware computing was performed in the 1992 at Xerox PARC Laboratory 
and Olivetti Research, Ltd. (now part of AT&T Laboratories Cambridge), resulting in one of the first 
context-aware applications, Active Badge Location System (Want et al., 1992). Marc Weiser in his paper 
“The Computers of the 21st Century” (Weiser, 1991), predicted that the future computing would consist 
of small, interconnected computers, some integrated seamlessly in our surroundings (often invisible), 
and some worn by as, aiming to provide useful and effective services to the users according to their 
information needs and current situation. This started the vision of ubiquitous computing (also called 
pervasive computing) as the third wave in computing. Since then, many other researchers have studied 
topics surrounding context-aware mobile and ubiquitous computing and contributed to this field.

As human beings, we are aware of context, implicitly understand its importance and use it in our 
daily activities. We routinely use contextual information, such as, who is in our vicinity, where we are, 
or what is the time of the day, to modulate and adjust our interactions with other people or objects. In 
the same way that our gesture, activity or a word has different meanings depending on the situation 
and the context in which they are expressed, the user interaction with any IT application and service is 
influenced and determined by the situation/context in which such interaction occurs.

What is the context from the mobile and ubiquitous computing point of view? The definition given 
by Dey and Abowd (2000a) is the most cited one and refer to context as:

“any information that can be used to characterize the situation of an entity. An entity is a person, 
place, or object that is considered relevant to the interaction between a user and an application, including 
the user and applications themselves.”

Chen and Kotz (2000) define following categories of context:
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• Computing context includes network connectivity, communication bandwidth, and local computing 
resources such as printers, displays, memory capacity, processor speed, and so forth. 

• User context includes user profile, location, preferences and people in the vicinity of the user, even 
the social situation.

• Physical context includes lighting and noise levels, traffic conditions, and temperature.
• Temporal context includes time of day, week, month, and season of the year.
• Context history is the recording of computing, user and physical context across a time span.

Some authors (Hofer et al., 2002; Prekop and Burnett, 2003) classify context in two dimensions: 
physical (external) and logical (internal). The physical (external) dimension refers to context that can be 
measured by hardware sensors, that is, location, light, sound, movement, touch, temperature or air pres-
sure, whereas the logical (internal) dimension is mostly specified by the user or captured by monitoring 
user interactions, that is, the user’s goals, tasks, work context, business processes, the user’s emotional 
state, and so forth. However the context is defined and classified the main challenge in mobile and 
ubiquitous computing is how to provide intelligent context-aware applications and services, anytime, 
anyplace on any device, that takes into account the users’ context and their current situation, increasing 
usability and effectiveness and minimizing distraction and needed attention. 

Context -aware appli Cations and ser viCes

Many researchers and developers have explored context-aware computing and developed a number of 
context-aware applications and services to demonstrate and validate the enhanced usability, the flex-
ibility, and adaptation of applications and services enriched with context-aware behavior. According to 
definition of Dey and Abowd (2000a) “a system is context-aware if it uses context to provide relevant 
information and/or services to the user, where relevancy depends on the user’s task”.

Most of the mobile and ubiquitous systems now utilize some kind of context to perform their tasks; 
what makes context-awareness an essential requirement of these systems. Some of them are made capable 
of dealing with special types of context and are well-suited for specific conditions and requirements, for 
example, in navigation scenario. These systems handle context in an ad hoc way and are optimized for 
the situations they are used in without care about extensibility and flexibility. Although there have been 
many context-aware systems and applications tested over the last decade, most of them are still proto-
types only available in research labs and in academia. One of the main drawbacks lies in the complexity 
of capturing, representing, and processing the contextual data, as well as adaptation of functionality, 
content, and interface of applications and services to defined context. These implementations have also 
lacked generality and flexibility in the sense that only a predefined set of context information has been 
utilized, with no allowance for customization or augmenting the scope of the information as the need 
arises. Yet the range of potentially useful context information and the ways of adaptation of mobile and 
ubiquitous applications to this information is limitless and unforeseeable.

To achieve flexible, scaleable, and effective development of context-aware applications and services 
a more generic framework is needed. Such a generic framework should include and provide advanced 
methods, tools and techniques for: 

• Context sensing and acquisition,
• Context modeling, representation and storing,
• Processing, aggregation and reasoning of contextual data,
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• Context-aware application adaptation,
• Integration of context-awareness into service-oriented architectures 
• Security and privacy of context data,
• Knowledge discovery and mining of historical context data, and
• Design and development of context-aware applications and services.

The method of context data sensing, capture and acquisition is very important when designing con-
text-aware systems because it defines the architectural style of the system and also the capabilities of 
context-aware services offered. Depending of context data types defined within the particular context-aware 
application domain, the set of contextual data must be acquired through various sensors, either physical, 
logical, or virtual  and represented and stored in an appropriate data store (Baldauf et al., 2007).

 To efficiently manage context data and integrate it in context-aware systems the appropriate context 
model must be developed. The context model is needed to represent, store, and exchange contextual 
information in the most convenient form. To develop flexible and useable context modeling constructs 
that cover the wide range of possible contexts is a challenging task. Strang and Linnhoff-Popien (2004) 
summarized the most relevant context modeling approaches, which are based on the data structures 
used for representing and exchanging contextual information in the context-aware systems. The main 
approaches include key-value pairs, XML-based models, graphical models, object-oriented models, 
logic based models and ontology based models which variously fulfill requirements of the context-aware 
systems, such as simplicity, flexibility, extensibility and expressiveness.

To provide high-level context information from raw sensor data, such data must be appropriately 
processed. The data processing is responsible for transformation, reasoning and interpreting contextual 
information and representing it at a higher abstraction level more useful for particular context-aware 
system or service. Context-reasoning represents the process of deducing new and relevant information 
to the use of application(s) and user(s) from the various sources of context-data. For example, the exact 
GPS position of a person might not be of value for an application but the name and type of the room 
the person is in, brings greater meaning to the system. Also, if context-aware systems depend on sev-
eral different context data sources, to provide useful and high-level contextual information to the other 
systems’ components the raw context data must be aggregated and composed to generate information 
that is more important and advantageous to the application. 

The main challenge in design and development of mobile and ubiquitous applications is the adap-
tation to context and context changes (Adelstain et al., 2005). Adaptation to context and its changes 
might happen in middleware (system), in the application level, or both. The adaptation of context-aware 
applications can be performed on three aspects: a) the functionality of various components (services) 
in the mobile application, b) the data (content) that are delivered to the application can be adapted, and 
c) the user interface and the ways of user interaction with the application. There is a need for concepts, 
methods, and tools to achieve effective and seamless integration of adaptation in design and develop-
ment of context-aware applications.

Service-oriented architecture represents advanced and popular approach for the building and the 
rapid prototyping of context-aware mobile applications and services (Baldauf et al., 2007). Different 
functionalities of context-aware systems are encapsulated as low coupled services with context acquisi-
tion, context management and context adaptation roles. Usually the central services gain context data 
through distributed context provider services, process and aggregates it and offers it in high-abstraction 
and usable form to the application services. Such context-aware mobile services are located on top of 
the architecture, and retrieve and use contextual information to adapt their behavior according to the 
current and/or past context. As sensors in a distributed sensor network may fail or new ones may be 
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added, a discovery mechanism to search for and find appropriate sensors for sensing context at runtime 
is important. The context-aware system must provide mechanisms and capabilities to enable discover-
ing of new context information services using different forms of querying and lookup mechanism. Such 
dynamic mechanisms are important, especially in mobile and ubiquitous environments, where available 
sensors, the context sources, as well as their capabilities and structure, change rapidly. Also, context 
information obtained from context provider service in such an architecture can affect the various stages 
of the service provision process for example to enhance service discovery or service composition. The 
main challenge here is how to achieve autonomous orchestration of atomic or composite context-aware 
services of a service-oriented architecture into higher level services based on context information and 
available QoS parameters to offer adapted and more usable services.

The important aspects of context-aware mobile systems and services are security and privacy. As 
context may include sensitive information on people, for example, their location, their activity, the 
history of their context information in the form of their profile, and so forth; it is necessary to have the 
opportunity to protect privacy. Therefore, concepts and mechanisms are needed to express policies, to 
define ownership of context information and access rights for different users.

Context-aware mobile applications and services must also provide access to historical context data. 
The context-aware systems must provide capabilities for storing and maintenance of a context history 
and the facilities to query historical context data. The context histories may be used to establish trends 
and patterns in context changes and predict future context values by using knowledge discovery and 
data mining techniques. Managing and mining historical context data provides the ability to implement 
intelligent and highly adaptable context-aware systems and services. Furthermore, based on data mining 
algorithms, contextual information can be predicted to proactively provide a certain set of context-aware 
services to the user without his/her explicit intervention or request.

All these interesting challenges in the context-aware mobile and ubiquitous computing field have 
inspired the research and development community to develop many important solutions and achieve-
ments, and to report and present them in the scientific and professional publications, at workshops and 
conferences. Several context-aware frameworks and systems are designed and developed with some or 
all these functionalities in mind to enable simple and efficient development of context-aware applica-
tions. The prominent examples reported in the literature are (the list is not exhaustive):  

• Context Managing Framework presented by Korpipää et al. (2003)
• Service-Oriented Context-Aware Middleware (SOCAM) project introduced by Gu et al. (2004)
• Context-Awareness Sub-Structure (CASS) presented in Fahy and Clarke (2004).
• Context Broker Architecture (CoBrA) (Chen et al., 2003)
• Context Toolkit (Dey and Abowd, 2000b)
• Hydrogen project (Hofer et al., 2002).
• CORTEX system based on the Sentient Object Model (Biegel and Cahill, 2004)
• Gaia Project (Roman et al., 2002)

But many open, research and development issues are still remaining. Context-aware computing is a 
research area that is still growing and evolving and every related study and research work contributes to 
richness of this field. The objective of this book is to provide throughout insight in advanced concepts of 
context-awareness, such as context-aware application adaptation, context management, context privacy and 
protection, context-awareness in service-oriented architectures, and the application of context-awareness 
for enhanced usability in specific application domains. The understanding of these concepts ultimately 
leads to more effective design and implementation of mobile and ubiquitous applications and services 
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that can access accurate, high quality context information on the fly in highly dynamic environments 
and adapt their functionality, content and user interface/interaction accordingly.

boo K obje Ctive and audien Ce

The book relies upon a huge research in context-awareness domain during past decade which establish 
fundamental context-related definitions and principles, methods for context sensing and acquisition, 
context modeling and storage, as well as development of context-aware applications based on context 
frameworks. This book follows this line of research and development by presenting and describing up-
to-date research and development issues in the context-aware computing community. 

As such, the book covers advanced aspects of context-awareness and up-to-date topics in context man-
agement, development and adaptation of context-aware applications and service, context-aware security 
and access control, incorporating context-awareness in service-oriented architectures and describes how 
to achieve enhanced usability and personalization of context-aware applications in some actual domains 
such as ambient intelligence, E-Learning, infomobility, Semantic Web, and so forth.

By presenting timely and relevant information to the context-aware mobile and ubiquitous computing 
field, the book is expected to argue the readers that being aware of context is a key factor for enhancing 
usability and adaptation of contemporary mobile and ubiquitous applications and services.

The book appeals to a broad computer science and computer engineering audience. It is consider-
ably valuable to researchers and developers in mobile and ubiquitous computing, by covering advanced 
aspects of context-awareness and concepts in design and development of context-aware applications 
and services. The reader will be able to get in touch with new and comprehensive research issues the 
context-aware research community is dealing with today. The book is expected to serve as guidance 
for researchers, software developers and practitioners in this reach and fruitful research and application 
field, toward making context-aware computing a full reality.

boo K organiza tion

The book consists of 16 chapters, organized into five sections. A brief description of the chapters fol-
lows.

The first section of the book presents concepts, principles and strategies for development of context-
aware applications adaptation.

Preuveneers et al. (Chapter I) present the fundamental concepts of their component-based methodol-
ogy and complementary context-aware adaptation framework, and discuss how the framework handles 
the various kinds of adaptation along multiple levels of abstraction (content, application, framework, and 
network). After having discussed the basic concepts of our adaptation framework, they evaluate some 
of the benefits of their integrated adaptation approach based on a set of QoS requirements.

Chaari et al. (Chapter II) propose a comprehensive and open strategy that guarantees the adaptation 
of applications to context on three facets: (i) the services offered to the user, (ii) the multimedia contents 
returned by these services, and (iii) their presentation to the user. They have validated this strategy by 
developing a platform that guarantees applications adaptation to context by using Java, OSGi and Web 
service technologies to implement this platform. They present a successful test of their adaptation ap-
proach on a home healthcare application concerning dialyzed persons.
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Daniel (Chapter III) characterizes the design of context-aware Web applications, describes a con-
ceptual, model-driven development approach, and shows how the peculiarities of context-awareness 
require augmenting the expressive power of conceptual models in order to be able to express adaptive 
application behaviors.

The second section of the book deals with different aspects of advanced context management, re-
garding the adaptive framework, distributed context and context-aware database querying methods and 
techniques.

Roussaki et al. (Chapter IV) elaborates on mechanisms that address advanced requirements including 
support for distributed context databases management; efficient query handling; innovative manage-
ment of mobile physical objects and optimization strategies for distributed context data dissemination. 
These mechanisms establish a robust spatially-enhanced distributed context management framework 
that has thoroughly been designed, carefully implemented and extensively evaluated via numerous 
experiments.

Zebedee et al. (Chapter V) describe a robust and adaptable context management system achieved 
by adopting the autonomic computing paradigm, which supports systems that are aware of their sur-
roundings and that can automatically react to changes in them. They present an implementation based 
on widely accepted standards, specifically Web services and the Web Services Distributed Management 
(WSDM) standard.

Li et al. (Chapter VI) present the latest context-aware querying techniques developed in the data man-
agement field in order to enable effective design of context-aware database query processing mechanism. 
They outline six ways to query context directly, and provide a categorization about how to use context in 
querying traditional databases. The approaches of handling imperfect context in context-aware database 
querying are also described. 

The third section of the book is concerned with service-oriented computing in the mobile and ubiq-
uitous settings and how to develop and seamlessly integrate context-aware mobile services in service-
oriented architectures.

Jacob et al (Chapter VII) extend the notion of context-aware services by considering service com-
position approaches, and present a middleware aiming at the autonomic and context-aware provision of 
services in mobile peer-to-peer networks. In this regard special attention is paid to a semantic blackboard 
concept to cache and disseminate context data and a context-aware service composition approach in 
terms of the identified trends and challenges.

Eikerling and Mazzoleni (Chapter VIII) present a methodology based on model-to-model transforma-
tions to be applied at different stages of the service lifecycle. Starting from a conceptual model, these 
models reflect characteristic properties of the mobile service under development such as context infor-
mation. For the implementation, a middleware suite then is used which comprises a set of constituents 
which significantly simplify and shorten the mobile services development cycle. They demonstrate the 
concepts in terms of mobile business-to-business field services in which through the methodology and 
tools the dynamicity can be enhanced.

Dietze et al. (Chapter IX) propose Mobile Situation Spaces (MSS) which enable the description of 
situation characteristics as members in geometrical vector spaces following the idea of Conceptual Spaces 
(CS). Semantic similarity between situational contexts is calculated in terms of their Euclidean distance 
within a MSS. Extending merely symbolic SWS descriptions with context information on a conceptual 
level through MSS enables similarity-based matchmaking between real-world situation characteristics 
and predefined resource representations as part of SWS descriptions. To prove the feasibility, they 
provide a proof-of-concept prototype which applies MSS to support context-adaptation across distinct 
mobile situations.
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Raibulet (Chapter X) proposes an adaptive solution to enable identification of the available resources 
and services and indicates which resource is the best one to execute a service. She proposes an approach 
which models the adaptation knowledge through reflective entities, qualities and properties, the man-
agement of the adaptation knowledge through views, the decision support through strategies, and the 
management of the functional and non-functional elements through managers.

The fourth section of the book deals with important topics of context-aware communication, secu-
rity and privacy in mobile systems and applications, which are essential prerequisites for wide use of 
context-aware services across the wireless Web.

Lofeudo et al. (Chapter XI) present their own hardware and software platform built to communicate 
and position mobile devices in an efficient way. They describe the design and implementation of their 
software/hardware combination, which is designed to provide a balance between network bandwidth, 
power consumption and roaming capabilities. They also present an example showing how the hardware 
is combined with their sensing layer to develop context-aware applications.

Gomez et al. (Chapter XII) present the use of context information for authentication and access control 
in ubiquitous and mobile environments as a way to reach a higher level of flexibility and adaptability 
of the systems’ security. The authors propose and describe different new techniques to ensure access 
control, and compare them to the state-of-the-art.

Ali-Eldin et al. (Chapter XIII) deal with two challenges in incorporating privacy in context-aware 
services. The first one is to improve privacy architectures with a trust functionality and the second one 
is to integrate this refined privacy architecture in larger service- oriented architectures (SOAs).

The fifth section of the book presents application of context-awareness for enhanced usability and 
personalization of mobile and ubiquitous applications in specific application domains.

Joly et al. (Chapter XIV) depict their vision of “Social Ambient Intelligence” based on the review 
of several uses of semantic technologies for context management, adaptive human-system interaction, 
privacy enforcement and social communications. Based on identified benefits and lacks, and on their 
experience, the authors propose several research leads towards the realization of this vision.

Paganelli and Giuli (Chapter XV) provide an analysis of existing studies in the field of context 
awareness research targeted to the infomobility application domain. The authors propose an evaluation 
framework for infomobility services based on the elicitation of context information items and high-level 
requirements. The framework is applied to some relevant state-of-the art research works among personal 
navigation systems, infomobility service integration frameworks and context-aware location-based com-
munication platforms. Evaluation results are discussed in order to highlight open research challenges in 
the infomobility application domain.

Tsianos et al. (Chapter XVI) put focus on identifying human factors that relate to users’ performance 
in Web applications that involve information processing, and a framework of personalization rules that 
are expected to increase users’ performance is depicted. The environments that empirical results were 
derived from were both learning and commercial; in the case of E-Learning personalization was ben-
eficial, while the interaction with a commercial site needs to be further investigated due to the implicit 
character of information processing in the Web.

Dragan Stojanovic 
University of Nis, Serbia
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a bstra Ct

In recent years, many researchers have studied context-awareness to support non-intrusive adaptability 
of context-aware applications. Context-aware applications benefit from emerging technology that con-
nects everyday objects and provides opportunities to collect and use context information from various 
sources. Context-awareness helps to adapt continuously to new situations and to turn a static computing 
environment into a dynamic ecology of smart and proactive applications. In this chapter, we present 
our framework that manages and uses context information to adapt applications and the content they 
provide. We show how application adaptation can be handled at the composition level, by reconfiguring, 
redeploying and rewiring components, e.g. to fall back into reduced functionality mode when redeploy-
ing an application on a handheld. The key features of our context-aware adaptation framework not 
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only include local adaptations of context-aware 
applications and content, but also the addressing 
of context in large scale networks and the context-
aware redeployment of running applications in a 
distributed setting. We discuss how adaptation is 
handled along various levels of abstraction (user, 
content, application, middleware, network) and 
illustrate the flexibility of context-aware content 
and application adaptation by means of a realistic 
use case scenario.

introdu Ction

We witness nowadays a trend towards ubiqui-
tous information and pervasive communication 
networks. Technology is emerging that connects 
everyday mobile objects and embeds intelligence 
in our environment. The ability to collect and 
combine data from various sources and adapt to 
changes in our surroundings is crucial to turn 
static environments into smart and proactive ones. 
In such environments, as envisioned by Weiser 
(1991), computing is pushed away from the tradi-
tional desktop to small embedded and networked 
computing devices around us. In recent years, the 
use of context-awareness to support non-intrusive 
adaptability of content and applications has re-
ceived a lot of attention (Moran & Dourish, 2001; 
Islam & Fayad, 2003; Gheis et al. 2006; Chaari 
et al., 2006; Yang & Shao, 2007).

It goes without saying that context-awareness 
plays a key role in such systems in order (1) to meet 
changing user expectations, (2) to satisfy changing 
device and application resource constraints and 
(3) to optimize the quality of service.

As Chaari et al. (2006) explain, context-
awareness is the capability of perceiving the 
user situation in all its forms, and of adapting in 
consequence the system behavior, i.e., the services 
and content supplied to the users. Or as Charles 
Darwin stated earlier: “It is not the most intel-
ligent of the species that survive the longest, it is 
the most adaptable.” In order to be successful, 

applications need to adapt continuously to their 
environment and therefore require information 
from this environment for the adaptation to be 
effective.

Developing mobile and pervasive applications 
with support for context-driven adaptation is a 
daunting task. The problem is threefold. First of 
all, to carry out application adaptation at runtime, 
we require a proper application design methodol-
ogy that facilitates customizing the functionality 
during the deployment and runtime life cycle of 
the application. Secondly, the design methodology 
needs to be complemented with runtime support 
that enables applications to dynamically adapt 
their behavior and the content they offer to the 
user whenever the applications’ context changes. 
And thirdly, applications must take into account 
the characteristics of the systems on which they 
are deployed, the environment in which they are 
embedded, and the user expectations regarding 
the application in order to exhibit optimal behav-
ior. Hence, context-awareness is a key concern 
that needs to be supported within the adaptation 
framework from the ground up. To address these 
challenges, we present in this chapter an integrated 
approach to context-aware adaptation of applica-
tions and the content they supply. The focus of 
our contribution is (1) a design methodology in 
which applications are composed out of loosely 
coupled distributed components, enhanced with 
(2) an adaptation framework that provides solu-
tions to facilitate context-aware adaptation of 
applications and the content supplied by those 
applications. Context-aware adaptation in our 
framework consists of application adaptation 
and content adaptation and is handled at differ-
ent levels.

Context-aware applications have a compo-
nent-based design with basic constructs such 
as components, component ports, connectors, 
contracts and context interfaces. Components 
provide the functionality of the application and 
communicate with other components through 
connectors attached to their component ports. 
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Contracts and context interfaces ensure a specific 
behavior in a particular situation. These concepts 
are further explained in section 4. Application 
adaptation is handled at the architectural level 
by reconfiguring and redeploying components, 
while content adaptation is addressed internally 
by the components, for example, through content 
filtering (e.g. selecting content related to a given 
location, or selecting a content format that fits the 
capabilities of the client device) and/or content 
transformation (e.g. transforming content to a data 
format supported by the user’s device).

Figure 1 shows a component-based confer-
encing client that is composed of 3 components: 
Multimedia Player, Jabber Protocol and User 
Interface. The replacement of the Jabber Proto-
col component with another instant messaging 
protocol component is an example of structural 
application adaptation, while changing the volume 
of the Multimedia Player component is an example 
of behavioral adaptation. Content adaptation can 
be achieved within the User Interface component 
by filtering or rescaling content that does not fit 
the size of the display.

For both application and content adaptation, 
the adaptation processes build upon the compo-
nent philosophy and the proper runtime support 
within the framework to carry out the adapta-
tion. Relevant context information is required 
for the adaptation to be effective. Given that this 
context information may not be available locally, 
the adaptation framework relies on mechanisms 
for context information collection and distribu-
tion. We will elaborate in more detail on each 
of these aspects in the following sections and 
will validate our adaptation framework with a 
scenario where resource conservative behavior 
is the requested QoS.

In the following section, we present a motivat-
ing scenario on context-aware adaptation. This 
scenario will be used later on to illustrate the 
strengths and flexibility of our integrated approach 
to context-aware adaptation. From this scenario 
we distill the fundamental requirements of the 
design methodology for pervasive and mobile 
applications and the supporting adaptation frame-
work. Afterwards, we present the fundamental 
concepts of our component-based methodology 

Figure 1. Adaptation with component-based applications
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and complementary context-aware adaptation 
framework, and discuss how the framework 
handles the various kinds of adaptation along 
multiple levels of abstraction (content, application, 
framework, and network). The component-based 
design methodology and the corresponding basic 
building blocks of the framework that support 
context-aware adaptation are explained bottom-
up. We illustrate how context information that is 
gathered from the environment drives the adapta-
tion process to adapt applications to accommodate 
new requirements, and how context is used to 
optimize application deployment in a distributed 
setting. Context will also be a key enabler to the 
content adaptation process within an application 
to offer the most appropriate content in the most 
suitable format to the user. After having discussed 
the basic concepts of our adaptation framework, 
we will evaluate some of the benefits of our inte-
grated adaptation approach based on a set of QoS 
requirements and end with some conclusions and 
future work.

motiv ating sCenario

The necessity of dealing with context-aware ad-
aptation of applications and content supplied by 
those applications on different levels is illustrated 
in the following scenario: 

 
Company Rising Sun organizes a large meeting 
for all its sales representatives where the results 
of a recent survey are presented and where the 
participants are discussing marketing strategies. 
All attendants use a display to interact with the 
shared whiteboard in the conference room. One 
of the sales representatives, Jim, has to leave 
early for an urgent dentist appointment, but 
he will remain in touch with his colleagues to 
discuss the proposals. He informs by message 
those managers he deals with that he is leaving. 
The conferencing client moves from his display 
in the conference room to his personal wire-

less handheld device. As the capabilities of a 
handheld are limited, the application runs with 
reduced functionality. While in the dentist’s seat, 
Jim does not want to be disturbed and will only 
receive the notes and a summary of the minutes 
on his handheld. Whenever devices with a larger 
display or more processing power show up in his 
vicinity for which he has permission to use, the 
application is again adapted and relocated to 
provide a better user experience.

In this small scenario, we observe that multiple 
actors on different levels of the adaptation frame-
work can initiate the adaptation process:

• User: Jim is moving away, the framework 
should ensure that the application follows 
along. 

• Content: The video stream cannot be shown 
on the small screen of the handheld. Unsup-
ported content is filtered or transformed to 
a different format. 

• Application: The application moves to the 
handheld device. Unused application com-
ponents are disabled or removed from the 
application. 

• Middleware: The middleware that hosts 
the applications monitors shared resources 
and notifies the applications when e.g. the 
battery is running low. 

• Network: The network provides new 
context information about resources in the 
environment and triggers a relocation of the 
application to a new host. 

This scenario illustrates how different kinds 
of applications may surround the user. Some 
run on personal devices while others are offered 
on shared systems in the vicinity. Together they 
constitute an ecology of applications on which 
a user can rely for his daily activities. Nonethe-
less, in order to maintain an acceptable level of 
user experience in pervasive computing environ-
ments, the applications and the information they 



  �

Context-Aware Adaptation in an Ecology of Applications

provide should adapt to the current context at 
hand, which includes not only information about 
available resources, but also about the user and 
his preferences. The following paragraphs give 
an overview of the requirements that our applica-
tion design methodology has to meet in order to 
support an ecology of context-aware adaptable 
applications.

r equirements

In this section we review several non-functional 
concerns of context-aware adaptable applications 
in a mobile and pervasive computing setting. 
These concerns have an impact on the design and 
the deployment of applications and define deploy-
ment constraints in terms of the capabilities of a 
device as well as user preferences with respect to 
the application. We consider these requirements 
as non-functional since they are outside the ap-
plication logic domain.

Context and user personalization

A user may have requirements or preferences for 
the applications he is using and they should be 
taken into account as good as possible to help meet 
user expectations. For example, Jim may wish to 
preserve the battery power of his handheld device, 
which means that the highly power-consuming 
wireless communication should be disabled. These 
requirements and preferences will result in context 
constraints that will determine which applications 
are selected, how they are adapted and composed 
and how they behave at runtime.

r esource- and Context-a ware  
deployment

While on the move Jim will mainly interact with 
mobile and embedded systems. This means that the 
applications on these devices are subject to tight 
resource constraints, including limited memory, 

processing power, network bandwidth and, last 
but not least, battery life time. Moreover, these 
devices will have to share resources when serving 
many applications concurrently. Hence, resource 
and other contextual constraints will determine 
whether a particular application can execute 
properly on a given device after deployment or 
if further adaptations are needed. 

user mobility and a pplication  
r elocation

The motivating scenario is an illustration of how 
user mobility will become an essential corner-
stone to future computing. As a consequence, the 
amount of environmental resources the mobile 
device can address to extend its capabilities may 
fluctuate accordingly. For example, once having 
an application remotely deployed, a decreasing 
network bandwidth or network disruptions may 
reduce the quality of service (QoS) to an unac-
ceptable level. Therefore, when on the move Jim 
may choose to run an application locally, but when 
stationary Jim may free up some local system 
resources by relocating and running one or more 
applications remotely on a more powerful device 
in the neighborhood.

a pplication and Content a daptation 

As the sales representative is cruising through 
highly dynamic pervasive computing environ-
ments, his applications will need to adapt to 
changing working conditions. In order to offer 
personalized applications and run them on de-
vices with versatile resource characteristics, the 
application must be adapted to the capabilities of 
the device. Therefore, applications should not be 
monolithically designed, but rather have a modular 
structure that makes it possible to replace parts 
of the application without changing the overall 
intended functionality requested by the user. 
Moreover, the dynamism of pervasive environ-
ments, as well as the mobility of the users in such 
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environments directly impacts the user’s interests 
and, by consequence, the relevance of the content 
he expects from the applications. Thus, the way 
content is selected and presented to the user must 
also adapt whenever the context changes.
 
o verview of the r equirements 

The previous requirements affect the whole 
life-cycle of an application. First of all, context 
information about the device, the applications, 
the content and the user is needed to take well-
informed decisions during the adaptation process. 
This information is used to decide where applica-
tions are deployed. After the deployment, a chang-
ing context may affect the active applications in 
different ways: it may be moved to a different 
location or adapted to the current situation. The 
basic requirements for our application design 
methodology and complementary context-aware 
adaptation framework can be summarized as 
follows:

1. A modular application design methodology 
that supports runtime adaptation

2. Context management in a distributed set-
ting

3. Context-driven content and application 
selection, deployment, adaptation and re-
location

In the following sections we will argue how our 
design methodology and context-aware adaptation 
framework complies with these requirements.

Context -aware adapt ation in 
an eCology  of appli Cations

In this section we discuss our component-based 
design methodology for pervasive and mobile 
applications and the basic building blocks within 
the complementary framework that support con-
text-aware adaptation. We outline how context 

information is collected from the system, the user 
and the environment. We describe how context 
drives the adaptation process to structurally 
change applications to accommodate new require-
ments, optimize their deployment in a distributed 
setting, and personalize the content offered by the 
applications to the user.

a  Component-based design for  
Context-a ware a daptable  
a pplications

In the following paragraphs we present a com-
ponent-based design with support for application 
adaptation, interaction and composition within 
a mobile and pervasive context. The application 
design incorporates components and connectors 
as functional building blocks, and contracts and 
context interfaces as non-functional building 
blocks. The basic principles of the component-
based design methodology are illustrated in Figure 
1. It shows how the conferencing client consists of 
a multimedia component and an instant messaging 
component both wired to a user interface compo-
nent. Some of these components can be disabled 
or replaced with compatible ones depending on 
the actual deployment requirements.

The following entities together form the 
business logic of an application and define its 
functional and non-functional aspects:

• Components: Applications are created 
through the assembling of components. As 
applications need to be deployed on devices 
with varying characteristics, the use of com-
ponents makes it possible to dynamically 
adapt services either by relocating compo-
nents or by replacing them with others in 
order to optimize deployment on a specific 
device. 

• Connectors: Connectors, which are linked 
to the component ports of a component, 
provide communication channels between 
components within a service. They are used 
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to deliver asynchronous messages from one 
component port to another. Asynchronous 
messaging allows connecting to remote 
components and prevents the blocking of 
one component for another.

• Contracts: Contracts impose non-functional 
constraints on a component or a group of 
interacting components. Contracts can be 
used, for example, to guarantee memory 
availability or bandwidth constraints within 
an application internally. Contracts can be 
used to specify user requirements and to 
ensure optimal deployment on embedded 
devices.

• Context Interface: The Context Interface is 
a dedicated component port responsible for 
the sending and receiving static and dynamic 
context information. Among other things, it 
allows the application to be notified of new 
resources, and to inform other applications 
or devices about resources currently in use 
by this application. 

This component-based design methodology for 
pervasive and mobile applications addresses the 
requirement (1) outlined in the previous section. 
It not only helps to compose applications using 
loosely coupled components, but also enables 
runtime adaptation by replacing components 
with compatible interfaces. The loose coupling 
and the asynchronous communication facilitates 
connecting to remote components in order to 
optimize the usage of system resources. As such, 
the component-based design methodology is a key 
enabler for requirements (2) and (3) as well.

Context management

Context involves relevant information on real 
world entities that needs to be described in a 
structured model to facilitate the sharing of 
collected information. It is therefore impossible 
to limit context information to a fixed set of at-
tributes or properties that would be continuously 

monitored for change. Several context modeling 
approaches have been proposed in the past: from 
simple key-value pairs (Schilit & Theimer, 1994) 
to ontologies (Preuveneers et al., 2004). They all 
model context in a different way, but the informa-
tion that is modeled typically includes:

• Identity: The user himself, a person he is 
dealing with, user profiles and preferences

• Activity: Appointments, scheduled tasks 
in agenda, shopping, leisure pastime

• Spatial information: Location, direction, 
speed, presence, nearby items

• Temporal information: Date, time of the 
day

• Environmental information: Temperature, 
light, noise, weather

• Social situation: People that are nearby or 
with whom the user is interacting

• Resources and services: Devices, re-
sources, services and applications on the 
network

Context management from an application 
perspective involves the following functional 
building blocks (see Figure 2), no matter whether 
the context information is used locally or has to 
be sent out to a remote entity somewhere on the 
network.

• Context Retrieval: This component gathers 
information from sensors, user profiles or 
other information providers on the system 
itself or in the neighborhood. In general, 
it monitors information, such as changes 
in the current network bandwidth, and re-
ceives all data that has been pushed to the 
system by third parties. It sends this context 
through a filter to make sure that only the 
most up-to-date and accurate information 
is selected when multiple external sources 
provide similar information in response to 
a particular context information request. 
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• Context Storage: A context repository en-
sures persistence of context information. It 
only saves up-to-date and relevant informa-
tion in a way that queries and information 
updates can be handled efficiently. There-
fore, context representation involves two 
aspects: the information itself, for example 
the attribute ‘Age=43’, and how it relates to 
other concepts such as a category ‘Person’, 
for example, the sales representative. Our 
context management stores context as an 
expandable knowledge base of ontologies 
for semantic modeling of concepts and as a 
fact container with time stamped instantia-
tions of these concepts to exploit historic 
values. 

• Context Manipulation: This component 
transforms and reasons on context informa-
tion. Context transformation changes the 
way certain information is represented. For 
example, a temperature expressed in Celsius 
can be transformed into Fahrenheit using 
simple mathematical transformation rules. 
Classification is another kind of transfor-
mation, where accuracy of information is 
given up for the sake of more meaningful 
information. For example, the longitude and 
latitude coordinates of the dentist practice 

can be replaced by the street name and city. 
Context reasoning derives new information 
based on existing facts and derivation rules. 
Whereas context transformation changes 
the way a concept is expressed, context rea-
soning combines derivation rules and facts 
into other facts which were only available 
implicitly.

Each of the above context managing build-
ing blocks is implemented as a composition of 
subcomponents that can be activated whenever 
an application requires them and unloaded when 
they are no longer needed. This way, unnecessary 
context managing components do not waste any 
resources if their function is not required by any 
of the context-aware applications. The compo-
nent-based design is discussed in more detail 
in (Preuveneers & Berbers, 2005) and fulfills 
the requirement (2) on context management in a 
distributed setting. Finding context in an ad hoc 
network and the distribution aspect is discussed 
in more detail in the following paragraphs.

Context a ddressing and distribution

Context-aware applications are most useful in 
mobile ad hoc networks. In these networks, ap-

Figure 2. Basic composite components for context management
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plications that respond to context changes in the 
network may provide functional benefits because 
they recognize new possibilities as opposed 
to applications that do not take their dynamic 
environment into account. A drawback of these 
types of networks is the difficulty of addressing 
relevant nodes in the network on a conceptual level 
and efficiently transmitting context information 
requests and responses to relevant nodes. 

Most context-aware applications have func-
tionality that requires information that is not 
available locally or that needs to be combined 
with other information from different sources in 
the network. As a result, context information may 
need to be combined, modified and redistributed to 
other actors in the network before it can be put to 
good use. However, querying context information 
is not a trivial task for context-aware applications, 
because the execution of the application is con-
text data oriented, and querying context is only 
successful when addressed to relevant persons, 
objects, or other information.  For example, query-
ing for ‘all managers that have to leave this room 
during this or the following presentation’ requires 
the ability to specify a query that can meaning-
fully express and connect ‘this room’, ‘this or the 
following presentation’, and ‘leave’. Each of these 
context constraints narrow down the possible 
solutions to the query for ‘all managers’.

Also the distribution of information is influ-
enced by context-aware applications. The location 
of information may change depending on the 
location of persons, objects or other information. 
Also, if applications and nodes in the network 
nodes move, then the relevancy, accuracy and 
validity of context information can change. 

Context addressing is not a new topic, but has 
been investigated before by Loke et al. (2003) 
and Devlic & Klintskog (2007). These schemes 
allow specifying the context of an object or per-
son in a declarative way, together with a context 
description. For example, before leaving the 
meeting room Jim the sales representative sends 
a message to a group of people by specifying the 

recipients as follows: ‘All managers I work for in 
this meeting room’. All objects that match this 
context address will receive the message. Several 
notations for context addressing have been studied 
to declaratively describe the context of an object. 
Below is an example of this context address in 
first order logic:

{ Person p | (p.jobtitle = ‘Manager’) and (p in 
jim.clients) and (p.location = jim.location) }

Considering the features of context-aware 
applications and the target network, a context 
addressing scheme should offer the following 
features: (1) description of the data that is sent or 
requested, and context data constraints, (2) specifi-
cation of the environment in which the context data 
is relevant, (3) additional meta information about 
the context data or environment which may guide 
distribution of the query: mobility, QoS require-
ments such as latency, availability and accuracy. 
Because of the nature of context data, the context 
addressing should not make assumptions about 
the physical network (IP-addressing) or refer to 
services on the network. A context address can 
be adapted while routing the context request or 
the context information in the network, because 
nodes in the network may have more specialized 
information about how to interpret the address and 
how to adapt it to allow more efficient routing to 
the final destinations. 

Context addresses can be combined using 
concept constructors, for example: address3 
= UnionOf(address1, address2) addresses the 
objects in the union of the objects addressed by 
address1 and address2. Most context addressing 
schemes rely on a type system, that is shared by 
every node on the network. The type system may 
be hierarchic, and form a semantic tree. This al-
lows semantic reasoning on the data types in the 
addresses and facilitates optimization of network 
traffic if required. For example, a search for ‘Sales 
Manager’ and ‘Sales Representatives’ may be 
compressed to ‘Sales Staff’ (see Figure 3).
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A basic building block of our addressing 
scheme is context grouping. Groups are formed 
among nodes that share a common observable 
context. While addressing groups, the scope of 
the dissemination on an abstract level is limited 
to well-known borders, and the underlying rout-
ing mechanism takes this into account to guide 
the context distribution process. Using grouping, 
nodes are ‘joined’ according to different semantic 
values, e.g. ‘All nodes in the same room’ or ‘all 
nodes that are interested in persons leaving or 
entering the room’. To define these groups, we use 
context operators. Context operators determine 
what context information needs to be retrieved 
from the network. They take this information as 
input and produce new context information as 
result of their operation. Context operators can be 
domain independent (such as Boolean operators 
and arithmetic operators) or domain dependent 
(operator ‘FindClosest’ can have many implemen-
tations, depending on the context of use).

As an example, we explain the context operator 
that can be used to disseminate information to all 
nodes that are at most 20 meters away from Jim 
and are interested in messages from sales men: 

InRange(jim, 20), (Message m | m.owner.type.
name == “Sales Manager”).

Context addresses based on context groups 
provide a clean way to address a number of related 
objects or persons, using a declarative descrip-
tion. As mentioned above, our context addressing 
scheme contains a description about the environ-
ment where the information may be found, as 
first described in Victor et al. (2007). This field 
is used by the routing algorithm to decide what 
search algorithm is used to execute the request, 
or limit the search space of the search algorithm. 
For example: the address

InRange(jim, 20), (Message m | m.owner.type.
name == “Sales Manager”),
History(jim), InRange(ThisTown(), 0)

targets all nodes interested in the data type de-
scription ‘Messages from sales managers’ within 
20 meters of Jim, where the data is relevant for 
the personal log of Jim’s actions, and the search 
space is limited to the town of the sender of the 
request.

Figure 3. A hierarchic context addressing type system
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In order to specify the relationships between 
operators and the inputs and outputs of an operator, 
we use an ontology based on the original proposal 
of Devlic & Klintskog (2007). This allows dif-
ferentiating between operators on the basis of the 
input and output type. For example, consider the 
following queries: ‘Find all presentation screens 
within a range of 5m from myself’ (e.g. to select 
the biggest one) and‘Find all dentists within a 
range of 20km’. The inputs and outputs fed to the 
operator are of different types, and the reason-
ing process will find the appropriate operator 
that satisfies input and output requirements set 
in the query.

The context addressing scheme we present 
here is based on these concepts of operators and 
semantic type hierarchies, but we take the reason-
ing process one step further by not only letting the 
in- and outputs types select the operators, but also 
the semantic meaning of them. We compare the 
semantic meaning with the situation of the sender 
of the request to configure a regular operator. 
This allows to introduce meta-operators such as 
CloseTo(), FarFrom(), InNeighbourhoodOf(),etc. 
In our example, the query expressed as ‘Find all 
dentists close to me’ can be translated to ‘Find 
all dentists within a range of 500m from myself’ 
in case that I am on foot, and to ‘Find all dentists 
within a range 20km from myself’  when by car. 
This may be extended by taking my situation into 
account, instead of the situation of the sender of 
the request. Using operators and meta-operators, 
one can specify queries that align with human 
questions asked in real world. 

The combination of a flexible component-based 
context managing system and the powerful con-
text addressing scheme to collect relevant context 
information in the network enable context-aware 
applications to adapt their behavior to changing 
circumstances, and both fulfill requirement (2) on 
distributed context management. In the following 
paragraphs we address various aspects that help 
to fulfill requirement (3) on content and applica-
tion adaptation.

deployment and a pplication  
a daptation

One of the primary goals of context-aware adapta-
tion is to define and to safeguard the application’s 
quality attributes, which makes adaptation at the 
level of the architecture an interesting adaptation 
approach. Such adaptations can be performed in 
many of the views on the software architecture. 
We believe that the deployment view is one of 
the most appealing architectural dimensions 
for adapting an application because of the close 
relation between quality of service and resource 
availability. An application that provides a certain 
level of quality of service typically needs sufficient 
system resources to perform accordingly. Since 
resources are spread across the many nodes that 
comprise a pervasive environment, they create a 
challenge for optimizing application deployment 
scenario’s that still meet the quality of service 
requirements. Such a resource-driven adaptation 
approach represents the first deployment adapta-
tion track we elaborate on in this section. 

The second deployment adaptation track we 
consider is orthogonal to the first. Where the first 
track considers ‘where’ to deploy components, 
the second track investigates ‘when’ to deploy 
components. A thoughtful component life-cycle 
manager can optimize resource allocation simply 
by deallocating those components that are not 
needed now or in the near future. By allocating 
components only shortly before they are expected 
to support the user of the system, resources are 
freed-up for components that are needed more 
urgently at the time. In order to implement a smart 
life-cycle manager that can do this, information 
is needed that expresses which functionality is 
required for the user’s current activity. This ac-
tivity-driven adaptation approach represents the 
second deployment adaptation track we elaborate 
on in this section.
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r esource-driven a daptation

Applications that run on mobile embedded 
devices are often limited in the functionality 
they can offer because of resource constraints 
that characterize such devices. Component ap-
proaches separate an application’s functionality 
into independently deployable building blocks. 
The ability for easy remote deployment of the 
functionality confined within components can 
greatly enhance the application’s computing ca-
pabilities. This provides the application with an 
expanded virtual computing space. In general, we 
believe that good mechanisms for deploying an 
application in a pervasive computing environment 
need to be able to:

1. Optimize the deployment configuration to 
a stable state,

2. Exhibit self-organizing deployment behavior 
to perform redeployment, and

3. Deal with disconnected operation.

(1) Optimal deployment involves the deploy-
ment of the optimal amount of functionality 
whenever possible on the host that matches the 
deployment’s resources needs best. It is especially 
important at the initial deployment to find hosts 
that are suited to manage the application com-
ponents. A stable deployment state is a desirable 
condition that represents a deployment of func-
tionality in a way that redeployment operations 
are unlikely to occur very often. (2) Redeployment 
implies the ability to change the existing deploy-
ment when the configuration of the computing 
environment changes with respect to resource 
availability so that it threatens the correct function-
ality of application components. Self-organizing 
deployment behavior stresses the fact that user 
distraction should be avoided in the deployment 
process. Cooperating middleware systems need 
to be able to agree upon distributed application 
deployment. (3) Disconnected operation enables 
the applications to partially or totally continue to 

support user tasks in the event of disconnections 
in the network that bears the communication load 
in the computing space.

In order to realize pervasive computing space 
that exploits remote resources, a distributed 
deployment mechanism is needed that is aware 
of the resource requirements of the application 
components on the one hand, and that is aware of 
the resources that are available in the distributed 
environment on the other hand. Software profil-
ing tools can be used by designers to analyze the 
resource footprint of components. The resulting 
assessment of such analysis can then be wrapped 
into a component’s resource contract, which is 
a model of the component’s runtime behavior 
with respect to resource requirements. These 
resource contracts can be expressed by model-
ing languages such as the MARTE UML profile. 
This UML profile is designed to express quality 
attributes such as schedulability, performance, 
timing, memory and bandwidth for real-time 
embedded systems.

In Mikic-Rakic & Medvidovic (2002), the 
author presents a deployment solution for a 
distributed application that optimizes the avail-
ability of the application. The mechanism of 
Mikic-Rakic also deals with disconnected opera-
tions, so the solution presented is in line with our 
distributed deployment requirements (1) and (3). 
Unfortunately, their solution takes a centralized 
deployment approach that calculates the exact 
optimal deployment scenario using a constraint 
solver. In reality, however, we cannot assume 
that there exists a single coordinating entity in 
a distributed environment that coordinates the 
distributed deployment on all nodes. Firstly, this 
would create a single point of failure and second, 
a single entity will never achieve a complete view 
on the environment. This is why we believe that 
single nodes have to coordinate their deployment 
activities with their direct neighbors only, which 
calls for self-organizing deployment behavior. In 
Rigole & Berbers (2006), a decentralized compo-
nent choreography mechanism is presented that 
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only uses local information to optimize global 
distributed deployment configuration. By means 
of a collaborative reinforcement learning mecha-
nism, the deployment capabilities in the pervasive 
network are spread so that only communication 
with neighboring nodes suffices to optimize 
deployment scenarios. Although the presented 
solution may result in sub-optimal deployment 
configurations, the results are found quickly and 

changes in the environment may lead to small 
redeployment steps that cause little overhead. 
This solution thus also meets the distributed 
deployment requirement (2).

The component model and framework present-
ed in this chapter support component distribution 
with full runtime state transfer. Communication 
with remote components is done through proxy 
components to guarantee full transparency 

Figure 4. Component relocation steps with state transfer.
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towards the underlying component framework. 
Figure 4 illustrates how state transfer is realized 
by our component framework. Initially, there are 
two components called generator and display 
located on Host A. After a request is issued to 
relocate the display component to Host B, the 
component framework performs several steps to 
realize the requested relocation.

(1) First, all communication paths to the display 
component are frozen and the messages that are 
still being sent over them are buffered. (2) In the 
second step, the component framework retrieves 
the component’s state through a dedicated state 
port that is connected to the component frame-
work’s distribution interface. (3) In the next step, 
a proxy component is generated whose interfaces 

duplicate the display component’s interfaces. (4) 
After the proxy is available in the system, the code 
of the original component is relocated to Host B, 
(5) together with the state of the component. (6) 
Then, the relocated component code is instantiated 
and initialized with the relocated state. (7) The 
dangling connectors on Host A are relinked to the 
component proxies, (8) a proxy corresponding to 
the generator component is generated on Host B, 
and (9) a new connector is created between this 
proxy and the relocated display component. (10) 
Finally, the frozen connector on Host A is unfrozen 
and the message buffer is flushed by releasing the 
messages over the connector.

Figure 5 illustrates how component proxies 
are used to route messages over several hosts. 

Figure 5. Component distribution with proxy components for full transparency
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Distribution is initiated by the component frame-
work and occurs without the relocated component 
being aware of it. Proxies are generated on the 
fly and are responsible for handling the messages 
to and from the real component. In the example, 
the messages from the generator component are 
forwarded over host B to the forwarder component 
on host C and back. The flexibility provided by this 
approach enables us to perform any spontaneous 
redistribution of components without endangering 
the quality attributes of the application.

a ctivity-driven a daptation 

The adaptation mechanism we present here is a 
component life cycle managing technique that 
loads and unloads components based on the activi-
ties these components are needed for. Components 
can often be discarded when an activity finishes 
and new components often need to be deployed 
when a new activity begins. This life cycle man-
agement technique bases its deployment decisions 
on information deduced from an activity model 
that represents the activities supported by an ap-
plication. The life cycle manager presented in this 
section is a single entity of coordination, hence 
the use of the term component orchestration.  

Activity-driven software adaptation relies on 
the input from an activity model representing the 
user’s activities and the relations between those. 
This input consists of the current activity, the 
software functionality needed for each activity in 
the activity model and the anticipated activities 
that may follow after the current activity. The 
required software functionality for each activity is 
expressed by a composition model that composes 
the expected functionality. The composition model 
for each activity in an activity model is typically 
a selective subset of the composition model for 
the whole application.

In the approach we present here, an activity 
model is transformed into a State Transition Net-
work (STN). Each state in the STN is a collection 
of parallel activities that need to be available si-
multaneously in order for the software to support 
the user. Depending on the activity model used, 
the transformation into an STN may be more or 
less complex. For some activity models, there may 
be a simple one-to-one mapping. An example is 
given in Rigole et al. (2007), where we illustrate 
how a composition model is being mapped onto a 
task tree at design time, followed by a transforma-
tion into a runtime state transition network. At 
runtime, an instance of the STN feeds deployment 

Figure 6. Activity-driven adaptation
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information to a life-cycle manager that executes 
deployment decisions. The general steps presented 
here are summarized in Figure 6.

The state transition network precisely knows 
which components need to be available to support 
the user’s ongoing activities. In addition, it is also 
aware of the states, and thus the activities, that 
may follow from the current state. This knowledge 
gives room for improvement. Knowing future 
deployment scenarios implies that components 
can be instantiated even before they are needed, 
which may improve the availability of the ap-
plication. Instantiating components only just in 
time may introduce latencies that bother the user. 
Allocating spare resources for realizing smooth 
transitions in the computing support for the user’s 
activities proves to be a good deployment strategy. 
In Rigole et al. (2007), the next states that follow 
the application’s current state are prioritized based 
on transition probabilities. Once the process has 
been used several times by a specific user, transi-
tion probabilities are calculated based on history 
information. The result is a Markov model for the 
state transition network that indicates the most 
probable next states for a given user. This way, 
component deployment scenarios are anticipated 
on a most likely basis, optimizing availability as 
an architectural quality attributes.

Content a daptation 

Context-aware adaptation concerns an application 
as a whole: its functionalities and its components, 
as well as the content it supplies to its users. Simi-
larly to the application components, the content 
supplied by the application should also match the 
user’s current context in order to guarantee the 
appropriate user experience.

Content adaptation, aiming at providing to the 
user a customized content, is not a new topic (see, 
for instance, Colajanni & Lancellotti, 2004; Vil-
lanova et al., 2003; Ardon et al., 2003). It usually 
involves the transformation of an original content 
into another version according the user’s context 

and preferences, or the selection of the most ap-
propriate versions of a content item (Schilit et 
al., 2002; Lemlouma & Layaïda, 2004; Yang & 
Shao, 2007). In many cases, research on content 
adaptation proposes adaptation mechanisms con-
sidering the client device capabilities, involving, 
for instance, the selection of a given version of an 
object content according to the device capabili-
ties (e.g. to choose a BMP version of an image 
instead of a JPEG version), or the transformation 
of content from an unsupported format (dimension 
or resolution, etc.) to a supported one.

Besides the capabilities of the client device, 
other elements of the user’s context can also be 
considered for adaptation purposes. For instance, 
Yang & Shao (2007) adopt a broader vision of what 
is context, enlarging this notion with concepts 
such as network bandwidth, user accessibility 
(e.g., if the user is blind) and situation (if the 
user is driving, or in his office, or in a meeting, 
etc.). Yang & Shao (2007) propose a rule-based 
content adaptation mechanism in which content 
presentation is adapted based on a dynamically 
selected set of rules. Each adaptation rule is as-
sociated to a context feature and stipulates an 
action (for example, mute the audio or select a 
low quality version of a video). The adaptation 
strategy, which guides the adaptation process, 
is then dynamically defined according to the 
suitable adaptation rules. A planner selects the 
rules whose context features match the current 
context, and generates a proper strategy, which 
is a composition of these selected rules.

Works such as Lemlouma & Layaïda (2004) 
and Yang & Shao (2007) are mainly concerned 
with adapting content presentation according to 
the user’s current context. However, the context 
in which the users interact with the application 
may affect the relevance of a given content. A 
content that is relevant in a particular situation 
can be completely irrelevant (even useless) in 
another situation. For example, considering the 
sales representative scenario presented previously, 
the slides from the marketing strategy meeting 
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becomes irrelevant when Jim is in the dentist’s seat. 
However, in other situations (for example, once 
he leaves the dentist), the same content becomes 
relevant and should be supplied to Jim.

Therefore, Kirsch-Pinheiro et al. (2006) pro-
poses a content adaptation mechanism which 
filters the available content based on its supposed 
relevance. This relevance is determined by the 
user’s current context and his preferences for 
this context. Indeed, the proposed mechanism 
combines traditional filtering approaches based 
on the user’s preferences (such as in Villanova 
et al., 2003) with a context-aware approach, in 
which delivered content is adapted to the user’s 
current context. The result is a twofold filtering 
mechanism in which content is filtered based on 
user’s preferences and context.

The user’s preferences are represented through 
a set of pre-defined profiles. User’s profiles are 
often proposed in the literature (Daoud et al., 2007) 
(Kassad & Lamirel 2006) as a way to represent 
user’s characteristics (age, spoken languages, etc.) 
and preferences about the supplied content. In our 
framework, by using a user’s profile, we intend to 
allow users, system designers or administrators 
determine what information a user considers as 
relevant and in which circumstances. We consider 
a profile as the description of a potential context 
that might characterize a user’s real situation 
and expresses content filtering rules that should 
apply when this situation happens (i.e. when the 
user’s context matches this potential context). The 
filtering rules reflect the user’s preferences con-
sidering the context associated with the profile. In 
our case, these rules indicate which content type 
(content classes, for instance video or text about 
a given topic) the user prefers to be informed of. 
The filtering consists in selecting relevant content 
instances (belonging to these classes) among the 
available content. We call application context 
the description of a potential context using a 
given context model such as the one proposed 
in Kirsch-Pinheiro et al. (2004). For instance, a 
system administrator may create a profile whose 

application context describes the use of a given 
device and whose filtering rules transform content 
according to the capabilities of this device.

In order to allow an improved personalization 
of the supplied content, we associate profiles to a 
progressive access model that is able to organize 
this content. The central idea is to progressively 
deliver a personalized content to the users: first, 
information that is essential for the users is pro-
vided, and then, some complementary informa-
tion, if needed, is made available. We use a generic 
model, the Progressive Access Model (PAM), that 
is described in UML. PAM allows the organiza-
tion of a data model in multiple levels of details 
according to the user’s interests (see details in 
Villanova et al., 2003). Each defined organization 
of the data model is called stratification, which 
can be defined as an ordered sequence of content 
subsets. Each profile is then composed of a set of 
filtering rules, which filter the available content, 
and the corresponding stratifications that organize 
the selected content in multiple levels. As an il-
lustration, let us consider the sales representative 
scenario in which Jim may define a profile for 
when he is out of the office. In such situations, Jim 
may prefer to receive first only meeting summary, 
leaving slides in a second level (which he may 
consult if necessary), and completely ignoring 
video related to the meetings. Thus, we assume 
that a profile P is defined as: 

P = { o, Cp, F, S }, where:

• o refers to the profile owner (the user Jim);
• Cp refers to the application context in which 

profile can be used (user’s context corre-
sponding to out of the office context);

• F is the set of filtering rules expressing the 
user’s preferences about available content 
(Jim is interested on meeting summary and 
slides); 

• S represents a stratification of the content 
indicated by F, ordering this content in 
multiple levels (in the first level, Jim prefers 
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to receive first summary, then slides in a 
second level). 

The adaptation approach we propose is based 
on a filtering process in two steps. The first step 
selects the profiles that should be applied in order 
to filter the available content, according the user’s 
current context. The second step consists in ap-
plying the filtering rules defined by the selected 
profiles. We assume that for each user a set of 
pre-defined profiles is available (profiles associ-
ated to the most common situations encountered 
by the user).

The first step of the proposed filtering process 
consists in selecting the profiles which match 
the user’s current context. This selection is per-
formed by comparing the application context 
related to each available profile with the user’s 
context. Once the profiles have been selected, 
the second step of the filtering process applies 
the filtering rules defined in the selected profiles. 
These rules indicate the content types considered 
as relevant by the profile owner. Applying these 
rules means selecting the content instances whose 
type matches those indicated in the profile rules. 
Once the rules are applied, the second step of the 
filtering process organizes the selected content 

objects according to the stratifications defined in 
each profile. Figure 7 summarizes the algorithms 
for both steps of the filtering process.

At the end of the proposed filtering process, 
an organized (in levels of details) set of content 
objects is available for delivering to the mobile 
user, which will be able to navigate this set using 
the operations defined by the progressive access 
model (see Kirsch-Pinheiro et al., 2006 for details). 
Figure 8 shows a component implementing this 
filtering process. It also illustrates how context-
aware adaptation can be addressed internally by 
components which handle personalized content 
supplied to the users.

a n integrated a pproach to 
Context-a ware a daptation

The whole adaptation process is entirely based 
on the processing of context information. The 
adaptation algorithm consists of the following 
high-level consecutive steps:

1. Hardware: Process the hardware of the de-
vice to discover processing power, network 
capabilities, and other input providers, such 
as a GPS module.

Figure 7. Algorithms summarizing the two steps of the proposed filtering process
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Figure 8. Internal view of a component implementing content filtering adaptation

Figure 9. An integrated approach to context-aware adaptation
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2. Resource-awareness: Request the current 
available resources on the device. This 
includes the CPU load, the memory and 
bandwidth usage, and the battery status. 

3. Context dependencies: Check which con-
text information is required by the active 
applications for personalized content and 
optimal component behavior.

4. Context component selection: Determine 
for each context concept the minimum 
resource requirements, and select the most 
appropriate component.

5. Resource sharing: Delegate context in-
formation and application components to 
another device in the vicinity with similar 
mobility patterns using location-aware 
resource discovery to further extend the 
autonomy of the device. 

The context-aware adaptation framework, as 
illustrated in Figure 9, has a layered structure, 
each dealing with a particular management aspect 
of the adaptation process. The basic deployment 
constraint is that each device on the mobile ad 
hoc network has a Java virtual machine capable of 

running our component middleware, which means 
it should be equipped with a J2ME CDC 1.0 vir-
tual machine or higher. On top of the component 
middleware run two sets of components, one set 
explicitly dealing with context management and 
distribution, and another set of domain specific 
application components. The latter also take care 
of presenting relevant content to the user.

As such, the key features of our context-aware 
adaptation framework not only include local con-
text-aware application and content adaptation, but 
also context management in a networked environ-
ment. These features help to optimize the user 
experience by automatically selecting appropriate 
content as well as adapting and redeploying run-
ning components to better suited hosts to further 
optimize their behavior.

evalua tion

In the previous sections we discussed the key 
features of our component-based application 
design methodology and the context-aware ad-
aptation framework. Providing a detailed and in 

Figure 10. Mobility patterns for stationary and moving objects
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depth evaluation of these key features is beyond 
the scope of this chapter, but more detailed 
information can be found in Preuveneers et al. 
(2004), Kirsch-Pinheiro, Gensel & Martin (2004), 
Preuveneers & Berbers (2005), Rigole & Berbers 
(2006), Kirsch-Pinheiro, Villanova-Oliver, Gensel 
& Martin (2006), Victor et al. (2007), Preuveneers 
& Berbers (2007), and Rigole, Clerckx, Berbers  
& Coninx (2007). Instead, we chose to evalu-
ate context-aware adaptation in terms of a user 
preferred QoS where applications are adapted on 
the PDA for energy and resource conservative 
behaviour. With these concrete goals as a given 
we illustrate the feasibility of our approach. We 
implemented the scenario presented in the second 
section and investigated context- and resource 
aware adaptation of the conferencing client in a 
distributed and mobile environment while trying 
to preserve the battery life on the PDA. Mobil-
ity patterns, as shown in Figure 10, were used to 
detect opportunities for collaboration. 

The mobility pattern of each device is used to 
calculate the direction and the traveled distance 
of the either stationary or mobile device. For 
location-awareness purposes several different 
kinds of context components were used: WLAN, 
GPS and a Personal Information Manager (PIM) 
with locations of appointments. As the resource 
consumption of these three techniques differs 
significantly, we let the framework adapt and 
choose the most appropriate component in terms 

of resource consumption and accuracy for loca-
tion-awareness.

In our experiments the WLAN component 
used the most energy, not only for the wireless 
communication but also to compute the location 
through triangulation of locations and signal 
strengths for known access points. The PIM 
component was the most energy conservative. 
Some of the characteristics of location-awareness 
components are shown in Table 1.

With this context information and depending 
on the current conferencing client component 
deployment, the most optimal context component 
was chosen. For example, if wireless communi-
cation between a local and a remote application 
component is required anyway, the overhead to 
also use WLAN for positioning is minimal. Each 
request for collaboration includes the following 
information:

• An identifying attribute of the device (e.g. 
a MAC address)

• The required resources for the active ap-
plication components

• The battery status and mobility pattern
• Other context data being used by the ap-

plications

Candidate remote nodes with a similar mobility 
pattern reply if their battery status is higher and if 
they can host the client’s data and components. In 

Table 1. Characteristics of the location-awareness components



��  

Context-Aware Adaptation in an Ecology of Applications

the experiment, a test person carried around two 
identical PDAs (a Qtek 9090) during a whole day, 
going from home to the office and back. 

Each PDA was executing the same tasks (local 
weather report, restaurant finder, agenda, music 
player, browsing internet), but one of the PDAs 
was continuously using the WiFi triangulation 
and GPS methods for indoors and outdoors loca-
tion-awareness, whereas the second PDA used the 
adaptive context-driven resource-aware approach 
and collaborated with other devices to offload 
context data and components in order to reduce 
its own energy consumption. The latter made use 
of notebooks in the local network at home and at 
the office, which had our context infrastructure 
deployed. Neither of both PDAs was turned off 
or suspended during the experiment.

The results of the performance evaluation are 
shown in Figure 11. The CPU load shown here 
is averaged over small time intervals (therefore 
no high peaks of short duration are shown) and 
includes the load of all components, including 
those for context management. The results in 
the first figure on the left show that this PDA did 
not make it through the day, whereas the second 
PDA had plenty of time left to recharge at the 
end of the day.

One of the coordination mechanisms for 
component distribution on remote nodes we have 

worked out consists of a distributed learning ap-
proach in which each node has a single coordinat-
ing entity that collaborates with its neighboring 
nodes. We used Collaborative Reinforcement 
Learning (CRL) in order to achieve a adaptive 
relocation behavior that adjusts itself to an en-
vironment in which the neighboring nodes may 
come and go, see Rigole et al. (2006).  We com-
pared this approach with a centralized mechanism 
worked out in Mikic-Rakic et al. (2002), in which 
the optimal solution for the deployment problem 
is calculated. In our comparison, we concluded 
that our approach finds good deployment solu-
tions about nine times faster on average than the 
centralized approach. Although we often find a 
suboptimal solution instead of the best possible 
solution, our approach has the advantage that it 
works incremental. This means that only incre-
mental changes are applied to existing deploy-
ment scenarios when the environment changes, 
which is a major advantage because component 
relocations imply an overhead for the availability 
of the application.

When reflecting back on the requirements set 
out in a previous section, we may conclude that 
our component-based design methodology and 
context-aware adaptation framework has proven 
successful for this scenario. The lightweightness 
of the framework made it possible to deploy it 

Figure 11. Experimental evaluation of context-aware adaptation with the conferencing client.
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on a PDA and keep the overhead of the runtime 
adaptation to an acceptable level. Of course, 
achieving effective context-aware adaptation 
would not have been possible without the proper 
support for flexible context management in a 
distributed setting.

Con Clusion and future 
trends

We presented a modular application design 
methodology supporting discovery, adaptation, 
relocation, composition and deployment on re-
source limited devices from the bottom up. This 
methodology is an ideal candidate for developing 
applications and services within ubiquitous and 
pervasive computing environments. The neces-
sary flexibility for deployment on such devices is 
achieved through adaptation in each of the layers 
of the adaptation framework. Runtime adaptation 
ensures a resource efficient and context-aware 
deployment of components. Experiments have 
shown that our adaptation framework can more 
than double the autonomy of a mobile handheld 
device by intelligently adapting the approach for 
location-awareness depending on the resolution 
required by the applications. The result is an in-
creased autonomy of the handheld device and a 
better resource usage trade-off between the com-
ponent middleware, the context managing com-
ponents, and the context-aware applications.

Variations on the user and the execution con-
text not only affect the application performance 
(demanding deployment and application adapta-
tion), but they also affect the relevance of the 
content delivered by the application to the user. 
This content should match the resource constraints 
(like available screen resolution and supported 
formats), as well as the user’s preferences. In 
this chapter, we have presented a context-based 
filtering process that presented a way to adapt 
the content delivered to mobile user by filtering it 
according to the current user’s context and pref-

erences for this context. By using context-aware 
profiles, this filtering process addresses the fact 
that the user’s preferences and needs may vary 
according to the context during his interaction with 
an application. Besides, this approach illustrates 
how content, in the same way as the application 
deployment and composition, can be adapted to 
the user’s and execution context. It also points 
out how content adaptation can be addressed by 
cooperating components in a pervasive environ-
ment. However, content adaptation itself cannot 
be thoroughly evaluated without involving the 
user himself to see if he is pleased with the end 
result after content adaptation. We plan to carry 
out an extensive user study that can provide some 
statistically relevant information to see whether 
the way content adaptation has been implemented 
is acceptable for the user.

The research in the area of component-based 
software engineering has matured over the past 
decade. Nowadays components are well-accepted 
in diverse applications domains, with wide-spread 
adoption established in various areas: from embed-
ded systems to distributed enterprise application 
servers. Nonetheless, many challenging aspects 
under the hood, such as the theoretical founda-
tions on component models, composition and 
verification, present further research opportunities 
in newly emerging software engineering develop-
ments, such as service oriented architecture and 
model-driven engineering. The cross-fertilization 
between the software and the knowledge engineer-
ing research fields may present solutions to help 
with formal methods of specification, ambiguity 
in software development, context representations, 
knowledge-based software systems and new 
methods and processes for automated software 
adaptation and evolution. Specifically in the area 
of context-aware computing, new technologies 
and devices for pervasive computing will con-
tinue to create innovative modes of interaction 
between people, mobile devices, applications and 
environments. It is clear that from a technologi-
cal perspective the sky is the limit, but one must 
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never underestimate the most challenging factor 
of all, the user.
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a bstra Ct

Pervasive information systems aim to make information available anywhere and at anytime. These sys-
tems should be used in different contexts depending on the environment of the user, her/his profile and 
her/his device. Consequently, one of the main problems of such information systems is the adaptation 
to context. In this chapter, the authors propose a comprehensive and open strategy that guarantees the 
adaptation of applications to context on three facets: (i) the services offered to the user, (ii) the multi-
media contents returned by these services, and (iii) their presentation to the user. Service adaptation 
consists of modules that intercept the application’s service calls and modify their behavior using a list 
of functional adaptation operators. Data adaptation consists in transforming or replacing the non-us-
able multimedia service outputs in the considered context situation. Presentation adaptation consists 
in automatically generating the complete code of the user interface that guarantees the interaction with 
the adapted data and services. The authors’ adaptation strategy has achieved two goals: (i) incremen-
tally integrate context awareness in the application and (ii) guarantee the adaptation starting from a 
simple description of the services offered to the user. They have validated this strategy by developing 
a platform that guarantees applications adaptation to context. They used Java, OSGi and Web service 
technologies to implement this platform. They have also successfully tested our adaptation approach 
on a home healthcare application concerning dialyzed persons.
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introdu Ction

Pervasive information systems aim to providing 
information to users anywhere and at anytime 
taking account of her/his environment. Accessing 
web-based applications on a mobile terminal from 
anywhere (list of fuel stations around), using a 
collaborative system based on a highly dynamic 
peer to peer MANET architecture (collaborative 
writing of a tourism guide on site) or using the 
legacy information system in new user environ-
ments (home patients directly connected to the 
hospital information system) are examples of 
these systems. One common difficulty for estab-
lishing such systems is their context-awareness, 
i.e. they must have the ability to manage their 
utilization contexts and to adapt their behavior 
to their changes. 

Despite a rich landscape in adaptation related 
contributions, a complete and generic context-
aware adaptation approach is still missing (Kjaer, 
K. E. 2007). The existing solutions are generally 
proposed to incrementally create adaptive re-
sources. They are not suitable for adapting existing 
systems to new utilization contexts. Moreover, 
the existing contributions remain very specific 
to proprietary models and to ad hoc needs. Like 
in (Rosa, L., Lopes, A. & Rodrigues, L. 2008), 
we target the establishment of adaptive systems 
where “adaptation logic can be separated from 
the application core. When an application needs 
to adapt, it is usually not because its core domain 
has changed but rather a non-functional require-
ment or behavior of some services within the 
application, such as the network communication 
protocol, needs to change.”

In our opinion, to establish a generic context-
aware adaptation approach, we need:

• Models and tools to describe the adaptation 
source (i.e. context)

• Models and tools to describe the adaptation 
target (applications, architectures, services, 
etc)

• Adaptation means and tools to modify the 
adaptation target when context changes

• Adaptation policies putting all the previous 
models and tools together

In this chapter, we present a generic and 
automatic ontology-based adaptation approach 
of existing applications to new utilization con-
texts. We apply our adaptation approach after the 
development of the applications by dynamically 
and automatically instantiating a software layer 
upon them. Our adaptation strategy is based on 
three main stages: service adaptation, content 
adaptation and user interface adaptation. Service 
adaptation consists in changing the behavior of 
the offered services to end users in order to be 
compatible with the utilization context of the 
application. Content adaptation is based on a set 
of transformations on the type, format and the 
properties of multimedia content returned by the 
services. Finally, user interface adaptation is the 
automatic generation of functional and correct 
user interfaces in their operating context. Our 
adaptation strategy is based on two ontologies 
describing the application architecture and its 
utilization context. To validate this strategy, we 
developed a prototype implementing its main 
stages to apply them on an existing medical 
application in order to adapt it to mobile phone 
utilizations.

This chapter is organized as follows: State of 
the art presents some interesting works related to 
context-awareness and adaptation. The following 
section entitled “Overview of our adaptation ap-
proach” gives a general overview of our context-
aware adaptation approach. In section “Context 
Modeling”, we propose an ontology based model 
of the utilization context. In section “Application 
Modeling”, we present another ontology based 
model describing a user’s view of an application. 
In section “Our adaptation approach”, we detail 
how we use these models to establish a complete 
and a generic adaptation approach of services, 
multimedia content and user interfaces in con-
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text-aware applications. Finally, before conclud-
ing, we present our prototype implementing our 
adaptation principles and give a concrete case 
study to validate our context-aware adaptation 
approach.

st ate of the art

Context is a fuzzy term that captured the atten-
tion of several software researchers. We can find 
many proposed definitions for this term. Most 
of these definitions are abstract or specific to a 
particular domain making context formalization 
and modeling very difficult. The most adopted and 
referenced definition in context-awareness domain 
is: “Context is any information that can be used to 
characterize the situation of an entity. An entity 
is a person, place, or object that is considered 
relevant to the interaction with an application, 
including the user and applications themselves” 
(Dey, A.K., Salber, D. & Abowd, G.D. 2001).

In literature, many platforms were proposed 
to facilitate creating context-aware applications. 
Among these platforms, we can cite: Context 
Toolkit (Dey, A.K., Salber, D. & Abowd, G.D. 
2001), CoBrA (Chen, H. 2004), CMF (Kor-
pipaa, P., Mantyjarvi, J., Kela, J. et al. 2004) and 
SOCAM (Gu, T., Pung, H.K., and Zhang, D.Q. 
2005). They are based on layered architectures 

where layer names and levels differ from one 
platform to another. However, we noticed that 
all these approaches are based on five principal 
layers (Baldauf, M., Dustdar, M.S. & Rosenberg, 
F. 2007): context capture (Indulska, J., Robinson, 
R., Rakotonirainy, A. & Henricksen, K. 2003), 
context interpretation/aggregation (Dey, A. K., 
Abowd, G. D. & Wood, A. 1998) (Kiciman, E. 
& Fox, A 2000), context storage (Strang, T. & 
Linnhoff-Popien, C. 2004), context dissemination 
(Bauer M., Heiber, T., Kortuem G. & Segall Z. 
1998) and the application layer (Chen, H., Finin, 
T. & Joshi, A. 2003). Figure 1 illustrates these 
five layers.

At the bottom layer of this architecture, there 
is a common agreement on the separation of 
context acquisition from its use. Indeed, it is 
very useful to encapsulate context acquisition 
mechanisms in components offering standard 
communication interfaces. Currently, there is not 
a common standard model for context acquisition 
and aggregation from several different sources. 
Each platform proposes its own model for context 
capturing and aggregation. 

Many other researches focused on the impor-
tance of context modeling to make real advances 
in context-aware systems. The first attempts to 
model context propose simplistic models using 
attribute/value couples. Such representations 
can lead to complex interpretation conflicts. 
Consequently, even the fact that they are easy to 
implement, they provide an inadequate support 
for context interpretation and aggregation. Other 
approaches propose more structured models us-
ing XML-based representations. Among these 
models, we can cite the CC/PP profile (Composite 
Capabilities / Preference Profile) (W3C 2004b) 
and the UAProf profile (User Agent Profile) (Open 
Mobile Alliance 2007). These models are better 
than attribute/value representations but they don’t 
reach the richness and the semantic expressivity of 
ontologies. In fact, ontologies offer a strong source 
for semantic reasoning and conflict resolving in 
context interpretations (Belhanafi Behlouli, N., 

Figure 1. General architecture of a context-aware 
system
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Taconet, C. & Bernard, G. 2006), (Baumgartner, 
N., Retschitzegger, W. & Schwinger, W. 2008).

Research on context modeling has been 
dedicated to the selection of the best model to 
describe context information specific to particular 
domains (Kirsch-Pinheiro, M., Villanova-Oliver, 
M., Gensel, J. & Martin, H. 2006), (Robinson, R., 
Henricksen, K. & Indulska, J. 2007), (Coutaz, J., 
Crowley, J.L., Dobson, S. & Garlan, D. 2005). This 
is also the first approach that we have followed and 
described in (Chaari, T., Laforest, F. & Celentano, 
A. 2007). Recently, the trend has turned to the 
definition of generic context models that can be 
the base for the construction of any applied con-
text model (Vieira, V., Tedesco, P., Salgado, A.C. 
& Brézillon, P. 2007), (Hinz, M., Pietschmann, 
S., Fiala, Z.A 2007), (Ejigu, D., Scuturici, M. & 
Brunie, L. 2007), (De Virgilio, R. and Torlone R. 
2006). The work we have published in (Chaari, 
T., Ejigu, D., Laforest, F. & Scuturici V.M. 2007) 
also proposes the use of ontologies to describe the 
application context. In this chapter, we go further 
by also using ontologies to describe the application 
and the adaptation policy too. Using an ontology 
allows capturing the available knowledge on the 
applications to adapt and integrating different 
information levels to adapt open applications and 
even legacy ones when we have too few informa-
tion on their architecture and development.

The increasing need of context-awareness in 
the modern information systems encouraged the 
researchers to focus on designing architectures 
supporting context capture, interpretation, storage 
and dissemination. Many existing context-aware 
systems support the acquisition and the inter-
pretation of context but the adaptation logic is 
still often mixed within the application code (Le 
Mouël, F., André, F. & Segarra, M.T. 2002), (Hinz, 
M., Pietschmann, S., Umbach, M. & Meißner, 
K. 2007), (Geihs, K., Ullah Khan, M., Reichle, 
R., Solberg, A., Hallsteinsen, S.O. & Merral, S. 
2006), (Cheung-Foo-Wo, D., Tigli, J.Y., Lavirotte 
S. & Riveill, M. 2007), (Ceri, S., Daniel, F., Ma-
tera, M. & Facca, F.M. 2007). In such systems, 

modifying the adaptation logic implies modify-
ing the entire application. Moreover, they mainly 
propose solutions for the incremental creation 
and rapid prototyping of context-aware systems 
(Henricksen, K. & Indulska, J. 2006) (Mrissa, 
M., Ghedira, C., Benslimane, D., Maamar, Z., 
Rosenberg, F. & Dustdar S. 2007). This limits the 
capacity of these solutions to handle new utiliza-
tion contexts that were not predicted when these 
applications have been developed. Consequently, 
we notice the absence of a complete and generic 
methodology to adapt applications to the context. 
Indeed, the majority of the existing contributions 
in this field are limited to composing or config-
uring pre-developed components depending on 
context. In our point of view, software components 
assembly is one operator among several possible 
adaptation actions on an application to react to 
context changes.

The literature shows a large scope of work on 
adaptation. Significant adaptation contributions 
can be found for the adaptive composition of ser-
vices like (Benatallah, B., Casati, F., Grigori, D., 
Nezhad, H.R. & Toumani, F 2005), (Papazoglou, 
M. P. and Heuvel, W. 2007), (Cheung-Foo-Wo, 
D., Tigli, J.Y., Lavirotte S. & Riveill, M. 2007) 
and (Boussard, M. et al. 2008). We can also find 
other works on adapting component oriented ar-
chitectures like (Aksit, M., & Choukair, Z. 2003), 
(Ketfi, A., Belkhatir, N. & Cunin, P. Y. 2002), 
(Dowling, J. & Cahill, V. 2001) and (Chefrour, D. 
& André F. 2002) using reflexivity (Cazzola, W., 
Savigni, A., Sosio, A. & Tisato F. 1999) (Maes, P. 
1987), contracts (Andrade, L-F., & Fiadeiro, J.L. 
2003) (Keeney, J. & Cahill, V. 2003) and aspect 
oriented programming (Kickzales, G., Lamp-
ing, J., Mendhekar, A. et al. 1997), (Pawlak, R., 
Seinturier, L., Duchien, L. et al. 2001), (Baresi, 
L., Guinea, S., & Tamburrelli, G. 2008). Other 
researches focused on content adaptation to con-
text. Commercial products, like IBM Transcoding 
(IBM research 2000), Web Clipping (Hillerson, 
G. 2001) and WebSphere (Rodriguez, J., Dakar, 
B., Marras, F.L. et al. 2001) and prototypes re-
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sulting from research works, like TranSend (Fox, 
A., Goldberg, I., Gribble, S. et al. 1998), Odys-
sey (Noble, B. 2000) and Conductor (Yarvis M. 
2001), were developed to provide techniques for 
multimedia content adaptation in heterogeneous 
environments. New contributions for the pervasive 
information systems are also proposed to adapt 
web documents to several types of devices and 
to user preferences. For example, we can cite the 
LiquidUI tool from Harmonia Company (Har-
monia Inc. 2008). This tool is based on an XML 
language to produce other tagged user interfaces 
scripts like HTML and WAP.

The MADAM project (Hallsteinsen, S., Floch, 
J. & Stav, E. 2004) and its successor MUSIC 
(Paspallis, N., Eliassen, F., Hallsteinsen, S. & 
Papadopoulos G.A. 2008) are one of the very few 
contributions that give importance to the adapta-
tion phase in context management. They present 
a framework providing the building blocks for 
adaptive context-aware systems. They consider 
the adaptation as the choice of the best version of 
applications according to the context. They also 
suppose that the applications are already configu-
rable to handle context changes. Their approach 
is limited in its possible adaptation actions and 
it is not applicable to existing applications that 
were not developed to be context-aware at their 
first versions. 

Despite all this interest in context related 
research, almost all the proposed solutions are 
still instantiated in an ad hoc manner for each 
application. In our opinion, the reason is: the 
existing works in context-awareness suppose 
that application adaptation to context must be 
ensured in a specific way by the application 
itself. They consider that the modification of the 
application’s behavior according to the captured 
context remains a specific task to the application 
developer and she/he has to take it into account 
from the beginning of the application’s life cycle 
(Reichle, R., Wagner, M., Ullah Khan M., Geihs, 
K., Lorenzo, J., Valla, M., Fra, Paspallis, N. & 
Papadopoulos, G.A. 2008). A question arises then: 

what to do if the application has already been 
developed to support a particular context and we 
want to adapt it to new utilization contexts? We 
think that the existing solutions have only one 
answer: reconsider all the application life cycle 
and develop a new version. A generic solution is 
needed to avoid some of the tedious work that 
designers and developers would normally have 
to do. To solve this problem, we believe that 
adaptation and adaptability techniques have to 
be more studied and more integrated in context-
awareness research. 

o ver view of our adapt ation 
approa Ch

Our approach adapts the described applications 
on three axes: (i) their offered services to the user, 
(ii) the data exchanged with these services and 
(iii) the necessary user interfaces to interact with 
them. At a first step, our approach ensures the 
adaptation of the application’s services behavior. 
For example, let’s consider a doctor connecting to 
a medical application with a mobile phone hav-
ing limited hardware and software capabilities. 
This doctor wants to invoke a service returning 
the list of all the patients that he supervised the 
last month. The considered service can return a 
huge amount of data that cannot be handled by 
the used device. In our adaptation strategy we 
automatically and dynamically substitute this 
service by another one returning the same result 
divided on small chunks that can be directly 
used on the target device. We call this first step 
“functional adaptation”. At a second stage, our 
approach adapts the content exchanged with the 
adapted services. For example, the previous ser-
vice can return the identity photograph of each 
patient record. The format of these photographs 
must be adapted to the image formats supported 
by the used device. We call this second step 
“content adaptation”. The third stage consists 
in the automatic generation of an adequate user 
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interface to the application’s context in order to 
interact with the adapted services and data. We 
call this last step “presentation adaptation”. Figure 
2 presents our application adaptation process to 
context. This process requires at least a minimum 
functional description of the application. We call 
this description functional model. We do not make 
any assumption on the application architecture 
which can be centralized or distributed. We pro-
vide details on the functional model in the section 
“Application Modeling” of this chapter.

Our adaptation process does not make strong 
assumptions on the context acquisition and stor-
age too. We have made choices for our prototype 
implementation (presented in section “SECAS 
platform development”), but they have no inci-
dence on the core of our study. Our work mainly 
focuses on how to adapt applications to context 
more than context capture and management. We 
used a broker-oriented architecture to dissociate 
the context management and the context adapta-
tion layers. A broker provides access to context 
information using mainly a push mode: adaptation 
modules subscribe to the broker and receive events 
when the context changes. In some situations, 

additional context information may be required 
when some changes are detected. In this case, 
our context broker can provide this information 
using the pull mode: the adaptation modules ask 
for context values when required. Using this 
broker-oriented architecture, our adaptation ap-
proach remains open to easily integrate existing 
context management techniques initiated by 
Anind K. Dey (Dey, A.K., Salber, D. & Abowd, 
G.D. 2001) or others.

Before detailing each step of our adaptation 
process, we first present our two main models: the 
context model and the application model.

Context modeling

The source and the motivation of our adaptation 
approach in context-aware systems are context 
changes during the system’s runtime. To establish 
this approach, we need to define and model con-
text to track these changes. The major drawback 
of the most adopted context definition (proposed 
by Dey) is the mixture between application data 
and context information. In our opinion, the 

Figure 2. Application adaptation process to context
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application core should be designed in a con-
text-independent way. This allows dissociating 
context management from the application logic 
and consequently, adding context-awareness to 
existing legacy applications. 

We define context as the set of the external pa-
rameters that can influence the behavior of the 
application by defining new views on its data and 
its available services.

We have defined the ContextOnto ontology 
(Figure 3) to model the context structure. We have 
chosen ontology based models because they con-
stitute a standard representation, reasoning and 
inferring scheme of knowledge. They facilitate 
knowledge sharing and reuse through formal and 
real-world semantics. 

ContextOnto= (CContext, RContext)

CContext is the set of the ontology concepts and RContext 

is the set of relations between them.

This ontology is divided into a generic ontol-
ogy (the generic level context model) and domain 
specific ontologies (the specific context model) as 
proposed in (Gu, T., Pung, H.K., and Zhang, D.Q. 

2005). The generic ontology defines the common 
context concepts necessary to make an application 
context-aware. The specific concepts inherit from 
the generic ones adding properties dedicated to the 
considered application domain. Existing ontolo-
gies may be extended and refined to answer the 
needs of almost every domain. Such ontologies 
can be imported in our environment using the 
OWL-DL language (Bechhofer, S., Van Harmelen, 
F., Hendler, J., Horrocks, I., McGuinness, D.L., 
Patel-Schneider, P.F. & Stein L.A. 2004).

In the generic ontology, each concept repre-
sents a context entity. The six principal concepts of 
the generic ontology are: User, Location, Device, 
Activity, Network and Physical Environment.

The end-user is described by the concept User 
that specifies her/his basic profile (name, login, 
etc) and her/his preferences (language, favourite 
data formats, etc). The concept Location describes 
the physical space and spatial relations of involved 
devices and users in the system. Locations can 
be specified by physical representations (GPS 
coordinates) and symbolic representations (places 
identified by their names). The concept Device 
describes the hardware (like memory and CPU) 
and the software (like the operating system and 
the installed applications) capabilities of the user 
device. The concept Activity specifies some prop-
erties of the user’s activity in progress as well as 
its starting and ending dates. The concept Network 
describes the characteristics of the network like 
the transport protocol, the connectivity and the 
QoS of the available connections. Finally, the 
concept PhysicalEnvironnement provides physi-
cal properties of the user space (like the ambient 
temperature) and her/his relation with her/his 
external environment.

Let us quote the example of a telemedicine 
system where a patient (User) is doing a dialysis 
(Activity) in his room (Location). This user has 
a PDA (Device) which is connected to a wire-
less network (Network). His device can receive 
messages that may be adapted to a rich text or 
a voice spelling according to her/his activity. In 

Figure 3. The context ontology structure: Con-
textOnto
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this case, the first concept Patient specifies the 
medical profile of the user. The concept Dialysis 
describes the activity steps, states as well as when 
and where they were scheduled. The concept 
Room gives information about the user location 
like specifying that he/ she is at home or in a 
hospital room. The last concept Network presents 
specific information of the used network like its 
SSID and its IP address.

After defining the terms and the structure of 
our adaptation source (i.e. context), we define the 
model of the adaptation target (i.e. applications) 
in the next section.

a ppli Cation modeling

To adapt a system, we must have access to some 
knowledge on its architecture and its structure. 
The granularity and the information amount 
representing the system may vary according 
to the available knowledge that we can have 
on its development and its lifecycle. It can be a 
description of the external software modules for 

legacy applications or a detailed description of its 
internal classes, objects and code for open source 
software. We have chosen ontologies to model and 
to structure all the amount of information that we 
can have about the application’s architecture. We 
call this application ontology ApplicationOnto: 

ApplicationOnto= (CApplication, RApplication) 
CApplication is the set of the ontology concepts and 
RApplication is the set of relations between them.

We have defined two abstraction levels in 
ApplicationOnto: generic ontology (functional 
metamodel in Figure 3) and domain specific on-
tologies (functional model in Figure 3). In the ge-
neric level, we have defined the necessary classes 
to describe software architectures. In this level, 
an application is described by software modules 
that include Web services, software components, 
java objects, etc. The concept SoftwareModule 
represents a software module offering a set of 
functionalities that can be directly offered to 
the user or to other modules. Every module is 
described by a set of properties (name, type, de-
scription…) and defines one or several operations. 
An operation represents the interaction point of 
the module with its environment (other modules 
or end-user). The concept Operation represents a 
software entity that ensures a predefined function-
ality. A description of its behavior is defined by a 
set of input parameters Input, output parameters 
Output and preconditions PreCondition necessary 
to its execution.

For example, the web service MedicalIma-
geViewer is a software module. This service 
provides a set of operations for viewing and ex-
tracting medical images and their corresponding 
reports and analysis. For example, the operation 
getRecordImages returns a vector of image records 
corresponding to a patient identified by her/his 
social security number. Each record contains the 
name, the description and the binary file of each 
image. A software module has a set of internal 
attributes represented by the concept Attribute. 

Figure 4. The application ontology structure Ap-
plicationOnto
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These attributes are used in the operations code for 
configuration issues. For instance, the web service 
MedicalImageViewer has ImageHostingServer as 
a configuration attribute. This attribute defines 
where the image files are stored.

The communication mode and the interaction 
between modules are encapsulated by connec-
tions including method calls, service wrappers, 
connectors of components, proxies, etc. Connec-
tions guarantee content information exchange or 
synchronisation/control messages transmission. 
They are characterized by a set of properties like 
name (connection’s name), type (method invoca-
tion, event notification…) and role (producer, con-
sumer, transmission channel, etc). A configuration 
represents several links (Bindings) between the 
operation modules. A link is characterized by a 
set of properties: a name, a source (FromEntity) 
and a destination (ToEntity). A configuration is 
described by a structural model (graph, Petri nets, 
state charts...) that specifies the structure of the 
application. This model is detailed in the domain 
specific level of ApplicationOnto.

Our adaptation approach depends strongly 
on the application’s functional model. In fact, it 
defines rules that modify and transform the dif-
ferent elements defined in this model. To better 
understand and detail our adaptation approach, 
we use a Petri net functional model for service 
oriented applications in the remaining part of this 
section. This choice does not affect the genericity 
of our adaptation approach which remains ap-
plicable if we use other architecture description 
models. We define an application functional model 
by a Petri net describing its offered services to 
the user and all the existing dependences between 
them. The places of this Petri net correspond to the 
application services and the transitions represent 
the dependencies between them. In this functional 
model, we consider that a service has exactly one 
operation. This choice remains compatible with 

the other existing service models: a service of-
fering many operations can be decomposed into 
many mono-operation services.

We model a service by a function f. It takes 
a vector INPUT=(x1,x2,…xm) in input and returns 
an output vector OUTPUT=(c1, c2… cn).

An output component ci can be accessed using 
the [] operator (ci=OUTPUT[i]). Each component 
ci is associated to a vector ri=(ria, rib…) where 
ria, rib… are the values returned by the service f 
and associated with the output component ci. ri 
represents the returned instances of ci. This ge-
neric definition establishes a common exchange 
structure between services and facilitates their 
composition and adaptation.

Formally, an application functional model 
is a tuple FM=(f0, F, T) meeting the following 
recommendations:

1. F is a finite set of services f1, f2,…, fn
2. f0 is the root place of the Petri net. It repre-

sents the initial service of the application. 
3.  T is a finite set of transitions t1, t2,…, tm
4.  Each transition ti is a triplet (d, gc, A) 

where:
a. d is the maximum delay for passing 

the transition
b.  gc is a general condition for passing 

the transition
c. A is a finite set of associations a1, a2, 

…, al between services.
d.  ai is a finite set of pairs (inputExpres-

sion, destinationParameter)  modeling 
an association between two services. 
It combines an output parameter of 
one service to an input parameter of 
another service.

In the case study section of this chapter (section 
“the SICOM Project Use Case”), we give a detailed 
description of a functional model representing a 
medical application.
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o ur adapt ation approa Ch 

In this section, we detail our adaptation ap-
proach based on the functional description of 
the application services offered to the user and 
the execution dependencies between them. This 
description (that we called functional model) is 
extracted from ApplicationOnto. Our approach 
adapts the described application according to 
three main steps: (i) its offered services to the 
user, (ii) the data exchanged with these services 
and (iii) the necessary user interface to interact 
with them. We detail each step in the remaining 
parts of this section.

f unctional a daptation

We define the functional adaptation of an applica-
tion as the necessary modifications on its services 
behavior so that they can be used in a correct way 
in new operating contexts.

A functional adaptation manager applies 
these transformations according to an adaptation 
policy defined by the application administrator. 
This policy is based on a finite set of adaptation 
rules to be applied on the described entities in 
the functional model. An adaptation rule has the 
following general syntax: 

o n event if condition do action

In the next subsection, we detail how to model 
and express the three components of the functional 
adaptation rules: events, conditions and actions. 
Then, we present how to use these rules in our 
adaptation policy.

Context–Aware Adaptation Rules 

An adaptation rule consists in performing an ac-
tion when an event occurs and when a condition 
is satisfied. Thereafter, we present these three 

components of our adaptation rules (i.e. events, 
conditions and actions).

Event

An event signals the occurrence of a fact like 
a change in the context (e.g. change of the user 
localization). A significant event starts the acti-
vation of one or more rules. The activation of a 
rule can take place at anytime because events are 
random like the loss of connection in a wireless 
network for example. An event can be simple or 
composite, modelled using a similar algebra to 
SNOOP (Hanson, N.E., and Widom, J. 1992). A 
simple event is a symbol of a primitive event ep 
or a term of the form ep (p1, p2, ... pn), where ep is 
a symbol of a primitive event with N arguments 
pi,1≤ i≤ n  and each pi is a constant or a variable. We 
distinguish between three main types of primi-
tive events:

• Context events corresponding to value 
changes of context parameters.

• Application events representing changes 
in the state of application components like 
adding or retrieving a software module.

• System events happening by our adaptation 
approach. They usually signal errors like 
invocation failure of a distant service due 
to network problems.

A composite event is a logical combination 
of events (that can be simple or composite) and 
negation of events. This combination is ensured 
by using the classic disjunction (OR), conjunction 
(AND) and negation (NOT) Boolean operators. 

Condition

A condition describes a contextual situation. It 
corresponds to a logical expression on the specified 
elements in ContextOnto and ApplicationOnto. 
According to the given terms and values in the 
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condition, an adaptation rule can be generic or 
specific. The generic rules are applicable on sev-
eral applications and several services. In this case, 
the condition part relates to generic properties of 
the application elements (like services returning 
image outputs for example). The specific rules 
relate to particular services aiming to apply an 
action to specific instances of ApplicationOnto 
concepts and relationships. In this case, the condi-
tion indicates the selected instances. A condition 
is a composition of atomic logical formulas. An 
atomic formula is modeled by the triplet (term, 
operator, term). A term can be a variable or a 
constant. The terms relate to the two concepts 
CContext and CApplication and their instances. A con-
dition operator can be (i) a relationship between 
instances of these concepts or (ii) a comparison 
operator like “greater than” (>) for example. Ex-
istential (∃) or universal (∀) expressions can be 
also used to define conditions. For example, the 
expression seen in Box 1 defines a generic condi-
tion concerning all the application services that 
provide more than one output parameter.

Action

An action specifies a list of adaptation opera-
tors calls to be applied on the functional model 
elements. The administrator or the developer of 
the adaptation rules has to specify the necessary 
configuration parameters for these adaptation 
operators to select what has to be modified in 

the application. These parameters depend on the 
variables defined in the condition (like the vari-
able S of the given example in the “conditions” 
section). For example, lockService(S) is a simple 
action that blocks the access to the service S and 
all the services that depend on it. 

An action is a conjunction of adaptation opera-
tors with a specific execution order. We defined 
three possible orders: sequential, concurrent 
and random. The sequential order executes the 
operators sequentially in the specified order in 
the rule. The concurrent order allows running 
the operators in different parallel threads whereas 
the random is used when the execution order is 
not important. 

We model an adaptation operator by a function 
operator taking a vector of parameters in input 
(input) and producing another vector as output 
(result). The input parameters and the result of 
service adaptation operators are elements of the 
application’s functional model (i.e. instances from 
ApplicationOnto) or typed variables (like Boolean, 
String and integer variables).

For example, the operator lockService takes an 
instance of a service from the application’s func-
tional model and blocks the access to this service. 
It produces a new functional model without the 
blocked services. 

• Behavioral adaptation operators apply local 
transformations on a specific element of 
the application’s functional model. These 

∀ Service:S | (S hasOuput:O) AND (O hasParameter:P) AND (count(P) > �)

result = operator(input) with

 input = {ini}1 ≤ i≤ n and result = {resj}1 ≤ j≤ m 

where ini and resj are elements of the application’s functional model

Box 1.

Box 2.
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transformations do not affect the generic 
structure of the application. In this case, the 
dependencies of the adapted element with 
the other elements of the application are not 
modified. The execution of these operators 
is ensured by an adaptation entity associ-
ated to specific elements of the application’s 
functional model (mainly software modules). 
We call these adaptation entities local adapt-
ers. They play the role of proxies between 
the application’s software modules and end 
users. The adaptation rules configure the 
local adapters to apply a list of behavioral 
adaptation operators on the associated ap-
plication element.

• Structural adaptation operators apply trans-
formations on the architectural model of 
the application. These operators take the 
functional model as input and produce a new 
modified functional model according to the 
operator type and its parameters. This type of 
operators is applied by a global adapter.

The application administrator defines these 
rules using the SWRL syntax (W3C 2004a). The 
header part (swrl:head) of these rules references 
adaptation operators. The body part (swrl:body) 
references the ContextOnto and ApplicationOnto 
elements. When events are triggered (context 
changes), these rules are interpreted by the in-
tegrated OWL reasoning module to make the 
necessary transformations on the application’s 
functional model and to transpose them on the 
corresponding concrete elements. 

The adaptation operators specified in these 
rules are defined in an extensible library contain-
ing the name, the implementing class, the input 
and the output parameters of each operator. The 
next section presents how these rules are managed 
in our context-aware adaptation policy.

Ontology Based Context-aware Policy

We have created the ontology PolicyOnto (Fig-
ure 5) to define the necessary terms implicated 
in our adaptation policy. This adaptation policy 
ontology includes all the rule structure that we 
have presented in the previous section. It also 
specifies how to manage and execute these rules. 
The ontological representation of these rules de-
fines a semantic framework allowing the correct 
definition of these rules and their comprehension 
by human actors and by software algorithms. 
This ontology is divided into a common level 
for the general specification of the necessary 
terms defining the adaptation rules and a specific 
level implementing these terms according to 
the application domain. This ontology imports 
ContextOnto and ApplicationOnto (using the 
owl:import mechanisms integrated in the OWL 
language) to define correct rules referring the 
concrete concepts and relationships implementing 
these two ontologies. Our adaptation policy does 
not allow defining elements that do not exist in 
ContextOnto and ApplicationOnto. The adapta-
tion rules instantiate the various concepts and 
relations of PolicyOnto. The specific level of this 
ontology must be populated by domain specific 
ontologies that describe the supported events, 
the concerned entities in the conditions and the 
adaptation operators that will be used (Figure 5). 
We give a concrete example of policyOnto in the 
case study section of this chapter.

Without PolicyOnto, the adaptation environ-
ment must be configured with specific file formats 
and with ad hoc parameters included in the adap-
tation code. Ontologies can replace these mecha-
nisms with a formal and standardized language.  In 
addition, they allow specifying correct adaptation 
rules and actions. They are also used as a reference 
framework to check the rules syntax and make 
inferences to produce new knowledge. Moreover, 
ontologies can ensure a separation between the 
definition, the implementation and the execution 
of the adaptation rules. Last but not least, the ap-
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plication of reasoning techniques on PolicyOnto 
can improve the performance and the impact of 
the adaptation process on applications.

In PolicyOnto, rules are organized in sets and 
can be enabled or disabled. We have also defined 
rule operators to help administrators in managing 
the rule sets. For example, in certain cases, the 
administrator can require the execution of all the 
rules defined in the set. If the execution of one of 
these rules fails, the entire rule set is cancelled. 
We called this rule operator “AllOrNothing”. We 
have also defined several other rule management 
operators like “All”, “ExactlyOne” and “OneOr-
More”. This last operator is used when we should 
apply all the rules defined in the same set even if 
the execution of some of them fails. These opera-
tors can also help the administrators in writing 
complex rules by decomposing them into rule 
sets. However, guaranteeing the consistency of 
the adaptation results by the administrator within 
an increasing number of rules can be a very dif-
ficult task. Indeed, seen the dynamicity of the 

adaptation process and its unpredictable results 
in some cases, complex adaptation actions can 
make the application unusable. 

To address this problem, we define a precon-
dition and an effect for each adaptation operator. 
Pre-conditions specify constraints on a partial 
state of the system before the operator execution 
whereas the effects describe other constraints on 
the system state after a successful operator execu-
tion. Pre-conditions are logical predicates that 
have to be valid to ensure the correct execution of 
the adaptation operators. They define constraints 
on the input parameters of these operators. Effects 
are conditions to be verified in order to accept 
the application of the operator. For example, we 
can have an adaptation operator (opi) that can be 
applied only if all the software modules of the 
application are connected (i.e. there is no isolated 
software module). This constitutes a precondition 
(prei) for this operator. In the same rule, this op-
erator can be preceded by another one (opi-1). opi-1 
has to provide a connected architectural model 

Figure 5. The adaptation policy ontology PolicyOnto
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to apply the next operator (opi). This condition 
constitutes the effect (effi-1) of opi-1. opi-1 will be 
rolled back and the concerned rule is cancelled if 
it does not satisfy  effi-1. Our adaptation approach 
refuses rules that do not satisfy the correlation 
(Cuppens F. and Miege A. 2002), between all the effects 
of their adaptation operators and the preconditions 
of the immediate next operators. 

We used this correlation concept to automati-
cally recognize logical dependences between the 
adaptation rules by analyzing the operator’s pre-
conditions and effects. In fact, in our adaptation 
approach, we can detect potential errors in the 
given set of rules by analyzing the effects and 
the preconditions of their adaptation operators 
before executing them. We also use conflict re-
solving strategies to enable the correct rules and 
to disable the other rules that caused the incon-
sistency. For instance, these strategies depend on 
the rule operators defined in the rule sets and on 
their execution priorities. If strategies were not 
specified for rule management, a choice screen is 
prompted to the user when the platform detects 
a conflict that may cause an inconsistency in the 
adaptation system or in the application structure. 
This prompt can be displayed to the administrator 
while deploying new adaptation rules by check-
ing their syntax and their structure. It can also 
be displayed at runtime when conflicting effects 
and preconditions values are detected. Then, the 
system waits for manual user action by choos-
ing the rules that may not be executed to resolve 
conflict or inconsistency problems.

After defining the guidelines of service adap-
tation in our approach, we give an overview on 
adapting their delivered content to end users in 
the following section.

Content a daptation

The application services deliver a set of multi-
media data (images, videos, sound, text…) to 

the user. These data cannot be exploitable in a 
particular context. For example, if the device of 
the end user is supporting only the PNG image 
format but the service delivers a different format, a 
transformation is necessary on this service output. 
Image format transcoding is not the only required 
adaptation operator. Indeed, several other content 
adaptations can be necessary to deliver directly 
exploitable data to the end user.

We define the application content adaptation by 
the necessary operations to guarantee a direct 
and optimal use of the delivered data to the user 
in a certain context.

Content Adaptation Principles

The content adaptation goal is to provide the best 
possible data to the end user of an application in 
a given context. The success and the efficiency of 
the content adaptation process strongly depend on 
the quality of transformations and the quantity of 
knowledge collected on: (i) the application runtime 
context, (ii) the available tools for adapting data 
and (iii) the content to adapt.

We define the content metadata as the different 
properties describing the exchanged data with 
the application’s services. These properties can 
be: the format, the size, the dimensions, etc of a 
media object.

We chose the MPEG-7 format to describe 
these metadata. Currently, MPEG-7 is a mature 
standard which provides the richest and the most 
flexible set of descriptions of multimedia proper-
ties. It is considered as the most used and the most 
interoperable standard in industrial environments. 
We use MPEG-7 descriptors in ContextOnto to 
specify the accepted data formats by the used 
devices. We also use MPEG-7 to describe the 
input and the output parameters of the application 
services in the functional model. 
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We use web services for the implementation of 
the necessary transformations to adapt multimedia 
content. We call these services content adaptation 
operators (like image compression, voice synthe-
sis, text translation, etc). Each operator takes in 
input the media object that will be adapted and 
its MPEG-7 description. The operator returns the 
adapted data with its new MPEG-7 description.

We designed and developed a content adap-
tation module based on the Distributed Content 
Adaptation Framework (DCAF) of (Berhe, G., 
Brunie, L. & Pierson J.M. 2005). This framework 
ensures the selection and the orchestration of 
content adaptation operators in order to provide 
adapted data to the application’s context. As in the 
functional adaptation, we dedicate an adaptation 
entity for each service to adapt all the delivered 
contents by the considered service. We call this 
entity content adapter. 

Our Content Adaptation Approach

As soon as the functional adaptation finishes, our 
adaptation approach solicits the content adaptation 
module to prepare the adaptation of each unusable 
output parameter in each service. 

In a first step, our content adaptation module 
instantiates a content adapter for each specified 
service in the application’s functional model 
(Figure 6).

In a second step, adapters communicate with 
the content adaptation framework of (Berhe, 
G., Brunie, L. & Pierson J.M. 2005) to adapt all 
the output parameters of the associated services 
(Figure 7).

We have configured this framework to look for 
the user and device profiles in the instances of the 
ContextOnto’s specific level. Berhe’s framework 
contains a content adaptation planning component 
to identify the sequence of the necessary content 

Figure 6. General algorithm of the content adaptation preparation

Figure 7. General algorithm for the instantiation of content adapters
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adaptation operators for each non-adapted out-
put parameter (Figure 8). We call this sequence 
content adaptation plan. It consists of operators 
identified and selected from DCAF’s adaptation 
service registry. 

The adaptation plan is a point to point path in 
a graph representing all the possible compositions 
of adaptation operators providing adapted con-
tent. This graph is computed by the Multimedia 
Adaptation Graph Generator (MAGG) of DCAF. 
An adaptation plan is the optimal path to reach an 
adapted version for the considered media. DCAF 
uses a QoS model involving adaptation operator 
costs, response time and history to compute this 
optimal path. Content adapters execute their ad-
aptation plans when en users invoke the services 
for the first time. After that, our content adapta-
tion module stores the computed results in a local 
cache to improve response times when they will 
be used in the same context. 

user interface a daptation 

User interfaces ensure information exchange 
between the end user and the different services 
of the application. These interfaces must remain 
correctly functional when context changes. The 
good execution of these interfaces is conditioned 
by their capacity to adapt to the used device and 
the user preferences.

We define the presentation adaptation of an 
application by the necessary operations to au-

tomatically generate a functional user interface 
ensuring the interaction with the adapted services 
and content offered to the user.

The presentation adaptation depends on the 
characteristics of the used device (“device” con-
cept in ContextOnto) and the user preferences 
(“user” concept in ContextOnto). It also depends 
on the description of the adapted data produced 
by the content adaptation phase.

In our approach, the presentation adaptation 
process consists in automatically generating the 
complete code of the necessary user interfaces to 
guarantee the interaction with the application’s 
services and content. The presentation adaptation 
phase is triggered just after the identification of 
the necessary content adaptation plans. In fact, 
the last content adaptation operators in these plans 
give MPEG-7 descriptions of the content that 
will be delivered to the user. Consequently, we 
prepare the necessary user interface components 
that manage the interaction between this content 
and end users. To generate these components, 
we use an abstract interaction API1 defined in a 
previous work in the scope of the SEFAGI project 
(Chaari, T. & Laforest, F. 2005). We have specified 
this abstract API to overcome the heterogeneity 
problem of the programming APIs implemented 
on the available devices in the market. This API 
presents a generic object-oriented modeling of the 
different necessary entities to ensure the interac-
tion with the adapted services and data in the 
functional and content adaptation steps. We detail 
this generic API in the following section.

Figure 8. General algorithm for the calculation of a content adaptation plan
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User Interface Modeling in our  
Adaptation Approach

Our generic interaction API contains the necessary 
elements to guarantee the interaction between the 
adapted services and content. This abstract model 
is attached to the device concept in ContextOnto. 
It is reified for each device type to reference the 
concrete objects that correspond to the abstract 
elements of our model. For each service in the ap-
plication, we associate a window that guarantees 
the invocation of the service and the display of 
its results to the user. A window is composed of 
two panels: an input panel and an output panel. A 
panel contains a set of elementary components that 
encapsulate the input or output parameters of the 
associated service. To offer navigation facilities 
between services, we define reactive interaction 
components that we called commands. In general, 
these components are menus or buttons.  Figure 
9 shows the relationships between the main ele-
ments of our abstract API.

Automatic User Interface Generation

In our adaptation approach, the automatic genera-
tion of the user interface code is based on (i) the 
implementation of the abstract interaction API 
and (ii) the functional model of the application 
(ApplicationOnto instance). For each service of 

the functional model, the presentation adaptation 
module generates a concrete window that ensures 
the invocation and the display of its results (Figure 
10). We use the notation L for the target library 
implementing the several elements of our abstract 
interaction API. 

To organize the windows code, we use the 
MVC model (Krasner, G. & Pope, S. 1981). This 
model facilitates the code generation by separat-
ing the display, the data and service invocation. 
According to the MVC model, a window’s code 
W is composed of a view V (graphical display), a 
model M (service invocation and data handling) 
and a controller C (event manager).

W = {M, V, C}

The controller ensures the connection between 
the model and the view when an event is triggered 
after a user action on the view (service invocation 
for example). 

The window’s view is composed of two panels: 
an input panel Pi and an output panel Po.

V= (Pi, Po)

The input panel Pi is composed of a display 
Ai and two interaction commands InputBack and 

Figure 9. General structure of the interface of interaction with a service
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InputNext. The display Ai is a vector of interaction 
components. Each component encapsulates an 
input parameter of the considered service. 

The InputBack command allows displaying 
a navigation window that lists the application’s 
available services. The InputNext command trig-
gers the service invocation with the given values 
in the input panel. After this invocation, the 
view instantiates the output panel Po to display 
its result.

The output panel Po is composed of a display Ao 
and two interaction commands: OutputBack and 
OutputNext. The display Ao is a vector of interac-

tion components. Each component encapsulates 
an output parameter of the considered service.

OutputBack is the command that allows 
returning to the window’s input panel in order 
to provide new input values for another service 
invocation. The OutputNext command instanti-
ates a navigation window that displays the list of 
the available services after the invocation of the 
current one. 

The model M ensures the execution of the as-
sociated service to the current window. We use 
a single class ServiceInvoker to invoke all the 
services of the functional model. This invoker 
takes the description of the service and its input 

Figure 10. General algorithm for the automatic generation of user interfaces

Figure 11. Algorithm for the generation of window code

Figure 12. Algorithm for the window’s view generation

generateUI(FunctionalModel FM=(f0, F, T), RunTimeEnvironmentLibrary L) 
{ 

For each (fi ∈  F)    
{ 
  W :=generateWindow(fi, L) 
  storeInCache(W) ; 
} 

} 

generateWindow(ServiceDescription f, RunTimeEnvironmentLibrary L) 
{ 

M:= generateModel(f, L) 
V:= generateView(f, L) 
C := generateController(f, L)
W:= {M, V, C} 
return W 

} 

generateVue(ServiceDescription f, RunTimeEnvironmentLibrary L) 
{ 

Pi:= generateInputPanel(f.INPUT, L) 
Po:= generateOutputPanel(f.OUTPUT, L) 
V:= {Pi, Po} 
return V 

} 
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parameters, calls the service and returns its output 
values. For each target platform, the library L 
contains the implementation of ServiceInvoker. 
Figure 13 gives the algorithm for the automatic 
generation of the window’s model associated 
with a service f.

In order to ensure navigation between the 
different application services, the presentation 
adaptation module offers two generic services 
getPreviousServices and getNextServices. These 
two services are respectively associated to the 
InputBack and OutputNext commands.

The controller C of the window contains all 
the necessary actions when the end user triggers 
a command on the window’s view. Thus, the 
controller contains the event managers associated 
with the four commands of our abstract interac-
tion API: InputBack, InputNext, OutputBack and 

OutputNext. Figure 14 illustrates the algorithm for 
the generation of the window’s controller.

C= {InputBackAction, InputNextAction, 
OutputBackAction, OutputNextAction}

After the generation of the model, the view 
and the controller of each window, the application 
is ready to be used by the target device. After 
a context change involving the modification in 
the application user interface, the presentation 
adaptation module notifies the end user to update 
her/his interface on his device.

In section “Our Adaptation Approach” of this 
chapter, we presented our application adaptation 
strategy to new contextual situations. This strategy 
is based on an architectural description of the of-
fered functions to the user (Functional Model). 

Figure 13. Algorithm for the generation of a window’s model

Figure 14. Algorithm for the generation of the window’s controller

generateModel(ServiceDescriptor f, RunTimeEnvironmentLibrary L) 
{ 
 M :=generateServiceInvocation(f, L.ServiceInvoker)  
 / * The generateServiceInvocation function generate the necessary code to invoke the service f using the service 

invoker of the target platform L */ 
 r eturn M 
} 
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Our adaptation approach comprises three main 
phases. First, we adapt the functional behavior 
of the application to the new context. Second, we 
adapt the delivered data to the user. Finally, we 
automatically generate an adapted user interface 
to interact with the adapted version of the applica-
tion. Each phase takes the functional model of the 
application, applies the necessary transformations 
on it and passes a new version of this model to the 
next phase. When context changes, the functional 
adaptation manager re-evaluates the defined rules 
in phase 1. If these rules modify the functional 
model of the application, the content and presenta-
tion adaptation phases are re-applied.

To validate our approach, we have developed a 
prototype implementing our adaptation strategy to 
deploy applications and to adapt them to context. 
In the following section, we detail a complete 
case study presenting how we adapted an existing 
medical application to a new utilization context 
using our prototype.

implementing our adapt ation 
approa Ch

To validate our models and our approach, we 
developed a context-aware platform to adapt ap-
plications to new utilization contexts. We called 
this platform SECAS (Simple Environment for 
Context-Aware Systems). SECAS comprises three 
layers: context management layer, adaptation layer 
and application deployment layer. In our proto-
type, we focused on the adaptation and deployment 
layers. We guarantee the connection with context 
management layer using a context broker and 
generic publish/subscribe mechanisms. Actually, 
our broker is performing simple querying actions, 
using the Protégé OWL API (Protégé Community 
2005) to get information directly from an OWL 
file implementing ContextOnto. Using SECAS, we 
integrated a medical application (SICOM) offering 
healthcare services for dialyzed persons in order 
to adapt it to new utilization contexts. It consists 

Figure 15. Technical architecture of the SECAS adaptation layer
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in using a dedicated application to standard PCs 
on mobile devices (PDAs and SmartPhones). In 
this section, we present how we have integrated 
this application in our adaptation platform. 

se Cas  platform development

We chose the Web service technology to imple-
ment the SECAS platform. This technology offers 
easy integration means for distributed applica-
tion development (Austin, D., Barbir, A., Ferris, 
C. & Garg. S. 2002). Thanks to their functional 
description using the WSDL language, Web ser-
vices are an adequate implementation for: (i) the 
functional services, (ii) service adapters, (iii) 
contents adapters and (iv) content adaptation 
operators. Our SECAS platform is deployed in 
an Oscar OSGI container (OSGi Alliance 2003). 
OSGI offers modular and dynamic facilities to 
application development. In our prototype, OSGI 
was especially very useful for the dynamic de-
ployment of adapters.

When an administrator deploys an applica-
tion’s functional model, the SECAS adaptation 
layer instantiates a service adapter for each 
referenced service. These adapters are deployed 
into the SECAS web server hosted in the OSGI 
container (Figure 15). When the administrator 
deploys the adaptation rules or when context 
changes, our implemented functional adapta-
tion module configures the service adapters and 
builds appropriate lists of adaptation operators 
in each adapter. The adaptation system applies 
these operators on the application services when 
end-users invoke them.

We have chosen the XML-RPC as a trans-
port protocol instead of SOAP for these invo-
cations. XML-RPC is lighter than SOAP and 
more adequate for mobile devices. This does not 
constitute a restriction for our approach because 
every SOAP message can be serialized into an 
XML-RPC format (Laurent, S.S., Dumbill, E.& 
Johnston, J. 2001).

Our content adaptation module guarantees 

the instantiation of a content adapter for each 
service and delegates the adaptation of its input 
and output data to the DCAF prototype (Berhe, 
G., Brunie, L. & Pierson J.M. 2005). In a last step, our 
presentation adaptation module generates an in-
teraction window for each service. Currently, our 
prototype supports the automatic generation of 
java user interfaces for standard PCs compatible 
with J2SE (Sun Developer Network 2007), pocket 
PCs compatible with the CDC/PERSONNEL 
JAVA profile (Sun Microsystems, Inc. 2000) and 
mobile phones compatible with the CLDC/MIDP 
profile (Java Community Process 2007).

The components of our adaptation process 
may be centralized or distributed. For example, 
in our current prototype the content adaptation 
module is distributed; the presentation adaptation 
module is centralized, the functional adaptation 
module is on a single server.

t he siCom project use Case

In the scope of the SICOM project of the Rhône-
Alpes region in France, we have analyzed the 
software needs for home healthcare of dialyzed 
patients. In this project, we have collaborated 
with the Edouard Herriot hospital, Baxter France 
Enterprise and the France Telecom R&D group. 
The developed software in this project offers a 
set of helpful services to the healthcare practi-
tioners: for example, a dialysis record including 
the prescribed treatment and the description of 
each dialysis action, a list of medical images 
for visualizing the catheter state when needed, 
a graphical representation of the evolution of 
some parameters (temperature, weight, filtration 
volume, etc). We have also developed services to 
social assistants, nurses, and other participants for 
accessing the prescribed treatments, managing 
the medecines supplies, etc. These services were 
designed and developed to be used on standard 
PC. The healthcare practitioners expressed new 
needs to use these same services on PDAs and 
mobile phones. We validated our adaptation ap-
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proach and our prototype on these services by 
performing these tests:

• SICOM deployment in SECAS
• Complete adaptation (services, data and pre-

sentation) of SICOM to the new context 
• Test of the adapted services invocation from 

standard PCs and a mobile phone.

We used a PC equipped with a Pentium 4, 2.4 
GHz processor and a 1 GB memory to deploy the 
SECAS platform and a GPRS enabled Nokia 6230 
mobile phone to test the adapted application.

used o ntologies for siCom  
a daptation

SICOM application consists of a set of Web 
services corresponding to software modules in 
ApplicationOnto. In the specific level of this 
ontology, we define all the functional model 
structure. Figure 4 shows the main elements of 
this structure. For SICOM, we have created these 
elements according to the available services in 
SICOM and the existing execution dependencies 
between them.

To specify the utilization context for the 
SICOM application, we defined these simple 
instances:  “Doctor”, “Seated”, “Desk”, “Desk-
top_PC” and “Wired_LAN”. They respectively 
implement the User, Activity, Location, Device 
and Network concepts in the generic level of 
ContextOnto. These instances define a contextual 
situation where a doctor is using a desktop PC 
connected to the wired network of the hospital 
while he is seated in front of his desk. To model the 
context change, we have added the “GPRS_Net-
work”, “mobilePhone” and “Tramway” instances 
in ContextOnto. They define the new contextual 
situation where the same doctor is using the same 
SICOM application through his mobile phone 
while he is seated in a tramway in the direction 
of a patient’s domicile (Figure 16).

Adaptation rules instantiate the different con-
cepts and relations of the PolicyOnto ontology. In 
the specific level of this ontology, we have defined 
the supported events and adaptation actions that 
can be used in these rules. In PolicyOnto, we 
have instantiated the SimpleEvent concept in 
three types: system events, context events and 
application events. “User Session Start”, “De-
vice Change” and “Service added” are sample 
instances of these events (Figure 17).

Figure 16. The ContextOnto structure used in the case of SICOM
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Adaptation rules instantiate the different con-
cepts and relations of the PolicyOnto ontology. In 
the specific level of this ontology, we have defined 
the supported events and adaptation actions that 
can be used in these rules. In PolicyOnto, we 
have instantiated the SimpleEvent concept in 
three types: system events, context events and 
application events. “User Session Start”, “De-
vice Change” and “Service added” are sample 
instances of these events (Figure 17). 

Moreover, we have developed different adap-
tation actions classified in three types: “FAac-
tion”, “SAaction” or “VAaction”. The first type 
integrates the different architectural adaptation 
operators on the application’s functional model. 
The second concerns the operators that can be 
applied locally on each service. The last type 
manages different possible versions and instances 
of a same service. For example, we can activate a 
specific version (using the activateVersion opera-
tor) for a given context (Figure 17). The associa-
tion between the supported events, the contextual 
situations and adaptation actions are specified 
in the given rules to adapt the application. The 

concrete rules to adapt the SICOM application 
are detailed in the next subsection.

siCom a daptation to new utilization 
Contexts

We developed a deployment tool that guarantees 
integrating and adapting applications in our SE-
CAS platform. To deploy a new application like 
SICOM, a SECAS administrator deploys the ap-
plication description, i.e. Functional Model, and 
the necessary adaptation rules using the admin-
istration interface presented in Figure 18.

As mentioned in section “Ontologies used in 
SICOM Adaptation”, the first context describes 
a doctor using SICOM from his desktop PC and 
the second presents the same doctor using the 
same application from his mobile phone. The 
following section presents how this application 
behaves in the first context and the next section 
details how it was automatically adapted to the 
new context.

Figure 17. The PolicyOnto structure used to adapt SICOM to new contexts
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Figure 18. Administration interface of the SECAS Platform 

Figure 19. SICOM: visualization of a peritoneal dialysis record on a standard PC
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SICOM on Standard PCs 

In the first context, using a standard PC, a doctor 
can visualize the entire medical record in one 
window.

Figure 19 presents a screenshot of SICOM. 
This figure presents a window containing three 
services. The first service (listeAlertes) pushes 
the list of the medical alarms concerning patients 
supervised by the connected practitioner. The 
second (listeDossierDialyse) returns the current 
treatment of the patient corresponding to the 
selected alert. The third service (listeImages) 
presents the medical images stored in the record 
of the same patient. A menu (at the left of the 
figure) offers navigation facilities between the 
different services of the application. This menu 
presents the invocation order of the application’s 
initial functional model.

Figure 20 illustrates the functional model of 
SICOM before its adaptation with SECAS. The 
different elements of this model are instances 
of the generic level in ApplicationOnto. We es-
tablished this model after having identified the 
offered services of SICOM to end users. 

SICOM on Mobile Phones

Figure 25 is a screenshot of the SICOM’s adapted 
version. In this figure, the initial services presented 

in Figure 19 are adapted to the new contextual 
situation. The navigation menu of the first ap-
plication is automatically replaced by screens 
(E1), (E4), (E6) and (E7) providing the list of the 
accessible services in the application thanks to 
the getAvailableServices() service offered by the 
presentation adaptation module. The first service 
of this application (listeAlertes) is automatically 
decomposed in two generated services using Rule1 
(Figure 21): the first one listeAlertes(idAlerte) 
shows the identifiers list of the returned medical 
alerts (E2 screen). The second generated service 
(E3 screen) shows the alert details corresponding 
to the selected identifier in the first screen.

The second service of the initial application 
displaying general data about the dialysis treat-
ment corresponds to the screen E5. The data is 
displayed vertically whereas on the standard de-
vices they are presented horizontally (presentation 
adaptation). The same initial service is used in the 
new context (no functional adaptation).

The third service returning the medical im-
ages is decomposed on three services after the 
application of Rule1 (Figure 21) followed by Rule2 
(Figure 22). Indeed, the first rule decomposes the 
service listeImages() in two services: the first 
listeImages(nomImage) returns the image names 
in the medical record and the second returns 
the remaining details about the selected image 
name: URL, description and binary file. Then, 
the application of Rule2 decomposes this second 
service in two other services: the first returns non 
image data listeImages(urlImage:descriptionIm-
age) and the second returns the binary image file 
listeImages(binaireImage). Consequently, we 
obtain the three services: listeImages(urlImage) 
corresponding to screen E8, listeImages(urlImage:
descriptionImage) corresponding to screen E9 
and listeImages(binaireImage) corresponding 
to screen E10. The returned image by this last 
service is formatted and resized according to the 
screen dimensions (content adaptation).

If the used device does not support display-
ing images, the access to the generated service 

Figure 20. SICOM’s functional model before its 
adaptation with SECAS
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Figure 21. First adaptation rule of SICOM application

Figure 22. Second adaptation rule of SICOM application 

Figure 23. Third adaptation rule of SICOM application

Figure 24. Adapted functional model of the SICOM application 

{(context.device.hardwarePlatform.memory < 1024) ∧ (∀ f∈F | f.OUTPUT.length > 1) → 
firstValues=projection(f, f.OUTPUT[1]) ∧ replaceService(f, firstValues) 
∧ selectedInstance=selection(f, f.OUTPUT[1] = selected(firstValues)) 

∧ insertServiceAfter(firstValues, selectedInstance)} 

{(context.device.softwarePlatform.acceptedDataTypes.acceptImages) ∧ 
 (context.device.type=“cldc”) ∧ (∀ f∈F | f.OUTPUT.length > 1)  ∧ (∃ i∈[0, f.OUTPUT.length] | 

f.OUTPUT[i].type=“mpeg7:binaryImage”) → 
(displayNonImage = projection( f, ¬(f.OUTPUT[i]) ) 
∧ (displayImage = projection( f, f.OUTPUT[i]) ) 

∧ replaceService(f,displayNonImage) ∧ insertAlternativeService(displayNonImage, displayImage) }

{ (¬context.device.acceptedDataTypes.acceptImages) ∧ (∀ f∈F | ∃ i∈[0, f.OUTPUT.length] | 
f.OUTPUT[i].type=“mpeg7:binaryImage”) → lockService(f) } 
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Figure 25. Visualization of the same medical record in Figure 19 on a mobile device
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listeImages(binaireImage) is automatically locked 
by using Rule3. 

The functional model resulting from the appli-
cation of these three rules is illustrated in Figure 
24. SECAS platform uses this functional model to 
adapt the data returned by its specified services. 

Thus, SECAS provides a new functional model 
where each service returns directly exploitable 
data on the user’s device. Finally, this new func-
tional model is used to automatically generate the 
user interface that guarantees the interaction with 
the adapted services and data of this application 
(Figure 25).
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In order to validate our context-aware contribu-
tions, we have implemented a prototype for our 
SECAS platform guaranteeing application adap-
tation to different contexts. We used Java, OSGi 
and Web service technologies to implement this 
prototype. We have successfully applied several 
experiments on a home health care application 
demonstrating the feasibility of our approach and 
validating its main principles.

Actually, we are working on applying our 
adaptation approach in machine-to-machine en-
vironments where end users are less implicated 
and systems are more autonomous. We are also 
working on more sophisticated adaptation rule 
correlations to improve our adaptation process 
and to better control adaptation actions on the 
application’s components. Finally, we are thinking 
about tools to help administrators generating the 
functional models of applications using reverse 
engineering techniques and HTTP message 
monitoring. 
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a bstra Ct

Adaptivity (the runtime adaptation to user profile data) and context-awareness (the runtime adapta-
tion to generic context data) have been gaining momentum in the field of Web engineering over the 
last years, especially in response to the ever growing demand for highly personalized services and ap-
plications coming from end users. Developing context-aware and adaptive Web applications requires 
addressing a few design concerns that are proper of such kind of applications and independent of the 
chosen modeling paradigm or programming language. In this chapter we characterize the design of 
context-aware Web applications, the authors describe a conceptual, model-driven development ap-
proach, and they show how the peculiarities of context-awareness require augmenting the expressive 
power of conceptual models in order to be able to express adaptive application behaviors.

introdu Ction

The evolution of the Information Technology in 
the last years has seen the World Wide Web trans-
forming from a read-only hypertext media into 
a full-fledged, multi-channel and multi-service 
application delivery platform. Current advances 
in communication and network technologies are 
changing the way people interact with Web ap-

plications. They provide users with different types 
of mobile devices for accessing – at any time, 
from anywhere, and with any media – services 
and contents customized to the users’ preferences 
and usage environments. More and more users 
themselves ask for services and applications highly 
tailored to their individual requirements and, 
especially due to the increasing affordability of 
new and powerful mobile communication devices, 
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they also begin to appreciate the availability of 
ubiquitous access. In order to cope with the grow-
ing demand for novel, user-centric application 
features, such as adaptivity and context-aware-
ness, appropriate development methods for Web 
applications are required.

Adaptivity is increasingly gaining momen-
tum in the context of modern software systems. 
Runtime adaptivity provides highly flexible 
and responsive means for the customization of 
contents and services with respect to the user’s 
identity. Varying device characteristics in mobile 
and multi-channel computing environments can 
be adequately taken into account and leveraged 
by means of adaptive software designs, whose 
development is facilitated by the availability 
of standardized communication protocols (e.g. 
HTTP) and markup languages (e.g. HTML or 
WML), supported by most of today’s mobile 
devices. Multi-channel deployment does no lon-
ger require completely different, parallel design 
approaches and rather represents a presentation 
issue on top of unified engineering solutions. 

But adaptivity may also enable an application 
to take into account a wider range of properties 
describing the interaction between the user and 
the application, thus paving the way for context-
awareness. Context-awareness (Dey & Abowd, 
2000; Schilit & Theimer, 1994) is often seen as 
recently emerged research field in information 
technology and in particular in the domain of the 
Web. From the perspective of application front-
end development it can however be interpreted 
as natural evolution of personalization and adap-
tivity, addressing not only the user’s identity and 
preferences, but also his/her usage environment. 
Personalization has already demonstrated its 
benefits for both users and content providers and 
has been commonly recognized as fundamental 
factor for augmenting the efficacy of the overall 
communication of contents. Context-awareness 
goes one step further in the same direction, aim-
ing at enhancing the application’s usefulness 

and efficacy by combining personalization and 
adaptivity based on an application-specific set 
of properties (the context) that may affect the 
execution of the application.

In this chapter, we focus on the development 
of context-aware applications for the Web and, in 
particular, we describe a model-driven develop-
ment method that allows developers to approach 
the problem at a level of abstraction that enables 
him/her to focus on the real design challenges 
of such class of applications, leaving low-level 
implementation concerns to supporting CASE 
(Computer-Aided Software Engineering) tools. 
Considering that software systems are con-
tinuously getting more complex and difficult to 
maintain – partly due to the previously described 
requirements –, we believe that efficient abstrac-
tion mechanisms and design processes, such as 
those provided by visual, model-driven design 
methods, are becoming crucial. The focus on 
essential design issues and the ease of reuse in 
model-driven design methods may significantly 
accelerate the overall design process. As we will 
show in this chapter, starting from application 
models, code generation techniques may then 
provide for the automatic generation of application 
code or templates, thus assuring the fast production 
of consistent and high quality implementations.

motiv ating examples

Active application features, such as context-
aware or adaptive behaviors, may augment the 
effectiveness of interactions and the efficiency 
of resource consumption in all those situations 
where services and contents offered by an appli-
cation strongly depend on environmental situa-
tions, users’ abilities or disabilities, or the state or 
health of a software system. For example, typical 
applications demanding for active features and 
adaptivity are:
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• Adaptive personalization. User profile at-
tributes for personalization purposes may 
present different levels of variability in time. 
Profile properties may be static in nature (e.g. 
the name of a user), slowly changing (e.g. 
profile data derived from a user’s brows-
ing behavior) or even fast changing (e.g. 
the pulse frequency of a patient). Adaptive 
personalization mechanisms that take into 
account such profile peculiarities could al-
low systems to go beyond the common and 
static tailoring or services and contents.

• Interaction-enabling functionalities. Con-
text could as well consider handicaps or 
physical disabilities of users, such as vision 
problems, blindness or paralysis, to adapt 
the application accordingly and to provide 
alternative and better suited interaction 
mechanisms and modalities. Adaptivity 
could thus provide functionalities enabling 
handicapped users to properly interact with 
applications, thus fostering the accessibility 
of applications.

• Effective content delivery. In general, what-
ever context data may be leveraged to provide 
appropriate contents and program features 
at the right time, priority, and emphasis. For 
example, specifically targeted special offers 
could be advertised and directed more ef-
fectively, presentation properties could be 
adapted to varying luminosity conditions 
for better readability, etc. Adaptive or con-
text-aware extensions could thus enhance 
the overall effectiveness of applications by 
adapting individual application elements to 
varying users or usages of the application.

• Delivery of context as content. Applications 
may depend intrinsically and in a structural 
manner from context data. Location-aware 
applications, such as city map services or 
navigation systems, treat position data as 
core contents of the application and adapt 
to them, supported by proper localization 
mechanisms. To such kind of applications, 

the use of context data represents a func-
tional requirement, rather than an optional 
feature.

• Exception handling. Critical events during 
the execution of a software system may raise 
exceptions and require prompt reactions be-
ing performed. Process-based or workflow-
driven applications, for example, represent a 
typical class of applications that constantly 
have to cope with exceptional situations in 
order to guarantee the consistent termina-
tion of a running process. Here, adaptive or 
context-aware mechanisms could be lever-
aged to capture respective application events 
and to enact the pieces of application logic 
that are necessary to handle the exceptional 
situation.

• Production and control systems. Critical 
production or control systems may require, 
for example, highly specific sensing and 
alerting mechanisms to prevent produc-
tion losses or product quality degradations. 
Context-awareness could facilitate the 
timeliness of reactions and the efficient 
handling of dangerous situations, but also 
proactive maintenance approaches, such as 
those adopted in a steadily growing num-
ber of hardware/software systems, may be 
achieved.

• Self-healing software systems. Autonomic 
or self-healing software systems elevate 
the idea of proactive maintenance from 
hardware to software systems and aim at the 
creation of computing systems that are able to 
configure, tune, and even repair themselves. 
Proactive and adaptive capabilities in this 
context are an essential feature.

r eferen Ce sCenario

To exemplify the concepts introduced in this 
chapter and to better convey the underlying ideas, 
step by step we will show how we developed one 
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of our demonstration prototypes, the PoliTour 
application. The application runs on a PDA with 
wireless Internet access and enables visitors to 
Politecnico di Milano, Italy, to obtain location-
aware campus details (i.e. information about roads 
and buildings) while walking through the campus. 
If a user is about to leave the WiFi-covered area 
of the campus, an alert message is shown.

Context -awareness and w eb 
appli Cations

Due to a lack of appropriate technologies and 
concepts, for a long time context-awareness 
has not been considered suited to the domain of 
the Web. Web technologies (both hardware and 
software) are however continuously evolving and 
the attitude toward reactive and context-aware 
behaviors in Web applications is changing. As a 
matter of fact, support for a multitude of non-func-
tional requirements, whose inadequate coverage 
prevented the adoption of Web technologies for 
the implementation of reactive applications, has 
now been developed. Just to mention a few:

• The reliability of data communications has 
been considerably enhanced along both 
the software and the hardware dimension. 
The introduction of reliable messaging 
techniques (e.g. digital certificates or the 
WS-Reliability specification) provides for 
trustworthy communications on top of 
standard Web protocols, such as HTTP or 
SOAP. The success of fiber optics – as an 
example of hardware evolution – has allowed 
the Ethernet protocol (typically used in the 
Web) even to enter industrial production en-
vironments, where the high electromagnetic 
interferences that exist in the presence of 
high-voltage machineries practically pro-
hibited the use of conventional, unreliable 
network technologies.

• The pervasiveness and availability of Web 
applications is continuously growing due 
to the introduction of novel networking 
technologies, such as ADSL (Asynchronous 
Digital Subscriber Line) or fiber optics for 
home and office users and WiFi and 3rd 
generation mobile telephony technologies 
(e.g. UMTS, GPRS, EDGE) for mobile us-
ers. 

• Web applications have proved a high scal-
ability (it suffices to think about certain 
portal applications that serve millions of 
users every day), facilitated maintainability 
and high cost efficiency.

Provided that technological advances enable 
and facilitate the development of adaptive Web 
applications, it is important to recognize that 
context-awareness, rather than being a mere 
technological concern, represents a true design 
issue. In the following, we will thus focus on the 
typical design concerns in the development of 
context-aware Web applications.

enabling Context-a wareness  
in the w eb

Developing context-aware applications for the 
Web demands some characteristic architectural 
components, in order to support adaptations to 
context. Figure 1 proposes a possible functional 
architecture that extends the traditional architec-
ture of Web applications with components aimed 
at supporting the acquisition, storage, and use of 
context data.

The typical context-aware application’s data 
source includes both the application data (i.e. 
the business objects that characterize the ap-
plication domain and the user) and the context 
model, which offers at any moment an up-to-date 
representation of the context state. The context 
model captures all the context-characterizing 
properties and enables the system to adapt to 
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changes thereof, assuming that such changes may 
demand for proper reactions by the application. 
An application typically consists of adaptive (i.e. 
context-aware) and non-adaptive parts; we call 
the former adaptive hypertext. The pages of the 
adaptive hypertext present some form of adaptive 
behavior, i.e. they are able to react to changes 
in the context, while pages of the non-adaptive 
hypertext do not present any adaptive behavior. 
To decide which adaptation is required – if any –, 
the adaptive hypertext makes use of context data 
during the rendering of hypertext pages. Context 
data needs to be sensed (e.g. by means of suitable 
instruments, such as GPS positioning systems, 
thermometers, or similar) and communicated to 
the Web server that hosts the application, in order 
to be processed. 

The above architecture allows for three main 
communication mechanisms to pass context data 
from the sensing devices to the application: (i) as 
parameters sensed at the client side and sent to the 
application (e.g. GPS position data); (ii) as server-
side parameters (i.e. HTTP session variables) 

provided by a centralized sensing infrastructure 
(e.g. system usage data); and (iii) by means of 
direct updates of the context model. Typically, 
client-side parameters are generated by client-side 
sensing solutions, server-side parameters are filled 
by centralized sensing solutions, and database 
updates may be performed by both. 

Context-awareness in Web applications there-
fore requires addressing the following issues:

• Context data modeling. Context properties 
that are relevant for the provisioning of the 
context-aware behaviors of the application 
must be identified and represented in an 
application-accessible format. The result 
of this task is the context model that can be 
queried for adaptation purposes. 

• Modeling of adaptive application behaviors. 
Starting from the context model, adaptation 
operations need to be defined in order to react 
to situations demanding for adaptation. That 
is, detected changes to the context data are 
translated into visible effects or operations 
that aim at augmenting the effectiveness 
and usability of the application.

• Context model management. The context 
model only captures the static aspect of 
context data, i.e. their structure; in order to 
also capture the dynamics of context data, 
and hence to be able to trigger adaptive 
behaviors, we also need to:

◦ Acquire context data by means of measures 
of real-world, physical properties, corre-
sponding to the properties of the context 
model. The so acquired data are then fed 
into the context model, so as to keep the 
context model up to date.

◦ Monitor context data to detect those varia-
tions in context data that trigger adaptivity. 
Relevant variations are used to enact the 
adaptation operations in the adaptive hy-
pertext, thus causing an automatic, adaptive 
behavior of the Web application. 

Figure 1. Context data in context-aware Web 
applications. Gray shaded boxes correspond to 
conventional, non-adaptive parts, white boxes 
correspond to extensions required to support 
context-awareness.
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While the definition of the context model 
and the monitoring of context data can easily 
be assisted by proper context modeling methods 
and a proper runtime framework providing basic 
monitoring functions, it is not as easy to assist 
designers in the development of suitable context 
acquisition (i.e. sensing) infrastructures. In fact, 
the former two activities can be generalized be-
yond the needs of individual applications, while the 
design of sensing infrastructures remains tightly 
coupled with individual application requirements 
and technological choices. The exact development 
of sensing infrastructures is thus out of the scope 
of this chapter.

Context-a ware behaviors in w eb  
a pplications

But what exactly does it mean to adapt a Web 
application or to react to context? Starting from 
the work by Brusilovsky (1996) on adaptive 
hypermedia systems, in context-aware Web ap-
plications, adaptive behaviors may affect:

• Contents and services delivered by the ac-
cessed pages: the application may autono-
mously chose contents or services based on 
changing context data.

• The navigation:  the application may perform 
automatic navigation actions on behalf of 
the user toward pages that better suit the 
current context conditions.

• The whole hypertext structure: the applica-
tion may choose to apply coarse-grained 
adaptations (e.g. to the layout of the appli-
cation), for example to react to changes of 
the user’s device, role, or activity within a 
multi-channel, mobile environment.

• Presentation properties: the application 
may apply more fine-grained adjustments 
to the application’s appearance (e.g. to style 
properties or fonts in use).

• Generic operations: the application may 
decide to enact generic operations in the 

background, e.g. to log specific application 
events or to interact with external applica-
tions.

In this chapter, we will describe how these 
behaviors have been realized in the model-driven 
design method WebML and how the resulting 
extended version of the method can be leveraged 
for the development of context-aware applications. 
Before proceeding with the discussion, it is thus 
appropriate to shortly introduce the WebML de-
velopment method, which will serve as reference 
throughout this chapter.

t he w eb modeling l anguage 
(w ebml )

WebML is a visual language for specifying the 
content structure of Web applications and the 
organization and presentation of contents into 
one or more hypertexts (Ceri et al., 2002).

WebML application design starts with the 
specification of a data schema, expressing the 
organization of the application contents by 
means of well established data models, such as 
the Entity-Relationship model or the UML class 
diagram. On top of such data schema, WebML 
design then proceeds with the specification of a 
so-called hypertext model, which describes how 
contents, previously specified in the data schema, 
are published into the application hypertext. The 
overall structure of the hypertext is defined in 
terms of site views, areas, pages, and content units. 
A site view is a hypertext, designed to address a 
specific set of requirements. Several site views 
can be defined on top of the same data schema, 
for serving the needs of different user communi-
ties, or for arranging the composition of pages to 
meet the requirements of different access devices 
like PDAs, smart phones, and similar appliances. 
A site view is composed of areas, which are the 
main sections of the hypertext, and comprise 
recursively other sub-areas or pages. Pages are 
the actual containers of information delivered to 
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the user; they are made of content units, which 
are the elementary pieces of information extracted 
from the data sources by means of queries, and 
published within pages. In particular, content units 
denote alternative ways for displaying one or more 
entity instances. Unit specification requires the 
definition of a source and a selector: the source is 
the name of the entity from which the unit’s content 
is extracted; the selector is a condition, used for 
retrieving the actual objects of the source entity 
that contribute to the unit’s content. Content units 
and pages are interconnected by links to constitute 
site views. Besides representing user navigation, 
links between units also specify the transportation 
of parameters that can be used by the destination 
unit in its selector condition. Some WebML units 
also support the specification of content manage-
ment operations. Standard operations are creating, 
deleting or modifying an instance of an entity or 
adding or dropping a relationship between two 
instances; custom units may be defined. Finally, 
WebML also allows the management of session 
parameters; parameters can be set and consumed 
through proper units.

In addition to the visual representation, 
WebML also comes with an XML-based, textual 
representation, which allows one to specify ad-
ditional detailed properties, not conveniently ex-
pressible in the graphic notation. The availability 
of the XML specification enables the automatic 
generation of the application code (Web Models, 
2008), comprising rendering formats like HTML 
(which is the standard choice for deployment) or 
WML. For a detailed description of WebML, 
the interested reader is referred to (Ceri et al., 
2002).

modeling dat a  for Context -
aware w eb a ppli Cations

Context data can derive from several sources 
integrating sensed, user-supplied, and derived 
information (Henricksen, 2004; Henricksen, 

2002). While user-supplied data are generally 
reliable and tend to be static, sensed data are 
typically highly dynamic and can be unreliable 
due to noise or sensor errors. The problem of 
unreliability has been addressed in literature for 
example by associating context information with 
quality data (Lei, 2002). Although we recognize 
the importance of reliable context data, in this 
work we rather concentrate on the exploitation 
of context in the design of Web applications. 
For simplicity, throughout this chapter we thus 
consider sensed data as trustworthy.

Characterizing Context data

The main goal of context modeling is the formal-
ization and abstraction of the context properties 
that affect the application. In this regard, a first 
characteristic distinguishing context properties is 
the distinction between physical and logical con-
text. We call physical context those properties that 
are immediate representations of sensed, physical 
quantities (e.g. the values of an analog/digital 
converter), and logical context those properties 
that enrich physical context with semantics and 
additional abstractions of the raw sensed data (e.g. 
the city corresponding to physical longitude and 
latitude values).

A second characteristic affecting the structure 
of the context model is the persistence of context 
properties in the system, i.e. the property that 
expresses whether individual context properties 
represent persistent data or volatile data. Persistent 
data need to be stored in the application’s data 
source and therefore require proper data entities 
being modeled as part of the context model, while 
volatile data do not need any storage and can thus 
be omitted from the context model. The context 
model therefore only captures persistent context 
data (indeed, in WebML the context-model is part 
of the database underlying the application).

Starting from these two characteristics and 
from the reference architecture introduced in 
Figure 1, Figure 2 summarizes the resulting 
characterization of context data:
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• Volatile physical context. Context data com-
municated via client-side parameters or via 
server-side session parameters represent 
volatile data. They are immediately avail-
able during the execution of the application, 
independently of the underlying context 
model. Volatile context data are not enclosed 
in the context model; they might however 
be used during page computation to adapt 
the application.

• Persistent physical context. Context data 
sharing (e.g. between members of a same 
group) or tracking (e.g. to derive differential 
context properties or to keep a context his-
tory) typically require the persistent storage 
of data. Persistent physical context data 
are thus included in the context model and 
updated according to their dynamics.

• Persistent logical context. Logical context 
data is stored as data in the context model, 
so as to enable the data-driven transforma-
tion of physical context into logical context. 
Logical context data are typically static, as 
they provide abstractions of physical context; 
dynamic updates and/or extensions can, 
however, be supported as well.

Physical and logical context data therefore 
coexist in the application’s data source. This co-

existence typically requires a transformation or 
mapping between raw data and information that 
can directly be used when specifying hypertext 
schemas. Consistently with the data-driven ap-
proach that characterizes WebML, we propose a 
formalization of such transformation at the data 
level by means of suitable associations between 
data entities representing physical and logical 
context data, respectively. Although technically 
legal, we do not expect the use of volatile logical 
context, as volatile context data typically repre-
sents sensed raw context data.

It is worth noting that even though there are 
several properties commonly regarded as context 
attributes (e.g. position, time, or device charac-
teristics), there exists no universal context model 
that applies to all kinds of applications. For this 
reason, also in this chapter we do not prescribe any 
precise, rigid context model for WebML applica-
tions; we rather introduce some WebML-specific 
modeling guidelines that enable the designer to 
provide context-aware applications with suitable 
context meta-data.

example data schema for  
a daptation in w ebml

Let’s consider the PoliTour application shortly 
discussed in the introduction. Figure 3 illustrates 
a possible Entity-Relationship diagram with basic 
user profile data and context data, grouped in the 
figure into so-called sub-schemas:

• User profile sub-schema. Users, groups, 
and site views are represented as “first-class 
citizens” in the application data source, as 
required by the WebML design process. The 
entity User provides a basic profile of the 
application’s users, the entity Group associ-
ates access rights to users (i.e. a role), and the 
entity Site View contains the site views that 
may be accessed by the members of a group. 
The relationship Membership expresses that 

Figure 2. Persistence of physical and logical 
context data

Logical 
Context

Physical 
Context

/

volatile persistent
persistency

Context 
a bstraction

Logical context 
stored as data in 
the context model

Physical context 
for one-time 

consumption only

Physical context 
stored for context 
sharing or tracking 

purposes



  ��

Context-Aware Applications for the Web

users may belong to multiple groups, which 
in turn cluster multiple users. The relation-
ship DefaultGroup connects a user to his/her 
default role and, when logging into the ap-
plication, the relationship DefaultSV allows 
the application to forward the user to his/her 
default group’s default site view. The rela-
tionship Access expresses which site views 
a specific group is allowed to access; this 
relationship is required as varying context 
conditions may require different interaction 
and navigation structures for a same group. 
In this way, depending on the context state, 
the application is able to determine the most 
appropriate site view and to forward the user 
accordingly.

• Context model sub-schema. The context 
model of the application is represented by 
the entities Area, Building, and Road, which 
all provide logical context data. The actual 
GPS position data used for delivering the 
location-aware guide through the Politecnico 
campus (i.e. longitude and latitude) and the 
signal strength of the WiFi connection are not 
part of the context model in the application’s 
data source; in developing the PoliTour ap-

plication, we will handle such as volatile 
context data. Starting from the physically 
sensed data, the entity Area allows the ap-
plication to identify a geographical area 
inside the campus; an area is then associated 
either with a Building or a Road, meaning 
that starting from the user’s position we can 
identify whether he/she is located close to a 
building or rather walking through one of 
the roads in the campus.

• Application data. The remaining entity 
Classroom represents application data that 
are not part of the context model. This means 
that from a building it is possible to access 
the list of classrooms of the building, but 
there are no adaptive behaviors associated 
with the entity Classroom.

modeling Context -aware  
hypertexts

While the first step of the WebML design method, 
i.e. data modeling, does not require any exten-
sion of the modeling primitives for capturing 
context data (the standard Entity-Relationship 

Figure 3. Adaptation-triggering data in WebML applications, partitioned into basic user sub-schema, 
personalization sub-schema and context sub-schema
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primitives suffice), WebML hypertext modeling 
does require a few model extensions to express 
adaptivity concerns. Next we therefore introduce 
the new concepts and primitives that have been 
developed to express adaptive behaviors, and we 
clarify how different adaptivity policies can be 
used to enact adaptations.

Context-a ware pages and  
Containers

Our basic assumption in the modeling of con-
text-aware hypertexts is that context-awareness 
or adaptivity is a property to be associated only 
to some pages of an application (the adaptive 
hypertext), not necessarily to the application as a 
whole. Location-aware applications, for example, 
adapt core contents to the position of a user, and 
so-called “access pages” (e.g. containing cat-
egories or lists) typically are not affected by the 
context of use.

As can be seen in Figure 4, we tag context-
aware pages with a C-label (standing for context-

aware) to distinguish them from conventional 
pages. The label indicates that an adaptivity rule 
(stylized as a cloud) is associated with the page 
and that during the execution of the applica-
tion this logic must be taken into account when 
computing the page. Specifically, Figure 4 states 
that pages Buildings and Roads are context-aware, 
while the page Classrooms does not present any 
adaptive behavior.

There might also be the need for adaptivity 
rules with effects that spread over multiple pages. 
For this purpose, we exploit the hierarchical 
structure of hypertexts; that is, we allow the 
definition of context-aware containers (i.e. site 
views and areas, in terms of WebML). This al-
lows the designer to insulate and to specify only 
once adaptivity rules that are common to multiple 
C-pages inside a container and thus to reduce 
the redundancy of the schema. Adaptivity rules 
associated to containers and pages are evaluated 
recursively, starting from the outermost container 
and ending with the actual pages. The site view 
PoliTour in Figure 4 is context-aware; we will see 
later on why.

Figure 4. WebML hypertext schema with one context-aware site view and two context-aware pages. 
The parameter P exemplifies the propagation of reusable context data by hierarchically passing context 
parameters from an outer area to an inner page.
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l ocalized and sparse a daptivity 
r ules

The adaptivity rules attached to the context-aware 
pages and containers in Figure 4 represent the 
actual adaptivity logic (i.e. the set of adaptivity 
actions to be performed). The adaptivity logic is 
external to the page or container, and the chain of 
adaptivity actions it clusters is kept separate from 
the page or container specification. The aim is to 
highlight the two different logics deriving from 
the role played by pages/containers and adaptivity 
operations: while the former act as providers of 
contents and services, the latter act as modifiers 
of such contents and services.

Adaptivity actions attached to a C-page typi-
cally present effects that are visible in the page 
they are attached to. The notion of context-aware 
page and adaptation logic therefore defines what 
we call a localized adaptivity rule: the scope of a 
localized adaptivity rule is strictly coupled with 
a fixed set of hypertext pages, where “scope” re-
fers to those (adaptive) pages to which the page’s 
adaptivity actions are associated.

The notion of context-aware container allows 
us to define sparse adaptivity rules: we talk about 
sparse adaptivity rules in those cases, where 
adaptivity actions are associated to containers 
that contain multiple pages; the scope of such 
actions spans a set of pages, more precisely, all 
context-aware pages in the container. Coming 
back to the PoliTour application sketched in Figure 
4, we can thus associate the logic to interpret the 
signal strength of the WiFi connection to the 
pages Buildings and Roads by applying the logic 
to the site view as a whole.

parameter passing

Adaptivity logic is associated to a page by means 
of a directed arrow, i.e. a link exiting the C-label. 
This link ensures the communication between the 
page logic and the adaptivity logic: it may transport 
parameters deriving from page contents, which 

may be used to compute the specified actions; in 
turn, a link from the adaptivity logic to the page 
may transport context parameters or generic 
values that might be required to perform the final 
adaptation during page computation. 

But Figure 4 also illustrates the possibility of 
hierarchically passing parameters from an outer 
container to an inner one. More precisely, if the 
evaluation of outer adaptivity logic produces 
results to be reused at an inner level, as it might 
happen in the case of context parameters, it passes 
such values back to the C-label that activated 
the computation of the logic. Subsequently, such 
parameters can then be “consumed” by adaptivity 
logics of the inner levels. As for context-aware 
pages, parameter passing from a container to its 
adaptivity logic occurs through the logic-activat-
ing link. Links exiting the last evaluated logic, 
i.e. at the end of the last adaptivity action, might 
carry parameter values for the computation of 
units inside a page. 

Typical actions to be specified at the container 
level are the acquisition of fresh context data 
and the updating of the context model, e.g. if the 
data are to be shared among multiple users or if 
a history of context data is to be tracked. Hence, 
especially if persistent context data are adopted, 
we propose two levels for adaptivity actions:

• Actions for context model management, 
addressing operations for context data 
acquisition and context model updating, 
should be associated with outer containers 
(site views or areas) and are inherited by 
inner containers (areas or pages). These 
adaptivity actions need to be executed prior 
to the execution of any other action possibly 
specified in an inner context cloud, as such 
“internal” actions could depend on context 
data acquired and stored in the context model 
through “external” actions.

• Actions for hypertext adaptivity, defining the 
rules for page and navigation adaptation (and 
possibly depending on persistent context 
data), should be associated with C-pages.
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specifying a daptivity l ogics

The main novelties for modeling context-aware 
pages reside in the specification of adaptivity 
rules by means of WebML constructs. In the 
following, we introduce the new WebML mod-
eling concepts that ensure full coverage for the 
specification of context model management and 
hypertext adaptation logics. The new primitives 
allow designers to visually specify actions for 
acquiring and updating context data and to define 
adaptivity actions.

Managing Context Data

In order to support adaptivity with respect con-
text, the application must be able to acquire and 
manage context data according to the mechanisms 

illustrated in Figure 1. For this purpose, some new 
WebML operations have been defined, which, 
together with the already available operations, 
provide the necessary primitives for: 

• Specifying the acquisition of fresh context 
data through client-side parameters. A 
new Get ClientParameter unit (see Figure 5) 
has been defined to support the retrieval of 
parameters generated at the client side and 
communicated back to the application via 
client-side parameters (e.g. parameter-value 
pairs attached to the page request query 
string).

• Specifying the acquisition of fresh context 
data through server-side parameters. Con-
text data directly made available as HTTP 
session parameters can be accessed by means 

Figure 5. WebML units that have been defined for the specification of adaptivity actions
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of conventional WebML Get units (Ceri et 
al., 2002).

• Specifying the acquisition of context data 
from the context model. The execution of 
adaptivity actions may require the retrieval 
and evaluation of context meta-data, for 
example, in situations where certain data 
are just needed to evaluate condition ex-
pressions. For this purpose, a so-called Get 
Data unit (see Figure 5) has been introduced, 
enabling the retrieval of values (both scalars 
and sets) from the data source according 
to a selector condition. The semantics of 
the Get Data unit is similar to the one of 
content publishing units (Ceri et al., 2002), 
with the only difference that data retrieved 
from the data source are not published in 
hypertexts, but just used as input for units 
or operations. 

• Updating the context model. Once fresh 
context parameters have been retrieved, they 
can be used to update the context model at 
data level. This action consists in modifying 
values previously stored in the data source. 
In WebML, this is already facilitated by 
operation units (Ceri et al., 2002) provid-
ing support for the most common database 
management operations (e.g., modify, insert, 
delete).

Evaluating Conditions

The execution of adaptivity actions may be subject 
to the evaluation of some conditions, refining 
the triggering logic for context clouds. The most 
recurrent pattern consists in evaluating whether 
context changes demand for adaptation. The 
evaluation of conditions is specified by means 
of two control structures, represented by the 
If and Switch operation units, which have been 
introduced for workflow modeling in WebML 
(Brambilla et al., 2003).

Executing Adaptivity Actions

Once the current context state has been deter-
mined, and possible conditions have been evalu-
ated, adaptivity actions can be performed to adapt 
the page contents, the navigation, the current site 
view structure, and/or presentation style proper-
ties. These actions are specified as follows:

• Adapting Page Contents. Page contents are 
adapted by means of proper data selectors, 
whose definition is based on context param-
eters retrieved from the context model or 
newly computed within the page’s context 
logic. The use of parameterized selectors al-
lows for both filtering data items with respect 
to the current context state and conditionally 
including/excluding (i.e. showing/hiding) 
individual content units.

• Adapting Navigation. In some cases, the 
effect of condition evaluation within the 
context cloud can be an automatic, i.e. 
context-triggered, navigation action, caus-
ing the redirection of the user to a different 
page. The specification of context-triggered 
navigations just requires connecting one of 
the links exiting the adaptivity logic of the 
page to an arbitrary destination page of the 
hypertext. Therefore, links exiting the con-
text cloud and directed to other pages than 
the adaptivity logic’s source page represent 
automatic navigation actions.

• Adapting the Site View. In some cases, a 
context-triggered switch toward a different 
site view may be required. Changes in the 
interaction context may in fact ask for a 
coarse-grained restructuring of the whole 
hypertext, for example because the user de-
vice has changed, or because the user shifted 
to a different activity. To switch between 
different site views, we have introduced a 
Change Site View unit (see Figure 5), which 
takes in input the identifiers of the target site 
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view and the target page, to be visualized in 
case a switch toward the specified site view 
is required. In order to support “contextual” 
switching, the input link also transports 
parameters characterizing the current state 
of interaction, i.e.:

1. The input parameters of the source page, 
which represent the last selections operated 
by the user;

2. Global parameters, representing session data 
(e.g. user identifier and group identifier), as 
well as past user selections that have been 
used for the computation of the current 
page;

3. Client-side and server-side context param-
eters retrieved during the latest performed 
data acquisition cycle and characterizing 
the current context state.

• Adapting Presentation Style. Some-
times context changes may require only 
fine-grained adaptations of presentation 
properties (e.g. due to varying luminosity 
conditions), not a complete restructuring 
of the overall hypertext. We have defined a 
Change Style unit for dynamically assigning 
presentation style properties (see Figure 
5). Style properties are collected in proper 
.css (Cascaded Style Sheet) files, and the 
unit enables the application to change its 
associated style sheet at runtime.

• Enacting generic operations. The context-
triggered invocation of generic operations 
or, for instance, external Web services can 
easily be specified by placing the respec-
tive WebML operation unit into the page’s 
adaptivity logic and by providing the unit 
with the necessary input parameters.

t riggering a daptivity r ules

But when do we enact an adaptivity rule? In this 
regard, it is possible to define two different adap-

tivity policies for context-aware pages, assigning 
different priorities to users and context:

• Deferred Adaptivity: the user is granted the 
highest priority. Therefore, after the user 
has entered the page and the page has been 
rendered according to the user’s selections, 
the page’s adaptivity logic is evaluated at 
periodic time intervals, enabling the applica-
tion to possibly adapt the already rendered 
page. Periodically evaluating the adaptivity 
logic means periodically refreshing the page 
visualized in the browser.

• Immediate Adaptivity: context is granted the 
highest priority. The page’s adaptivity logic 
is evaluated each time the page is accessed, 
being the access due to the user or to the 
periodic refresh of the page. This means 
that the page is subject to adaptation each 
time it is rendered, even at the first time the 
page is accessed by the user.

Consider for example our PoliTour guide that 
shows contents about the buildings and roads 
in the Politecnico campus. At a given point, the 
user might want to get information about a spe-
cific building located in a road that is not related 
to his/her current position; such a preference is 
typically expressed by selecting a link to that 
building from a list. With a deferred policy, the 
requested page shows the building information as 
requested by the user, without taking into account 
the user’s current location. Only after expiration 
of the refresh interval, the page becomes subject 
to adaptivity and the contents are adapted to the 
user’s location. With an immediate policy, context 
is granted higher priority with respect to the user 
and, thus, the user’s request for the building would 
be overwritten by the context and the application 
would show the building or road associated to 
the user’s current location, discarding the user’s 
selection.

Note that in addition to these adaptivity poli-
cies, we recognize that there may be situations that 
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demand for an explicit control of the adaptation 
dynamics through the user. Therefore, should for 
example a user temporarily not be interested in 
having the contents adapted to his/her location, 
he/she can simply disable/enable adaptivity at will. 
In WebML, the adaptivity policy for context-aware 
pages and containers is declared by means of the 
Adaptivity_Policy property of context-aware pages 
and containers.

Adaptivity policies can also be associated 
to context-aware containers. When a C-page is 
requested, also the possible context clouds of its 
containers are evaluated recursively (from the 
outermost one to the innermost one), according to 
the adaptivity policy associated to each container. 
In general, a container’s adaptivity policy is in-
dependent of the policy of inner containers and 
pages (if not, this must be taken into account by 
designers when associating policies to containers 
and pages). Therefore, it may happen that the ac-
tions in a container’s context cloud are evaluated 
immediately, even if the actions associated to inner 
containers or pages adopt a deferred evaluation, or 
vice-versa. If, for example, the adaptivity actions 
associated to the container serve for tracking a 
context history, they could require an immediate 
policy, while inner adaptivity actions keep their 
deferred policy for front-end adaptations. The 
hierarchical definition of context clouds may 
therefore also be considered a facility to achieve 
different “layers” of adaptivity actions.

In our approach, we assume deferred adaptiv-
ity as default policy. This choice aims at minimiz-
ing application behaviors that might be perceived 
as invasive or annoying by users and has been 
experienced as the most natural for modeling 
adaptation. However, the immediate policy could 
be needed for handling exceptional situations, as in 
such cases the timely reaction to context changes 
could be more important than following the user’s 
indications. We therefore, in general, recommend 
the selection of the adaptivity policy that is ap-
propriate to the application requirements and that 
is able to minimize the application behaviors that 

could be perceived as invasive or annoying by 
the users. In order to choose the right adaptivity 
policy for an adaptive page, a developer therefore 
needs to predict what kind of adaptive behavior a 
user will expect when accessing that page.

example hypertext model

Figure 6 shows the adaptive WebML hypertext 
model of the PoliTour application. The figure pro-
vides a refinement of the coarse hypertext model 
introduced in Figure 4 and details the internals 
of pages and adaptivity logics.

The pages Buildings and Roads share the same 
adaptivity logic providing location-awareness 
to the displayed contents. The logic starts with 
two Get ClientParameter units accessing the user’s 
longitude and latitude, which are then used by 
the Get Area unit to associate a logical area to the 
user’s position. A further Get Data unit (the Get 
Building unit) then tries to retrieve a building for 
the identified area. If a building could be retrieved, 
the If unit sends the user to the Buildings page, 
providing updated page parameters. If instead 
no building could be retrieved (e.g. because the 
user is located in the center of a road or not close 
enough to a building), the If unit forwards the Area 
identifier to the Get Road unit, which retrieves the 
road associated to the current position.

Therefore, if the user views the page Buildings 
while walking around the campus, the application 
automatically updates the contents published each 
time a new building can be found. If only the 
road can be identified, the application performs 
an automatic navigation action toward the Roads 
page, where the described adaptive behavior 
starts again, possibly causing the adaptation of 
contents or automatic navigation actions. Only if 
the user navigates to page Classroom, no adapta-
tions are performed, as this page is not tagged as 
context-aware.

The adaptivity actions associated to the sur-
rounding site view specify how to alert users 
who are about to leave the WiFi-covered area. 



��  

Context-Aware Applications for the Web

The Get RSSI unit accesses the volatile RSSI 
parameter sensed at the client side, and the If unit 
compares the retrieved value with a predefined 
level (alertLevel), below of which the connectivity 
is considered low. In case of low connectivity, 
the style sheet warning is adopted; otherwise, the 
default style sheet is adopted. We therefore model 
the alert of low connectivity conditions by means 
of a Change Style unit: under low connectivity 
conditions the application is rendered with a red 
background, under normal conditions the applica-
tion is rendered with a gray background.

We recall that actions associated to containers 
are evaluated before any action at the page level is 
started. Hence, in Figure 6 the actions associated 
to the site view are executed before the actions 
associated to the pages Buildings and Roads.

r untime Context model   
management

In order to manifest context-aware behaviors, 
the application must be equipped with the capa-
bility to monitor the context state and to trigger 
adaptivity actions, if required. The standard 
HTTP protocol underlying most of today’s Web 
applications implements a strict pull paradigm, in 
which computations can only occur in response to 
client-side generated page requests. Therefore, in 
the classical Web architecture, lacking proper push 
mechanisms, context monitoring can occur only 
when a page is computed, i.e. when a respective 
page request reaches the Web server. Three main 
solutions can be adopted to trigger the evaluation 
of adaptivity rules: (i) context evaluation on user-

Figure 6. Hypertext model of the PoliTour application leveraging volatile context data

Buildings

Building

BuildingData

C

Classroom

Classroom

ClassroomData

Get Longitude

Lon

@

Get Latitude

Lat

@

ClassroomsIndex

Classroom
[Building�Classroom]

BuildingsIndex

Building

Get Area

Area
[MinLongitude<Lon<MaxLongitude]

[MinLatitude<Lat<MaxLatitude]

Get Building

Building
[Area�Building]

Get Road

Road
[Area�Road]

Roads

Road

RoadData

C

Nearby Buildings

Building
[Road�Building]

RoadsIndex

Road

l

l

h

OK

[result = false]

[result = true]

C

Get RSSI

RSSI

@

ChangeStyle

A A
IF

RSSI<alertLevel

[result = true]

[result = false]
css = default

css = warning

OK

OK

OK

Lon

Lat

Area
AreaBuilding, 

Area

PoliTour

Building != null

IF

Building



  ��

Context-Aware Applications for the Web

generated page requests, (ii) periodical, automatic 
refreshes of viewed pages to enable context evalu-
ation, and (iii) active context evaluation to trigger 
adaptivity in real time. The first solution is not 
able to cope with the dynamic nature of context. 
The periodic refresh of context-aware pages 
provides a way to ensure the update of the page 
even in absence of explicit user actions enabling 
the re-computation of the page. In the following, 
we will show an active mechanism for triggering 
adaptivity, which operates independently of the 
user in the background and comes close to the 
real-time triggering solution.

In absence of dedicated server-side push 
mechanisms for delivering updated pages, the 
HTML http-equiv META-option or JavaScript, 
JavaApplets, and Flash scripts, provide valuable 
client-side mechanisms to approximate the re-
quired active behavior. The approximation is based 
on periodic HTTP requests toward the application 
server, which are operated in the background and 
may serve a twofold purpose:

• On the one hand, they provide the necessary 
polling mechanism to query the context 
model and trigger the adaptivity rule at-
tached to the page.

• On the other hand, generating page requests 
allows the client to transmit client-side 
sensed data, thus enabling the communi-
cation of context data to the application 
server.

Context-aware pages are therefore also 
characterized by an individual refresh interval, 
which can be specified as property (Refresh_In-
terval) of the page in the XML representation of 
the WebML model. Differently from C-pages, a 
container does not require the specification of any 
polling interval, which is instead derived from 
the interval associated to the currently viewed 
C-page of the container.

Context monitoring

Context monitoring in the background (i.e. with-
out the user observing any unwanted rendering 
activity) enables the application to limit the use 
of the refresh to those situations that really ask 
for adaptation and to perform context monitoring 
without any visual effect for users.

Figure 7 shows a functional architecture for 
adaptive Web applications that extends the de-
scribed architecture of WebML applications (see 
Figure 1) with a new client-server module, called 
Context Monitor (CM), providing the necessary 
context monitoring logic. As further depicted by 
the figure, in case of client-side context sensing, 
the CM module also enables the communication 
of client-side sensed context parameters, which 
could be required at the server side to evaluate 
context changes and/or conditions over context 
parameters.

The CM consists of two separate modules, 
one on the client side and one on the server side. 
The CM Client module is a piece of business 
logic embedded into the page’s HTML code and 
executed at the client side (e.g. a JavaScript func-
tion, a Java applet, or a Flash object), while the 
CM Server module works in parallel to the Web 
application on the same Web server. The CM Client 
is in charge of periodically monitoring the context 
state and deciding whether possibly occurring 
context variations demand for the adaptation of 
the currently viewed page.

In order to be able to take a decision about 
whether adaptivity actions are to be triggered or 
not, the CM Client is assisted by the CM Server, 
which has full access to the context model of 
the application maintained at the server side. In 
response to the polling executed by the CM Cli-
ent, the CM Server queries the context model and 
provides the CM Client with an updated picture 
of the effective context state. By comparing the 
state of the (server-side) context model acquired 
by the current polling with the one acquired by 
the last polling (or the state at page computation 
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time), the CM Client knows whether the state 
has changed. If the state has changed, the CM 
Client asks the Web application for a refresh of 
the currently viewed page, i.e. the adaptation; if 
the state has not changed the CM Client proceeds 
with the monitoring of the context state.

page Context

In general, the state of the context is expressed by 
the values of all the persistent parameters stored in 
the context model and of the volatile parameters 
sensed at the client or server side. However, an 
individual page’s adaptive behavior is typically 
influenced by only a subset of the overall context 
data or, more specifically, by a function expressed 
over context data. The subset of context data 
corresponds to a page-specific view over the 
application’s context data, narrowing the focus 
of the context monitoring activity. This observa-
tion leads to the definition of a new concept, i.e. 
page context, which can be leveraged to enhance 
the efficiency of the context monitoring activ-
ity: the page context of a page corresponds to a 
page-specific view over the application’s context 
data, capturing all (and only) those context char-
acteristics that effectively determine the adaptive 
behavior of the page.

Instead of monitoring the whole state of the 
application’s context data, the definition of a 
page context for each adaptive page enables the 
context monitoring activity to focus its observa-
tion of the context state to the only page context. 
This implies, that during hypertext specification 
each adaptivity rule can be related to a subset of 
context parameters to be controlled, so that rule 
conditions do not need to check the state of the 
whole context model.

page Context parameters

In line with the idea of page context, the CM 
focuses its attention only to the subset of context 
data in the context model that really determines 
the adaptive behavior of the viewed page. This 
implies explicit knowledge of the pages’ page 
context, which can be achieved by defining proper 
page context parameters for each context-aware 
page: page context parameters define the view 
over the context model that captures all the static 
and dynamic properties of a page’s page context 
by means of suitable queries over the context 
model.

This definition implies that each change to a 
page context parameter effectively corresponds 
to a need to adapt the page. The granularity 

Figure 7. Functional architecture for background context monitoring
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of the values of page context parameters must 
thus be chosen in a way that each change of a 
parameter value translates into the triggering of 
the page’s adaptivity rule. Each C-labeled page 
in the adaptive hypertext model is thus associ-
ated with an individual page context by means 
of proper page context parameters stored in the 
textual representation of the WebML schema, as 
they are not conveniently expressible in a visual 
manner. Page context parameters are expressed 
by means of parametric queries over the context 
data, where the parameters correspond to client- 
or server-side context parameters.

Context digest

In order for the CM to be able to decide whether 
adaptivity is required, changes to the page con-
text (i.e. the page context parameters) must be 
communicated from the CM Server to the CM 
Client. In order to enhance the efficiency of the 
overall context monitoring activity, the state of 
the page context is not communicated from the 
CM Server to the CM Client in form of the set of 
page context parameters, but instead it suffices to 
transmit and compare a numeric digest computed 
over the respective page context parameters, as 
each change to the values of the page context 
parameters also results in a change of the numeric 
digest. We call such a numeric digest context 
digest: the context digest corresponding to the 
page context of a page is the numeric checksum 
computed over the ordered list of page context 
parameters.

The context digest is the basis for the decisions 
to be taken by the CM Client: its values identify 
variations in the page context, which correspond 
to the need to adapt the page. The decision is 
based on the comparison of the current context 
digest with the last context digest; the first context 
digest, i.e. when the user accesses the page, is 
initialized with the context digest valid during 
page computation. 

Figure 8 details the resulting flow of activities 
enabling the active behavior of the application 
and shows how the single modules cooperate in 
order to determine whether adaptivity is required 
or not. The diagram has one start node (Gener-
ate user request), which corresponds to the user’s 
navigation to a C-page, and no end node, since 
the cycle in the lower part of the diagram is only 
interrupted by an explicit user navigation leading 
the user to another C-page (which corresponds to 
starting again from the start node of the diagram 
and monitoring the Page context of the new page) 
or to a conventional page (which does not cause 
any context monitoring activity).

Note that the described mechanism assumes 
that connectivity is available during the viewing 
of a C-page in order for the CM client to be able 
to communicate with the CM server. In case of 
intermittent connectivity, which is a very frequent 
situation in mobile environments, the CM client 
keeps working by periodically polling the CM 
Server, despite the absence of connectivity. The 
CM Client is however programmed to manage 
possible lacks of connectivity and therefore does 
not generate errors, with the only side effect that 
adaptivity is suspended until the connectivity is 
restored.

a ppli Cation implement ation

The extensions that have been introduced into the 
WebML development method to cope with the 
new requirements posed by context-awareness 
and adaptivity in Web applications have been 
implemented as prototype extension of the We-
bRatio CASE tool, the official WebML modeling 
tool, equipped with a powerful automatic code 
generator. Due to implementation restrictions 
imposed by the modeling tool, the implementa-
tion of the adaptivity logic slightly differs from 
the models described in this paper (e.g. it was not 
possible to implement context-aware containers 
or to place all the adaptivity operations outside 
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pages). Nevertheless, the described expressive 
power for the specification of adaptivity rules 
could be preserved.

Figure 9 shows a screenshot of the WebRatio 
tool at work. The figure shows the WebML hy-
pertext model of the Buildings page of the PoliTour 
application, along with its adaptivity logic: two Get 
ClientParameter units access the GPS coordinates 
and pass them to the C-label, which forwards them 
to the outer adaptivity logic (cf. Figure 6). Starting 
from the shown hypertext model, the PoliTour 
application has been automatically generated on 
top of a J2EE platform. The configuration of the 
Context Monitor has been performed manually. 

To access GPS position data, we leverage a cli-
ent-side Bluetooth GPS device, interfaced via 
the Chaeron GPS Library (http://www.chaeron.
com/gps.html) and wrapped by means of Flash 
(to exchange position data between the CM Client 
and the GPS library). The WiFi RSSI indicator is 
acquired in the PDA using Place Lab (http://www.
placelab.org).

r ela ted w or Ks

Several other well-established, conceptual design 
methods have been so far extended to deal with 

Figure 8. Background context monitoring for active context-awareness (with client-side context sensing): 
communicating context data and triggering adaptivity
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Web application adaptations. Frasincar & Houben 
(2002), for example, extend the Hera methodology 
with two kinds of adaptation: adaptability with 
respect to the user device and adaptivity based on 
user profile data. Adaptation rules (and the Hera 
schemas) are expressed in RDF(S) (Resource 
Description Framework/RDF Schema), attached 
to slices and executed by the AHA engine (De 
Bra et al., 2003). The UWA Consortium proposes 
WUML (Kappel et al., 2001) for conceptual 
hypertext design. Adaptation requirements are 
expressed by means of OCL-based customization 
rules, referring to UML class or package elements. 
Casteleyn et al. (2003) present an extension of 
WSDM (De Troyer & Leune, 1998) to cover the 
specification of adaptive behaviors. In particular, 
an event-based Adaptive Specification Language 
(ASL) is defined, which allows designers to express 
adaptations on the structure and the navigation of 
the Web site. Such adaptations consist in trans-

formations of the navigation model that can be 
applied to nodes (deleting/adding nodes), infor-
mation chunks (connecting/disconnecting chunks 
to/from a node), and links (adding/deleting links). 
Baumeister et al. (2005) explore Aspect-Oriented 
Programming techniques to model adaptivity in 
the context of the UML-based Web engineering 
method UWE. Recently, WebML (Ceri et al., 
2002) has been extended to cover adaptivity and 
context-awareness (Ceri et al., 2007). New visual 
primitives cover the specification of adaptivity 
rules to evaluate conditions and to trigger some 
actions for adapting page contents, navigation, 
hypertext structure, and presentation. Also, the 
data model has been enriched to represent meta-
data supporting adaptivity.

Recently, active rules, based on the ECA 
(Event-Condition-Action) paradigm, have been 
proposed as a way to solve the previous prob-
lem. Initially exploited especially in fields such 

Figure 9. The WebRatio CASE tool showing the hypertext model of the buildings page with respective 
adaptivity actions and the generated PoliTour application running on a PDA
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as content evolution and reactive Web (Alferes 
et al., 2005; Bailey et al., 2002; Bonifati et al., 
2002), ECA rules have been adopted to support 
adaptivity in Web applications. In particular, the 
specification of decoupled adaptivity rules pro-
vides a way to design adaptive behaviors along 
an orthogonal dimension. Among the most recent 
and notable proposals, the work described in 
(Garrigos et al., 2005a) enriches the OO-H model 
with personalization rules for profile groups: 
rules are defined in PRML (Personalization 
Rule Modeling Language) and are attached to 
links in the OO-H Navigation Access Diagram. 
The use of a PRML rule engine is envisioned in 
(Garrigos et al., 2005b), but its real potential for 
adaptivity management also at runtime remains 
unexplored.

The previous works benefit from the adoption 
of conceptual models, which provide designers 
with powerful means to reason at a high-level 
of abstraction, independently of implementa-
tion details. There are however also co-called 
transcoding solutions, which adopt active rules 
for adapting Web pages. Most of them focus on 
the presentation layer and provide mechanisms 
to transform HTML pages according to (possibly 
limited) device capabilities (Hori et al., 2000) or 
users’ visual disabilities (Yesilada et al., 2004). 
Moreover, they typically support only adaptability 
and modify Web pages in relation to a static set 
of user or device parameters. Fiala and Houben 
(2005) adopt the transcoding paradigm for the 
development of the Generic Adaptation Com-
ponent (GAC). GAC provides a broad range of 
adaptation behaviors, especially supporting run 
time adaptivity. An RDF-based rule language 
is used for specifying both content adaptation 
and context data update rules. A collection of 
operations implementing these rules is provided. 
A notable feature, promoting portability, is that 
GAC can be integrated as a stand-alone module 
into any Web site architecture.

Con Clusion and f uture 
t rends

In this chapter, we have proposed a model-driven 
approach to the development of context-aware 
Web applications, an increasingly relevant kind 
of applications on the Web. We have shown that 
context-awareness is a first-class design concern 
that can considerably be aided by model-driven 
development techniques. But we have also shown 
that properly dealing with context-awareness 
and adaptivity at the conceptual level requires 
extending the expressive power of the adopted 
conceptual application model, so as to provide 
developers with suitable modeling constructs and 
implementation abstractions, proper of such new 
class of application features. In this chapter, such 
extensions have been introduced into the already 
well-established WebML modeling language, 
but in a similar way we could have also opted 
for another modeling language, as the ideas and 
concepts introduced in this chapter are general 
enough in nature to be applied to other conceptual 
models as well. 

For the future, we believe that a decoupled 
runtime management of adaptivity features will 
represent a next step in the area of adaptive Web 
applications. The development of Web applica-
tions is more and more based on fast and incre-
mental deployments with multiple development 
cycles. The same consideration also holds for 
context-aware and adaptive Web applications and 
their adaptivity requirements. In (Daniel et al., 
2008) we describe our first results obtained with a 
decoupled environment for the execution and the 
administration of adaptivity rules. The described 
approach allows us to abstract adaptive behaviors, 
to extract them from the main application logic, 
and to provide a decoupled management support, 
finally enhancing the maintainability and evolv-
ability of the overall application.

In line with the current hype of so-called 
Web 2.0 applications, we are also working on the 
mash-up of context-aware Web applications, in 
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the context of our component-based development 
method for Web applications called Mixup (Yu et 
al., 2007). The final goal of the work is to enable 
even end users to mash up their own context-aware 
applications, starting from a set of so-called con-
text components and other components equipped 
with own user interface (which is used to build 
up the user interface of the mash-up application). 
Mash-up development is assisted by an easy-to-use 
and intuitive graphical development environment 
that supports a drag-and-drop development and 
by a light-weight runtime environment that is 
able to interpret and run the mashup, both fully 
running in the client browser and based on AJAX 
technology.
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a bstra Ct

In ubiquitous computing environments, context management systems are expected to administrate large 
volumes of spatial and non-spatial information in geographical disperse domains. In particular, when 
these systems cover wide areas such as cities, countries or even the entire planet, the design of scalable 
storage, retrieval and propagation mechanisms is paramount. This chapter elaborates on mechanisms 
that address advanced requirements including support for distributed context databases management; 
efficient query handling; innovative management of mobile physical objects and optimization strategies 
for distributed context data dissemination. These mechanisms establish a robust spatially-enhanced 
distributed context management framework that has thoroughly been designed, carefully implemented 
and extensively evaluated via numerous experiments. 
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introdu Ction

In the emerging and challenging ubiquitous com-
puting environment mobile users will experience 
the successive enlargement and refinement of their 
computing and communication potential beyond 
their vision of the future world. They will wear 
smart clothes that will monitor their bio signals 
and act accordingly. They will carry personal 
communicators able to support highly complex 
task processing. They will hold advanced cards 
that will automatically handle their transactions. 
More sophisticated navigation and control systems 
will be embedded into the vehicles they drive. 
Invisible microcomputers and other artefacts will 
exist everywhere in their smart homes and offices 
to assist them in their every day lives. The collec-
tion all these heterogeneous computing devices 
will interact with intelligent sensors embedded 
in the surrounding environment in order to form 
an ambient-aware pervasive environment, which 
supports everyday activities related to business, 
education, leisure, healthcare, etc. In this respect, 
customers will be able to enjoy new experiences in 
a non-obtrusive way, as the existing infrastructure 
will become minimally intrusive and will exhibit 
inherent proactiveness and dynamic adaptability 
to current conditions, user preferences and envi-
ronment. Eventually, as traditional systems evolve 
into pervasive, an important aspect that needs to 
be pursued is context-awareness (Xynogalas et 
al., 2004).

According to one of the most popular context 
definitions, context is basically all information 
that is relevant to a human-computer interaction 
(Dey, 2000). Theoretically, any information can 
become relevant for a certain task and thus, one can 
hardly derive context management requirements 
from this definition. In any case, the detection 
of the most important context information for 
characterizing the situation of a particular entity, 
irrespectively of the application domain, is best 
achieved by considering the following criterion: 
Human experience is strongly interrelated with 

location. We work when we are in our offices, we 
eat in a restaurant, we sleep at home, and we dance 
in a bar. This common understanding also influ-
ences the manner people interact with the various 
computing and communications systems and 
therefore, the way they perceive context-aware-
ness. A system is context-aware if it uses context 
to provide relevant information and/or services to 
the user, where relevancy depends on the user’s 
task, and therefore, implicitly, but no exclusively, 
on his location. In this respect, users are more 
interested in context information related to their 
current position. Until now, the design principles 
in context-aware systems are mainly limited in 
addressing special requirements and conditions 
of isolated areas (e.g. smart homes, offices, arti-
facts, etc.) in an ad-hoc manner (Strimpakou et 
al., 2006). Even though the progress on this field 
is quite impressive, few research initiatives have 
attempted to design and implement a general-pur-
pose context management system, adequate for 
pervasive environments. Furthermore, there are 
very limited or even none research efforts that have 
dealt with minimizing the various costs introduced 
during the propagation of context information to 
multiple remote nodes maintaining replicas of 
master context instances, when a multitude of dif-
ferent context consumers residing on these remote 
nodes often requests for the respective replicated 
context information. The research presented in 
this chapter focuses on developing and validating 
the Context Distributed Database Management 
System (CDDBMS), an efficient distributed hetero-
geneous spatial database management system that 
adopts a location-centric context view, integrates 
sophisticated selective context replica update 
policies for cost minimisation and is adequate for 
addressing the high and continuously expanding 
context consumer demands anytime, anyplace in 
future pervasive environments.

The rest of this Chapter is structured as follows. 
The second section elaborates on the motivation 
for the presented research work, while  the third 
section briefly describes the overall CDDBMS 
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architecture and context query handling approach.  
The fourth section outlines the basic CDDBMS 
approach for managing mobile physical objects. 
The context data dissemination problem is de-
scribed in  the fifth section, a heuristic solution of 
which is provided in the sixth section. The seventh 
section analyses the conducted experiments and 
presents the obtained evaluation results. Finally, in 
the eighth section, a comparison of the proposed 
approach with the relevant state of the art work is 
provided, while in the ninth section, conclusions 
are drawn and future plans are exposed. 

motiv ation

In order to achieve provision of context-aware 
services, information originating from multiple 
context providers is usually required. These 
context providers do not necessarily belong to 
the same legal entity or administrative domain. 
In simple context federation scenarios, a user has 
subscribed to Operator A for mobile network ser-
vices. Operator A therefore stores in its database 
this user’s profile and also maintains a sensor in-
frastructure for Area A for collecting and storing 
physical context information. Likewise, Operator 
B maintains a database for storing users’ profile 
information, as well as another database for the 
physical context of Area B. As long as the user 
is located within Area A, the scenario is quite 
simple as all relevant information is maintained 
and handled by Operator A. However, when the 
user moves to Area B, information of two admin-
istrative domains becomes relevant. The physical 
context of the user is stored in the context database 
of Operator B, while his/her profile information 
is still maintained by Operator A. In case opera-
tors A and B are competitors they probably do 
not wish to exchange information and the user 
would have to subscribe with both operators to 
receive both areas’ physical context information. 
In such a federated context management environ-
ment, stakeholders will hardly agree on a single 

Database Management System (DBMS). This 
is, however, not a strong constraint. On the one 
hand, most DBMS are relational databases imple-
menting the SQL standard. On the other hand, a 
standardisation of the basic database structure is 
inevitable for an efficient information exchange. 
Thus, a Context Distributed Database Manage-
ment System (CDDBMS) should be established 
that would be responsible for processing context 
information as if this is maintained by a single 
database, while in fact the context information is 
stored and controlled by multiple administrative 
domains. The CDDBMS, briefly introduced in 
the subsequent sections, should provide the same 
functionality as a centralised database manage-
ment system.

Furthermore, it is a fact that information that 
cannot be found or is not delivered in time is of 
low or even no value. Approaches for the distrib-
uted storage, retrieval and timely delivery of data 
are therefore essential for the success of context 
aware computing systems. In a pervasive world 
with millions of moving users and billions of 
interacting devices, an immense amount of het-
erogeneous context data is likely to be requested 
for delivery to remote nodes every second. In 
particular, when context aware systems are not 
confined to a single building, but to cities, coun-
tries or the entire planet, scalable and efficient 
context distribution mechanisms are paramount to 
ensure instant access to any context information 
necessary, anytime, anywhere. Thus, devices must 
cope with highly dynamic environments, where 
both context data and source availability vary over 
location and time, while the required information 
may originate from multiple context providers that 
do not necessarily belong to the same legal entity 
or administrative domain. In such an environment, 
apart from a quite small part of context data that 
will be strictly available to its owners (private), 
most context information will be a commodity to 
be traded among either a restricted consumers’ 
group (semi-private) or frequently, among a large 
consumers’ group (public). Even a well designed, 
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distributed and scalable context management 
infrastructure would eventually fail in answer-
ing such continuously expanding demands for 
context information across remote context nodes. 
Especially, in cases where the requested context 
information constitutes a frequently updated 
piece of context data (e.g. room temperature) that 
should be conveyed to the client each time a new 
context value is available, the context manage-
ment system, as well as the underlying network 
will be eventually flooded with the continuous 
context data updates to remote consumers. Each 
context consumer will have different require-
ments with regards to the context updates he/she 
is willing to receive, e.g. he/she might desire to be 
informed once every day for the room temperature 
and not every second, thus making things even 
more complicated. Obviously, it is insufficient 
or even impossible to address each user’s needs 
in full, anytime and anywhere. But if a group of 
users is interested in the same dynamic context 
information, sophisticated context dissemina-
tion mechanisms should be employed that will 
aim to simultaneously satisfy the entire group, 
although taking into consideration the individual 
characteristics and requirements of each user. The 
design and evaluation of such advanced context 
dissemination mechanisms is the main focus of 
this chapter. 

Context distributed  
dat abase management  
system: a r Chite Cture and 
q uer y handling

The designed Context Distributed Database 
Management System (CDDBMS) is a peer-to-peer 
database comprising node servers, each of which 
stores information about at least one predefined 
information domain. Such domains include for 
instance: user profiles, accounting information 
of a telecommunication operator, service ad-
vertisements or information related to a specific 

geographical area. Context producers store their 
data with respect to domains and consumers 
query information accordingly. Two domains are 
distinguished: Logical Domains (Logic-D) and 
Geographic Domains (Geo-D). Logic-Ds contain 
non-spatial information such as user profiles and 
are rather independent from other domains. Geo-
Ds, however, carry strong spatial inclusion rela-
tionships. For example, the suburb is geographic 
specialization of the city domain and thus, there 
is an inclusion relation between the City-Node 
and the Suburb-Node. Inclusion relations span 
a directed tree on the Geo-D space, where each 
CDDBMS is a node and each inclusion relation is 
a vertex. This graph structure perfectly matches 
an R-Tree (Lu & Ooi, 1993), an indexing structure 
of spatial databases. As a result, the geographic 
inclusion dependencies imply a structure which 
perfectly caters for spatial queries (Yeung & Hall, 
2007). Different database management systems, 
which store context information, are deployed. 
Though, most databases implement the SQL 
standard, they provide different extensions or do 
not fully comply with it. Moreover, these systems 
do not offer federation facilities and the lack of 
a standardized database schema makes it almost 
impossible to discover the entries queried. To 
solve this problem, the CDDBMS nodes imple-
ment both a standardized database schema and 
a standardized query interface.

Figure 1 illustrates the CDDBMS architecture. 
It comprises multiple independent CDDBMS 
nodes that communicate via the internet to ex-
change query statements and result sets. Each 
CDDBMS node comprises a Node-Manager and 
an off-the-shelf database management system 
(DBMS). The Node-Manager implements the 
management logic and the interfaces required 
for exchanging information with other nodes. 
Synchronous and asynchronous communication 
of context data is supported by the Query and the 
Event interfaces. When a CDDBMS node receives 
a request for manipulating information referring 
to data items stored in the local repository the 
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procedure is straightforward. When a data item 
is not stored in the local DBMS it has to be re-
trieved from a remote node. An efficient look-up 
mechanism for finding the item is essential for 
the scalability of the CDDBMS. To this end, the 
DBMS implements a simple look-up mechanism: 
each data item is associated with a Home Node 
that acts a master repository of the item. The Home 
Node actually guarantees that it stores the item 
and that client Nodes can retrieve the item from it. 
The (communication) address of the Home Node 
is encapsulated in the identifier of the data item. 
This distribution concept is inspired by the Home 
Location Register (HLR) and Visitor Location 
Register (VLR) approach of the GSM user profile 
database (Mehrotra, 1997). Likewise, the Home 
Node is also used for consistent data updates. All 
updates must be processed by the Home Node. 
As long as a data item is not updated at the Home 
Node, the update is not valid.

The DBMS is the actual repository of the 
node’s context data. Basically any of-the-shelf 
relational database engine meets the requirements 
of the CDDBMS. However, as spatial queries are 
a major feature of the CDDBMS, all CDDBMS 
nodes that cover a Geo-D must implement the 
Simple Feature Standard SQL (SFS) of the Open 
Geospatial Consortium (OGC, 2005). This stan-
dard specifies SQL-like spatial query statements 
and 3-dimensional shapes that are used to describe 

geographic areas. All major database management 
systems, such as Oracle (www.oracle.com), DB2 
(www-306.ibm.com/software/data/db2), PostGis 
extension of PostgreSQL (www.postgresql.org or 
MySQL (www.mysql.com), are shipped with an 
SFS extension. The introduced context database 
design schema perfectly caters for two major query 
use cases that are subsequently presented.

Navigational queries: Starting from a known 
context data item, applications (or context consum-
ers in general) can follow Associations to discover 
new information, i.e. Entities and Attributes. 
Figure 2 illustrates a use case of retrieving an 
entity from a remote node when the entity identi-
fier is known. The local CDDBMS extracts the 
URL of the Home CDDBMS from the identifier 
and contacts the latter. For more details on the 
manner navigational queries are handled by the 
CDDBMS you may refer to (Pils, Roussaki & 
Strimpakou, 2007).

Spatial queries: As spatial inclusion relations 
can be directly mapped to Associations, naviga-
tional queries can also be used to look-up spatial 
data. However, the burden of evaluating spatial 
information is put on the query client. A query 
client must just provide a spatial description. The 
databases analyses this description and returns the 
data accordingly. To this end, the distributed spa-
tial query processing algorithm utilizes inclusion 
relations. Geographic retrieval searches entities 
based on coordinates and geographic shapes.

Figure 1. CDDBMS high-level deployment and architecture
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Figure 2. CDDBMS support for navigational queries

Figure 3. CDDBMS geographic DB and support for spatial queries
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Figure 3 shows an example of the geographic 
database. When the user requests the content of 
Area A (described by a shape) from the Node at 
cms0.eu the latter looks-up its internal Geographic 
Database to find the Node that covers this area 
(i.e. Home Node). The request is forwarded to 
cms1.eu which returns the content of Area A to 
the requestor.

management of mobile  
physi Cal  o bje Cts

As already stated, scalability of the distributed 
CDDBMS spatial database is ensured by cluster-
ing the world in geographic domains (i.e., geo-
graphic areas such as a city, a university campus 
or a county). Each Geo-D is associated with a 
CDDBMS node. Each node contains a domain data 
object that describes its geographical coverage, 
as well as the context information of all the enti-
ties (physical or not) located in its administrative 
domain. Leaf servers are responsible for each of 
these domains, node servers’ group leaf servers or 
other node servers, thus establishing a hierarchy of 
spatial databases. In this perspective, each domain 
node is responsible for processing the queries 
relevant to the Geo-D it covers, forwarding the 
non-relevant ones to the nodes responsible. With 
regards to static objects, such as buildings or user 
preferences, context searching and retrieval is 
rather simple and straightforward. Yet, handling 
mobile physical entities (e.g. humans, portable 
devices, cars etc.) is quite more complicated, 
as these entities may cross multiple geographic 
domains quite often, thus making it harder to 
follow and locate them. This is due to the fact 
that every physical object is represented by two 
database objects: the location object and the entity 
object. While the location entry might frequently 
migrate, the entity object’s entry is maintained by 
the same node (namely the Home Node) as it is 
used as a point of reference. Both location object 

entries and entity object entries are interlinked 
and have to be synchronised.

Devices run a CDDBMS Node Server that 
must be attached to the hierarchy of the spatial 
database. A mobile device’s Node Server will be 
hereafter referred to as a Mobile Node Server or 
just Mobile Node. The Geo-D of a Mobile Node 
is the mobile device itself. For small devices this 
is just a logical domain, but for large devices such 
as cars, aircrafts or even ships, Geo-Ds cover 
geographic areas, which are however mobile 
with regards to the outside world. The current 
context of a mobile device is stored in its Mobile 
Node Server. Thus, finding a mobile device is 
equivalent to finding its Mobile Node Server. The 
approach is depicted in Figure 4. Each Mobile 
Node is represented by an Entity (Visited Entity 
in Figure 4). The Home Node is a Node Server 
in the fixed network; thus the route to this server 
never changes. When a Mobile Node moves into 
a different Geo-D, the CDDBMS of the Visited 
Node (that is responsible for managing the visited 
Geo-D) inter-links the Mobile Node and the Home 
Node. Processing of non-spatial statements is thus 
similar to mobile IP (Mondal, 2003). The Home 
Node re-directs query statement to the CDDBMS 
of the visited Geo-D, which finally dispatches it 
to the Mobile Node.

As the Home Node stores the Master Copy of 
the Entity that models the Mobile Node, all state-
ments related to the Mobile Node are send to the 
Home Node first. The latter looks-up the Entity 
and extracts the URL of the Visited Parent or 
one of the Visited Parent’s parent Nodes (pointer 
chain). Since statements are directed to the actual 
Mobile Node, data synchronisation with the Home 
Node is no longer necessary. To minimize the 
number of Home Node updates even further, Par-
ent Nodes of Visited Parents might carry Pointer 
Chain Entities. These context entities establish a 
pointer chain from the Home Node to the Visited 
Parent. Thus, when a Mobile Node changes its 
Visited Parent only the joint Parent of the new 
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and the old Parent must be updated (rather than 
the Home Node). The pointer chain is sound and 
the Home Node still maintains a valid (indirect) 
pointer to the actual Mobile Node. 

t he Context da t a   
dissemina tion problem

Undoubtedly, location-awareness at anytime 
and anyplace is a fundamental requirement in a 
pervasive computing environment. At the same 
time however, location-awareness imposes an 
additional degree of complexity, as it is the most 
dynamic context information usually involved 
and requires special handling to overcome the 
inevitable scalability problems. The CDDBMS 
alleviates such restrictions establishing the mobile 
object management mechanism described in the 
previous section. This approach deals with the 
location-awareness problem, while the invoca-
tion of multiple updates in the home node each 
time a mobile user changed his/her location is 

reduced to minimal. However, the effectiveness 
of this mechanism is questionable for other types 
of context information, as it is not always to the 
interest of the consumer to communicate remotely 
in order to acquire context data from a different 
node; or for an application to be obliged to submit 
even the simplest context queries through a maze 
of pointers from the home node to the visited node 
of the mobile user. Furthermore, it is anticipated 
that in most situations many consumers will 
be interested in the same context information. 
Additionally, several such context consumers 
may be residing at the same node (e.g. different 
applications used by the same user on the same 
device or multiple users utilizing terminals of the 
same public server). In this perspective, it is much 
more efficient to establish context data replicas on 
selected context nodes that will receive updates 
from the home node depending on how often the 
original data changes and how popular it is for 
the various interested consumers residing at the 
specific node. With regards to situations involving 
mobile users, additional restrictions may arise (e.g. 

Figure 4. Chain of pointers for mobile physical object handling
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concerning limited connectivity and bandwidth, 
unknown network conditions, security, agreement 
between administrators, etc.), thus rendering 
imperative the need to establish mechanisms in 
support of optimised context information replica 
dissemination and selective updates.

This section elaborates on an efficient ap-
proach for the dissemination and selective update 
of context objects and handles them considering 
their popularity and the explicit precision require-
ments of consumers. The proposed mechanism, 
which is implemented by the CDDBMS, does not 
encompass methods for the selection of the optimal 
placement of replicas on selected network nodes. 
On the contrary, it assumes that each consumer or 
group of consumers is capable of explicitly declar-
ing its wish for the establishment of a replica on 
a specific context node. If this is not possible, in 
case a visited node faces increased demand for 
a specific context object, it requires the mainte-
nance of its replica. In a nutshell, the designed and 
implemented framework aims at optimizing and 
controlling the amount of exchanged context data 
so that: (i) the context sources are relieved from 
the burden of disseminating frequent updates to 
the home node, while (ii) the context consumers 
are not overloaded with context information that 
does not interest them for the time being. 

problem f ramework

As already presented, the home node is the main 
coordinator for handling any changes concerning 
the entities that fall in the node’s administrative 
domain. Therefore, it is the only node responsible 
for securely disseminating the context updates to 
the respective context replicas. The home node 
role is twofold: (i) to instruct the relevant remote 
context sources about the forwarding intervals/
thresholds of the local context updates by evaluat-
ing the real update patterns in conjunction with 
the consumers’ access patterns and requirements 
and (ii) to decide when to update the replicas of 
the context entities of its administrative domain 

that reside on remote nodes. The basic motivation 
for this study originates from the observation that 
there is a fundamental trade-off between the com-
munication cost introduced by the maintenance of 
fully synchronised context replicas and the degree 
of synchronisation that is eventually necessary. 
This has a strong impact on the context precision 
provided to the consumers and the system per-
formance achieved. For example, when the value 
of a context object changes rather fast, optimal 
performance can only be achieved by sacrificing 
the precision of the copy and on the contrary, the 
requirement on high precision tends to degrade 
the performance.

As the communication resources are limited, 
complete and instant synchronisation of distrib-
uted context replicas with the master copy cannot 
be achieved when the volume of data or the rate 
of change is high. In the studied framework, the 
context information consumers play a decisive 
role in the selective context replica update process, 
as well as the update rate of the respective raw 
context data. In this framework, the interested 
consumers issue requests for the establishment 
of context replicas and also specify precision 
constraints regarding the desirable context value 
difference threshold above which they need to 
be aware about the updated context information 
value. Each visited context node, which hosts a 
context information replica can function as context 
source and/or context consumer and is responsible 
for monitoring this particular context data and 
record statistics with regards to the frequency of 
reading or writing requests, respectively. These 
parameters are periodically transmitted to the 
home node, which processes them along with 
the various consumers’ precision constraints and 
determines the context update policy.

In general, requirements for strict consistency 
maintenance between the distributed context cop-
ies and the master copy would impose that when-
ever one node received an update request, initially 
it would be handled locally, while consequently, 
the new context value would be propagated to 
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the home node. The latter would afterwards se-
lectively inform the context replicas residing at 
remote context nodes about the updated context 
value. The introduced mechanism for selective 
context data dissemination supports the decision 
making process of the various context sources 
on whether/when to send the updated context 
values depending on the precision requirements 
and access behaviour of all consumers of this 
context data item, irrespective of the node they 
reside at. Furthermore, exactly the same mecha-
nism is exploited by the home node to support 
its decision concerning whether/when to send 
the updated context values it received from the 
context sources to the various replicas distributed 
over the network. Thus, in case multiple replicas 
of the same context data item are established over 
several remote context nodes, i.e. r = 1,2,...,R, 
while numerous context sources, i.e. s = 1,2,...,S 
are responsible for updating the respective piece 
of context information, the proposed optimisation 
algorithm should be executed one time whenever 
a context update request is received at any of these 
S context sources, and another R times whenever 
any of the context sources decides to update the 
value of the respective context information at the 
home node. Thus, the proposed approach is suit-
able for determining the overall selective context 
update policy both from the context sources to 
the home node, as well as from the home node to 
the nodes holding context replicas.

f ormal problem statement

Consider a single home CM node that holds the 
master copy of a context data item x. Replicas 
of x are distributed across numerous visited CM 
nodes. Let V represent the current value of object 
x in the home CM node that undergoes updates 
over time, while Vn represents the value of object 
x residing at n node. Additionally, each context 
consumer request is accompanied with a precision 
constraint specifying the maximum acceptable 
divergence of the x replica’s value with regards 

to the actual current value of x. At this point, it 
is assumed that all nodes are always connected 
to the network and that the infrastructure is 
robust, i.e. there is enough bandwidth available, 
node failures are infrequent, etc. To evaluate 
the proposed context replica update strategy a 
stochastic study is provided that considers two 
discrete random variables: A that represents the 
number of outdated retrievals of x and B that 
represents the number of redundant updates of the 
context replicas of x. The proposed strategy aims 
to minimise that values of both these variables. 
In this framework, three probabilities have been 
measured over various experiment settings: P(A) 
and P(B), as well as the cumulative probability  
P(A + B). In the subsequent paragraphs, the scope 
of the three measured probabilities and the purpose 
they serve are thoroughly explained.

P(A) is the probability that a consumer retrieves 
outdated context data. In essence, it quantifies 
the degree of consistency between a context 
master copy and its remote replica. The home 
CM node server propagates a selected subset of 
context updates to a specific replica of context 
data item x. Thus, only the context updates that 
introduce divergence between the replica’s value 
and the current context value, which is above a 
predefined threshold, are propagated to the CM 
node of the replica. Hereafter, we will refer to 
the case where the context value the consumer 
retrieves from the visited CM node differs from 
the context value at the home CM node, more 
than the precision constraint specified by the 
consumer, as outdated context retrieval. Using 
the notation defined above, a context access re-
quest submitted at time tA by consumer C with 
precision constraint precC, results in outdated 
context retrieval if ( ) ( )C C

U AV t V t prec− > , 
where VC(tA) is the context value retrieved from 
the consumer C at time tA, and V(tU) is the context 
value updated in the context server at the time 
tU, which indicates the last context update at the 
server before time tA.
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P(B) is the probability of redundant replica 
updates (i.e. propagated replica updates the values 
of which are never retrieved by context consum-
ers). It indicates how sparingly communication 
resources are used and is a measure of the com-
munication cost. Once a context value divergence 
threshold is applied, the context server disseminates 
updated context values that result in exceeding 
the predefined threshold. From these context 
replicas updates, users benefit only from those 
that modify the required context value outside the 
bounds of their precision constraint. Therefore, for 
a consumer C with precision constraint precC, the 
replica update that occurs at time tR is redundant 
when: (i) either 'R Rt t<  and no access requests oc-
cur between replica update times tR and tR , or (ii) 
( ) ( )1i R i

C C C
A t AV t V t prec
−

− ≤ , where 
1iAt −
 is the time 

of the previous access request of C, tA is the time of 
the last access request of C, tR is a replica update 
time that occurs between the last two access request 
of C (i.e. it stands that 

1i iA R At t t
−
< < ), ( )1i

C
AV t
−

 is the 
context value retrieved by C at 

1iAt −
, and ( )R i

C
t AV t  

is the context value retrieved by C at tA  in case a 
replica update has occurred at time tR .

When context data changes rapidly, optimised 
network resources utilisation can be achieved by 
sacrificing context replicas consistency. On the 
other hand, achieving high probability of consis-
tency tends to degrade performance. Based on the 
aforementioned definitions of the two adopted 
probability metrics, we should expect P(A) to con-
tinuously increase as the applied value threshold 
increases, while the exact opposite should take 
place with regards to P(B). The rationale behind 
this assumption is straightforward: As the upper 
bound of the threshold increases, it is likely that 
more context outdated retrievals will occur and 
fewer replica redundant updates. In an effort 
to substantiate this claim, we performed some 
initial simulations. If the replica’s context cur-
rent value and the updated context value at the 
home CM node differ by more than V∆ , then and 
only then the updated value is propagated to the 
CM node of the replica. We define *V∆  as the 

value of quantity V∆  that minimises probability  
P(A + B). Subsequently, estimation process for 
the value of *V∆  is thoroughly described.

As one may easily conclude, the probability 
P(A) for a consumer to receive outdated informa-
tion increases as V∆  increases. However, as V∆  
increases, the context server reduces the number 
of context replica updates and therefore, the prob-
ability P(B) of redundant updates decreases. Obvi-
ously, these two introduced probabilities represent 
opposing interests. Indeed, ( )P A  expresses the 
context consumer’s interest, while P(B) reflects 
the proper utilization of the system’s resources. 
In the established context management domain, 
we are interesting in satisfying both criteria si-
multaneously, while trying to address the context 
consumers’ bounded precision requirements. This 
approach allows us to balance the benefits of both 
parties in order to maximize the user benefit, while 
avoiding redundant utilisation of the system’s 
resources. In this respect, we conducted series of 
experiments to measure cumulative probability 
P(A + B). The objective of these experiments is 
to observe and record the context value difference 
threshold that minimizes the probability P(A + 
B). Since the two probabilities P(A) and P(B) have 
been carefully calculated taking into consideration 
the precision requirements of the consumers, the 
point where P(A + B)  is minimum represents the 
situation where the following two requirements 
are addressed in the best possible manner: (i) 
reduced communication cost that corresponds 
to minimum redundant replica updates and (ii) 
consumers’ precision constraints satisfaction that 
results from minimizing the possibility of outdated 
context data access. Therefore, the V∆ value for 
which P(A + B) curve exhibits its minimum, 
corresponds to the optimal threshold *V∆  above 
which the home CM node should propagate the 
context updates to the respective replicas. This 
selected *V∆  value will be used to establish the 
most efficient context consistency control policy 
for the specified access/update rates, and preci-
sion constraints.
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heuristi Cs for problem  
solution

In order to study the problem of selective context 
replica update, several parameters need to be 
introduced. Let u represent the update rate based 
on which the context data item x is updated at 
the home CM. Hereafter, the problem of optimal 
update value threshold will be studied for an ar-
bitrary CM node R that hosts a replica of context 
data item x. Let Ci, 1,2,...,i N=  be a consumer 
of context data item x residing at node R. Let ai 
be the access rate based on which the consumer 
Ci attempts to access the value of context data 
item x, and pi be the precision requirement of 
this consumer. This means that if xR is the value 
of the replicated data item x at node R when Ci 
accesses x, and xH  is the value of the master data 
item x at the home CM node at that time then: 
Ci is satisfied with the retrieved value xR , if and 
only if [ ],R H i H ix x p x p∈ − + .

The selective context replica update problem 
that is studied hereafter, concerns the determi-
nation of the optimal context value difference 

*V∆  above which the server (home CM node) 
will propagate the updated values to the remote 
context replica residing at the arbitrary CM node 
R, given the context update rate u, the access fre-
quency ai for all consumers Ci, 1,2,...,i N=  and the 
consumers’ precision constraints pi. As already 
stated, *V∆  is such that the cumulative probability 
P(A + B) is minimised. To solve the problem, four 
cases have been distinguished based on the ratio of 
the access rates ai to the context update rate. Case 
1, concerns the situation where all consumers are 
considerably slower with regards to the context 
update rate, i.e. their access rates are lower than 

2
u

In Case 2, the access rates of all context consumers 
are comparable to the context update rate, thus 
lying in the interval: 

,2
2
u u 

 

In Case 3, all consumers are significantly faster 
than the context sources, i.e. their access rates are 
higher than 2u. Finally, all other possible situations 
are classified in Case 4. These four Cases have been 
distinguished due to the fact that the experiments 
conducted indicated that quantity *V∆  varies in a 
similar fashion within each Case, over the access 
and update rates, as well as the number of context 
consumers and their precision constraints. In the 
following subsections, heuristic algorithms that 
solve the studied problem are provided for each 
of the above Cases. These heuristics have resulted 
from the extended experimentation conducted. 
This experiment framework has been built as 
follows: the context server update arrivals and 
access request arrivals have been modelled as 
Poisson processes, the initial values for the context 
information are randomly selected in the range 
[0,10000] and the maximum context value differ-
ence between two consecutive server updates is 
uniformly distributed in the interval [-0.1, 0.1], 
the sample values for the precision constraint 
for each consumer are 0:0.1:1, the sample values 
for threshold V∆  are 0:0.1:1, and the simulation 
time for each experiment has been set equal to 
1 second. 

Case 1: a ll a ccess r ates l ower 
t han update r ate

As already stated, in Case 1 it stands that

2i
ua < , 1,...,i N∀ =

Herewith, two sub-cases are distinguished:

Case �.�

If 
1

1 0.23
N

i i
i

p p
N =

⋅ ≡ ≤∑ , 
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then the selected context value update threshold 
is provided by the expression in Box 1.

This formula reflects the experimental ob-
servation obtained that slow consumers having 
very strict precision constraints result in *V∆  that 
decreases as the number of the consumers increase 
in an almost linear fashion. The instances of the 
experiments conducted to support the design of 
this *V∆  expression are approximately 120000.

Case �.�

If 0.23ip > , then the following steps need to take 
place in order to calculate *V∆ .

• Sort the consumers Ci, 1,2,...,i N= , by 
descending order of their precision con-
straint pi. Thus, the sorted list of consum-
ers 'iC , ' 1,2,...,i N= , is such that ' 'i i lp p +≥ ,  

' 1,2,...,i N∀ =  and 1,2,..., 'l N i∀ = − .
• Select parameter k as follows: .
• Then, the selected context value update 

threshold is provided by the following ex-
pression:

 '

' '
' 1 ' 1

'min
0.75

k N

i i
i i

kk
p p

= =

 
  =  
 ≥ ⋅
  

∑ ∑

This formula represents the fact that when 
there are only slow consumers in a context node 
requesting the same piece of context data, then the 
consumers of looser precision constraints prevail 
in the determination of *V∆ . This is due to the 
fact that the server context values change much 
faster than how fast they are being accessed. Thus, 
if the strictest precision constraints formulated 
quantity *V∆ , then the cost introduced by the 
redundant replica updates would be overwhelm-
ing. The instances of the experiments conducted 
to support the design of this *V∆  expression are 
approximately 170000.

Case 2: a ll a ccess r ates  
Comparable to update r ate

As aforementioned, in Case 2 it stands that 

2
2 i
u a u≤ < , 1,...,i N∀ = . 

For this case, the selected context value update 
threshold is provided by the expression in Box 
2.

This formula reflects the experimental obser-
vation obtained that when consumers attempt to 
access context data almost as often as these are 
updated, the resulting *V∆  increases as the ac-

{ }* min max ,  m ax , 0.006176 0.0932 0 01642 0 3408i i
i i

u uV p p N  . .
a a

     ∆ = ⋅ − ⋅ + ⋅ +         

Box 1. Case 1.1

{ } { }
{ } { }

2

1 1

1 1

min max ,max min ,0 3201 0 7221 0 03294

N N

i i i i
i i

i i N N

i i
i i

p a p a

a a

= =

= =

    ⋅ ⋅     = ⋅ + ⋅ −  
   
      

∑ ∑

∑ ∑

Box 2. Case 2
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cess rates and the precision constraints increase. 
Specifically when all consumers have the same 
access rates, *V∆  depends on the average con-
sumer precision constraints based on a quadratic 
form. The instances of the experiments conducted 
to support the design of this *V∆  expression are 
approximately 280000.

Case 3: a ll a ccess r ates higher 
t han update r ate

As already stated, in Case 3 it stands that  
2ia u≥ , 1,...,i N∀ = . Then, the following steps need 

to take place in order to calculate *V∆ :

• Select all the consumers that have access 
rates 

 
1

1 N

i i i
i

a a a
N =

≥ ≡ ⋅∑

 Let these consumers be represented by  
Cj, 1,2,...,j M= , while the rest of the  
c o n s u m e r s  a r e  r e p r e s e n t e d  by  

'jC , ' 1,2,...,j N M= − .
• Sort the consumers Cj, 1,2,...,j M= ,  

by descending order of quantity ( )1j ja p⋅ − . 

Thus, the sor ted l ist of consum-
ers 'jC , ' 1,2,...,j N M= − , is such that 
( ) ( )' ' ' '1 1i i i l i la p a p+ +⋅ − ≥ ⋅ − , ' 1,2,...,i M∀ =

and 1,2,..., 'l M i∀ = − .
• Select parameter k as follows: 
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• Let maxa  be the maximum access rate for 
the first k consumers in the sorted list, i.e. 

{ }max '' 1,..,
max ii k

a a
=

≡ .
• Then, the selected context value update 

threshold is provided by the expression in 
Box 3.

This formula represents the fact that the faster 
consumers that also have the strictest precision 
constraints are dominant in the determination 
of *V∆ . Twenty percent of these consumers 
are sufficient to decide on the value of *V∆ .  
The instances of the experiments conducted to 
support the design of this *V∆  expression are 
approximately 360000.
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Box 3. Case 3
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Case 4: highly diverging a ccess 
r ates

As aforementioned, Case 4 addresses all situations 
that cannot be classified under Case 1, Case 2 or 
Case 3. To study this case, the set of the context 
consumers need to be clustered. These clusters 
are defined as follows:

Cluster I

 2i I i
uC Cluster a∈ ⇔ <

, { }II jCluster C= , 

1,2,..., Ij N= , 
1

1 IN
I I
j j

jI

p p
N =

⋅ ≡∑ , 
1

1 IN
I I
j j

jI

a a
N =

⋅ ≡∑ .

Cluster II

2
2i II i
uC Cluster a u∈ ⇔ ≤ ≤ ,   { }II

II kCluster C= ,

 1,2,..., IIk N= ,   
1

1 IIN
II II
k k

kII

p p
N =

⋅ ≡∑ , 

1

1 IIN
II II
k k

kII

a a
N =

⋅ ≡∑ .

Cluster III

2i III iC Cluster a u∈ ⇔ > , { }III
III lCluster C= ,

1,2,..., IIIl N= , 
1

1 IIIN
III III
l l

lIII

p p
N =

⋅ ≡∑ , 

1

1 IIIN
III III
l l

lIII

a a
N =

⋅ ≡∑ .

Herewith, four sub-cases are distinguished:

Case �.�

If (i) III II
l kp p≤  and III I

l jp p≤  or (ii)  and 
10III II

l III k IIa N a N⋅ ≥ ⋅ ⋅ , then the problem is reduced 

to Case 3 where only the customers in Cluster III 
participate, such as: { }3 3* * III

l
Case C

V V V∆ = ∆ ≡ ∆ .

Case �.�

Else, if (i) 2.5 II III
k II l IIIa N a N⋅ ⋅ ≥ ⋅ ,  II III

k lp p< , 
and (ii) II I

k jp p≤   or  10II I
k II j Ia N a N⋅ > ⋅ ⋅ , then  

the problem is reduced to Case 2 where only 
the customers in Cluster II participate, such as: 

{ }2 2* * II
k

Case C
V V V∆ = ∆ ≡ ∆ .

Case �.�

E l s e ,  i f  2.5 I II
j I k IIa N a N⋅ ⋅ ≥ ⋅ ,  I II

j kp p< , 
10 I III

j I l IIIa N a N⋅ ⋅ ≥ ⋅ , and I III
j lp p< , then the 

problem is reduced to Case 1 where only 
the customers in Cluster I participate, i.e.: 

{ }1 1* * I
j
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In order to determine the value of *V∆  in Case 
IV, an attempt has been initially made to reduce 
it to one of the previous cases. If the cluster with 
the fastest consumers is either more numerous or 
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is characterized by the lowest average precision, 
then the problem is reduced to Case III. Similar 
reductions can be made to the other two cases. 
However, when no cluster prevails over the other 
two, *V∆ is expressed by a linear combination 
of the three thresholds resulting when the three 
consumer clusters are treated independently as 
instances of Cases I, II and III. In this function, 
the weights of the three components are formu-
lated based on the access rates and precision 
constraints of the respective consumer clusters. 
The instances of the experiments conducted to 
support the design of this *V∆  expression are 
approximately 320000.

experiment al  evalua tion

The results presented in this section attempt to 
evaluate the introduced formulas with regards to 
real data produced from a series of experiments. 
Our first objective is to empirically calculate 
parameter *V∆  for various values of the input 
variables and then, study how this actual optimal 
threshold fluctuates with regards to the estimated 

*V∆  value, as this is provided by the heuristic 
formulas presented in the former section. In the 
experiments conducted the situation studied is as 
follows: there is a single home CM node, which 
serves a multitude of context consumers that query 
for the same piece of replicated context informa-
tion from a visited CM node. Both context server 
update arrivals and access request arrivals have 
been modelled as Poisson processes. The initial 
values for the context information are randomly 
selected in the range [0,100000] and the maximum 
context value difference between two consecutive 
server updates is uniformly distributed in the in-
terval [-1, 1]. The sample values for the precision 
constraint for each consumer are 0:0.05:1, while for 
threshold V∆ the sample values are 0:0.01:1. The 
optimal context value difference threshold *V∆  
is of course the one that minimises probability 
P(A + B) (for details you may refer to  the second 

subsection of third section). For all experiment 
families, the simulation time for each experiment 
has been set equal to 10 seconds.

The second objective of the experiments con-
ducted is to calculate the resulting probabilities 
P(A), P(B) and P(A + B), and compare them to the 
respective probabilities resulting from four alter-
native dissemination policies. These policies are: 
(i) the fully synchronised policy (where all context 
updates are disseminated irrespective of the con-
text value difference), (ii) the strict policy (where 
the context update is disseminated if and only if 
the resulting context value difference is higher 
than or equal to the lower precision requirement 

{ }min ip ), (iii) the relaxed policy (where the 
context update is disseminated if and only if the 
resulting context value difference is higher than 
or equal to the higher precision requirement  

{ }max ip ), and (iv) the average policy (where 
the context update is disseminated if and only if 
the resulting context value difference is higher 
than or equal to the average of the precision 
requirements ip ). It should be mentioned that 
the proposed solution has been implemented by 
the context management architecture previously 
presented. However, this solution approach can 
surely be integrated to any context management 
architecture that caters for distributed context 
handling, remote context propagation and mo-
bile object management in order to increase its 
scalability and performance regarding the query 
handling process.

Case 1: a ll a ccess r ates l ower 
t han update r ate

Aiming to evaluate the heuristics designed for 
Case 1, the estimated *V∆  value, as well as the 
actual *V∆  value are calculated for two families 
of experiments, each corresponding to one of the 
sub-cases distinguished in Case 1. The series of 
the experiments conducted for the specific case 
concern up to 20 consumers that all demonstrate 
access rates equal to 10 requests/sec (i.e. a = 
10).
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For the experiments aiming to evaluate the 
heuristics of sub-case 1.1, the precision constraints 
of the consumers have been selected so that

1

1 0.23
N

i i
i

p p
N =

⋅ ≡ ≤∑ , 

while each precision constraint lies in the in-
terval [0,1]. To generate the specific precision 
constraints, a normal distribution has been used 
having mean value below or equal to 0.23 and 
standard deviation between 0.01 and 0.2. Thus, 
approximately 13000 combinations of up to 20 
precision constraints have been produced to test 
sub-case 1.1. The context server update arrival 
has been selected as follows: 20 :10 :100u = , 
thus rising the overall number of the conducted 
experiments to 120000. For the aforementioned 
experiment settings, the actual *V∆  value has 
been calculated, while subsequently, the estimated 

*V∆  values have been produced according to the 
heuristic formula of sub-case 1.1 presented in the 

first subsection of sixth section. In Figure 5, the 
mean values for quantities *

actualV∆   and *
estimatedV∆  

are depicted for the various update rates, over 
the number of consumers. These values have 
been used to calculate the root mean square er-
ror (RMSE), which is also depicted in Figure 5. 
As one may easily observe, the RMSEs never 
exceed value 0.02, which is considerably low, thus 
indicating the high effectiveness and suitability 
of the respective heuristic formula.

In conclusion, the heuristic approach designed 
can be safely exploited in the context management 
infrastructure for selectively disseminating con-
text information in remote context nodes, when 
the various consumers’ context access rates are 
significantly lower than the update rate, while their 
precision constraints are considerably low.
For the experiments aiming to evaluate the heu-
ristics of sub-case 1.2, the precision constraints 
of the consumers have been selected so that 

???
1

1 0.23
N

i i
i

p p
N =

⋅ ≡ >∑ , 

Figure 5. Mean values for *
actualV∆  and *

estimatedV∆  depicted for various update rates over the number of 
consumers for Case 1.1.
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while each precision constraint lies in the in-
terval [0,1]. To generate the specific precision 
constraints, a normal distribution has been used 
of mean value lying in the interval [0.25,1] and 
standard deviation between 0.01 and 0.2. Thus, 
approximately 19000 combinations of up to 20 
precision constraints have been produced to test 
sub-case 1.1. The context server update arrival 
has been selected as follows: 20 :10 :100u = ,  
thus rising the overall number of the conducted 
experiments to 170000. For the aforementioned 
experiment settings, the actual *V∆  value has 
been calculated, while subsequently, the estimated 

*V∆  values have been produced according to the 
heuristic formula of sub-case 1.2 presented in the 
first subsection of sixth section. In Figure 6, the 
mean values for quantities  *

actualV∆   and  *
estimatedV∆  

are depicted over the mean value of the preci-
sion constraints of all consumers. As one may 
easily observe, the two curves are quite close, 
thus indicating the suitability of the respective 
heuristic formula.

The RMSE calculated is equal to 0.0258, which 
is rather low, thus verifying the effectiveness of the 
respective heuristic formula. Therefore, it can be 

safely stated that the heuristic approach designed 
can be efficiently exploited in the dissemination 
policies of the context management system, when 
the various consumers’ context access rates are 
significantly lower than the update rate, while 
their precision constraints are not low.

In Figure 7, the probabilities P(A), P(B) and 
P(A + B) resulting from the designed policy are 
depicted for Case 1 (both sub-cases), along with 
the respective probabilities of the four alterna-
tive dissemination policies aforementioned. As 
one may easily observe, the worst performance 
is demonstrated by the fully synchronised policy 
that results in P(A + B)  = 77.2%. On the other 
hand, the proposed policy outperforms all other 
policies, resulting in P(A + B)  = 18.1%.

Case 2: a ll a ccess r ates  
Comparable to update r ate

A similar approach has been adopted to evalu-
ate the heuristics designed for Case 2. Thus, the 
estimated and the actual *V∆  values have been 
calculated for a wide family of experiments. All ex-
periments conducted for the specific case concern 

Figure 6. Mean values for *
actualV∆   and *

estimatedV∆  depicted over quantity 
1

1 N

i
i

p
N =

⋅∑  for Case 1.2.
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up to 50 consumers that all demonstrate access 
rates that lie in the interval [50,150]. The precision 
constraints of the consumers have been selected 
as follows: 0 : 0.01:1ip = , while the context server 
update arrival is equal to 100 updates/sec (i.e. u = 
100). Thus, approximately 280000 experiments 
with different settings have been conducted to 
verify the heuristic formula designed for Case 2. 
In Figure 8, the mean values for quantities *

actualV∆  
and *

estimatedV∆  are depicted over quantity

( )
1

1

N

i i
i

N

i
i

p a

a

=

=

⋅∑

∑
,

along with an indication of the minimum and 
maximum *

actualV∆  values demonstrated. As it can 
easily be observed, the two curves almost over-
lap, thus indicating that the respective heuristic 
formula (presented in the second subsection of 
sixth section) approximates very efficiently the 
actually observed optimal value for the minimum 
context value difference threshold. The RMSE 

calculated is equal to 0.0169, which is significantly 
low, thus confirming the suitability and validity 
of the designed heuristic formula. Therefore, it is 
proved that the heuristic approach significantly 
optimises the context management facilities, when 
the various consumers’ context access rates are 
comparable with the context update rate at the 
home node.

The probabi l i t ies  P (A ) ,  P (B )  and  
P(A + B) resulting from the designed policy for 
Case 2, along with the respective probabilities 
of the four alternative dissemination policies 
aforementioned are illustrated in Figure 9. In 
this case, the worst performance is demonstrated 
by the relaxed policy that results in P(A + B) 
=34.9%. On the other hand, the proposed policy 
outperforms all other policies, resulting in P(A 
+ B) =13.4%.

Case 3: a ll a ccess r ates higher 
t han update r ate

The heuristics designed for Case 3 have been em-
pirically evaluated following a similar approach to 

Figure 7. Probabilities P(A), P(B) and P(A + B) resulting from the designed policy, the fully syncronised, 
the strict, the relaxed and the average dissemination policies for Case 1.
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Figure 8. Mean values for *
actualV∆  and *

estimatedV∆ depicted over quantity 
( )

1
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i i
i

N

i
i

p a

a

=

=

⋅∑

∑
 for Case 2.

Figure 9. Probabilities P(A), P(B) and P(A + B) resulting from the designed policy, the fully syncronised, 
the strict, the relaxed and the average dissemination policies for Case 2.
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Cases 1 and 2. Thus, the estimated and the actual 
*V∆  values have been calculated via a wide range 

of experiments involving up to 30 consumers 
that all demonstrate access rates that lie in the 
interval [200,1000]. The precision constraints 
of the consumers have been selected as follows: 

0 : 0.01:1ip = , while the context server update 
arrival is equal to 100 updates/sec (i.e. u = 100). 
Thus, approximately 360000 experiments with 
different settings have been conducted to verify 
the heuristic formula designed for Case 3.

However, as the range of both the access 
rates and the precision constraints is very wide, 
the optimal context value difference thresholds 
greatly varied. Thus, putting down a diagram il-
lustrating the mean values for quantities *

actualV∆  and 
*

estimatedV∆  over some function ( ),i if p a  was rather 
misleading, as there have been several different 
inputs for p1 and ai  that result in different *

actualV∆  
and *

estimatedV∆ , but the same value of ( ),i if p a . 
Therefore, it has been decided to depict only a 
narrow set of experiments in Figure 10, which 
presents the mean values for quantities *

actualV∆  
and *

estimatedV∆  for 10 consumers with access rates 

within the interval [200,1000]. These quantities 
are illustrated over the two minimum precision 
constraints p1 and p2. As it can easily be observed, 
the two surfaces are quite close, thus indicating 
that the respective heuristic formula (presented in 
the third subsection of sixth section) is quite suit-
able to approximate the actually observed optimal 
value for the minimum context value difference 
threshold for this specific set of experiments. The 
RMSE calculated is equal to 0.0142, which is 
even lower that the one observed in Case 2, thus 
indicating that the designed heuristic formula is 
very efficient in approximating the actual optimal 
context value difference threshold. Therefore, it 
is proved that the heuristic approach designed is 
highly effective, when the various consumers’ 
context access rates are significantly higher than 
the context update rate at the home node.

In Figure 11, probabilities P(A), P(B) and  
P(A + B) resulting from the designed policy for 
Case 2 are illustrated, along with the respective 
probabilities of the four alternative dissemina-
tion policies aforementioned. As in Case 1, the 
worst performance is demonstrated by the fully 

Figure 10. Mean values for *
actualV∆  and *

estimatedV∆  depicted over precisions p1 and p2 for Case 3.
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synchronised policy that results in P(A + B) = 
35.1%, while the proposed policy outperforms all 
other policies, resulting in P(A + B) = 3.7%.

Case 4: highly diverging a ccess 
r ates

In order to evaluate the performance of the heuris-
tics designed for Case 4, the estimated *V∆  value, 
as well as the actual *V∆  value are calculated for 
four families of experiments, each corresponding 
to one of the clusters distinguished in Case 4. The 
series of the experiments conducted for the specific 
case concern up to 50 consumers with varying 
access rates within the interval [50,1000]. The 
precision constraints for each consumer lies in the 
interval [0,1], while the mean context server update 
arrival has been selected equal to 100 updates/sec 
(i.e. 100u = ). For the four experiment families, 
approximately 320000 experiments have been 
performed to calculate the actual *V∆  value for 
various combinations of precision constraints and 
access rates. Subsequently, the estimated *V∆  val-
ues have been produced according to the heuristic 

formulas that have been presented in the fourth 
subsection of fourth section. The resulting actualV∆  
and  estimatedV∆  are used for calculating the RMSE 
for each sub-case, which is depicted in Figure 12. 
The RMSE values illustrated in Figure 12 clearly 
indicate that the introduced formulas reproduce 
quite successfully the actual *V∆  value, as the 
RMSE does not exceed the threshold of 0.025 in 
any of the four clusters. Therefore, the designed 
heuristic approach significantly enhances the 
context dissemination processes, when the various 
consumers’ context access rates vary significantly 
and thus, can not be treated uniformly.

The probabilities P(A), P(B) and P(A + B) 
resulting from the designed policy for Case 4 
(all sub-cases), along with the respective prob-
abilities of the four alternative dissemination 
policies aforementioned are illustrated in Figure 
13. As in Cases 1 and 3, the worst performance 
is demonstrated by the fully synchronised policy 
that results in P(A + B) = 56.8%, while the Strict 
policy is almost just as bad. As in all Cases, the 
proposed policy outperforms all other policies, 
resulting in P(A + B) = 6.6% for Case 4.

Figure 11. Probabilities P(A), P(B) and P(A + B) resulting from the designed policy, the fully syncronised, 
the strict, the relaxed and the average dissemination policies for Case 3.
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r ela ted r esear Ch w or K

The research track in the field of context-awareness 
goes back in the ‘90s and includes the Active Badge 

System developed at Olivetti Research Lab (Want 
et al., 1992) and the ParcTab system developed at 
the Xerox Palo Alto Research Center (Schilit et 
al., 1994).A few years later, Cyberdesk (Dey et 
al., 1998) built an generic architecture to handle 

Figure 12. Root Mean Square Errors of quantity  actualV∆  - estimatedV∆   depicted for each sub-case in  
Case 4.

Figure 13. Probabilities P(A), P(B) and P(A + B) resulting from the designed policy, the fully syncronised, 
the strict, the relaxed and the average dissemination policies for Case 4.
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limited types of context. At the same time, the 
Cyberguide application (Abowd et al., 1997) en-
hanced a guidebook by adding location awareness 
and a simple form of orientation information. The 
Ektara architecture (DeVaul et al., 2000) reviewed 
a wide range of context-aware computing systems, 
identified their critical features and proposed a 
functional architecture for the development of 
real-world applications. Later on, Mediacup (Beigl 
et al., 2001) and TEA (http://www.teco.edu/tea/) 
projects tried to explore the possibility of hiding 
context sensors in everyday objects.

A quite promising approach was introduced 
by the Context Toolkit (Dey, 2000), the first one 
that isolated the application from context sensing. 
Later on, a research team in the Georgia Institute 
of Technology built the Context Fabric (Hong et. 
al., 2001) aiming in enhancing the functionality 
of Context Toolkit. The Aura Project (Garlan 
et al., 2002) at Carnegie Mellon University in-
vestigated how applications could proactively 
adapt to the surrounding environment. While the 
Context Toolkit focused on developing an object 
oriented framework and allowed use of multiple 
wire protocols, Aura focused on developing a 
standard interface for accessing services and 
forced all services and clients to use the same wire 
protocol. This sacrificed flexibility, but increased 
interoperability.

HotTown (Kanter et al., 2003) project devel-
oped an open context service architecture. All 
entities were represented by mobile agents. In 
HotTown, entities could exchange, merge and 
interpret context knowledge in the end devices. 
The Cooltown project by HP labs introduced a 
uniform Web presence model for people, places 
and things (Kindberg et al., 2002). Rather than 
focusing on creating the best solution for a par-
ticular application, Cooltown built a general-pur-
pose mechanisms for providing Web presence for 
people, places and things, but its use was limited 
to tourist guide applications.

Other interesting research activities include the 
CoBrA, SOCAM, CASS and CORTEX projects. 

CoBrA (Context Broker Architecture) (Chen et 
al., 2004) is an agent based architecture, which 
has adopted an OWL-based ontology approach 
and offers a context inference engine. The Co-
BrA architecture lacks the necessary structure 
for establishing a large-scale system extending 
beyond a single place. Subsequently, the SOCAM 
(Service-oriented Context-Aware Middleware) 
project (Gu et al., 2005) is based on a central 
server that retrieves context data from distributed 
context providers. SOCAM also uses ontologies to 
model context and implements a context reason-
ing engine. The major disadvantage of SOCAM 
architecture is its centralised implementation. 
Another server-based middleware for context-
aware mobile applications on hand-held and small 
mobile computers is designed within the CASS 
(Context-awareness sub-structure) project (Fahy 
& Clarke, 2004). CASS opens the way for con-
text-aware applications configurable by users, but 
its use is limited to small mobile terminals. The 
CORTEX project is based on the Sentient Object 
Model (Biegel & Cahill, 2004) and is applied in 
ad-hoc mobile environments.

The Context Management Framework (CMF) 
(Korpipaa et al., 2003), designed from the VTT 
Technical Research Centre of Finland, presents a 
uniform mobile terminal software framework for 
acquiring and processing context information and 
uses ontologies to model context. The proposed 
approach falls short in its applicability since it con-
cerns collection of information related to mobile 
terminals. The use of agents and ontologies for 
collecting context information is also proposed 
in the Agent-based Context-Aware Infrastructure 
(ACAI) project (Khedr et al., 2005) from the 
University of Ottawa. However, the approach 
is described quite generally without presenting 
implementation details and mainly without justi-
fying the use of many agents. The project Nexus 
(Grossmann et al., 2005) from the University of 
Stuttgart, focuses on the data management aspect 
of large-scale pervasive computing systems using 
different server implementations tailored to spe-
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cific classes of data. Their work is quite interest-
ing, although their distribution concept does not 
ensure system scalability. Finally, the Pervasive 
Autonomic Context-aware Environments (Pace) 
project (Henricksen & Indulska, 2006) from the 
University of Queensland, developed a compli-
cated layered architecture in support of a proposed 
graphical context model and preferences’ model. 
The established infrastructure permits the user 
to control his context but does not address effi-
ciently various critical management issues, e.g. 
distribution.

In an open context marketplace, where a wide 
variety of information types is traded, timely 
delivery of context information is crucial. To the 
best of the authors’ knowledge, no prior work 
has been conducted to empirically measure and 
evaluate various selective context replica update 
policies over time. Thus, the short summary of 
related work provided subsequently, originates in 
traditional computing areas, such as distributed 
systems and the World Wide Web (WWW).

The need for performing asynchronous propa-
gation of updates in a non-transactional fashion in 
WWW environments is obvious, as the minimisa-
tion of the response time and the maximisation of 
service availability are mandatory. This situation 
is further strengthened by the fact that exact con-
sistency is virtually impossible in the presence 
of the high degree of autonomy, the vast data 
volume and the data astronomical change rates 
(Olston & Widom, 2005). On the Web, two forms 
of approximate replication are currently in heavy 
use: Web caching (Meneses & Torres, 2005) (Yin 
et al., 2002) and Web crawling (Cho & Garcia, 
2003A) (Wolf et al. 2002) (Edwards et al., 2001). 
In general, the research work in the web domain 
mainly focuses on maintaining a local copy as up 
to date as possible. A common limitation in all 
these approaches is that the refreshing policies are 
built based solely on predictions concerning which 
source data objects have changed and how much 
(Cho & Garcia, 2003B). The goal of our research 
is different: we aim to maximize the freshness 

of the various distributed context replicas, so as 
the context consumers’ precision constraints are 
addressed, while considering the context update 
rate and the consumers’ access patterns.

Replication is also a key enabling technology 
in distributed data sharing systems for improv-
ing both availability and performance. In such 
environments, the authors in (Olston & Widom, 
2005) study adaptive refresh policies on replicated 
data in order to gain fine-grained control over the 
trade-off between precision and performance. His 
approach guarantees a “divergence bound” on the 
difference between the values of the replicated 
data and the source data through the coopera-
tion of sources. The definition of “divergence” 
or “change” in this work is quite generic and 
can be also applied to our framework in case 
of non-numerical data. In general, the approach 
proposed in this paper is partially inspired by the 
work presented in (Olston & Widom, 2005), but 
the special requirements of a context management 
infrastructure radically differentiate the designed 
solution. Firstly, in our system the replica nodes are 
not allowed to control the update procedure as in 
(Olston & Widom, 2005). Instead, the client nodes 
are responsible only for informing the adequate 
context server about possible context updates, the 
access frequency rates, as well as the level of pre-
cision the various consumers require. Secondly, 
we are using different metrics for quantifying the 
trade-off between precision and performance. 
Finally, a major differentiating factor is that while 
we aim to address the precision requirements of 
various context consumers simultaneously, the 
research in (Olston & Widom, 2005) focuses on 
serving the precision requirements of a single 
consumer with multiple queries.

Con Clusion and f uture w or K

The essence of context-awareness is to enable 
applications and users to take full advantage of 
the context information provision and support 
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seamless pervasive service provision users’ or 
devices’ location. The requirement for universal 
context access imposes a multitude of enhanced 
functionalities that a context-aware system should 
offer in order for mobile users to seamlessly expe-
rience the true benefits of a ubiquitous computing 
world that fades into the background and silently 
unfolds its potentials. The existing CA archi-
tectures and services are either not satisfactory 
or suitable for pervasive infrastructures viable 
in world scaling beyond a strictly constrained 
laboratory environment (Strimpakou et al., 2006). 
In order to address these new challenges, it is 
essential to establish innovative data storage and 
dissemination mechanisms that are applicable 
to any distributed context environment. The ar-
chitecture of the Context Distributed DataBase 
Management System (CDDBMS) presented in 
this Chapter can be applied to a wide variety of 
devices ranging from resource-limited PDAs to 
central context servers. Moreover, the CDDBMS 
hides the increasing complexity of context man-
agement from external actors and incorporates 
advanced mechanisms for the support of mobile 
users, so that the various applications can operate 
smoothly independent of the degree of the users’ 
mobility. In this framework, a location-based view 
in context data management has been adopted 
and therefore, the classification and storage of the 
context information is performed in collaborating 
and distributed databases, the hierarchy of which 
reflects the geographical structure of the physical 
world. A focal point in the introduced CDDBMS 
is that for each piece of context information 
monitored a master copy is maintained residing 
at a central point of access, the home node, while 
replicas of the specific data can roam and operate 
in a remote geographic region. The implemented 
mobile object handling mechanism is based on 
a chain of pointers from the home node to the 
remote mobile node and succeeds in minimising 
the location updates that reach the core network 
infrastructure.

The proposed CDDBMS does not only provide 
the functionality presented in this Chapter, but 
also implements more advanced features, such 
as context inference (Kalatzis et al., 2008), query 
extension mechanisms and free-text based query 
handling (Pils, Roussaki, & Strimpakou, 2006). 
These features are available in case the advanced 
Context Management layer (Pils, Roussaki & 
Strimpakou, 2007) is running on top of the CD-
DBMS and are necessary to enable applications 
and application developers to discover the context 
information they need irrespective of the data 
location, to prevent them from drowning in the 
information glut produced by large context source 
infrastructures and to obtain optimal context value 
estimations even if the necessary context sources 
are not available. Further research plans involve 
the extension of the context query processing 
described to incorporate facilities for identifying 
the result set demonstrating the highest possible 
Quality of Context (Zimmer, 2006). Addition-
ally, in order to further increase the retrieval 
performance of the CDDBMS, the Node-Manager 
is being extended with OWL-based semantic 
matching facilities. Finally, aiming to establish a 
global privacy protection scheme, the establish-
ment of an infrastructure is being studied that 
exploits recommender systems (Adomavicius & 
Tuzhilin, 2005) for controlled sharing of informa-
tion concerning the trustworthiness of the various 
stakeholders in the context marketplace and for 
evaluating the potential privacy threats that may 
be introduced by specific parties. A prototype 
implementation of the presented CDDBMS has 
already been evaluated. This prototype has been 
developed based on a MySQL DBMS system that 
implements the Simple Feature SQL standard of 
the Open Geospatial Consortium (OGC, 2005). 
The CDDBMS prototype is built on an OSGi 
Service Platform (http://www.osgi.org/), using 
SOAP (http://www.w3.org/TR/SOAP) for remote 
communication, and SLP (Guttman, 1999) for the 
discovery of services and components.
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The distributed context management systems 
are expected to collect, store and process context 
information originating from raw data gener-
ated at geographically disperse areas. Ideally, 
the various context objects replicas in remote 
databases are completely synchronised with the 
master copy residing at the home node. Never-
theless, the distribution of all context updates to 
the master copy and subsequently, to the rest of 
the distributed replicas is usually not practical or 
prohibitively expensive. In this perspective, the 
problem of optimally using the underlying com-
munication resources in pervasive environments 
exploiting selective context update dissemination 
strategies is being studied in this Chapter and 
heuristics solutions are provided and evaluated. 
The designed formulas suggest a context value 
difference threshold over which the context update 
should be propagated to the remote nodes. The 
proposed context update policies aim to address 
multiple consumers’ precision requirements and 
relieve all parties involved (i.e. context sources, 
consumers and home nodes) from the burden of 
continuously propagating remote context updates 
or requests. The proposed approach has been 
evaluated via extensive experiments conducted 
under 1.25 millions of different settings. The 
results obtained concerning the performance 
evaluation of this approach indicate that the de-
signed policies approximate very accurately the 
optimal value difference threshold, demonstrat-
ing root mean square error lower than 0.03 in 
all circumstances. Furthermore, the redundant 
context updates are suppressed in 82.6% of the 
cases, while the outdated context retrievals are 
reduced by 91.7%. Therefore, the proposed scheme 
is considered of strategic importance for the vi-
ability of the context marketplace in a world-wide 
scale, since it successfully addresses the critical 
issue of efficient context data dissemination in 
distributed network nodes.

The authors are currently working on extend-
ing the existing approach addressing further 
requirements on the behalf of the consumers 
(e.g. response times, priority constraints), while 
network resources vary unexpectedly and dynami-
cally (e.g. network failures occur) and there are 
limitations on the amount of overhead introduced 
due to replica maintenance, as well as on the 
number of replicas required to support the existing 
consumers’ population. Priority constraints will 
be incorporated in the presented mechanism as an 
additional metric of the consumer’s needs/desires 
(e.g. medical emergency) to acquire updates of a 
specific context data at any cost, irrespectively of 
the surrounding conditions. Further research plans 
include the extension of the introduced context 
dissemination strategy to integrate methods of 
evaluating Quality of Context parameters and 
study how such metrics can influence the decision 
about a context update policy, minimising the ef-
fect of less reliable updates and strengthening the 
impact of trustworthy context sources. Finally, it 
lies among our imminent plans to build support 
for automated decision making processes concern-
ing the selection of the most appropriate network 
nodes to host context replicas.
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a bstra Ct

Pervasive computing presents an exciting realm where intelligent devices interact within the background 
of our environments to create a more intuitive experience for their human users. Context-awareness is 
a key requirement in a pervasive environment because it enables an application to adapt to the current 
situation. Context-awareness is best facilitated by a context management system that supports the auto-
matic discovery, retrieval and exchange of context information by devices. Such a system must perform its 
functions in a pervasive computing environment that involves heterogeneous mobile devices which may 
experience intermittent connectivity and resource and power constraints. The objective of the chapter 
is to describe a robust and adaptable context management system. We achieve an adaptable context 
management system by adopting the autonomic computing paradigm, which supports systems that are 
aware of their surroundings and that can automatically react to changes in them. A robust context man-
agement system is achieved with an implementation based on widely accepted standards, specifically 
Web services and the Web Services Distributed Management (WSDM) standard.
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introdu Ction

Pervasive computing describes a state in which 
devices are so pervasive and critical to our activi-
ties that they are taken for granted and effectively 
disappear into the background (Weiser, 1991). 
Recent technological advances have produced 
devices small and sophisticated enough to provide 
the necessary hardware infrastructure for creating 
pervasive environments. 

As our attention turns to the software needed 
to support this paradigm, we see that a key prop-
erty that differentiates pervasive computing ap-
plications from traditional applications is that a 
pervasive application has the ability to process and 
share information about itself and its surrounding 
environment, that is, to be context-aware. This 
context-awareness acts as a cushion between the 
technology and the user. It allows users to interact 
with applications in a more intuitive way and so 
improves their usability.

Context has a variety of definitions in the per-
vasive computing literature (Chen & Kotz, 2000, 
Strang & Linnhoff-Popien, 2004, daCosta, Yamin 
& Geyer, 2008). Dey (2001) describes context as 
information that can be used to characterize the 
situation of an entity, where an entity can be a 
person, location or object relevant to the interac-
tion between a user and an application. Following 
from this definition, we can say that a system or 
application is context-aware if it uses context to 
provide information or services relevant to the 
user’s task (Dey, 2001). For instance, a smart 
thermostat’s context information includes details 
about its location, functionality, and information 
on how to access its temperature controls. Upon 
entering the vicinity of a smart thermostat, a 
context-aware PDA would be able to detect its 
presence, determine that it is a smart thermostat, 
and obtain information on how to access and 
manipulate the current room temperature.

In this chapter we argue that context-aware-
ness should be supported by a context manage-
ment system that allows the automatic discovery, 

retrieval and exchange of context information by 
devices. Such a system must perform its func-
tions in a pervasive computing environment that 
involves heterogeneous mobile devices which may 
experience intermittent connectivity and resource 
and power constraints. An effective context 
management system for a pervasive environment 
must therefore have two key properties, namely 
robustness and adaptability.

A robust context management system is 
achieved with an implementation based on 
widely accepted standards. While various context 
management solutions, such as CoBrA (Chen, 
Finin & Joshi, 2004) and PersonisAD (Assad, 
Carmichael, Kay and Kummerfeld, 2007), are 
available, a standardized solution has not, to the 
best of our knowledge, been proposed. We de-
scribe an implementation of our context manage-
ment framework that integrates several existing 
technologies and standards and so can be used 
across disparate devices, software platforms and 
physical environments. 

An adaptable context management system is 
able to automatically adjust to changes in its en-
vironment, for instance users disconnecting and 
reconnecting to the pervasive environment or a 
user moving around within the environment. An 
adaptable context management system supports 
context-awareness through the automatic discov-
ery of changes in the environment and enhances 
usability by insulating users from the changes by 
automatically adjusting to them.

The objective of the chapter is to describe a 
robust and adaptable context management system. 
We first propose our Adaptable Context Manage-
ment Framework (ACMF). It defines a context 
model and a set of context exchange protocols. 
ACMF views each device in terms of the roles it 
plays with respect to context management. The 
possible roles include client, server and proxy. 
A device acts as a client when it searches for, 
and retrieves, context information about devices 
within the local domain. A device acts as a server 
when it responds to requests about its context. A 
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device acts as a context proxy when it stores and 
manages the context information for other devices 
within the domain.

The ACMF context model is used to define 
the various devices’ contexts. Each device has a 
context profile that consists of a device schema 
and a context that follows the schema. Each con-
text profile is derived from a domain ontology. 
The ontology also facilitates the exchange and 
understanding of context information. 

The prototype implementation of the frame-
work is based on Web services and specifically the 
Web Services Distributed Management (WSDM) 
standard (Bullard & Vambenepe, 2006). The pro-
totype runs in a simulated pervasive environment 
that incorporates a device discovery and commu-
nication mechanism typical of ad-hoc networks 
(Frodigh, Johansson & Larsson, 2000).

The remainder of the chapter is organized as 
follows. The next section presents background 
information for context management systems 
in pervasive environments. The chapter then 
discusses our context management framework. It 
explains the components of our framework and 
describes a proof-of-concept implementation. 
The last section of the chapter discusses future 
trends in context management and summarizes 
the discussion.

ba CKground

The notion of pervasive, or ubiquitous, comput-
ing goes back to the seminal writings of Weiser 
(1991). He defines it to be a state where computing 
devices are so pervasive and critical to our activi-
ties that they are taken for granted and effectively 
disappear into the background.  Recent progress 
in several areas, including the development of 
smaller and more powerful computing and com-
munication devices, the connectivity in both 
wired and wireless networks and the emergence 
of accepted standards for data transfer and pre-
sentation (for example HTTP, XML and WAP), 

are bringing the vision of pervasive computing 
closer to reality.

Context-awareness is one of the cornerstones 
of the pervasive computing paradigm. A context-
awareness framework provides mechanisms to 
support context-aware applications. Satyanaray-
anan (2001) points out that a context-awareness 
framework must address a number of issues:

• How is context represented and stored?
• How is the stored context accessed?
• What are the minimum services needed to 

make context-awareness feasible?
• How is context acquired? Context may be 

part of a user’s personal computing space 
or may have to be sensed in real-time from 
the environment.

• What are the relative merits of different 
location-sensing technologies?

A number of frameworks to support the devel-
opment of context-aware applications have been 
proposed. The Context Toolkit (Dey, Abowd & 
Salber, 1999) consists of context widgets and a 
distributed infrastructure to host the widgets. 
Context widgets encapsulate context informa-
tion and hide the details of context sensing. The 
infrastructure includes services to store, share 
and protect context. SOCAM (Gu, Pung & Zhang, 
2005) is a service-oriented middleware to support 
context-aware applications. It is based on Web 
services and provides services for service discov-
ery and context storage, provision and interpre-
tation. The Java Context Awareness Framework 
(JCAF) (Bardram, 2005) is a service-oriented 
infrastructure that provided context acquisition, 
management and distribution through a network of 
cooperating context services. Context services are 
Java entities that provide a well-defined API.

A context management system addresses the 
first two issues raised by Satyanarayanan. It sup-
ports the discovery and understanding of local 
services, devices and environmental constraints 
(daCosta, Yamin & Geyer, 2008). It is typically 
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made up of a context model and a context man-
ager middleware that implements the model. The 
context model provides the overall structure of 
the framework, and specifies how interactions 
take place between devices. The context manager 
middleware is the software that implements the 
interaction specified by the model. 

Strang and Linnhoff-Popien (2004) present a 
survey of context models. They identify several 
main types of models:

• Key-value models represent context values 
as (variable, value) pairs and are frequently 
used in distributed services frameworks.

• Markup scheme models integrate the model 
schema and values using markup languages 
such as XML (Bray, Paoli, Sperberg-Mc-
Queen, Maler, & Yergeau, 2006).

• Graphical models have been derived from 
generic modeling methods such as UML and 
ORM.

• Object-oriented models exploit the en-
capsulation and reusability present in an 
object-oriented approach. The details of 
context processing are encapsulated at the 
object level and access to context informa-
tion is only through specified interfaces.

• Logic-based models formulate the context 
as a set of facts, expressions and rules.

• Ontology-based models provide a uniform 
way of specifying a model’s core concepts as 
well as an arbitrary amount of subconcepts 
and facts, which facilitates sharing and reuse 
of contextual knowledge.

The survey evaluates models from these 
classes with respect to criteria including distrib-
uted composition, partial validation, quality of 
information, incomplete information, and level 
of formality. The authors conclude that object-
oriented and ontology-based models best meet 
the criteria and that ontology-based models are 
the most promising for context modeling.

CoBrA (Chen, Finin & Joshi, 2004) is a con-
text management system that uses a centralized 
approach to managing context and incorporates 
a collection of intelligent software agents as its 
context manager middleware. A principal compo-
nent of CoBrA is the “context broker” agent that 
acts as a hub, providing a shared context model 
and disseminating context information among 
all devices and agents in its environment. While 
the broker approach provides a consistent context 
model, it also creates a server-centric architecture, 
where devices in the environment must rely on a 
centralized server in order to achieve pervasive 
functionality. Our context management system 
uses a distributed approach that avoids the central 
server issue.

CoBrA agents follow the Foundation for Intel-
ligent Physical Agents (FIPA) Agent Management 
Specification (FIPA, 2004) as a standardized 
means of communication. CoBrA uses Web 
Ontology Language (OWL) (McGuiness & van 
Harmelen, 2004) to define its ontologies for repre-
senting context and modeling. The main ontology 
associated with CoBrA is SOUPA (Standard On-
tology for Ubiquitous and Pervasive Applications) 
which is made up of vocabularies that represent 
intelligent agents with associated beliefs, desires, 
and intentions, time, space, actions and events, 
user profiles, and policies for security and privacy 
(Chen, Perich, Finin & Joshi, 2004).

Anagnostopoulos, Tsounis and Hadjief-
thymiades (2005) focus on the use of ontologies 
for describing the communication schemes be-
tween entities in pervasive computing environ-
ments. They are similar to our approach in that 
entities exchange data and semantics to allow 
the interactions. Their model is, however, not 
implemented.

Christopoulou, Goumopoulos and Kameas 
(2005) describe an ontology-based system for 
context modeling, management and reasoning. It 
is intended to be used in building context-aware 
applications. Their work focuses on the rule engine 
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used in the system. Our work differs in that we 
concentrate on providing a robust middleware to 
discover, store and exchange contexts.

da Rocha and Endler (2005) are concerned 
with the efficient evolution of the context model 
and dealing with the heterogeneity of pervasive 
computing environments. Their approach, like 
our own, identifies roles (context provider, context 
consumer and context service) in their model. It 
also uses event-based communication which is 
similar to the WSDM notifications employed in 
our implementation. The key difference is that 
our work is based on accepted standards while da 
Rocha and Endler implement their context man-
agement on a non-standard research prototype.

PersonisAD is a framework for constructing 
context aware applications (Assad, Carmichael, 
Kay & Kummerfeld, 2007). It is built on a con-
sistent mechanism for scrutable modeling of 
people, sensors, devices and places. A scrutable 
model is designed such that a person can control 
their personal information and how it is used 
in a pervasive environment. The framework 
includes a context model and a set of operations 
to facilitate application-model interaction. The 
context model is organized as a tree containing 
context attributes of the entities being represented. 
PersonisAD collects evidence for the value of the 
context attributes. When a value is requested, the 
framework examines the available evidence and 
derives a value based on the evidence at the time 
of the request,

PersonisAD applications interact with the 
context model trees using a set of simple opera-
tions including “tell”, “ask” and “notify”. The 
“tell” operation is used to supply a model with 
evidence for a component. Applications use the 
“ask” operation to retrieve component values 
which are generated by a resolver function us-
ing available component evidence. The “notify” 
operation serves to notify applications when new 
component evidence is added.

PersonisAD has the same general goal as our 
ACMF, namely context management. Its focus, 

however, is different. PersonisAD focuses on the 
timeliness of context information and uses a rule-
based approach. It also models a wider range of 
entities including people and locations. ACMF, 
on the other hand, focuses on providing a flexible 
and adaptable context management scheme based 
on appropriate standards.

a dapt able Context  
management 

Context management systems for pervasive 
computing environments, as explained earlier, 
must be both adaptable and robust. An adaptable 
context management system is able to deal with 
the frequent changes occurring in a pervasive 
environment. More specifically, the system is able 
to continue to provide its management function-
ality by automatically reacting to events such as 
devices moving within the environment or devices 
entering and leaving the environment. We ensure 
this adaptive property with a novel management 
framework that allows devices to store context 
information locally or on proxy context servers and 
that automatically transfers context information 
in response to changes in the environment.

A robust context management system is able to 
deal with the heterogeneity present in a pervasive 
computing environment and with the occurrence 
of unanticipated events or circumstances. We 
ensure this property is present in a context man-
agement system by implementing our framework 
with accepted industry standards, namely Web 
Services Distributed Management (WSDM). We 
chose Web services in general and WSDM in 
particular, as the basis for our implementation for 
several reasons. First, Web services are a popular 
application level communication model for the 
Internet environment. They are a good model 
for pervasive computing environments because 
they support discovery and loosely-coupled in-
teractions. Second, WSDM is a widely accepted 
standard in the Web services area. Third, WSDM 
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provides the facilities to support the discovery, 
retrieval and exchange of context information.

a daptable Context management 
f ramework (a Cmf )

We model a pervasive computing environment 
as a collection of domains where each domain 
contains a set of regions and a set of device 
types. Conceptually, a domain corresponds to 
some physical space while regions correspond to 
discrete smaller spaces within that space. Various 
context-aware devices may move about freely and 
interact with one-another in useful ways while 

requiring minimal conscious human effort.  We 
assume that devices have some means of storing 
and sharing context information.

Our framework, which is shown in Figure 
1, consists of an entity specification which pro-
vides a logical representation of physical spaces 
and devices, a context model which provides a 
specification for storing context information, 
and context-exchange protocols which specify 
how context information is exchanged between 
devices. 

Figure 2 illustrates how ACMF’s components 
fit together.   Two physical devices are shown that 
have context profiles corresponding to a common 

Figure 1. Adaptable context-management framework

Figure 2. Organization of ACMF’s components
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domain ontology. A middleware platform serves 
as the mechanism for implementing context-ex-
change protocols.

A pervasive computing environment consists 
of exactly one domain, a set of one or more regions 
and a set of one or more device types. A domain is 
a logical representation of a physical space, such 
as a building or campus, containing regions and 
device-types. Each region represents a discrete 
physical space that exists within a domain, such 
as a room in a building, and device-types repre-
sent the kinds of devices that can reside within 
a domain. 

We illustrate the features of our framework 
in the remainder of the chapter with an example 
based on a Computer Science Building domain.  
The building’s regions correspond to rooms such 
as a conference room, lecture hall, main office 
or lab. The building’s device-types include a data 
projector, laser printer, PDA and smart thermo-
stat. The context maintained for the building 
domain could be used to support context-aware 
applications such as a smart lecture hall or smart 
meeting room.

Context Model

The context model, which is shown in Figure 3, 
consists of a domain ontology specification and 
a device context profile specification. A domain 
ontology specifies a single domain in terms of its 
regions and device-types. A device context profile 
is a collection of properties that describe a par-
ticular device’s contextual state. Devices within a 
domain use context profiles to share their context 
information with one another. Each device must 
have a device schema from which it generates its 
context profile. Each device schema must in turn 
be based on a domain ontology.

Domain ontologies, which are defined as 
XML instance documents, provide a common 
vocabulary and semantic structure. Domains 
and regions are specified as simpleType XML 
Elements of type “string”. Device-types are more 
complex, each having a unique name and a set 
of properties. The framework’s master domain 
ontology schema is illustrated in Figure 4 using 
Altova XMLSpy Content Model View (Altova 
GmbH, 2007).

Figure 3. Context model
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The “Domain” element specifies the domain 
being described, and should be given a name that 
appropriately reflects it (e.g. “ComputerScience-
Building”). The “Region” element specifies the 
region(s) that exist within the domain being de-
scribed. The “DeviceType” element represents 
the possible device-type(s) that may exist within 
the domain being described.  It contains an XML 
“name” attribute representing the device-type’s 
name and a set of additional “Property” elements 
representing its properties. Each “Property” 
element is in turn qualified by a set of attributes 
which contain property-specific parameters. Each 
“Property” must include a “name”, “dataType”, 
and “mutable” parameter.  The remaining pa-
rameters are optional (as shown by the dotted 
outline). 

Every domain ontology must include the 
“PervasiveDevice” device-type, which contains 
domain-specific properties that are common to 
all devices within a domain. Furthermore, this 

device-type must include a “Location” property 
that is constrained to the domain’s regions using 
the “ValidValues” parameter. All other device-
types should contain device-specific properties, 
which are properties unique to a specific device-
type. Each device-type other than “PervasiveDe-
vice” is a collection of the properties necessary 
to represent one specific type of physical device. 
The ontology XML instance document for our 
Computer Science building example is included 
in Appendix A.

Each ontology document should be accom-
panied by a prose description document in order 
to help clarify domain-specific semantics. For 
example, the “ComputerScienceBuilding” ontol-
ogy includes a “Location” property constrained 
by the “ValidValues” parameter. The ontology 
itself does not describe the semantics behind each 
valid “Location” value (nor would it be appropri-
ate). In this case the prose description document 
should include a floor plan of the building depict-

Figure 4. Master domain ontology schema
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ing the room locations and their corresponding 
“Location” values. Appendix A includes a prose 
description document to accompany the “Com-
puterScienceBuilding” ontology.

A device schema is used to generate a context 
profile that describes a device’s contextual state. A 
device schema corresponds to a domain ontology 
and can only be used within the domain defined 
by that ontology. Devices may have schemas 
for multiple domains and upon moving between 
domains must switch schemas accordingly. If a 
device has no schema for a particular domain, it 
simply disables its context-management features. 
Domain determination occurs through some 
implementation-specific means, for example 
RFID room tags. 

A device schema defines a collection of 
domain-specific and device-specific properties 
grouped by device-type. Each device schema 
forms a class hierarchy. The root level is a type 
defining the entity being described and must be 
named “Device”. The “Device” node contains a 

set of types including the required “PervasiveDe-
vice” type that defines domain-specific properties. 
Device-specific properties are defined within 
additional types that are included depending on 
the device. All device types and property defini-
tions must be derived from corresponding domain 
ontology definitions. “Device-types” are declared 
as XML Schema Sequences and device properties 
as XML Schema Elements. Figure 5 illustrates 
an example device schema for a “LaserPrinter” 
device. The complete device schema document 
and a sample corresponding instance document 
are given in Appendix A.

Context Exchange Protocols

A device’s involvement in the context manage-
ment process is defined by the roles the device 
plays. We identify four roles in ACMF namely, 
client, server, proxy provider and proxied device. 
Each device must support a server role, a client 
role or both. The server role allows a device to 

Figure 5. Laser printer device schema
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share its context information. The client role al-
lows a device to access the context information 
of other devices.

ACMF also provides a context proxy service 
that enables a device to host and share the context 
information of other devices. It is used in situations 
where devices are limited in terms of resources 
such as storage, processing, bandwidth or battery 
power. A limited device can submit a copy of its 
context profile to a more robust device which 
will in turn relay it to other devices. The context 
proxy service works as an extension to the local 
context service and any device supporting the 
former must also support the latter.

We introduce two additional device roles, 
namely the proxy provider role and the proxied 
device role, in order to specify the context proxy 
service. A device is a proxy provider if it supports 
the context proxy service. All proxy providers are 
also servers because they must support both the 
context proxy and local context services. A device 
is a proxied device if it uses a proxy provider to 
host its context information. A proxied device 

must still support the local context service, but 
is able to conserve resources by ignoring other 
devices’ discovery requests.

Client – Server Roles

A device supporting the server role must provide 
a device schema and must advertise its endpoint-
reference (EPR) using whatever network imple-
mentation the environment supports. The EPR is 
a unique identifier used to locate a specific device 
or service on the network. All device interactions 
are client-initiated with the exception of notifica-
tions, which are server-initiated.

From the client role perspective, devices move 
through a four-state “Interaction” sequence. These 
states are “Initialized”, “Device Aware”, “Context 
Aware” and “Interacting” which are illustrated 
in Figure 6.

In addition to the “Interaction” state sequence, 
devices concurrently maintain a “Subscription” 
state sequence corresponding to whether they are 
actively listening for property change notification 

Figure 6. Device interaction state sequence diagram
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messages, which are described below. The two 
subscription states are “Subscribed” and “Not 
Subscribed” and are illustrated in Figure 7.

The state transitions shown in Figure 6 are 
caused by the execution of the functions provided 
by the server role, which enables a device to share 
its context information. The functions, which are 
summarized in Table 1, are as follows:

1. Discover Device: A client retrieves the EPRs 
of all devices within its wireless range us-
ing the device discovery function. Devices 
not supporting the server role may also be 
detected but will not provide an EPR and 
are thus ignored. 

2. Request Device Schema: Once a device 
supporting the server role is discovered, a 
client retrieves its device schema in order 
to see the properties available in its context 
profile. This function means a client does 
not have to have any prior knowledge of 
another device in order to interact with it. 

3. Request Context Properties: Using the de-
vice schema information, a client can retrieve 
the values of all or some of the properties 
that comprise the device’s context profile. 

4. Subscribe to Properties: A client can 
choose to receive notification messages from 
a device whenever a specific property value 
on that device changes. This is particularly 
useful when used with the “Location” prop-
erty since it enables a client to become aware 
of another device’s movements between 
regions. Properties that support notification 
events are identified by the “subscribed” 
parameter. When subscribing to a property, 
a client provides an EPR specifying where 
the notification messages should be sent. 

Our protocols specify the operations to ex-
change device schema and context profile infor-
mation but the mechanism for device selection 
is left as an application. This allows the greatest 
amount of flexibility as device selection criteria 

Figure 7. Device subscription state diagram

Table 1. Server role functions
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Discover Device None Retrieve device EPR

Request Device Schema None Retrieve device schema
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vary depending on the device and the application. 
For example, the needs of a stationary desktop 
PC differ significantly from those of a PDA. In 
some cases an application may choose to leave 
device selection to the user.

Considering our “ComputerScienceBuilding” 
scenario described earlier, a client PDA can be 
programmed to interact only with devices located 
in the same region, and to alert the user when new 
devices become available, such as when entering a 
new room.  When the user enters a new region of 
the building, say the Conference Room, the PDA 
issues a request to discover the devices in that 
region. The local devices supporting the server 
role, which say includes a laser printer, respond 
with their EPRs. The client PDA then retrieves the 
device schemas and context profiles for the local 
devices. The context profile for the laser printer 
is given in Table 2. The PDA alerts the user that 
a new device is available and hides any devices 
that may have been present in the user’s previous 
location. The user may now proceed to interact 
with the laser printer and say print a document 
on the PDA.

Context Proxy Roles

The context proxy service enables a device to 
host and share the context information of another 

device in situations where the second device has 
limited resources or power. The device in the proxy 
provider role hosts the context and the device in 
the proxied device role gives its context to the 
provider. State sequences representing the proxy 
provider and the proxied device roles are shown 
in Figures 8 and 9, respectively.

The context proxy service uses an extended 
version of the device schema specification which 
allows a proxy provider to piggyback/host the 
context profiles of other devices alongside its own. 
The extension is specified as a device-type called 
“ProxyProvider”. This device-type represents a 
logical/virtual entity (as opposed to a physical 
device) which acts as a container for other de-
vices’ context profiles. Any device that acts as a 
proxy provider must include the “ProxyProvider” 
device-type in its schema. Since device schemas 
must correspond to a domain ontology, all domains 
allowing the use of proxy providers must include 
the “ProxyProvider” device-type in their ontol-
ogy. The device schema for the “LaserPrinter” 
introduced in the “ComputerScienceBuilding” 
scenario extended to include the “ProxyProvider” 
device-type is illustrated in Figure 10.

As with all other device-types, “ProxyPro-
vider” is declared as an XML sequence. It contains 
two XML Element declarations (“LeaseMinutes” 
and “AvailableSlots”) that represent device 
properties and an XML Sequence declaration 
(“ProxiedProfile”) that represents the container 
that is used to manage the context profiles of 
proxied devices. 

The “LeaseMinutes” property represents the 
minimum amount of time in minutes that the proxy 
provider guarantees to retain a proxied profile. If 
a proxied device does not renew its lease within 
this time period, the proxy provider may delete its 
copy of that device’s profile. The “AvailableSlots” 
property represents the number of profiles that the 
proxy provider is currently willing to accept for 
hosting. A value of zero indicates that the proxy 
provider is not accepting profiles. 

Table 2. Laser printer context profile
Property Name Value

UniqueName Conference Room Printer

DeviceType Laser Printer

Owner IT Department

Location Conference Room

HasDisplayScreen True

CanPrintInColour False

IsOnline True

PaperRemaining 506
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Figure 8. Proxy provider state sequence

Figure 9. Proxied device state sequence

Figure 10. Laser printer device schema with ProxyProvider

 
Go OfflineGo Offline

Context Profile 
Received Lease 

Renewal 
Request 
Received Lease Expired / Delete Profile 

Request Received  

Initialize Not 
Proxying 

Proxying 

 

Renew  
Lease 

(Succeeds) 

Renew Lease 
(Fails) 

Leave Region 
(Delete Profile from 

Proxy Provider) 

Send Context 
Profile to 
Provider 

Discover/Select 
Proxy Provider 

Enter 
Region 

Not 
Proxied 

Provider 
Selected 

Proxied 



  ���

An Adaptable Context Management Framework for Pervasive Computing

Each instance of the “ProxiedProfile” sequence 
contains a single proxied context profile. The 
sequence has a lower cardinality of zero and an 
unbounded upper cardinality which means in 
schema terms that “ProxyProvider” may contain 
zero or more instances of “ProxiedProfile” at any 
given time. “ProxiedProfile” in turn contains 
one property declaration, “DeviceEPR”, and one 
XML sequence declaration, “DeviceProperties”. 
“DeviceProperties” represents the proxied profile 
itself, and “DeviceEPR” represents the EPR of the 
device to which the profile belongs. 

“DeviceProperties” contains a set of domain-
specific properties which must match those 
found in the proxy provider’s “PervasiveDevice” 
device-type declaration. These properties are 
ultimately derived from the domain ontology 
as with all devices. Device-specific properties 
are not included because they typically change 
more frequently and are intended to be accessed 
directly rather than via proxy. Domain-specific 
properties provide client devices with sufficient 
information to facilitate device selection. Since 
domain-specific properties are not proxied, there 
is no need to proxy device schemas.

A proxied device must implement some 
means of discovering and selecting a suitable 
proxy provider in order to satisfy cases where 
there is more than one proxy provider available 
on the network. This is left as an implementation 
decision at the device level. Typically the proxied 
device will use a selection algorithm to choose 
a proxy provider after discovering all available 
devices and retrieving their schemas in order to 
identify which ones support the “ProxyProvider” 

device-type. An example of a simple algorithm is 
to select the first available proxy provider. 

The process of discovering and acquiring the 
context profiles of proxied devices is somewhat 
different than that of normal devices. For each dis-
covered device that includes the “ProxyProvider” 
device-type in its schema, the client retrieves the 
“ProxiedProfile” sequence using the Request 
Properties function. This proxy provider responds 
by returning any proxied context profiles it is host-
ing as well as their associated device EPRs.

The state transitions shown in Figures 8 and 9 
are the result of the execution of functions provided 
by the proxy provider role. The functions, which 
are summarized in Table 3, are as follows:

1.	 Send	 Pro. le: After a proxy provider is 
selected and its “LeaseMinutes” and “Avail-
ableSlots” properties are determined using 
the server role functions, a device can use 
the Send Profile operation to transfer its EPR 
and context profile to the proxy provider.

2. Renew Lease: A proxied device must peri-
odically renew its lease with a proxy provider 
in order to keep its context profile at the 
provider. Failure to renew a lease results in 
the eventual removal of the profile.

3.	 Delete	Profile: A proxied device can explic-
itly remove its profile from a Proxy provider 
by sending its EPR.

Under normal circumstances, a proxied device 
will request its proxied context profile to be deleted 
before leaving a region or becoming unavailable. 
However, in the event of a communication error 

Table 3. Context proxy service functions

Function Parameters Description

Send Profile DeviceEPR, {ContextProfile} Transfer EPR and profile to proxy provider

Renew Lease DeviceEPR Request renewal of proxied profile lease

Delete Profile DeviceEPR Remove profile from proxy provider
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or device failure, the proxy provider may never 
receive a deletion request. The profile retention 
policy resolves this situation using a timed lease 
technique. A proxy provider retains a proxied 
profile as long as it continues to receive renewal 
requests from the proxied device within the 
amount of time specified by the “LeaseMinutes” 
property. If a proxy provider does not receive an 
update request within the specified time then it 
assumes that the proxied device has either become 
unavailable or no longer requires its services. In 
the event that a proxy provider becomes unavail-
able, any associated proxied devices detect the 
situation with their next lease renewal and then 
select a new proxy provider.

implement ation

In order to implement our framework, we define 
a set of mappings between ACMF and the Web 
Services Distributed Management Standard 
(WSDM) (Bullard & Vambenepe, 2006), which 
allows our framework to be implemented using 
an existing WSDM-based middleware platform. 

We use Apache Muse (Apache Software Founda-
tion, 2007) in this work. We therefore begin this 
section of the chapter with a brief introduction 
to WSDM. We then outline the mappings from 
ACMF to WSDM and finally discuss a proof-of-
concept simulation of our framework. 

wsdm

WSDM supports remote manageability for 
networked resources by providing a universal 
management interface for any type of resource. 
It is built around the concept of a “Manageable 
Resource” (MR), which is a logical entity that 
represents a real-world resource in a standard-
ized form that can be exposed to external entities 
(Bullard & Vambenepe, 2006). The WS-Resource 
specification (Graham, Karmarker,  Mischkinsky, 
Robinson & Sedukhin, 2006) composes a resource 
and a basic Web service. WSDM in turn adds a 
manageability interface, resulting in a Manageable 
Resource which is accessed through a WSDM 
endpoint. Figure 11 illustrates how a typical 
real-world resource such as a laser printer can be 
represented as a Manageable Resource which is 

Figure 11. Laser printer represented as a manageable resource
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in turn accessed by a WSDM client (also referred 
to as a “Manageability Consumer”).

WSDM Manageable Resources support a 
high-level facility called Manageability Capabili-
ties which are composed of Resource Properties, 
Operations, and Management Events. Resource 
Properties are abstracted representations of 
attributes typically belonging to whatever real-
world resource is being managed. Operations are 
commands that invoke specific functions on the 
resource. Management Events are asynchronous 
notifications that resources can generate on their 
own, as opposed to relying on Manageability 
Consumers to request the information. They are 
defined using Topics, which associate resource 
state changes to the generation of notification 
messages. 

All of the above elements are defined for a 
Manageable Resource using four XML-based 
document types, namely the WSDL (Web Services 
Description Language) document, the Resource 
Properties Schema document, the Resource Meta-
data Descriptor document and the TopicSpace 
document. The WSDL document is an XML 
instance document that describes the services 
offered by a WSDM Manageable Resource. It is 
the top-level document and includes references 
to the Resource Properties Schema document 
and Resource Metadata Descriptor document. 
A Manageable Resource’s Operations are also 
declared in the WSDL document. The Resource 
Properties Schema document is an XML Schema 
document (XSD) that provides the Resource Prop-
erty declarations for a Manageable Resource. The 
Resource Metadata Descriptor document is an 
XML instance document that is used to declare 
static metadata information that Manageability 
Consumers can use to determine the semantics of 
a Manageable Resource’s capabilities. The Topic-
Space document is an XML instance document 
that is used to declare a Manageable Resource’s 
available Topics.

Manageability Capabilities are sets of Re-
source Properties, Operations and Management 

Events (specified as Topics, and hereafter referred 
to as “Events”). They are used to define grouped 
representations of related functions. WSDM 
includes predefined Manageability Capabilities, 
such as the “Identity” capability, which is required 
for all manageable resources. Developers can also 
create their own custom Manageability Capa-
bilities. Resource Properties primarily reflect the 
state of the real-world resource being managed.  
Operations are used to invoke functions on the 
real-world resource being managed. Operations 
are defined as MEPs including an input message 
(request), output message (response) and fault 
message (in case the Operation does not complete 
as expected). Events, which provide notification of 
specific occurrences taking place on a Manageable 
Resource, are defined in terms of Topics, Opera-
tions and MEPs. Events provide a “push” style 
information exchange that is not available directly 
via Resource Properties or Operations.

mapping a Cmf  to wsdm

In order to map ACMF to WSDM we define two 
sets of mappings. One set maps our context model 
to the WSDM Manageable Resource (MR). The 
other set maps our context-exchange protocols to 
WSDM Operations. Domain ontologies are not 
directly mapped because there is no suitable cor-
responding WSDM component. The framework 
does not generally require domain ontologies to be 
accessible as they are only needed when creating 
new devices and can be made available to design-
ers through application-specific means.

A WSDM MR is specified using a WSDL 
document, a Resource Properties Schema (RPS) 
document, a Resource Metadata Descriptor 
(RMD) document and a TopicSpace document. 
WSDM Resource Properties are declared in the 
RPS document, and Topics are declared in the 
TopicSpace document. Manageability Capabilities 
are associated with Resource Properties in the 
RMD document. The WSDL document specifies 
the Web service interface used to access the MR 
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and includes several standard definitions as well 
as references which tie in the other three WSDM 
MR documents.

These documents can be derived from an 
ACMF device schema using templates we describe 
elsewhere (Zebedee, 2008). The ACMF device 
schema is used to specify a WSDM MR by map-
ping to the four MR documents. Specifically,

1.   Each ACMF device-type is mapped to a 
WSDM Manageability Capability CMW. 
MC’s are defined through a series of steps 
described in Section 2.8 of the WSDM 
MUWS Primer (Oasis, 2006). The principal 
steps in this process that are relevant for this 
chapter are: 
a. The MC is given a URI so that it can 

be identified. The URI is then added as 
an instance value of the MR’s Manage-
abilityCapability Resource Property. 

b. All Resource Properties to be asso-
ciated with the MC are declared as 
elements in a schema document (our 
schema documents containing related 
properties are used here)

c. A topic must be created in the Topics 
Topic for events related to the MC. 

d. Entries are added to the RMD docu-
ment to associate each Resource Prop-
erty with the MC.

2.   Each ACMF device property maps to a 
WSDM Resource Property. If a device 
property is subscribable, it maps to a WSDM 
Topic as well.

ACMF device properties are grouped by 
device-type when mapped to WSDM Resource 
Properties. Before being referenced in the RPS 
document, each group of properties is first mapped 
to its own separate XML Schema document hav-
ing a namespace which reflects the corresponding 
device-type name (step 1.b above). For example, 
the “LaserPrinter” contains two device-types 
(“PervasiveDevice” and “LaserPrinter”) and 

thus has two groups of properties which map to 
two separate Schema documents. We preserve 
our Resource Property groupings by defining a 
Manageability Capability for each group.

The RPS document contains a single Resource 
Property declaration which references all of the 
device properties declared in the other schema 
documents, thereby consolidating them into a 
single document. The namespace of the RPS docu-
ment matches the namespace of the MR itself. 

The documents produced by the mapping 
for the “LaserPrinter” device from our “Com-
puterScienceBuilding” example are given in 
Appendix B.

Device context profiles (device schema in-
stances) are represented in WSDM using the 
Resource Properties document that is produced 
by instantiating the resource properties schema 
document. A sample “LaserPrinter” Resource 
Properties document is included in Appendix 
B.

The mapping of local context service functions 
to WSDM operations is summarized in Table 4. 
The “Discover Device” operation is implemented 
using the facilities of the underlying network and 
so is not mapped to a WSDM operation. The “Re-
quest Device Schema” operation is implemented 
by simply accessing schemas directly via their 
URIs. The other two local context service func-
tions map directly to WSDM operations. The 
functions provided by the context proxy service do 

Table 4. Mappings between local context service 
functions and WSDM Operations

Local Context Service Function WSDM Operation

Discover Device n/a

Request Device Schema n/a

Request Properties G e t M u l t i p l e R e -

sourceProperties

Subscribe To Properties Subscribe
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not map to any corresponding WSDM operations 
and so must also be implemented separately.

simulation

We developed a simulation of an Adaptable 
Context Management Environment (ACME) as 
a proof-of-concept implementation of our frame-
work. The structure of the simulated ACME is 
illustrated in Figure 12. The context management 
system is implemented within the simulation using 
WSDM and the mappings discussed above. The 
simulation is includes a MANET network environ-
ment simulator and pervasive device simulators 
for both the server and client roles. Details of the 
ACME simulation and its evaluation are provided 
elsewhere (Zebedee, 2008). 

Our ACMF is designed to work with any 
MANET implementation (such as Zeroconf) 
that provides a self-configuring TCP/IP network. 
It is also possible to use the framework with a 
simulated MANET environment. This can be 
accomplished by using a TCP/IP network and 
a DHCP server combined with some means of 
managing the WSDM EPRs of devices available 

on the network. We specifically use a Web service 
with a predetermined EPR to maintain a database 
of EPRs for all connected devices.

Each simulated server is a WSDM MR imple-
mented using Apache Muse Version 2.2.0. These 
MRs respond to requests from clients, behaving 
as if they were implemented on actual physi-
cal devices. Each MR has a GUI interface that 
provides real-time information about its current 
state. The ACME simulation includes three simu-
lated servers: “DataProjector”, “LaserPrinter” 
and “SmartThermostat”. The “LaserPrinter” 
simulated server supports the “ProxyProvider” 
role and is thus able to manage other devices’ 
context profiles.

The simulated client is a Java program that 
interacts with the simulated servers. It is meant 
to represent a PDA featuring an interactive GUI 
interface that demonstrates device discovery and 
context information retrieval. The simulated client 
also has the ability to make changes to the property 
values on other devices. For example, the client 
can operate the data projector’s lamp by modifying 
its “LampActive” Resource Property value. 

Figure 12. Structure of ACME simulation 
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f uture t rends

As the trend toward ubiquitous computing contin-
ues context models and management frameworks 
will continue to advance and improve. Eventually 
we expect to see the convergence of these designs 
to a small number of universally accepted stan-
dards, much like what has happened with other 
technologies such as the Internet and World Wide 
Web. Only then will it be possible to fully enable 
context management on a larger scale across 
disparate systems and environments.

The notion of context has up till now been 
limited in scope and has focused on simple 
properties like location. As more sophisticated 
facilities for context management are developed 
we expect to see context encompass a wider range 
of concepts and data. Context will become more 
structured and context models will have to be 
expanded to accommodate the added complex-
ity. Context will be viewed on the same level as 
application data and data queries will encompass 
both types of data.

Devices need to fade into the background in a 
pervasive computing environment. We therefore 
expect the autonomic computing paradigm to play 
an increasingly important role in these environ-
ments. Autonomic devices will have the ability to 
act on their own given high level guidance from 
their users. They will also be able to detect and 
adapt to changes in their environment.

The progression of embedding computing 
into our daily lives will necessitate the need for 
systems to actively handle and share ever-increas-
ing amounts of sensitive information about our 
environments and the people that occupy them. 
As issues of security and privacy have already 
begun to surface in environments where comput-
ing systems are empowered with our personal 
data, ubiquitous systems will further the notion. 
Standards will need to be established that define 
strict parameters governing how personal data is 
processed and exactly what information is consid-
ered “public” or “free”. The importance of such 

standards will increase as data-sharing scopes 
widen among the technologies rapidly becoming 
embedded into our environments.

summar y

Pervasive computing environments that are made 
up of hundreds of devices and within which in-
telligent devices interact in the background on 
behalf of their users will soon become common-
place. Context-awareness is a key property that 
differentiates pervasive computing applications 
from the more traditional applications. A device 
is context-aware if it is able to adapt its behaviour 
to the current context. 

In this chapter we argue that a context 
management system that is able to support the 
automatic discovery, retrieval and exchange of 
context information by devices while accom-
modating the variation and heterogeneity present 
in a pervasive computing environment is needed 
to provide context-awareness. An adaptable and 
robust context management framework, called 
the Adaptable Context Management Framework 
(ACMF), is presented.

ACMF employs a novel approach to context 
management that allows a device to store its con-
text information locally or to use another device 
as a proxy for maintaining its context when the 
device has limited resources. We define context 
exchange protocols to accommodate the variety 
of changes possible in the pervasive environment. 
These protocols enable ACMF to automatically 
adapt to changes in the environment. 

We describe how ACMF can be mapped 
to the WSDM standard in order to produce a 
Web service based implementation of a context 
management system. This prototype is robust 
in that it can be used across disparate devices, 
software platforms and physical environments. 
It is also, to the best of our knowledge, the first 
implementation of a context management system 
based on standards. 
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ACMF enhances the usability of context-
aware applications in two ways. First, the auto-
matic adaptation of ACMF insulates users from 
the frequent changes in context experienced by 
pervasive devices. Second, the standards-based 
implementation of ACMF allows it to be used 
across heterogeneous platforms.

Some possible directions for future research 
on ACMF include the following. First, we plan to 
look at extending our context model to incorporate 
entities beyond devices. The context model in 
PersonisAD, for example, explores the model-
ing of people and places in addition to devices. 
Second, while ACMF provides a solid foundation 
for context management, practical applications 
require inclusion of security standards. Future 
work will investigate the use of policies or other 
mechanisms for security integration. Third, our 
current prototype implementation of ACMF is in 
a simulated environment using a proven standard 
(WSDM) and middleware platform (Muse). The 
next logical step is to move this implementation 
outside the laboratory and into the real world. 
Future work will involve creating an ontology to 
represent a real-world environment and program-
ming devices with WSDM-capable middleware 
to support our current prototype.
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a ppendix a

master domain o ntology schema document

<xs:schema xmlns:xs=”http://www.w�.org/�00�/XMLSchema”
 xmlns=”http://www.cs.queensu.ca/OntologySchema”
 targetNamespace=”http://www.cs.queensu.ca/OntologySchema”
 xmlns:meta=”http://www.cs.queensu.ca/MetadataSchema”
 elementFormDefault=”quali. ed” attributeFormDefault=”unqualified”>

 <xs:annotation>
  <xs:documentation xml:lang=”en”>
   Schema for Creating Context-Managed Environment Ontologies
   Created by Jared A. Zebedee (�00�)
  </xs:documentation>
 </xs:annotation>

 <xs:import namespace=”http://www.w�.org/�00�/XMLSchema”
 schemaLocation=”http://www.w�.org/�00�/XMLSchema.xsd”/>
 
 <xs:import namespace=”http://www.cs.queensu.ca/MetadataSchema”
 schemaLocation=”http://www.cs.queensu.ca/MetadataSchema.xsd”/>

 <xs:simpleType name=»propertyType»>
  <xs:restriction base=»xs:string»>
   <xs:enumeration value=»boolean»/>
   <xs:enumeration value=»integer»/>
   <xs:enumeration value=»string»/>
  </xs:restriction>
 </xs:simpleType>

 <xs:element name=»Ontology»>
  <xs:complexType>
   <xs:sequence>
    <xs:element name=»Domain» type=»xs:string»/>
    <xs:element name=»Region» type=»xs:string» maxOccurs=»unbounded»/>
    <xs:element name=»DeviceType» maxOccurs=»unbounded»>
     <xs:complexType>
      <xs:sequence>
       <xs:element name=»Property» 
maxOccurs=»unbounded»>
        <xs:complexType>
         <xs:attribute name=»name» type=»xs:
string» use=»required»/>
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         <xs:attribute name=»dataType» 
type=»propertyType» use=»required»/>
<xs:attribute name=”mutable” type=”xs:boolean” use=”required”/> 
      <xs:attribute name=»subscribable» type=»xs:boolean» use=»optional» 
             default=»false»/> 
      <xs:attribute name=»ValidStringValues» type=»meta:stringList» 
             use=»optional»/> 
      <xs:attribute name=»ValidIntegerValues» type=»meta:integerList» 
             use=»optional»/> 
      <xs:attribute name=»minOccurrence» type=»xs:nonNegativeInteger» 
              use=»optional» default=»�»/>     
      <xs:attribute name=»maxOccurrence» type=»xs:allNNI» use=»optional» 
            default=»�»/>
        </xs:complexType>
       </xs:element>
      </xs:sequence>
      <xs:attribute name=»name» type=»xs:string» use=»required»/>
     </xs:complexType>
    </xs:element>
   </xs:sequence>
  </xs:complexType>
 </xs:element>
</xs:schema>
ComputerScienceBuilding Ontology XML Instance Document

<Ontology xmlns:xsi=»http://www.w�.org/�00�/XMLSchema-instance»
xsi:schemaLocation=»http://www.cs.queensu.ca/OntologySchema http://www.cs.queensu.ca/OntologySchema.
xsd»
xmlns=»http://www.cs.queensu.ca/OntologySchema»
elementFormDefault=»qualified» attributeFormDefault=»unqualified»>

 <!-- Domain Definition -->
 <Domain>ComputerScienceBuilding</Domain>

 <!-- Region Definitions -->
 <Region>Conference Room</Region>
 <Region>Lecture Hall</Region>
 <Region>Main Office</Region>
 <Region>Lab</Region>

 <!-- PervasiveDevice DeviceType Definition -->
 <DeviceType name=»PervasiveDevice»>
  <Property name=»UniqueName» dataType=»string» mutable=»false»/>
  <Property name=»DeviceType» dataType=»string» mutable=»false» ValidStringValues=»Data_Projec-
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tor Laser_Printer PDA Smart_Thermostat»/>
  <Property name=»Owner» dataType=»string» mutable=»true»/>
  <Property name=»Location» dataType=»string» subscribable=»true» mutable=»true» ValidStringValue
s=»Conference_Room Lecture_Hall Main_Office Lab»/>
  <Property name=»HasDisplayScreen» dataType=»boolean» mutable=»false»/>
 </DeviceType>

 <!-- DataProjector DeviceType Definition -->
 <DeviceType name=»DataProjector»>
  <Property name=»LampActive» dataType=»boolean» mutable=»true»/>
  <Property name=»SlidesLoaded» dataType=»boolean» mutable=»false»/>
  <Property name=»SlideNumber» dataType=»integer» mutable=»false»/>
 </DeviceType>

 <!-- LaserPrinter DeviceType Definition -->
 <DeviceType name=»LaserPrinter»>
  <Property name=»CanPrintInColour» dataType=»boolean» mutable=»false»/>
  <Property name=»IsOnline» dataType=»boolean» mutable=»true»/>
  <Property name=»PaperRemaining» dataType=»integer» mutable=»true»/>
 </DeviceType>

 <!-- PDA DeviceType Definition -->
 <DeviceType name=”PDA”>
  <Property name=»BacklightActive» dataType=»boolean» mutable=»true»/>
  <Property name=»BatteryLevel» dataType=»integer» mutable=»true»/>
  <Property name=»LowBattery» dataType=»boolean» mutable=»true»/>
 </DeviceType>

 <!-- SmartThermostat DeviceType Definition -->
 <DeviceType name=»SmartThermostat»>
  <Property name=»CurrentTemperature» dataType=»integer» mutable=»true»/>
  <Property name=»TemperatureSetting» dataType=»integer» mutable=»true»/>
  <Property name=»IsCelcius» dataType=»boolean» mutable=»true»/>
 </DeviceType>
</Ontology>

metadata schema document 
(used by o ntology and device schemas)

<xsd:schema xmlns:xsd=”http://www.w�.org/�00�/XMLSchema”
 xmlns=”http://www.cs.queensu.ca/MetadataSchema”
 targetNamespace=”http://www.cs.queensu.ca/MetadataSchema”
 elementFormDefault=“qualified“ attributeFormDefault=“unqualified“>>
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 <xsd:simpleType name=“stringList“>
  <xsd:list itemType=“xsd:string“/>
 </xsd:simpleType>

 <xsd:simpleType name=“integerList“>
  <xsd:list itemType=“xsd:integer“/>
 </xsd:simpleType>

 <xsd:attribute name=“mutable“ type=“xsd:boolean“/>
 <xsd:attribute name=“subscribable“ type=“xsd:boolean“/>
 <xsd:attribute name=“ValidStringValues“ type=“stringList“/>
 <xsd:attribute name=“ValidIntegerValues“ type=“integerList“/>
</xsd:schema>

Computersciencebuilding prose description document

The ComputerScienceBuilding domain represents a hypothetical university computer science build-
ing comprised of one floor containing four device-types and four regions (rooms). The device types 
are Data Projector, Laser Printer, PDA and Smart Thermostat. The regions are Conference Room, 
Lecture Hall, Main Office and Lab. The building floor plan is illustrated in Figure A.1.

 

 
Conference 
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Lecture Hall 

 
 

Lab 

 
Main Office 

Figure A.1 ComputerScienceBuilding floor plan

l aser printer device schema document

<xs:schema xmlns:xs=”http://www.w�.org/�00�/XMLSchema”
xmlns:meta=”http://www.cs.queensu.ca/MetadataSchema”
xmlns=”http://www.cs.queensu.ca/ComputerScienceBuilding/LaserPrinterDevice”
targetNamespace=”http://www.cs.queensu.ca/ComputerScienceBuilding/LaserPrinterDevice”
elementFormDefault=“qualified“ attributeFormDefault=“unqualified“>
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 <xs:annotation>
  <xs:documentation xml:lang=”en”>
   Laser Printer Device Schema
   Created by Jared A. Zebedee (�00�)
  </xs:documentation>
 </xs:annotation>

 <xs:import namespace=”http://www.cs.queensu.ca/MetadataSchema” schemaLocation=”http://www.
cs.queensu.ca/MetadataSchema.xsd”/>

 <!-- Top-level Pervasive Device Definition -->
 <xs:element name=»Device»>
  <xs:complexType>
   <xs:sequence>

    <!-- PervasiveDevice device-type (required) -->
    <xs:element name=»PervasiveDevice»>
     <xs:complexType>
      <xs:sequence>
       <xs:element name=»UniqueName» type=»xs:string» 
meta:mutable=»false»/>
       <xs:element name=»DeviceType» type=»xs:string» meta:
mutable=»false» meta:ValidStringValues=»Laser_Printer»/>
       <xs:element name=»Owner» type=»xs:string» meta:
mutable=»true»/>
       <xs:element name=»Location» type=»xs:string» meta:
mutable=»true» meta:subscribable=»true» meta:ValidStringValues=»Conference_Room Lecture_Hall Main_Of-
fice Lab»/>
       <xs:element name=»HasDisplayScreen» type=»xs:bool-
ean» meta:mutable=»false»/>
      </xs:sequence>
     </xs:complexType>
    </xs:element>
    <!-- /PervasiveDevice -->

    <!-- LaserPrinter Device Definition -->
    <xs:element name=”LaserPrinter”>
     <xs:complexType>
      <xs:sequence>
       <xs:element name=”CanPrintInColour” type=”xs:boolean” 
meta:mutable=”false”/>
       <xs:element name=»IsOnline» type=»xs:boolean» meta:
mutable=»true»/>
       <xs:element name=»PaperRemaining» type=»xs:integer» 
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meta:mutable=»true»/>
      </xs:sequence>
     </xs:complexType>
    </xs:element>
    <!-- /LaserPrinter -->
   </xs:sequence>
  </xs:complexType>
 </xs:element>
 <!-- /Device -->
</xs:schema>
Laser Printer Context Profile XML Instance Document

<Device xmlns:xsi=»http://www.w�.org/�00�/XMLSchema-instance»
xsi:schemaLocation=»http://www.cs.queensu.ca/ComputerScienceBuilding/LaserPrinterDevice http://www.
cs.queensu.ca/ComputerScienceBuilding/LaserPrinterDevice.xsd»
xmlns=»http://www.cs.queensu.ca/ComputerScienceBuilding/LaserPrinterDevice»
elementFormDefault=»qualified» attributeFormDefault=»unqualified»>

 <PervasiveDevice>
  <UniqueName>Conference Room Printer</UniqueName>
  <DeviceType>Laser Printer</DeviceType>
  <Owner>Conference Room Manager</Owner>
  <Location>Conference Room</Location>
  <HasDisplayScreen>true</HasDisplayScreen>
 </PervasiveDevice>

 <LaserPrinter>
  <CanPrintInColour>true</CanPrintInColour>
  <IsOnline>true</IsOnline>
  <PaperRemaining>�00</PaperRemaining>
 </LaserPrinter>

</Device>
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a ppendix b

Computersciencebuilding wsdm  mr  documents

LaserPrinter WSDL Document

Note: In order to conserve space, we have included only the resource-specific schema references 
here. The complete specification is given elsewhere [17].

LaserPrinterDevice.wsdl:
<wsdl:definitions targetNamespace=”{domain namespace}/{device name}”
xmlns:tns=”{domain namespace}/{device name}”
xmlns=”http://schemas.xmlsoap.org/wsdl/”
xmlns:wsa=”http://www.w�.org/�00�/0�/addressing”
xmlns:wsdl=”http://schemas.xmlsoap.org/wsdl/”
xmlns:wsdl-soap=”http://schemas.xmlsoap.org/wsdl/soap/”
xmlns:xsd=”http://www.w�.org/�00�/XMLSchema”
xmlns:wsx=”http://schemas.xmlsoap.org/ws/�00�/0�/mex”
xmlns:wsrf-rp=”http://docs.oasis-open.org/wsrf/rp-�”
xmlns:wsrmd=”http://docs.oasis-open.org/wsrf/rmd-�”
xmlns:muws�=”http://docs.oasis-open.org/wsdm/muws�-�.xsd”
xmlns:muws�=”http://docs.oasis-open.org/wsdm/muws�-�.xsd”

xmlns:wsnt=”http://docs.oasis-open.org/wsn/b-�” 
xmlns:wsntw=”http://docs.oasis-open.org/wsn/bw-�” 
xmlns:wst=”http://docs.oasis-open.org/wsn/t-�” 

name=»{device name}»>

 <wsdl:types>
  {...} (refer to WSDL template)

<!-- Include Resource-Specific Schemas -->

  <xsd:schema elementFormDefault=”qualified” targetNamespace=”http://www.cs.queensu.ca/Compu-
terScienceBuilding/LaserPrinterDeviceTopicSpace”>
   <xsd:include schemaLocation=“LaserPrinterDevice_TopicSpace.xsd“ />
  </xsd:schema>
  <xsd:schema elementFormDefault=”qualified” targetNamespace=”http://www.cs.queensu.ca/Compu-
terScienceBuilding/PervasiveDevice”>
   <xsd:include schemaLocation=“PervasiveDevice.xsd“ />
  </xsd:schema>
  <xsd:schema elementFormDefault=”qualified” targetNamespace=”http://www.cs.queensu.ca/Compu-
terScienceBuilding/LaserPrinter”>



���  

An Adaptable Context Management Framework for Pervasive Computing

   <xsd:include schemaLocation=”LaserPrinter.xsd” />
  </xsd:schema>
  <xsd:schema elementFormDefault=”qualified” targetNamespace=”http://www.cs.queensu.ca/Compu-
terScienceBuilding/LaserPrinterDevice”>
   <xsd:include schemaLocation=“LaserPrinterDevice_RPS.xsd“ />
  </xsd:schema>
 </wsdl:types>

{...} 

</wsdl:definitions>

l aserprinter schema documents

Note : The LaserPrinter device has a total of three schema documents as shown.

PervasiveDevice.xsd :

<schema targetNamespace=”http://www.cs.queensu.ca/ComputerScienceBuilding/PervasiveDevice” 
xmlns=”http://www.w�.org/�00�/XMLSchema”>
 <element name=”UniqueName” type=”string”/>
 <element name=”DeviceType” type=”string”/>
 <element name=”Owner” type=”string”/>
 <element name=”Location” type=”string”/>
 <element name=”HasDisplayScreen” type=”boolean”/>
</schema>

LaserPrinter.xsd:

<schema targetNamespace=“http://www.cs.queensu.ca/ComputerScienceBuilding/LaserPrinter“ xmlns=“http://
www.w�.org/�00�/XMLSchema“>
 <element name=“CanPrintInColour“ type=“xs:boolean“/>
 <element name=“IsOnline“ type=“xs:boolean“/>
 <element name=“PaperRemaining“ type=“xs:int“/>
</schema>

LaserPrinterDevice_RPS.xsd :

<xsd:schema targetNamespace=“http://www.cs.queensu.ca/ComputerScienceBuilding/LaserPrinterDevice“
 xmlns:tns=“http://www.cs.queensu.ca/ComputerScienceBuilding/LaserPrinterDevice“
 xmlns:xsd=“http://www.w�.org/�00�/XMLSchema“
 xmlns:wsrf-rp=“http://docs.oasis-open.org/wsrf/rp-�“
 xmlns:muws�=“http://docs.oasis-open.org/wsdm/muws�-�.xsd“
 xmlns:muws�=“http://docs.oasis-open.org/wsdm/muws�-�.xsd“
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 xmlns:context=“http://www.cs.queensu.ca/ComputerScienceBuilding/PervasiveDevice“
 xmlns:laserprinter=“http://www.cs.queensu.ca/ComputerScienceBuilding/LaserPrinter“

 xmlns:wsnt=“http://docs.oasis-open.org/wsn/b-�“ 
 xmlns:wsntw=“http://docs.oasis-open.org/wsn/bw-�“ 
 xmlns:wst=“http://docs.oasis-open.org/wsn/t-�“> 
 
 <!-- Import schemas for PervasiveDevice and LaserPrinter device-types -->

 <!-- Resource Properties Document Element Declarations -->                    
 <xsd:element name=»LaserPrinterDeviceResourceProperties»>
   <xsd:complexType>
   <xsd:sequence>
    <!-- Must be specified for all MRs -->
    <xsd:element ref=»wsrf-rp:QueryExpressionDialect» minOccurs=»0» 
maxOccurs=»unbounded» />
    <xsd:element ref=»muws�:ResourceId»/>
    <xsd:element ref=»muws�:ManageabilityCapability» minOccurs=»0» 
maxOccurs=»unbounded» />
    <xsd:element ref=»muws�:OperationalStatus»/>

    <!-- Must be specified if topics are supported -->
    <xsd:element ref=»wsnt:FixedTopicSet»/>
    <xsd:element ref=»wst:TopicSet» minOccurs=»0»/>
    <xsd:element ref=»wsnt:TopicExpression» minOccurs=»0» 
maxOccurs=»unbounded»/>
    <xsd:element ref=»wsnt:TopicExpressionDialect» minOccurs=»0» 
maxOccurs=»unbounded»/>

    <!-- PervasiveDevice Capability Properties -->
    <xsd:element ref=»context:UniqueName»/>
    <xsd:element ref=»context:DeviceType»/>
    <xsd:element ref=»context:Owner»/>
    <xsd:element ref=»context:Location»/>
    <xsd:element ref=»context:HasDisplayScreen»/>

    <!-- LaserPrinter Capability Properties -->
    <xsd:element ref=»laserprinter:CanPrintInColour»/>
    <xsd:element ref=»laserprinter:IsOnline»/>
    <xsd:element ref=»laserprinter:PaperRemaining»/>
   </xsd:sequence>
  </xsd:complexType>
 </xsd:element>
</xsd:schema>
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LaserPrinter RMD Document

<Definitions xmlns=”http://docs.oasis-open.org/wsrf/rmd-1”>
 <MetadataDescriptor xmlns:wsrl=”http://docs.oasis-open.org/wsrf/rl-�” 
 xmlns:muws�=”http://docs.oasis-open.org/wsdm/muws�-�.xsd” 
 xmlns:muws�=”http://docs.oasis-open.org/wsdm/muws�-�.xsd” 
 xmlns:wsnt=”http://docs.oasis-open.org/wsn/b-�” 
 xmlns:wst=”http://docs.oasis-open.org/wsn/t-�”
 xmlns:xsd=”http://www.w�.org/�00�/XMLSchema” 
                         xmlns:myns=”http://www.cs.queensu.ca/ComputerScienceBuilding/LaserPrin 
terDevice” 
                         xmlns:pervasive=”http://www.cs.queensu.ca/ComputerScienceBuilding/Perv
asiveDevice”
                         xmlns:laserprinter=”http://www.cs.queensu.ca/ComputerScienceBuilding/LaserPrinter”

 name=”LaserPrinterMetadataDescriptor” 
interface=”myns:LaserPrinterPortType” 
                      wsdlLocation=”http://www.cs.queensu.ca/ComputerScienceBuilding/LaserPrinterDevice 
http://www.cs.queensu.ca/ComputerScienceBuilding/LaserPrinterDevice/LaserPrinterDevice.wsdl” >

 <!-- PervasiveDevice Capability Resource Property Metadata Declarations -->
  <Property name=»pervasive:UniqueName» mutability=»mutable» modifiability=»read-only»>
   <muws�:Capability>
    http://www.cs.queensu.ca/ComputerScienceBuilding/
    PervasiveDeviceCapability
   </muws�:Capability>
  </Property>
 
  <Property name=»pervasive:DeviceType» mutability=»constant»   modifiability=»read-
only»>
   <ValidValues>
    <pervasive:DeviceType>Laser Printer</pervasive:DeviceType>
    <pervasive:DeviceType>Smart Thermostat</pervasive:DeviceType>
    <pervasive:DeviceType>PDA</pervasive:DeviceType>
   </ValidValues>

   <muws�:Capability>
    http://www.cs.queensu.ca/ComputerScienceBuilding/
    PervasiveDeviceCapability
   </muws�:Capability>
  </Property>

  <Property name=»pervasive:Owner» mutability=»mutable»
   modifiability=»read-only»>
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   <muws�:Capability>
    http://www.cs.queensu.ca/ComputerScienceBuilding/
    PervasiveDeviceCapability
   </muws�:Capability>
  </Property>

  <Property name=»pervasive:Location» mutability=»mutable» 
   modifiability=»read-only»>
   <ValidValues>
    <pervasive:Location>Boardroom</pervasive:Location>
    <pervasive:Location>Conference Room</pervasive:Location>
   </ValidValues>
   <muws�:Capability>
    http://www.cs.queensu.ca/ComputerScienceBuilding/
    PervasiveDeviceCapability
   </muws�:Capability>
  </Property>
 
  <Property name=»pervasive:HasDisplayScreen» mutability=»constant»    
modifiability=»read-only»>
   <muws�:Capability>
    http://www.cs.queensu.ca/ComputerScienceBuilding/
    PervasiveDeviceCapability
   </muws�:Capability>
  </Property>

  <!-- LaserPrinter Capability Resource Property Metadata Declarations -->

  <Property name=»laserprinter:CanPrintInColour» mutability=»mutable»   
  modifiability=»read-write»>
   <muws�:Capability>
    http://www.cs.queensu.ca/ComputerScienceBuilding/
    LaserPrinterCapability
   </muws�:Capability>
  </Property>

  <Property name=»laserprinter:IsOnline» mutability=»mutable»   
  modifiability=»read-only»>
   <muws�:Capability>
    http://www.cs.queensu.ca/ComputerScienceBuilding/
    LaserPrinterCapability
   </muws�:Capability>
  </Property>
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  <Property name=»laserprinter:PaperRemaining» mutability=»mutable» 
   modifiability=»read-write»>
   <muws�:Capability>
    http://www.cs.queensu.ca/ComputerScienceBuilding/
    LaserPrinterCapability
   </muws�:Capability>
  </Property>
    
  <Property name=»wsnt:TopicExpression» modifiability=»read-only» 
   mutability=»constant»>
   <StaticValues>
    <wsnt:TopicExpression>pervasive:Location</wsnt:TopicExpression>
   </StaticValues>
  </Property>

 </MetadataDescriptor>
</Definitions>
LaserPrinter TopicSpace Document
<wst:definitions   targetNamespace=»http://www.cs.queensu.ca/ComputerScienceBuilding/LaserPrinterDevice-
TopicSpace»
 xmlns:tns=»http://www.cs.queensu.ca/ComputerScienceBuilding/LaserPrinterDeviceTopicSpace»
 xmlns:wsrf-rp=»http://docs.oasis-open.org/wsrf/rp-�»
 xmlns:wst=»http://docs.oasis-open.org/wsn/t-�»>
 <wst:TopicSpace name=»PervasiveDeviceTopics» targetNamespace=»http://www.cs.queensu.ca/Comput-
erScienceBuilding/PervasiveDeviceTopicSpace»> 
  <wst:Topic name=»Location» messageTypes=»wsrf-rp:ResourcePropertyValueChangeNotification» />
 </wst:TopicSpace>  
</wst:definitions>
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a bstra Ct

Context is an essential element in mobile and ubiquitous computing. Users’ information needs can be 
better understood and supplied by means of context-awareness. Context data may be sensed, inferred, 
or directly input by users, and so forth, which calls for specific query mechanisms to acquire context 
information. On the other hand, traditional non-context-aware database querying techniques need to 
be re-examined, taking query context into account. In order to design effective context-aware database 
query processing mechanism, the authors survey the latest developed context-aware querying techniques 
in the data management field. They outline six ways to query context directly, and provide a categoriza-
tion about how to use context in querying traditional databases. The approaches of handling imperfect 
context in context-aware database querying are also described. They discuss some potential research 
issues to be addressed at the end of the chapter.
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introdu Ction

Mobile and ubiquitous computing refers to a 
computing environment, where computers can 
be moved and are more adaptable, personalized, 
and unobtrusive in human’s lives. To make ap-
plications in such an environment more usable 
and more effective, context has been introduced. 
Context can be any information that can be used 
to characterize the situation of an entity. An entity 
can be a person, place, or object that is considered 
relevant to the interaction between a user and an 
application, including the user and applications 
themselves (Dey & Abowd, 2000). According to 
Dey and Abowd, a system is context-aware if 
it uses context to provide relevant information 
and/or services to the user, where such relevancy 
depends on the users’ task. Context-awareness 
constitutes a prominent feature in mobile and 
ubiquitous computing. The applications of con-
text-awareness include tour guide, monitoring, 
mobile device manipulations, etc. Such applica-
tions often entail acquiring and processing a large 
mount of (possibly imperfect) context data, and 
leveraging context in decision making. Towards 
this goal, effective context-aware data manage-
ment support is needed. As querying is one of 
the most fundamental functionalities in data 
management, an understanding of how to process 
a context-aware database request enables database 
designers to choose appropriate design schemes. 
The aim of this chapter is to survey some latest 
developed techniques involved in context-aware 
database querying, and outline some research 
topics that merit further investigation.  

It is obvious that context can enhance the 
power of database querying in various ways. 
Meanwhile, context also influences the traditional 
architecture of database querying mechanism in 
many aspects. A context-aware database query 
is generally regarded as a database query, whose 
query results are influenced by the context under 
which the query is issued (Stefanidis, Pitoura, & 
Vassiliadis, 2007b). In order to deliver a context-

aware querying solution, we need to answer a 
number of questions as follows. 

Question 1: How to acquire context information, 
in particular, which mechanism will be used to 
get context information? 

Question 2: How to use the obtained context to 
process a database query? What influence does 
context impose on traditional database query-
ing?

Question 3: How to deal with imperfection of 
context information in context-aware database 
query processing?

In this chapter, we will survey some recently 
developed techniques to tackle the above ques-
tions, including context query mechanisms, con-
text-aware database querying techniques, as well 
as methods to deal with imperfect context. We also 
present some research questions and challenges 
that are worth further exploration. 

ba CKground

To start the discussion, let us first look at two 
scenarios, which may occur in a mobile and 
ubiquitous computing environment. 

Scenario 1. John is on a vocational trip and 
come to a city for the first time. He has a tour 
guide in his PDA, and the main function of this 
tour guide is to tell John where he is. When he 
wants to visit the museum, he uses the PDA to 
guide his way to museum. When he is visiting 
the museum, the PDA can provide the informa-
tion of an exhibit when he comes close to the 
exhibit. Such a function needs to request location 
context information from a GPS provider or a 
RFID system. 

The scenario involves querying context in-
formation. In many context-aware applications, 
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context information acquisition is essential and 
should be considered before using context infor-
mation. It is always necessary to provide sufficient 
support for context querying in context-aware ap-
plications because many operations and functions 
of the applications would be based on it. 

To query context data, we should first examine 
the characteristics of context data. There are many 
different kinds of context coming from diverse 
sources. Some context data are gathered from 
sensors which are often dynamic and uncertain; 
some context data are static like users’ profile 
information; and some context data are derived 
from basic data sources, e.g., to infer whether a 
person is sitting on a seat through camera and 
other sensors. Here, one particular difficulty for 
context querying lies in handling heterogeneous 
context information. Setting an effective repre-
sentation for context query requests and query 
results are thus very important, where context 
reasoning element shall also be incorporated in 
context querying. Another difficulty for query-
ing context lies in the selection and synthesis of 
different context data since there may be several 
providers for the same context information. 

Scenario 2. It is an afternoon where Mary and 
her friends are in a new place. They want to find 
a restaurant to have dinner. They submit a query 
“find a restaurant nearby” via her PDA. There 
may be many restaurants in the database and some 
of them may not suit Mary and her friends, e.g., 
the restaurant is full or the restaurant provides 
food that Mary and her friends do not like. Here, 
several kinds of context information will be used, 
such as the location of Mary and her friends, 
their food preferences, and the busy state of the 
restaurant, etc. Obviously, to help them find suit-
able restaurants for Mary and her friends, there 
needs a mechanism to integrate all these context 
data into this restaurant query. 

The second situation depicts a database query 
by leveraging context information. With the 
growth of Internet and proliferation of information 

systems, it is desirable to conceive approaches to 
facilitate database query processing, and to pro-
vide really useful information to users. Nowadays, 
mobile devices such as PDAs and smart phones 
are used widely by more and more people, and 
sensors become cheaper than before. These imply 
that context information could be easier to obtain 
and could play a role in serving users’ information 
needs. For example, query mechanisms could be 
designed to proactively provide information based 
on context change, or rank query results under 
different contexts. To do a good job, the query 
processor must know the associations between 
context information and users’ requested informa-
tion by means of semantic analysis and reasoning. 
The performance of such analysis and reasoning 
in accuracy, efficiency, and effectiveness will 
eventually influence people’s experiences in using 
context-aware database systems. 

Scenario 3. Reverting to scenario 1 and 2 
where both John and Mary rely on mobile devices 
to provide their locations. But this time, they are 
in a place where their location information that 
the devices provide are rather rough. That is, the 
devices can only identify the city where they are 
in, but cannot provide the street or the building 
they are located in. How do mobile devices ful-
fill the functions described in the previous two 
scenarios?

In a mobile and ubiquitous environment, a 
lot of context information can be exploited to 
enhance applications’ usability. For example, 
mobile devices equipped with GPS can be used 
as a collector of the location context informa-
tion of the user. Various sensors and computing 
facilities in the environment can provide such 
context information as temperature, intensity of 
light etc. However, sometimes data imperfection 
incurs difficulties in context-aware applications, 
as described in scenario 3. In addition, the mobile 
devices also have some unfavorable aspects. For 
example, the screens of the mobile devices are 
always small; network bandwidth of the mobile 
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devices are subject to variability; many mobile 
devices rely heavily on batteries’ energy, so the 
power is relatively limited (Barbará, 1999).

To take advantage of mobile and ubiquitous 
environments, and meanwhile overcome the dif-
ficulties that arise in processing context-aware 
database queries in such environments, research-
ers have contributed to propose many pragmatic 
approaches, which will be overviewed in the 
following sections.

Context -aware dat abase  
q uer ying t eChniques

Context q uerying mechanisms

Querying context information is more straightfor-
ward than using context information in database 
querying. The context information are collected 
and stored in a context database and managed by 
a context management system (CMS). The CMS 
takes care of data formats in which the underlying 
context data is captured, stored, and manipulated. 
One characteristic of CMSs in literature is that 
context information itself can be represented in 
different types of traditional databases, such as 
relational, object-oriented, and XML database, 
so that the CMS can be implemented upon a tra-
ditional database management system. Another 
characteristic of CMSs is that when the logic model 
of context information is specified, the underlying 
database management system can be transparent 
to the users. For example, a context data modeled 
by ontology can be stored in an OWL XML file 
or transformed into a relational database. 

The support of the CMS lays down a founda-
tion for context querying with various querying 
mechanisms being developed to cope with differ-
ent context data and their properties. Haghighi et 
al. made a good categorization of context query 
languages (Haghighi, Zaslavsky, & Krishnas-
wamy, 2006), where they argued that context 
query languages are “pivotal for querying con-

text and determining the way in which queries 
are expressed and what information needs to be 
obtained”. Five kinds of context query languages 
were listed in their description, including SQL-
based, graphical, XML-based, RDF-based, and 
programming-based context query language. 
We agree with the importance of context query 
languages in the whole process of context-
aware database querying, and agree with their 
categorization but making some extensions. We 
change RDF-based to Ontology-based languages 
for generality, and add a category of API-based 
context query language. By such categorization, 
we can distinguish the input from the output 
more clearly. In the following, we describe the 
six types of context querying languages, namely, 
SQL-based, XML-based, ontology-based, pro-
gramming-based, graphical, API-based context 
query language. 

SQL-Based Context Query Mechanism

SOL is widely recognized as an effective lan-
guage to access relational databases, and many 
computer users and programmers are familiar 
with the SQL language. It is natural to formu-
late context queries in an SQL-like format with 
little learning time required. Judd and Steenkiste 
(2003) gave an SQL-based solution for querying 
context. First, they modeled the context into four 
classes: device, access point, people, and space. 
Then, they identified the relationships among 
these context entities to create a relational model. 
Besides, they annotated context information with 
four meta-attributes: accuracy, confidence, update 
time, and sample interval so as to model some 
quality attributes of context information. Box 1 
illustrates a location context query example in 
an SQL-like style.

PersonLocation is a relation denoting the rela-
tionship between people and space. PersonID is 
the ID of a person in the relation PersonLocation. 
A special function of this query is to explicitly 
require the query execution time to be less than 



  ���

Context-Aware Database Querying

1 minute. The update time and accuracy require-
ment of the location data can be proposed as well. 
To improve the performance of query execution, 
Judd and Steenkiste stored the intermediate 
query results and used a query synthesizer to 
synthesize them. 

Madden and Franklin (2002) presented a 
pioneering method of querying context data from 
sensor networks. They differentiated between two 
kinds of queries: push query and pull query. For 
push query, “results are pushed from the sensors 
out toward the user, and are delivered as soon as 
they become available.” The sensor data received 
is put into an input queue, and then the data will 
pass through a filter, and will be put in the out-
put queue only when they satisfy certain query 
conditions. Yet, pull query requests data to the 

system and the system responses the request with 
results. When querying sensor data, push queries 
can be used, because the sensors transmit data 
back in a specified interval continuously. When 
querying people’s profiles, pull queries can be 
used since the context information is static. An 
example of a push query is in Box 2, in which 
the average speed of people in cars in specified 
road segments is requested. 

In Box 2 w stands for the window size when 
calculating the average people’s car speed (Mad-
den and Franklin, 2002). 

Beyond that, the authors combined push and 
pull modes in one query to make a join operation. 
For example, when discovering the average speed 
of some road segment is lower than a threshold 
value, one may want to query the incident that 

Select avg(speed, w)

From sensorReadings as s

Where s.segment ∈ knownSegments

Select avg(s.speed, w), i.description

From incidents as I
sensorReadings as s

Where i.time >= now – timeWindow

group by i.description

having speedThreshold >
(select avg(s.speed, w)
 from    sensorReadings as s
 where  i.segment = s.segment  and s.segment ∈ knownSegments)

Box 2.

Box 3.

Select Location

From PersonLocation

Where PersonID = John’s UID

Require location.updateTime within � minutes of present time
location.accuracy within �00 meters of actual location

TimeLimit � minute

Box 1.
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happened, as shown by the following query, where 
relation incidents takes the records of incidents 
that happened in the district.

To improve query performance, the Framework 
in Java for operators on remote data streams 
(Fjords) had been exploited for multiple query 
execution. The experiments have validated this 
approach. 

Here, one big concern with querying sensor 
data is power consumption of sensor nodes in 
communication. A mechanism was proposed 
where some computation such as information 
aggregation can be done on the sensor nodes, 
i.e., transmitting less data in the sensor network. 
Madden et al. (2005) studied the mechanism to 
querying sensor network, resulting in an Acqui-
sitional Query Processing (ACQP) system called 
TinyDB. In ACQP, a semantic routing tree is built 
to effectively manage the routing and processing 
queries in wireless sensor networks. Acquisitional 
issues of communication scheduling, prioritizing 
data delivery, and adapting transmission rate are 
considered. ACQP techniques can further decrease 
the energy consumption in sensor networks. 

McFadden and Henricksen (2004) further 
presented a method called CML to model con-
text. They designed a tool which can map such 
a model to relational databases automatically. 
For example, the following is the context model 
written in CML. 

CREATE PROFILED TEMPORAL FACT TYPE Per-
sonEngagedInActivity
DEPENDS(PersonLocatedAt)
(
person   personID KEY,
activity   ActivityName
)

The above code snippet creates a profiled 
temporal context type PersonEngagedInActivity, 
which has two attributes personID and Activity-
Name. This snippet in CML is mapped into SQL 
DDL language as follows.

CREATE TABLE   DSTC_PAGE_COMM.
PersonEngagedInActivity
(
person   DSTC_PACE_COMM.PersonID,
activity   DSTC_PACE_COMM.Activity-
Name,
fStartTime    TIMESTAMP,
fEndTime      TIMESTAMP,
PRIMARY   KEY(person, fstartTime)
)

We see that a special characteristic of such a 
mapping lies in the meta-data generated according 
to the type of context. It specifies corresponding 
meta-data with respect to the type of context 
information. Since PersonEngagedInActivity is 
a temporal context, its start-time fStartTime and 
end-time fEndTime are generated. It is difficult to 
unify all the meta-data that different contexts may 
have. For this reason, such a mechanism in CML 
might be useful in modeling different contexts, 
which do not have the same meta-data.

XML-Based Context Query Mechanism

This kind of context query mechanism is often 
associated with specific XML schema designed 
by system designers. Since there are tools for 
XML parsing, XML-based context queries are 
more flexible in its schema definition. 

Buchholz et al. (2004) proposed a context-
aware computing architecture, in which CIS 
(Context-aware Information Services) provides 
context information for CAS (Context-Aware 
Services). The context queries are written in an 
XML format called CoColanguage. The under-
lying model of CoColanguage is CoCoGraph, 
which is a subclass of Petri nets. One virtue of 
the model is that it can represent parallel query 
processing. In the CoColanguage, some basic 
concepts are defined, including CI-object and 
CI-factory. CI-object is a context information 
object, which for each entity describes one specific 
aspect of the entire context. CI-factory is used 
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to request a CI-object. Factory-Node is the core 
node of any CoCoGraph to represent queries. 
Operator-Node can adapt, select, or aggregate 
data. InnerGraph-Node capsules a part of the 
CoCograph, i.e. InnerGraph-Node can contain 
multiple other nodes to form a combined node. 
For example, if we want to query the location of a 
user, whose telephone number is +491789127256, 
the Factory-Node can be written as follows.

<factory_node id = “getUserLocation” class = “loca-
tion”>
 <entity class = “user”>
  < i d e n t i t y  c l a s s  =  “ p h o n e _ n u m -
ber”>+������������</identity>
 </entity>
</factory_node>

The execution of this query will return a CI-
object with requested context information in any of 
the allowed scales. It is constructed as follows.

<context_information class = “location”>
<entity class=“user”>
<identity class = “phone_number”>+������������</
identity>
</entity>
<scale class=“postal_address”>
<street> Oettingentrasse </street>
<number> �� </number>
<zipcode> �0��� </zipcode>
<city> Munich </city>
<country> Germany </country>
  </scale>
</context_information>

  Heer et al. (2003) leveraged XML to repre-
sent both queries and query results. They built a 
context-aware distributed query execution engine 
called liquid, where they explicitly addressed the 
way to handle distributed and continuous query 
processing of context data. An operator tree was 
also designed to support the query execution 
logic. Hönle et al. (2005) used XML as the query 

format to analyze the mechanism of incorporating 
meta-data of context in query processing.

Ontology-Based Context Query  
Mechanism

Ontology is suitable for concept definition and 
interoperation. Some existing ontology lan-
guages can be used to query context, such as 
RDF, DAML+OIL, and OWL. Ontology web 
language (OWL) is an extension of Resource De-
scription Framework (RDF), and is a revision of 
DAML+OIL web ontology language. Description 
Logics (DL) form the formal foundation of OWL, 
and OWL DL is correspondent to Description 
Logics. Because of the direct and close relation-
ships among RDF, DAML+OIL, DL, and OWL, 
they are all regarded as ontology-based here. 
Originally, Haghighi et al. (2006) singled out a 
kind of context query language named RDF-based 
language. Since OWL and DL are not limited to 
RDF, we coin this type of query representation 
to be ontology-based for generality.

Gu et al. (2004a; 2004c) gave an infrastruc-
ture for context-aware applications grounded on 
Open Service Gateway initiative (OSGi), which 
is an open architecture that deploys different 
services in local networks. The context informa-
tion is denoted in first order predicate calculus. 
For instance, Location (John, bathroom) denote 
that John’s location is bathroom. They designed a 
set of procedures and Application Programming 
Interfaces (APIs) to support context querying and 
context event subscription. In addition, Service-
Oriented Context-Aware Middleware (SOCAM) 
architecture was also constructed to query both 
external and internal context information. Exter-
nal context information is obtained from the local 
system, e.g., weather information from a server on 
the internet, while internal contexts are obtained 
directly from local sensors. 

The query (locatedIn John ?x) to find John’s 
location will be sent to service-locating service 
(SLS), which will first load the context ontology 
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stored in the database, and then find out the ap-
propriate context service provider that can provide 
John’s location. Query results are returned in 
OWL language. For example, a query result for 
John’s posture is

<socam:Person rdf:about = “john”>
 <socam::hasPosture 
rdf:resource = “http://lucan.ddns.comp.nus.edu.
sg/octopus
/posture#LIEDOWN”>
</socam:Person>

Because context information can be either 
low-level (e.g., raw sensor data) or high-level (e.g., 
location and activity of a person), and high-level 
context information can be inferred from low-level 
context information, Gu et al. emphasized the 
context reasoning function within their infrastruc-
ture, where context reasoning can be fulfilled in 
such two ways as ontology-based reasoning and 
user-defined rule-based reasoning. 

An ontology reasoning rule example is: 

(?a rdfs:subClassOf ?b),(?b rdfs:subClassOf ?c)→(?a 
rdfs:subClassOf ?c)

A user-defined rule example is:

(?user rdf:type Elderly) ∧ (?user locatedIn Bedroom) ∧ 
(?user hasPosture LieDown) ∧ (Bedroom doorStatus 
Closed) ∧ (Bedroom lightLevel low) → (?user status 
Sleeping) 

Perich et al. (2005) used DAML+OIL to ex-
press context queries. A context query is modeled 
as: query = (O, σ, θ, ∑ , τ), where O is a set of 
used ontologies, σ is a selection list, θ is a filtering 
statement, ∑ is the cardinality, and τ is temporal 
constraints. User profiles can be incorporated to 
improve the effectiveness of caching in query 
processing.

Furthermore, Description Logics can also be 
used as a presentation language for context to 
describe context-aware database queries under 
the specified grammar and semantics (van Bun-
ningen, 2006b), and can be easily transformed 
into other context presentation methods.

Programming-Based Context Query 
Mechanism

Some researchers designed new programming 
languages to support context queries. Cohen et 
al. (2002) proposed a programming language 
called iQL to compose context data. It can real-
ize the querying of context information, and 
directly write program to derive high-level con-
text information from low-level context data. In 
addition, it can define data types, and compose 
context data into high-level information. In iQL, 
context data sources can include active context 
sources and passive context sources. Passive 
context sources supply context data only upon 
request. Active context sources get an initiative 
signal and then push the context data in a stream 
to the subscriber. Hybrid data sources are those 
that not only supply context data upon request, 
but also push context data stream. For example, 
the following programming segment is to query 
nearby employees whose physical distances are 
not greater than a threshold. 

type Point { double x; double y; }
type EmployeeID
schema(“http://acmebadges.com/empID”);
type BadgeAd
schema(“http://acmebadges.com/badgeAd”);

boolean function withinDistance
(Point p�, Point p�, double distance) { 
double dx is p�.x - p�.x;
double dy is p�.y - p�.y;
output dx*dx + dy*dy <= distance*distance;
}
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list(EmployeeID) composer function AllNearbyEm-
ployees
(EmployeeID myID, double threshold) {

tagged(EmployeeID) myTaggedID is
input(BadgeAd ba:
ba.empID=myID && ba.tagged=“yes”);

BadgeAd myAd is myTaggedID.source;
Point myPoint is myAd.coordinates;

list(EmployeeID) nearbyIDs is
input every
( BadgeAd ba:
withinDistance
(ba.coordinates, myPoint, threshold) );

output nearbyIDs;
}

The data type Point is defined in the program, 
while data type EmployeeID and BadgeAd are 
defined in external schemas. A context composer 
function AllNearbyEmployees is implemented 
to return a list of EmployeeID, whose distance 
to myID is within the threshold, as measured by 
function withinDistance.

Graphical Context Query Mechanism

Another type of context query language is graphi-
cal-based. To query information in location-based 
applications, Rahman and Bhalla (2005) added a 
spatial condition entry to the traditional Query-
by-Example (QBE) language. It looks like rela-
tional tables, where users fill in a blank cell with 
what they know, and the program will supply 
the required information satisfying users’ query 
conditions. The spatial condition cell is used for 
the entry of geographic conditions. For instance, a 
user may query the buildings that are less than 100 
meters from the building where the user is located 
by entering their spatial condition. Polyviou et al. 
(2004) also proposed a graphical context query-

ing mechanism called query-by-browsing. The 
context information is organized in a folder-like 
hierarchy. Users can browse context information 
by clicking on the folders. The folders’ attributes 
stand for the meta-data of the context. Graphical 
representation of query and query results is more 
suitable for the users who are not system designer 
or technical person, as this kind of query languages 
may be easier for them to learn.

API-Based Context Query Mechanism

The last mechanism for context querying is to 
directly develop some specific APIs. These APIs 
can be used as libraries by existing programming 
languages, such as Java. Context information 
can be queried through prepared APIs. In SQL-
based context queries, we know that McFadden 
and Henricksen (2004) used CML to define the 
schema of context data. They in fact also used 
APIs to query context information and provided 
APIs in their context management tools. 

Comparison of different Context 
q uery mechanisms

Before comparing different context query mecha-
nisms, we need first look at what is needed by 
a system that queries context information in a 
mobile and ubiquitous environment. According 
to the context properties - “dynamic vs. static, 
continuous data streams, metadata of context (i.e. 
QoC, temporal), and spatial situations”, Haghighi 
et al. (2006) compared different context-aware 
systems in context modeling. Beyond that, we 
provide some other aspects that are important for 
executing a context query. The first is the support 
for context reasoning. The context information 
provided by sensors is often low-level raw infor-
mation, and could not satisfy a user’s need for 
high-level context information. For example, the 
sensors may only sense the number of people at a 
meeting room and the state of the projector, but 
the user may want to know whether a meeting is 
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being held at the meeting room. The second is 
the support for handling heterogeneity of context 
data. The context information provided by the 
provider may be different from what is requested 
by the target system. For example, the context 
provider may supply the context information 
through web services, say in the SOAP protocol, 
while the application may query the context in the 
format of an ontology instance stored in a context 
database. More important, suitable users should 
be considered for each query mechanism when 
building a query system. As a result, we evaluate 
different context querying mechanisms based on 
such criteria as support for context reasoning, 
support for handling context heterogeneity, and 
suitable user (Table 1).

The SQL-based context query mechanism is 
close to SQL language, and many techniques used 
here are analogues to the techniques in relational 
databases. However, little work has been done 
in the SQL-based context query mechanism to 
support context reasoning and handling context 
heterogeneity. The SQL-based mechanism is suit-
able for both system developers and end users.

XML is a useful data format to store and ex-
change context information. So the XML-based 
mechanism can help handle the heterogeneity 

caused by network transmission. However, exist-
ing work so far provides no specific support for 
context reasoning. This mechanism is primarily 
used by system developers. To implement the 
XML-based context querying mechanism, it is 
often required to define context XML schema by 
system designers. Thus, different system design-
ers might design different schemas, hindering the 
reuse of context schemas. 

Ontology can easily be shared by users, and 
can effectively support context reasoning. The 
heterogeneity among different ontologies can 
be handled through ontology mapping, but little 
work has been done to handle the heterogeneity 
between ontology and other context formats. 
This mechanism may be appropriate for system 
developers and end users.

The programming-based context querying 
mechanism language is efficient to express context 
composition logic. It can be primarily used by sys-
tem developers who are mastery of programming. 
The context reasoning and context heterogeneity 
handling can be achieved by the user program if 
the language is expressive enough.

The graphical-based context query mechanism 
is not expressive enough for technical profes-
sionals in some aspects, but it can give non-pro-

Context Querying 
Mechanism

Support for Context 
Reasoning

Support for Handling 
Heterogeneity 

Suitable 
User

SQL-based No specific support No specific support System developer,
end user 

XML-based No specific support Decrease heterogeneity caused 
by network transmission

System developer

Ontology-based Good reasoning support Handle heterogeneity among 
different ontologies through 
ontology mapping

System developer, 
end user

Programming-based Through User program Through User program System developer

Graphical No specific support No specific support End user

API-based No specific support No specific support System developer

Table 1. Comparisons of different context querying mechanisms
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fessionals an easy-to-use interface. No specific 
support has been provided for context reasoning 
and context heterogeneity handling.

The API-based context query mechanism is 
flexible and ad-hoc, and can be invoked in an 
embedded way. It is easier to be integrated into 
existing programs. This method may be primar-
ily used by system developers. Also no specific 
work has been done within this mechanism to 
support context reasoning and context heteroge-
neity handling.

In addition, some critical techniques are to 
be considered in representing and processing 
context queries. These techniques include repre-
senting meta-data of the context, discriminating 
push query and pull query, managing internal 
and external context sources, distributed query 
execution, and caching intermediary query re-
sults. Although not all of these context querying 
techniques are implemented in one single research 
work described previously, it would be helpful 
to extend a certain context querying mechanism 
with corresponding techniques when necessary.  
Many query execution mechanisms in context 
querying are generally based on existing data-
base techniques. For space reason, the chapter 
introduces each kind of context query only in a 
brief manner. As for the specific implementation 
details, interested readers may refer to the cor-
responding literature.

effect of Context upon t raditional 
database q uery processing

After acquiring context information, another im-
portant job for context-aware database querying is 
to examine the context’s influence upon traditional 
database query processing. An investigation of 
the effect of context on the traditional database 
querying will help application designers uncover 
the most effective way to use context in their ap-
plications. According to different functionalities 
of context, Feng et al. presented five strategies 
to take context into account (Feng, Apers, & 

Jonker, 2004). They are: 1) context as present 
on-the-spot query condition; 2) context as past 
recall-based query condition/target; 3) context as 
query constraint; 4) context as criteria for query 
result measurement; and 5) context as guide to 
query result delivery. Although these strategies 
well reflect the functions of contexts in a query, 
their discussions still remained at a high abstract 
level. Later, van Bunningen (2004) categorized 
the ways of using context into three groups, i.e., 
query augmentation; placing triggers on context; 
and using the context for retrieval purpose.

By taking into account the recent research 
advances in context-aware querying, we provide 
a more comprehensive categorization which 
includes: 1) query reformulation, 2) query aug-
mentation with query meta-data, 3) query trigger, 
and 4) result delivery guide. 

Query Reformulation 

Query reformulation works in structured, semi-
structured or unstructured query domains, where 
context is interpreted and mapped to a query 
request. Some researchers (Feng et al., 2004; If-
tikhar, et al., 2006) proposed approaches of query 
reformulation by instantiating context variables 
and integrating them into context-aware queries. 
This is formulated as CQ(db; [Context]) →A, where 
CQ denotes a context-aware query, db denotes 
the database, and A denotes the query result. In 
contrast, a non-context-aware database query is in 
the form of NCQ(db) → A, where NCQ denotes a 
non-context-aware database query. For example, 
given a relation Flight in Table 2, suppose that 
we want to query the earliest departure time of 
the flight from AMS to ADP which is at least 3 
hours from now. The query can be represented 
as follows.

SELECT  MIN(departureTime) FROM Flight
WHERE   origin= ‘AMS’ AND destination= 
‘ADP’
  AND departureTime >time ($time +time �:00)
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where $time is the context variable to be instan-
tiated at run-time, representing the current time 
when the query is issued. 

Iftikhar et al. (2006) presented another method 
for query reformulation using domain ontology. 
Suppose Mary wants to find a place for lunch. 
The original query in SQL is:

SELECT  *
FROM    restaurant r, facility f, offer o
WHERE   f.lable = ‘lunch’ AND r.restaurantid = 
o.restaurantid 
AND o.facilityid =f.facilityid;

The context data is obtained from sensors 
and user’s profile, and combined to retain only 
the relevant context information, which is “Mary 
is hosting a business lunch at Greendam, Down 
Town; consisting of 5 persons; on Monday; at 
14:00:00” in this example. Based on it, the origi-
nal query will be reformulated into a new query 
as follows:

SELECT  *
FROM    restaurant r, businessfacility f, offer o, ad-
dress a,
lunchperiod p, seating s
WHERE   f.lable = ‘businesslunch’   AND p.stophour 
> ��:0:0 
AND s.availableseating = �  AND a.street= 
‘Down Town’

AND a.city = ‘Greendam’   AND p.day = 
‘Monday’
AND f. businessfacilitytid = o.businessfacilityid
AND o.restaurantid = r.restaurantid
AND r.restaurantid = a.restaurantid
AND a.restaurantid = p.restaurantid
AND p.restaurantid = s.restaurantid;

Along with the database field, context-aware 
retrieval technologies developed in the informa-
tion retrieval field (Bhogal, et al., 2007; Hattori, 
et al., 2006; Hattori, 2007; Jones & Brown, 2003) 
might also be used to database querying. Liaqaut et 
al. (2006) gave an ontology-based context mapping 
strategy, which can map properties from user’s role 
to query schema. For instance, a lessee wants to 
search for some information of rental properties 
with an initial query for accommodation. Through 
the role ontology of lessee, we know there is an 
attribute “location” of accommodation. There 
is also a linkage between “location” and lessee. 
Then we can map the location of the lessee to the 
location of the accommodation he wants to rend. 
Suppose his location is New York, then the query 
can be reformulated to “accommodation in New 
York”. The query reformulation can also be done 
by means of an SQL query. With the same ex-
ample, the initial query can be written as: SELECT 
* FROM ACCOMMODATION, which is reformulated 
into: SELECT * FROM ACCOMMODATION WHERE 
LOCATION=`New York’.

Table 2. The relation Flight

oid flightNumber Origin destination departureTime price

5 91 BRU ADP 8:00 180

4 89 AMS ADP 21:00 200

3 88 AMS ADP 13:00 280

2 87 AMS ADP 10:00 280

1 86 AMS ADP 7:00 234
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Although using context information can make 
the query system more usable, identifying which 
context to be augmented in a query and how to 
automatically augment this context is not trivial, 
except that all are fixed in very limited domains. 
Further studies on ontology mapping might give 
promising approaches to solve this problem.

 
Query Augmentation with Query  
Meta-Data

Another impact on database querying is that 
context can be used to express some meta-data 
that the query users are concerned about the un-
derlying databases, e.g., users’ query preferences 
about database data in the most recent research. 
van Bunningen et al. (2007) described approaches 
of ranking database query results according to 
context-aware preferences. The context-aware 
preference of a user is generated by the context 
and the user’s query history. For example, “when 
the user is relaxing in the morning, which TV 
program would he prefer?” This question can be 
answered by calculating the preference for each 
TV program. First, TV program data is anno-
tated with a preference score of a value in [0,1], 
and this score is associated with some specific 
context. Suppose that under the context “relax in 
the morning”, the preference score for Channel 
5 TV program is 0.9 and the preference score for 
Channel 9 is 0.2. Then Channel 5 TV program 
will be ranked higher than Channel 9 for the 
TV program query. Based on this principle, van 
Bunningen et al. extended the traditional statisti-
cal model of information retrieval by adding the 
effect of context, denoting the probability that a 
database tuple d satisfying a query Q for user usit 
in a certain context as P(D=d | Q=q ∧ U=usit).

In the same line, Stefanidis et al. (2005; 2006; 
2007a; 2007b) added context to query preferences, 
where the associations between context-dependent 
preferences and database relations are stored ex-
plicitly. Let ci denote a context parameter, and Ai 
denote a set of non-context parameters. Preference 

is represented as a quantity within [0,1] named 
interest_score. Then basic preference, i.e. the 
preference with only one context parameter can 
be represented in the form of preference (ci,Ak+1, ... 
,An) = interest_scorei, denoting that preference for 
non-context parameters Ak+1, ... ,An under context 
ci is interest_scorei. For example, suppose location 
is a context parameter, and Mary’s preference 
for restaurant R at location L is 0.8. This can be 
denoted as preference (R, L, Mary) = 0.8. When 
there is a set of context parameters {c1, … ,ck}, 
the preference can be represented as preference 
(c1,…,ck, Ak+1, ... ,An) = interest_scorei, indicating 
the preference for non-context parameters Ak+1, 
... ,An under contexts c1,…,ck is interest_scorei. 
This kind of preference is called aggregate 
preference. For storage reduction reason, only 
basic preferences need to be stored; leaving ag-
gregate preferences calculated by a function of 
basic preferences. The calculation function is 
actually a sum of basic preferences, multiplied 
by weights, and the weight values are input by 
users. Their formula for calculating aggregate 
is interest score = w1 × interest score1 + ... + wk 
× interest_scorek. For example, if preference (L, 
R, Mary) = 0.8 and preference(warm, R, Mary) 
= 0.9 for Mary, weight of location will be 0.6 and 
weight of weather is 0.4. The interest score of R is 
0.6 × 0.8 + 0.4 × 0.9 = 0.84. That is, preference(L, 
warm, R , Mary) = 0.84.

When preference is obtained, it can be used 
when users access the databases. The system looks 
for the values of context parameters when the 
query is issued, and then ranks the requested data 
according to the preferences. Moreover, context 
can be organized in a hierarchy. For example, 
location can be represented in country, city, or 
region, with country at the highest level, city 
the next, and region the lowest level, because a 
country has multiple cities, and a city has multiple 
regions. Regarding the hierarchical structure of 
context, Stefanidis et al. suggested to express the 
preferences in multiple dimensions, modeled by 
data cube, where operations such as Slice, Dice, 
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Roll-up, and Drill-down can be easily imple-
mented (Stefanidis et al. 2007a; 2007b). 

Note that it is necessary to calculate the ag-
gregate preferences during query execution, but 
this will definitely incur some extra computing. 
To speed up query processing, Stefanidis et al. 
proposed to cache the results of former executed 
queries, including the aggregate preference values 
and already ordered query results. Suppose a user 
has executed a query to select restaurants with the 
context parameters “location = L” and “weather 
= warm”. Next time when the user wants to find 
the same information under the same context, 
the system will fetch the results directly from a 
cache of a context tree structure. Even if there is 
no exactly the same context path that the current 
query demands, similar context path can be used 
for approximation. Apart from that, Stefanidis et 
al. suggested that context parameters with small 
domain cardinality should be put at a high level 
closer to the root in the context tree, as this can 
decrease the size of the context tree which has 
to be maintained.

In EdFest system, Norrie et al. (2007) built 
a content publishing framework called XCM 
(eXtensible Context Management System). XCM 
tags content information (data to be queried) with 
metadata called “format characteristic”. Then a 
match algorithm is used to select the best content 
variant according to the current context and deliver 
the content variant to the client.

In fact, some other meta-data can also be 
conveyed through context, such as the confiden-
tiality level of data. While the company’s news 
information is open to the public, its financial 
information may not be allowed to be queried, as 
the confidential level of financial information is 
higher than that of company’s news information 
in a public space context domain.

Query Trigger

Context can be used as a trigger of certain data-
base queries. For example, when someone enters 

the room, the computing environment will detect 
this context event and trigger a query to find the 
user’s profile. It can also trigger other actions 
like turning on the light or starting an alarm. van 
Bunningen et al. (2006b) demonstrated that the 
trigger itself can be a query upon context condi-
tions, and its activation depends on whether the 
query result is empty or not. Through Descrip-
tion Logics, triggering a signal when Mary is in 
room_a could be 

This trigger can be transformed into a query 
request over the context database. For instance, 
we can store a relation hasLocation(person, lo-
cation) in the context database, and the content 
of the relation is refreshed when Mary enters 
room_a. If the query result of “SELECT * from 
hasLocation where person = ‘Mary’ and location = 
‘room_a’” is empty, a record insertion operation 
will be automatically executed.

Result Delivery Guide 

The fourth influence of context is on query result 
delivery. Query results can be delivered through 
different output modalities with different formats 
and contents, depending on the specific context 
(Feng et al., 2004). For example, when a user is 
driving a car, the query results can be delivered 
in an audio format rather than on screen. A user 
with a small PDA often prefers to see query re-
sults of large size. According to the screen size 
of the display, we can consider to output the most 
important result items to users, since in many 
cases users can get most value from a subpart of 
information. For example, suppose a user wants 
to query the information of a downloadable game 
via a cell phone. Let the relation of game infor-
mation be Game_info(game_name, charge_ fee, 
producer, version, type, figure_in_game) and 
the order of the importance degree to the user is 
game_name > charge_ fee > type > producer > 
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figure_in_game > version. Here, A > B means A is 
more important than B to the user. When the user 
requests the information, only the highly-ranked 
attributes and their values will be transferred and 
displayed on the screen. If the user also wants to 
see some other information, s/he may either scroll 
the window or go to a new window for the rest of 
information (Qiao, Feng, & Zhou, 2008).

Not only the screen size, but also other factors 
like network bandwidth can influence the query 
result presentation. For example, in a wireless 
network where the network condition is more 
unstable than the wired network, adapting the 
information contents to the network condition will 
help users obtain part of important information 
with acceptable waiting time. In a context-aware 
service demo named POIsmart, Agostini, Bettini 
& Riboni (2005) used the context of network 
bandwidth to adapt the query delivery manner. 
For example, when the network bandwidth is 
low, only text and small images are shown on the 
mobile device. Mechanisms like this will facilitate 
information acquisition process across different 
hardware devices and network conditions.

 

Discussion

In this section, the criteria we used for comparing 
the four kinds of effects of context on traditional 
database querying is actually the position of 
such effect. As shown in Figure 1, in traditional 
database querying, the query is processed and 
delivered directly as the upper part of the figure. 
Query reformulation and meta-data generation 
take place in the query processing. And the former 
is to prepare the adaptive query and the latter is 
to prepare the adaptive data source. Guide of 
query result delivery takes place between query 
processing and final result delivery. Trigger gives 
the bridge between context data and actions.

Context-a ware q uerying under  
imperfect Context

Context information obtained is likely imperfect 
due to several possible reasons. 

(1) Context aging. Some context possess tem-
poral-spatial feature, and may be valid within 
a limited period, e.g., the location information 

Figure 1. Effects of context on traditional database querying
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provided by mobile device when the user is mov-
ing, the dynamically changing temperature data 
and light data from sensors. Of course there are 
also some types of context data that are relatively 
stable, e.g., one’s birthday and birthplace. 

(2) Uncertain context.  Sensed context informa-
tion is often inaccurate or unavailable as a result 
of noise or sensor failures, and user-supplied 
information is subject to problems such as human 
error and staleness (Henricksen & Indulska, 2004). 
For derived context information, the inference 
may be inaccurate, e.g., sometimes we can only 
say it has the probability of 0.9 that Mary is at 
a certain room. All these factors contribute to 
context uncertainty in the end. 

Hunter (1996) identified four types of informa-
tion in a database in terms of uncertainty, and these 
types are also suitable for context data as well. 
1) The context information is accurate when all 
incorrect information is absent and all expected 
information is present; 2) the context information 
is incomplete when all incorrect information is 
absent and some expected information is absent; 
3) the context information is incompatible when 
some incorrect information is present and all ex-
pected information is present; and 4) the context 
information is approximate when some incorrect 
information is present and some expected infor-
mation is absent.

 (3) Imprecise context. Imprecise context is 
closely related to uncertain context, and may be 
regarded as incompleteness of the user’s expected 
information. Here, we take imprecise context as a 
separate type of imperfection, because sometimes 
imprecise context does not mean that we lack some 
parts of the information. It might be correct at a 
given scale, but lack of precision. For example, if 
a GPS system can provide the location within 10 
meters, it would be sufficient to locate a university, 
but insufficient to locate more specific location 
of the object in the scope of a small room, such 
as whether the cup is on the table.

When querying context information, con-
text imperfection often makes users confused 

whether such information can be used and how 
it can be used. Context imperfection will make 
it more difficult to leverage context information 
to achieve context-awareness when querying 
database information. In the following, we report 
some research that has been done in context-aware 
querying under imperfect context. 

Querying Imperfect Context Information

One typical method of handling imperfect context 
information is to improve it by cleaning or filter-
ing the context data (Bai, et al., 2006; Elnahrawy 
& Nath, 2003; Jeffery, et al., 2006a; Jeffery, et 
al., 2006b), or making data fusion (Pfeifer, 2004 
). Another method is to model the imperfection 
and notify such information to the query issuer. 
To dispose aging context information, Schmidt 
(2004; 2006) suggested using aging function to 
annotate context data as additional schema-level 
information. If c is a context fact; f is a context 
feature; t is the time the context fact is added; α 
is the probability of validity of context feature f 
at the point of time t; and t* is the time when the 
query is issued, then the confidence for c at t* can 
be calculated as: confidence(c, t*) := [A( f )]( t* − t) 
· α with A( f ) denoting the aging function associ-
ated with the context feature. Gu et al. (2004b) 
extended the ontology-based model of context to 
express uncertainty, where Prob(Status(Mary.
Sleeping)) = 0.8 means the probability that John 
is currently sleeping is 0.8. They defined two 
classes PriorProb and CondProb in OWL: the 
prior probability and conditional probability of 
context information. For example, P(A)=0.7 is 
represented as follows.

<prob.PriorProb rdf:ID =  “P(A)”>
 <prob:hasVariable><rdf:value>A</rdf:value></
prob:hasVariable>
 <prob:hasProbValue>0.�</prob:hasProbValue>
</prob:PriorProb>

P(A|B)=0.� is represented as follows:
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<prob:CondProb rdf:ID=“P(A|B)”>
 <prob:hasCond><rdf:value>B</rdf:value></
prob:hasCond>
 <prob:hasVariable><rdf:value>A</rdf:value></
prob:hasVariable>
 <prob:hasProbValue>0.�</prob:hasProbValue>
</prob:CondProb>

Such a representation in ontology also fa-
cilitates the reasoning of uncertain context. Gu 
et al. exploited the use of Bayesian Network to 
do reasoning. In a similar way, Ranganathan et 
al. (2004) modeled the probability of context in 
predicate and presented them in DAML+OIL. 
They conducted context reasoning using probabi-
listic logic, fuzzy logic, and Bayesian Networks. 
van Bunningen et al. (2006a) modeled uncertain 
context in Description Logics with event prob-
abilities, and introduced the operations upon 
event probabilities.

Antifakos et al. (2004) evaluated the effect of 
context uncertainty via a feedback mechanism 
for context-aware systems. They conducted two 
user studies to mimic memory aid. In the first 
experiment, they let users see some numbers, 
and then let them remember those numbers. The 
memory aid will give some clues, but the clues 
are not all correct. Therefore, the uncertainty of 
the clues is displayed in the meantime. In the 
second experiment, they replaced the numbers 
with real objects. By varying the uncertainty of 
the clues, they found that human performance in a 
memory task is increased by explicitly displaying 
uncertainty information.

Querying Database Information under 
Imperfect Context

As mentioned previously, context can influence 
reformulation of query, augment of query with 
some meta-data like query preferences, trigger 
placement on query, and delivery manner of query 
results. A kind of interesting problems is to query 
traditional databases with imperfect context in-

formation. By analyzing users’ preferences over 
traditional databases under specified context, van 
Bunningen et al. (2007) discussed the effect of 
the uncertainty of context, and calculated users’ 
preferences and database records’ ranking when 
context is annotated with a certain probability.

Discussion

The imperfection of context data is a frequently 
encountered problem in a mobile and ubiquitous 
computing environment. Generally, to handle 
data imperfection, more semantics need to be 
added to context data model. By coming up with 
a better mathematical model of imperfect context, 
we can then utilize the context information more 
effectively. However, sometimes if we want to 
make the context information more perfect, more 
sensors, more computing resources and more 
network bandwidth are needed. So, a balance 
should be considered between cost and benefit 
at this situation.  

f uture t rends

We identify some potential research questions to 
be addressed in order to deliver context-aware 
database querying solutions. Some of them have 
already been tackled by the academic com-
munity, but still need further investigation in 
depth. Some questions are at the starting stage 
with limited literature, and may become future 
research topics.

Context-a ware database q uerying 
platform

The context-aware applications need the data 
management support. Although many context-
aware systems embed the context query func-
tion, the work on constructing a platform that is 
specially for context-aware database querying 
is inadequate. Constructing such a platform to 
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examine the effect and performance of the above 
context-aware querying strategies is desirable 
and important. Apparently, context acquisition, 
context reasoning, query reformulation, query 
processing, and query output are indispensable 
components of such a platform. This is especially 
useful for outdoor work or in the situation where 
users need to move around, e.g., querying with 
mobile devices in a restaurant, querying in a 
tour guide application, and guide maintenance 
applications. 

In addition, adding the function of managing 
context history may make context-aware querying 
more effective. We are now building such a com-
ponent, which models the context history like the 
memories of human brains. It is our hope to make 
the platform know the context, think and behave 
like humans. In this way, we will not communicate 
with a dull computing program any more, instead 
of a system that responds like a professional ex-
pert who knows the needs of people. Some of our 
design principles are proposed here.

First, the architecture of the component can be 
analogous to a human brain. There are short term 
memories, long term memory, explicit memory, 
and implicit memory (Dubin, 2002) in the database 
management system.

Second, the data access strategy can be an in-
tegration of a direct access and a priming access. 
When the system is idle, previous less-precisely 
or unanswered queries can still be executed in a 
“roaming” way.

Third, the computer can have “attentions” 
and “emotions” to select information to store and 
retrieve. The aim is to let the platform focus on the 
most useful context information when hardware 
resources are limited.

Fourth, the encoding mechanism can be used 
in the platform to compress the context informa-
tion received, such as visionary and auditory 
information. Current neuroscience is uncovering 
the mystery of memory encoding mechanism in 
the human brain. Recently, the biologist Tsien 
(2007) and his research team have found out that 

memory impulse is in a “neural cliques” form and 
the memory is organized in an abstract hierarchy; 
and the memory features in such a hierarchy can 
be coded in a certain way. Such a mechanism may 
be used for organization of context information 
on this context-aware querying platform.

measurement of Context's effect on 
q uerying r esults

Recent research focuses on query reformulation 
or preference inference under a given context. 
However, does the information returned really 
satisfy users’ needs under the acquired context? 
When context is used to reformulate the query 
to provide more personalized query results, we 
might be eager to know the following questions: 
How many kinds of context information do we 
need to get the information we are concerned 
about? How much precision should the context 
information have in order to deliver useful query 
results to the user? The quantitative analysis 
should be done to answer these questions based 
on the context’s effect on query results, e.g., the 
size of query results. Answering these questions 
will not only decrease the intense of computing 
by eliminating the context information that un-
related to the user’s need, but also make query 
results more accurate. 

q uerying r esult presentation

Selection of appropriate device, presentation style 
and content for query output according to context 
are also important for users (Feng et al., 2004). So 
far there is some literature to explore this aspect. 
This could be an interesting issue to pursue.

Con Clusion

In a mobile and ubiquitous computing environ-
ment, database querying must be context-aware. 
In this chapter, we have provided a survey of 
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context-aware database querying techniques. 
Three aspects of context-aware database querying 
have been discussed: querying mechanisms upon 
context data, the effects of context on traditional 
database querying, context-aware querying under 
imperfect context. The ways to query context 
data are classified into six categories: SQL-based, 
XML-based, ontology-based, programming-
based, graphical, and API-based context querying. 
The effects of context on database querying are 
expounded in four classes: query reformulation, 
query augment with meta-data, trigger placement 
on query, and guide of query result delivery. We 
also discuss some potential research trends at the 
end of the chapter.
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Key  t erms

Context: The context is any information that 
can be used to characterize the situation of an 
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entity. An entity is a person, place, or object that 
is considered relevant to the interaction between 
a user and an application, including the user and 
applications themselves (Dey et al., 2000).

Context-Awareness: A system is context-
aware if it uses context to provide relevant informa-
tion and/or services to the user, where relevancy 
depends on the user’s task (Dey et al., 2000).

Context-Aware Database Query: A database 
query whose query results are influenced by the 
context under which the query is issued.

Imperfect Context: Imperfect context is the 
context information which is aging, uncertain, 
or imprecise.

Preference: Preference is an interest degree 
on which the user’s data choice is based among 
different data. Preference can be represented in 
either a qualitative or a quantitative way.

Pull Query: Pull query is the query which 
requests data from the source, and the source 
responses to the request with the query result.

Push Query: Push query is the query which 
sets an initial condition and the query result is 
returned to the user without being requested as 
soon as the condition holds.

Query Reformulation: A transformation from 
user’s original query into a more specific one in 
order to elaborate the user’s information need more 
precisely, taking the context into account.

Query Result Delivery: Query result de-
livery is the process in which the query result 
is transferred from the querying system to the 
user, including the format, transfer, and display 
of query results.

Query Trigger: An activation of query ex-
ecution when a specified context condition is 
reached.
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a bstra Ct

The idea of context-aware services has been around for a long time. The rise of user mobility enabled 
by well-equipped mobile devices, increasing interconnectedness and available service platforms such 
as the mobile Web offers new possibilities for context-aware computing, but, at the same time, produces 
a number of novel challenges. In this chapter, the authors observe current approaches in this active 
research area, and identify the respective challenges, achievements, and trends. The authors also ex-
tend the notion of context-aware services by considering service composition approaches, and present 
a middleware aiming at the autonomic and context-aware provision of services in mobile peer-to-peer 
networks. In this regard special attention is paid to a semantic blackboard concept to cache and dis-
seminate context data and a context-aware service composition approach in terms of the identified 
trends and challenges.
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introdu Ction

The growing number of well-equipped handheld 
devices and the increasing mobility of users in-
fluence the way today’s available services can be 
used. In this respect context information is one 
of the key enablers for improving service quality 
and, at the same time, minimizing complexity for 
the user. For instance, location-based services 
automatically utilize the user’s location make 
corresponding adjustments in results. However, 
apart from location information in infrastruc-
ture-based networks, the easy and pervasive 
use of context data for service provision is still 
difficult given the lack of sensor interfaces, the 
limited availability of context sources, and the 
need for predefined complex descriptions, e.g., 
specifying user preferences. Indeed, despite the 
many challenges raised by the consideration of 
context, such as the need for appropriate sensors 
and the harmonization of heterogeneous data, the 
increasing use of context information in the service 
provision domain clearly shows its importance and 
high user acceptance. The challenges of context-
aware computing in mobile environments can be 
categorized in two complementary groups. The 
first group comprises challenges that pertain to 
the meaning and provision of context informa-
tion itself in the service provision process, e.g., 
access, quality of information, and propagation. 
The second group contains aspects affecting the 
use of context information in the various stages 
of the service provision process in an active or 
passive manner, e.g., enhanced service discovery 
or composition. Indeed, both groups cannot be 
considered in isolation, but strongly influence 
each other, i.e., the quality of available information 
directly affects the result of provided services.

In particular mobile service composition ap-
proaches combining functionality provided by 
multiple different services in a coherent manner 
can dramatically profit from additional context 
information. This is no trivial task given the 
multiple aspects that need to be considered and 

multiple services that need to be integrated into 
one process especially when aiming at a general 
and flexible application of context data. Hence, in 
this chapter we illustrate current trends in mobile 
service composition in peer-to-peer environments 
with a particular emphasis on the role of context 
information. 

In the light of the broad and multifaceted nature 
of the research area, this article focuses solely on 
the utilization of high level context information 
in user-centric service environments, leaving 
other aspects such as privacy and security out 
of consideration. The focal point is on the inter-
play of context information, mobile peer-to-peer 
environments, and service composition, which 
implies particular requirements that need to be 
addressed.

To introduce the topic, the general role of con-
text information in mobile service environments 
is dealt with in Section “Background”. Three 
trends in this area are identified and transferred 
to current research in mobile service composition. 
In Section “Mobile Service Communities” we 
propose middleware ideas aiming at the context-
aware execution and combination of services in 
peer-to-peer environments as an approach to the 
aspects identified. The special role of context 
information is highlighted and future research 
issues are identified which are further described 
in Section “Future Trends”. Finally, Section 
“Conclusion” presents our conclusions. 

ba CKground

Increasing user mobility, availability of services, 
and capabilities of mobile devices all offer new 
opportunities for the provision of services, but 
also introduce substantial new requirements and 
challenges. 

Chen and Kotz (2000) examined the status 
of context-aware mobile computing in 2000 and 
named the key examples and achievements in this 
area at that time. Starting from general definitions 
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of context and context-awareness, four possible 
categories for context are depicted that extend 
the three categories proposed by Schilit et al. 
(1994): computing context, user context, physical 
context, and time the extra category. Their survey 
also lists a number of context-aware applications 
developed at that time, concluding that the type 
of context information mostly applied was loca-
tion information (1). It is not clear to the authors 
whether other kinds of context information are 
more difficult to sense or simply not that use-
ful. Their representation of context information 
gives six categories: location model, key-value 
pairs, tagged encoding, object-oriented model, 
logic-based model, and others (2). In terms of 
system infrastructure two kinds were identified: 
those with a centralized structure and those with 
a decentralized one (3).

t he r ole of Context information in 
mobile service environments

With this survey as its point of departure this sec-
tion will particularly focus on the use of context 
information in mobile environments identifying 
those key challenges in context-aware mobile 
computing that are relevant for an understand-
ing of the remaining chapters. For this purpose 
three of the most relevant aspects numbered 1 to 
3 are selected from the survey and discussed in 
the following sections that focus on current ap-
proaches in this area. First, current trends in mobile 
context-aware services are discussed in Section 
“Context-Aware Mobile Services” Second, Sec-
tion “Semantics in Context-Aware Applications” 
depicts current means of representing context data. 
Third, current approaches and developments that 
key in mobility aspects are illustrated in Section 
“Context on the Move”.

Context-Aware Mobile Services

There is now an exponential increase in the num-
ber of approaches applying some kind of context 

information in areas ranging from mobile tourist 
guides to pervasive gaming. This is also fueled 
by the emergence of mobile web applications 
that make more and more services pervasively 
available and enable the creation of new kinds 
of services. 

For example, the Context Watcher (Koolwaaij, 
2006) is an application that can be downloaded 
and installed on the mobile phone to gather context 
data from users, e.g., location, share information 
with other users, and adapt applications accord-
ingly. It is built on top of a management platform 
developed by the MobiLife (Klemettinen, 2007) 
project.

A server-based approach for providing services 
in a context-aware manner to mobile clients is 
described by Han et al. (2004). This web-based 
AnyServer platform uses device, network, and ap-
plication-specific information to forward requests 
to particular proxies and make corresponding 
adjustments in multimedia content. A first pro-
totype was realized on a Pocket PC using XML 
to represent context information.

In the DYNAMOS project (Riva, 2007) a 
system platform and application prototype is 
proposed supporting a hybrid approach to provide 
context-aware services to mobile users. This con-
siders not only service-generated content, but also 
user-generated and user-annotated content which 
allow users to share data within the community. 
Besides the reactive means of user interaction, 
a proactive way is also proposed, i.e., providing 
services to users according to their profiles and 
contexts. A matcher component is used to find 
suitable services, e.g., based on a category- and 
taxonomy- based matching algorithm. Riva et al. 
also describe a field trial where yacht crews on a 
lake could share photos and comments, and also 
retrieve information based on their context, e.g., 
location. Many of the problems depicted have a 
particular bearing on very practical issues such 
as 2G/3G handover problems.

One approach striving to integrate con-
text-aware features in a mobile phone is Sen-
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Say (Siewiorek, 2003).  A separate sensor box 
carried by the user and connected to the mobile 
phone is utilized to measure context informa-
tion such as the noise level or temperature. The 
behavior of the mobile phone can be adapted 
according to available context information, e.g., 
it sends an SMS to the caller or switches off 
the vibration. The decision is based on defined 
states such as “uninterruptable” depending on 
a particular sensed context. Experiments were 
carried out to identify distinct user states and 
map them to actions.

ContextPhone (Raento, 2005) is another ap-
proach, describing a software platform for Nokia 
Series 60 Smartphones running Symbian OS for 
the provision of context-aware services. Raento et 
al. define four interconnected modules: sensors, 
communications to connect to external services, 
customizable applications, and system services. 
The software can be downloaded and installed 
to use ContextPhone based applications such as 
viewing the current context of contacts or sharing 
mobile media.

However, context awareness is still not yet ap-
plied in a more general and essential way to exploit 
the increased capabilities of today’s mobile devices 
in terms of computing capabilities, advanced 
communication facilities, and integrated sensors. 
Most of the examples given above are service-
specific usages of context information or rely on 
the availability of additional servers, whereas most 
applications apply location information as one 
of the most important concepts in context-aware 
mobile computing (Anagnostopoulos, 2007). 
The potential of enhanced device capabilities is 
not yet fully exploited especially when it comes 
to context-aware seamless combination of func-
tionalities from different devices to offer a new 
generation of services to users.

Semantics in Context-Aware  
Applications

As shown in the introduction to Section “Back-
ground” Chen and Kotz (2000) identify six differ-

ent categories for modeling context information: 
location model, key-value pairs, tagged encoding, 
object-oriented model, logic-based model, and 
others. In 2004 the study on available means for 
modeling context was further enhanced by Strang 
et al. (2004) who evaluated six similar categories 
in terms of specific criteria: key-value, markup 
scheme, graphical, object oriented, logic based, 
and ontology based models. Model criteria com-
prised level of formality or distributed composi-
tion. Strang et al. came to the conclusion that the 
ontology-based model best meets requirements 
and thus offered a promising means for model-
ing context.

Gruber (1993) defines an ontology as “an 
explicit specification of a conceptualization”. In 
the context of the Semantic Web (Lee, 1998) it 
can be described as a hierarchy of concepts that 
also defines relationships and properties. One of 
the most popular and widely used languages to 
describe ontologies is the Web Ontology Lan-
guage (OWL) based on the Resource Description 
Framework (RDF). The wide availability of tools 
for defining, processing, querying, or interpret-
ing OWL, have made it a popular language for 
describing not only web resources and service 
interfaces, but also context information.

For example, Korpipää et al. (2003) define 
a context ontology for sensor values of mobile 
devices geared to various design principles such 
as simplicity, practical access, or flexibility. They 
apply RDF as a formal syntax and define a context 
object as a set of six properties: context type, 
context value, confidence, source, timestamp, 
and free attributes. 

Specht et al. (2006) describe a relational da-
tabase-driven approach for reasoning with onto-
logical knowledge that is distributed on mobile 
clients and a server with special account taken 
of the restrictions of mobile devices. There are 
also a number of other context-aware frameworks 
focusing on different domains, e.g., smart spaces 
(Chen, 2004) or context-aware mobile services 
(Gu, 2004), that apply ontologies and enable the 
inference of additional facts. These approaches 
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typically support multiple stages in the context-
aware service provision process such as gathering 
and administering context data, but often assume 
centralized components that can be queried for 
desired information.

Although the number of approaches utilizing 
ontologies for context modeling is constantly in-
creasing, the application of semantic technologies 
in mobile environments can still be considered 
as ambivalent. On the one hand, the defined 
concepts provide a valid way of accurately de-
scribing a particular situation, and the implicit 
knowledge residing in ontologies can be used 
by inference engines to derive additional facts, 
and, with agreement on a common data schema, 
context data stemming from different sources 
can be harmonized or related. On the other hand, 
semantic descriptions can become exceedingly 
complex if capturing too many aspects or details, 
agreement on common concepts or vocabulary 
is not always possible, and the twofold nature 
of describing context and processing it in terms 
of inference may not be flexible enough to cope 
with dynamic environments of multiple and fast 
context changes. These problems are especially 
intensified in mobile environments of multiple 
different nodes with different capabilities and 
interfaces.

Even so, the increasing number of approaches 
applying semantic descriptions for context-aware 
computing shows the importance such technolo-
gies have gained. Indeed, assigning results to 
mobile environments brings up new sets of chal-
lenges that need to be addressed. 

Context on the Move

According to the survey by Chen and Kotz (2000) 
context provision in terms of general frameworks 
can be approached in two ways: centralized and 
decentralized. Similarly, from the context provi-
sioning perspective, Riva et al. (2006) distinguish 
three types of context-awareness support: internal 
context provisioning, external centralized context 

provisioning, and external distributed context 
provisioning. Internal support for context-aware-
ness is restricted to the device responsible for 
processing respective sensed information. The 
external and centralized approach assumes a suit-
able processing infrastructure, with guaranteed 
access from the context-aware mobile device for 
reasonable provision of services. The external and 
distributed approach incorporates devices that are 
able to share particular context information with 
each other, exploiting the mobility aspects. Riva et 
al. suggest a middleware supporting all three types 
of provisioning principles and making context 
information accessible by means of a SQL-based 
query language. This is used in the DYNAMOS 
architecture approach (Riva, 2007), depicted in 
Section “Context-Aware Mobile Services” for 
context provision on smart phones.

The distinction proposed by Riva et al. is a 
clear indicator of the direction taken by ongo-
ing developments in the area of context-aware 
frameworks that place increasing importance 
on context information in mobile environments. 
This can also be shown by the huge number of 
approaches specifically addressing particular 
aspects of mobile context-aware computing such 
as varying quality of information or potential 
unavailability of context sources.

For example, Scagnetto et al. (2005) consider 
tagging particular context information with prob-
ability values to take account of the possibility 
that some values may not be definite. This kind 
of approach may be applied in heterogeneous 
environments to provide context-aware services 
in a best-effort manner.

Mobility of both context producers in terms 
of sensors and context consumers, e.g., context-
aware applications, can also be an essential 
requirement when approaching the varying 
availability and quality of context information 
in mobile environments. The directed diffusion 
approach (Intanagonwiwat, 2003) considers 
context requests in terms of key-value pairs that 
are automatically propagated in a peer-to-peer 
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network to enable context-awareness in networks 
without a centralized server. In this area, gossiping 
(Datta, 2004; Williamson, 2006) is another pos-
sibility for randomly propagating information in 
such a network as a particular piece of information, 
e.g., context information, may be available for a 
context-aware application although the original 
context sensor is not. 

The context relay approach (Jacob, 2007) 
introduces intermediate components that are, on 
the one hand, able to gather context information 
from sensors, and, on the other, to provide this 
information to interested applications. The as-
sumed mobility of nodes benefits the dissemina-
tion of context information in the network and 
may make particular data available to them that is 
not directly connected to a corresponding sensor. 
Indeed, the quality of context is especially impor-
tant for estimating the value of a particular piece 
of information. Buchholz et al. (2003) identify 
five aspects as essential: precision, probability 
of correctness, trust-worthiness, resolution, and 
up-to-dateness. 

The approaches available illustrate the increas-
ing efforts being made in this area to specifically 
address need imposed by the growing mobility 
of users and their devices to target decentralized 
systems in particular. Taking the unstable and 
heterogeneous nature of these environments into 
account also allows for a best-effort delivery of 
context-aware mobile services.

Context-a ware service Composition

In Section “The Role of Context Information in 
Mobile Service Environments” three basic trends 
were identified in the area of mobile context-aware 
service provision. First, today’s mobile devices 
are on the right track for making context an es-
sential component of service provision as the 
emergence of location based services indicates. 
Second, semantics are increasingly used to de-
scribe high-level context information as they have 
a number of advantages in this area like being able 

to infer additional knowledge or harmonize data 
from different sources. Third, many approaches 
also factor in specific characteristics of mobile 
environments such as heterogeneous devices or 
incomplete knowledge due to the lack of context 
sources.

Combining these three trends in mobile en-
vironments, this section expands the view from 
single interacting applications to the process of 
composing services from different devices in a 
context-aware manner for optimal exploitation of 
the functionality of available services and to offer 
a completely new functionality. In this context 
semantics play a vital role in enabling a flexible 
and general approach in terms of describing cru-
cial information such as service interfaces, user 
requests, and user preferences. The specifics of 
mobile environments strongly influence the out-
come of the service composition process and call 
for dynamic adaptation, e.g., in terms of service 
recovery going beyond traditional systems with 
central controlling instances.

Against this backdrop this section discusses the 
procedures of service composition and their pos-
sible enhancement through context information. 
We first outline the general principles of service 
composition and their current implementation in 
different systems and then discuss the integration 
of context information within the service com-
position flow. These considerations provide the 
background for the context-aware composition 
approach presented in Section “Mobile Service 
Communities”.

Service Composition in Mobile  
Environments

Service Composition became widely known with 
the emergence of Service Oriented Architecture 
(SOA), an architectural style based on the composi-
tion of loosely coupled services. With SOA a new 
request does not necessarily need to be met with a 
newly developed application, but may be answered 
by a composition of services already on hand. 
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We can distinguish between three basic steps 
in the service composition procedure as illustrated 
in Figure 1:

1. Creation—In the Creation phase, a service 
composition is created on a structural level, 
referred to as abstract service composition 
in the following. The service composition 
is expressed by a higher-level language 
specifying the execution order of single ser-
vices, their respective data flow and message 
exchange. Single services are represented 
by blueprints, i.e. placeholders for actual 
service implementations that contain a de-
scription of the service’s functionality and 
(possibly) its non-functional properties. 

2. Binding—Service Composition binding ad-
dresses the selection of appropriate service 
implementations for the service blueprints 
within the abstract service composition. An 
abstract service composition that is fully 
bound up with actual service implementa-
tions is an instance of the abstract service 
composition and for simplicity’s sake is 
referred to as service composition.

3. Execution and Runtime Control—A ser-
vice composition can be executed within a 
runtime environment capable of interpreting 
the corresponding control structures. Con-

trol of the service composition can operate 
on all three phases of the service composition 
procedure. First, it may adjust certain param-
eters to observed changes during runtime. 
Second, a service implementation can be 
replaced with another, i.e. another service 
implementation can be bound to a service 
blueprint during runtime, either because the 
current service is no longer available and thus 
has to be replaced or because a service with 
a better quality has become available. Third, 
adjustment of the service composition may 
reach the structural level where adaptation 
of the service composition can no longer be 
compensated by the exchange of a single 
service implementation, and the structure 
of the abstract service composition has to 
be modified. The latter case also entails a 
subsequent binding phase where the new 
service blueprints have to be bound to actual 
service implementations.

Various approaches for service composition 
rely either on central control or fixed infrastruc-
tures (Mokhtar, 2005; Ponnekanti, 2001; Roman, 
2003) and thus do not address our need for a 
completely distributed and mobile computing 
environment. In general, we must distinguish 
between automatic procedures for service compo-

Figure 1. Three major steps of a service composition procedure
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sition that aim at easing the development of service 
compositions during their design phase, i.e., sup-
porting the application developer (Chakraborty, 
2004; Grimm, 2004; Kiciman, 2000) , and those 
providing the user with the means to create re-
quests and service compositions during runtime 
(Edwards, 2002; Garlan, 2002).

Bottaro et al. (2007) introduce a Web Service 
based approach to enable context-aware service 
composition for home applications. Their pro-
posed solution aims at autonomically controlling 
today’s home devices such as screens, loud speak-
ers and PDAs. Restrictively, automatic device 
discovery and communication relies on a central 
gateway holding the business logic and container 
for context-aware and autonomic management.

Vallée et al. (2005) describe a context-aware 
service composition approach that utilizes context 
information to turn abstract composition plans into 
concrete realizations based on SOA principles. 
A service infrastructure administers the avail-
able services that can be used by a composition 
system to adapt service compositions according 
to current sensor values.

All these approaches to service composition 
for mobile environments show limitations due to 
one or more restricting assumptions:

• Assumption of central control
• Reliance on fixed infrastructure elements
• Need for lengthy descriptions and resource-

intensive reasoning techniques
• Restriction to special sets of scenarios.

In general, the assumptions outlined are made 
in order to limit the complexity of the automating 
parts of the service composition procedure. We 
argue that a large part of such complexity is due 
to a lack of additional information that could be 
used to restrict the large search space; context 
data could constitute such missing information. 
For instance, service binding procedures do not 
scale well or they must rely on central repositories 
since the loosely coupled exploitation of services 

does not scale well. Context information may 
help to restrict the search space by eliminating 
larger sets of services that do not match a required 
context. In the following section we discuss how 
context information can be integrated at various 
points within the service composition procedure 
and how such integration will affect procedure 
performance. We also discuss how context in-
formation can not only be used for performance 
amelioration, but also as means for providing 
value-added services.

Service Composition Enhanced by 
Context Information

In service composition procedures as discussed in 
Section “Service Composition in Mobile Environ-
ments”, context data can either be considered as 
additional information enhancing service selec-
tion mechanisms or as a trigger for adjusting and 
optimizing service composition performance. 
Based on these two elementary principles, the 
integration of context information affects the 
following three aspects of the service composi-
tion procedure:

1. Service Composition and Service Discov-
ery

2. Service Composition Recovery
3. Service Composition Adaptation

When given a user’s request, the system has 
to select an abstract service composition that 
can meet it. Should multiple appropriate abstract 
service compositions be available, the system 
has to select one. This selection may either be 
performed at random or based on heuristics to 
increase the chances of selecting a service with 
better quality than the others. At this point of 
service composition, context information can 
be a valuable asset. For instance, if the user has 
initiated a request from a mobile device whose 
connection to other devices, i.e. potential service 
providers, was unstable in the latest time span, 
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a service composition containing fewer services 
is beneficial as it reduces the chances of a device 
hosting a service leaving the requester’s connec-
tion range during service composition execution. 
In the same way, context information can facilitate 
the selection of service implementations bound 
to the blueprints of the abstract service compo-
sition. Selection of a service can depend on the 
user’s preferences or current active profile, and 
physical parameters such as time and location or 
the service’s surrounding, e.g. the number and 
type of devices and services within connection 
range. The same mechanism is applied for service 
recovery. Thus, if a device leaves the connection 
range, entailing the loss of one or more services, 
the service discovery process re-starts in order to 
reallocate the free blueprints to the services. 

Unlike service discovery and recovery, service 
composition adaptation also uses context informa-
tion for triggering replacement of single services. 
Thus, if the user’s context changes, i.e. his or her 
location, service composition may react to such 
environmental variations and select a service 
more appropriate to the new context.

We conclude this section with an example 
which is often considered in the area of context-
aware spaces (Chen, 2004; Román, 2002), and 
demonstrates integration of context information 
during the service composition procedure as 
discussed above. Consider a group of business 
people having a meeting. Since a key member of 
the group was unable to travel, he can only join 
the group spontaneously by a call. 

Assume a user requests the invitation of the 
missing college to the meeting; as a response to 
this request, multiple service compositions may 
become available, providing the set-up of a simple 
audio call or a video conference. Given that the 
devices surrounding the requester haven’t changed 
over a considerable amount of time, the group of 
devices may be considered as stable. Moreover, 
a WLAN connection is detected, enabling the 
transmission of videos. Accordingly the service 
composition providing a video conference is 

selected based on the context of the user device. 
As many services are capable of displaying the 
video or the audio stream, selection can depend 
on the capabilities of the devices that host the 
services. For instance, a big Plasma TV is rated 
as more appropriate for the video playback than 
the screen of a PDA. Since no external speakers 
are available, the audio is streamed over a service 
running on a laptop. Should this laptop drops out 
as the user has to leave for another meeting, the 
service composition recovers by streaming the 
audio file through another device.

Perhaps the absent colleague wants to show 
some slides during the talk, another screen may be 
required to display them. Based on the preferences 
of the users, a decision is made that displaying the 
slides in a readable size is more important than 
transmitting the colleague himself. The service 
composition is then adapted in such a way that 
the slides are now shown on the big Plasma TV 
while the video-stream is relocated to the screen 
of a user’s laptop.

Especially for the execution and adaption of 
service compositions during runtime, joint state 
management of all the devices hosting a service 
composition is essential. We therefore introduce 
a middleware for collaborative task processing in 
the next section. Special emphasis is placed on 
a context-aware service composition approach 
using the middleware concepts for dynamic 
service binding and execution. Section “Mobile 
Service Communities” will thus describe the basic 
middleware ideas, show how they relate to the 
field of context-aware mobile composition, and 
offer an approach for the dynamic incorporation 
of context information in service composition 
processes.

mobile ser viCe Communities

Inspired by the recent success of Web2.0 com-
munities, we define a Universal Service Terminal 
(UST) middleware layer supported by context 
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information that directly addresses the trends 
discussed in Section “Background” for mobile 
peer-to-peer networks and provides an execution 
environment for service compositions. In this 
respect a Universal Service Terminal (UST) is 
defined as a combination of functionality pro-
vided by multiple services on one or more devices 
- so-called “UST nodes” - to fulfill a particular 
user request. These services are managed and 
composed by means of the middleware including 
functions such as service discovery or recovery. 
A service community embraces all services at a 
moment offered by UST devices that are able to 
communicate, i.e., exchange information, with 
each other by means of the UST middleware layer 
(Jacob, 2008). 

The community-like behavior of the services 
is defined by the four following characteristics 
supported by the middleware. First, services aim 
at joint work with respect to a particular user-
defined goal. This goal may be a simple service 
request directly addressed or equally a long-term 
task running in the background. Second, the 
middleware supports active and open sharing 
of information, e.g., the proactive dissemination 
of particular data. Third, a service community 
consists of complementary functionalities and 
data that can be combined to offer new and con-
text-aware service compositions. Fourth, devices 
hosting the services are able to group and interact 
in an ad hoc and loosely coupled manner. 

The three trends described in Section “Back-
ground” can be directly related to this notion of 
service communities and, thus context-aware 
composition of services. First, the exploitation of 
the service and device capabilities is addressed 
by the interaction of services, the combination of 
complementary functionalities, and the loosely 
coupled grouping. These aspects necessitate 
the definition of a distributed state management 
for signaling messages, a appropriate semantic 
description language, and a suitable means for 
service discovery. Second, semantics have to be 
applied for the description of a user goal in terms 

of a request, service interfaces, and context infor-
mation to enable dynamic reaction to changing 
environment variables and user-specific demands. 
These aspects call for a service matching mecha-
nism that is able to interpret and relate semantic 
descriptions, as well as a recovery module that can 
replace a service by a similar one if required. To 
prevent reliance on a central ontology or exten-
sive reasoning technologies, rather light-weight 
descriptions that apply a reduced number of con-
cepts and constructs are targeted (Pfeffer, 2007). 
Third, special consideration of mobility aspects is 
particularly addressed by active and open sharing 
of information to enhance middleware functions 
by additional information, e.g., service discovery, 
and flexible management a distributed state and 
recover disappearing services. These aspects 
additionally require a component for caching, 
evaluating, and propagating data that applies 
semantic descriptions to enable the automatic 
interpretation by respective components.

smartware and the semantic data 
space (sds )

As a base for the realization of the UST middleware 
components, we defined a software framework for 
the autonomic management of software, called 
SmartWare. The SmartWare model considers 
each computing entity as a node that is able to 
exchange data with other nodes according to the 
REST architectural style (Fielding, 2000). On top 
of the data exchange layer, two complementary 
frameworks are defined: the Service Framework 
and the Interaction Framework. 

The service framework consists of application-
related components called Services, and man-
agement-related components, called Mediators. 
Services are described by appropriate dynamic 
descriptions and fulfill respective application 
functionalities. Mediators are responsible for 
administering and organizing the life-cycles 
of node-specific services, e.g., discovery and 
execution. 
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The interaction framework defines node in-
teraction models utilized by the mediators for a 
controlled data exchange. One common example 
for an interaction model is Publish/Subscribe. 
For our realization of the SmartWare interaction 
framework we use the Semantic Data Space (SDS) 
as an interaction model directly addressing the 
loosely coupled communication (Linner, 2006). 
Service requesters use the SDS to publish appro-
priate semantic descriptions. Suitably subscribed 
service providers are notified accordingly and use 
the SDS to publish results or acknowledge the 
execution of services. Basically, from the concep-
tual point of view there are two differences to a 
traditional Publish/Subscribe interaction model. 
First, service requests are cached by the SDS 
if no appropriate service provider is currently 
subscribed for a defined life-time. This means 
that suitable service providers can be notified 
even if the request was published beforehand. 
Second, the SDS can be queried by all mediators 
for available requests or responses. The semantic 
descriptions allow for subscription to particular 
service classes and, thus, for the monitoring of 
the respective requests and responses.

ust  middleware and Context  
information

The UST middleware uses the general concepts 
introduced by the SmartWare approach to define 
particular functionality that is essential to mobile 
and distributed service environments, i.e., envi-
ronments with multiple mobile devices offering 
distinct services, which should be combined in 
a reasonable manner according to user demands. 
Definition is given to the Universal Service Layer 
(USL) which can be conceptually embedded in 
the management part of the SmartWare service 
framework. Respective mediators are grouped 
into USL Modules according to their functional-
ity. Hence, a USL module is a functional entity 
of the UST middleware that is a combination of 
one or more SmartWare mediators commonly 
serving a particular purpose in service invocation 
or administration processes. The given level of 
functionality depends on multiple factors, e.g., 
the node’s capabilities. An USL module can use 
functions provided by other USL modules and can 
control UST node specific services. They are active 

Module Description

Request Processing The request processing module provides an interface that can be used to publish new semantically described 
requests. Current request data can also be retrieved.

Description& 
Discovery

This module is used for the simple discovery of services providing a listing of available local and remote 
services. Local service descriptions are also provided.

Composition The composition module creates service compositions according to the request and available services.

State Management The state management module executes services and administers currently running services. It provides 
methods for adding new service tasks, updating running tasks, or stopping tasks. It is also possible to retrieve 
the current state of a node or services.

Recovery The recovery node is responsible for finding a compatible service to replace  one no longer available.

Event	Notification The event notification module provides an interface for publishing events which are then forwarded to the 
appropriate modules according to the subscriptions. The event notification module should use the supported 
interaction model.

Security& Privacy The security&privacy module covers mediators administering access restrictions in the form of rules that can 
be applied. Trust relationships can also be managed for identification of trusted nodes.

Data Dissemination The data dissemination module utilizes an appropriate dissemination model to propagate data stored in the UST 
blackboard (see Section “UST Distributed Blackboard”) in the UST service community. The dissemination 
model contains a method for evaluating the relative importance of a particular piece of information.

Table 1. USL module and general purpose
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components that serve a well-defined purpose in 
the service community administration process. A 
USL module can comprise multiple mediators, but 
one mediator may also belong to multiple mod-
ules. Currently, there are nine different modules 
defined: description&discovery, request process-
ing, recovery, composition, security&privacy, 
configuration, state management, event notifica-
tion, and data dissemination. Table 1 lists these 
modules and their general purposes.

Furthermore, the USL enhances the Smart-
Ware service framework with additional compo-
nents used by modules, the USL Module Enablers. 
USL module enablers are also components of the 
Universal Service Layer and provide functionality 
that is exclusively used by USL modules. They are 
conceptually different from modules in terms of 
various aspects listed in the table below.

A USL module enabler can be considered as a 
component or a combination of components that 
is able to process and interpret inputted data, but 
does not actively execute actions depending on 
the respective results. USL module enablers only 
serve a particular purpose if controlled by one or 
more USL modules. Hence, the enabler function 
can change in accordance with the current task 
and the responsible USL module(s). With the help 
of USL module enablers respective USL modules 
are able to influence the behavior of a service not 
only before its execution, but also during run-time, 
e.g., available context information can be used for 
this purpose. As an example of a USL module 
enabler the so-called UST Distributed Blackboard 

(UDB) is introduced. In the following section the 
UDB is specified with special attention on its ap-
plication as a component enabling context-aware 
services in a best-effort manner.

UST Distributed Blackboard

In a UST blackboard approach, the UST distrib-
uted blackboard (UDB), is used to allow service 
community members to proactively cache and 
exchange information. Pieces of data cached in 
a node-specific blackboard and marked as public 
can be read and changed by all service community 
members. Furthermore, new data can be added. 
Thus service community members can use their 
own UDB or that of other members to enhance 
the functionality of the USL modules provided. 
Depending on the given level of functionality, 
the UDB may also be able to infer additional 
knowledge from the cached facts by means of 
sophisticated reasoning processes. For instance, 
a service matching mechanism could use the 
cached information to relate services of similar 
classes. Hence, the matching process may not 
only attempt to consider service A, but also the 
similar service composition combining service B 
and C that provides the same functionality. The 
assumed mobility of the addressed peer-to-peer 
networks also facilitates the autonomous dis-
semination of data. Here, context information is 
an important factor since disseminating annotated 
context data may replace missing context sources 
(Jacob, 2007). For example, a service that relies on 

Aspect USL module USL module enabler

Executes USL module services yes no

Uses USL module enablers yes no

Controls UST services yes no

Purpose specific determined by the available USL modules

Table 2. USL modules and module enablers
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location information but is currently not able to 
find a suitable sensor may use the dissemination 
cache to retrieve the location of a user reported by 
a GPS sensor in another community some min-
utes ago. Although the proactive dissemination 
of information cannot guarantee the availability 
of the requisite data, it does allow for a best-ef-
fort approach. 

Following the REST architectural style, the 
blackboard of a node can be simply accessed by 
a suitable URL and provides methods for adding, 
deleting, updating, and retrieving semantically 
enhanced data. For instance, for retrieving poten-
tially existing GPS sensor data a requesting node 
would use the GET method with the GPSData 
concept as a parameter. Semantic concepts are 
defined in appropriate semantic languages, such 
as OWL/RDF (OWL). 

As an example for the use of the UDB in mobile 
service environments we defined and realized 
the Public Jukebox showcase. According to the 
UST notion the user’s home stereo system should 
provide UST middleware functionality and thus 
is capable of using the UDB of the user’s UST 
enabled mobile device to store simple music 
profiles. For instance, an anonymous profile may 
contain the fact that the user likes music of the 
Jazz genre, but dislikes Hard Rock. Once more, 
semantic description languages are used to define 
these facts, which are proactively stored in the 
respective UDB. This storage process may be 
triggered by a suitable mediator provided by the 
stereo vendor or on behalf of the data dissemina-
tion module because of similar facts in the UDB 
or previous music profile requests. A configura-
tion interface permits the administration of this 
kind of functionality which also allows the user 
to read and delete current data from the UDB. 
The profile stored in the user’s UDB can now be 
accessed by other UST devices, e.g., by a device 
hosting a jukebox service. This service simply uses 
a number of available music files to create a play 

list and plays the next song accordingly. Hence, 
this service can be utilized in a public place to 
provide suitable background music. This service 
can now be enhanced with UST functionality 
to create a context-aware play list utilizing user 
profiles. Shortly before a song ends the available 
semantic music profiles of all UST devices near-by 
are gathered by the jukebox device and merged 
to adapt the play list accordingly. For instance, 
if most of the users like Jazz jazz-related music 
files are preferred. Given the semantic descrip-
tion, subclass relationships can be considered, 
too. If no suitable profile is found the music files 
are selected randomly. 

With the semantic descriptions utilized in the 
blackboard, the approach is very flexible and can 
be used in a number of applications. The jukebox 
example described above can be easily extended 
to cover any kind of context information. Indeed, 
the current solution is only a best-effort approach 
which also requires a default value should no suit-
able data be available. Furthermore, the size and 
capabilities of the blackboard strongly depend 
on the device hosting it. To date four distinct 
blackboard versions are worth considering and 
are detailed in Table 3.

According to the UST device the respective 
version of the blackboard is to be supported. A tiny 
node such as a sensor may have no blackboard or 
only a simple one. A requesting node may need to 
retrieve all available data, but is not able to select 
facts belonging to a particular concept. A mobile 
node may support an enhanced semantic model, 
but full reasoning support can only be provided 
by more capable nodes, such as a desktop PC. For 
instance, the mobile devices utilized in the Public 
Jukebox showcase illustrated above use a J2ME 
implementation based on the CDC framework 
and Foundation Profile and a tiny version of the 
blackboard.
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Context-Aware Service Composition in 
UST

In addition to the blackboard, which can be applied 
to provide services in a context-aware manner, 
context-aware service composition features are 
also supported. In this section, we discuss inte-
gration of context information during the runtime 
phase of such a service composition.

In (Pfeffer, 2008), we introduced a representa-
tion of service compositions by a bipartite graph 
concept. A workflow graph defines the execution 
order of services while a dataflow graph specifies 
the passing of I/O data between the single ser-
vices of the service composition. We used timed 
automata (Clarke, 1999) to define workflows of 
services; for simplicity’s sake, we abstracted the 
real-time behavior of these automata and regarded 

them as simple finite automata (Alur, 1990) (Dill, 
1989). In general, a finite automaton consists of a 
finite set of locations and a finite set of transitions 
connecting those locations. A transition is labeled 
with annotations that contain guards and actions. 
Guards, which are expressed by a propositional 
logic formula evaluated by Boolean logic, restrict 
the passage of a transition. When a transition 
guard g evaluates to true and the transition is 
passed, the annotated action α is performed. In 
our workflow graph, the execution of an action α 
corresponds to a service invocation. The left-hand 
side of Figure 2 shows the classic transition of a 
workflow graph represented by a finite automaton 
labeled by a guard g and an action α.

In the rest of this section, we discuss the exten-
sion of the classic workflow by context sensitive 
transitions. A transition is expanded to multiple 
transitions that are candidates for execution. The 
right-hand side of Figure 2 shows an extension 
of the classic transition on the left, whereby the 
single transition is extended to four transitions 
on the right. 

The new guards g1, g2, g3 contain the original 
guard g and a constraint operating on context 
information. Guard gd is the default guard that is 
evaluated to true should the requested context 
information not be available. Thus, depending on 
context data, different services α1, α2 or α3, can be 
executed. Since the transition relation of automata 
selects non-deterministically between multiple 
enabled transitions, the context sensitive guards 
g1, g2 and g3 have to ensure that the domain space 
of the context variable is disjunctively covered.

Version Support

None No blackboard supported

Tiny Plain semantic model (e.g., RDFS) and simplified interface to add and retrieve data

Basic Enhanced model (e.g., OWL Lite or DL) and basic operations are supported

Full Enhanced model (e.g., OWL DL) and full reasoning support

Table 3. Blackboard versions

Figure 2. Classic transition (left) and context 
sensitive transition (right) of a workflow graph

33 :g

:g 11 :g
22 :g

ddg :
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As introduced in Section “Service Composi-
tion in Mobile Environments”, we assume three 
elementary steps in a service composition proce-
dure, i.e. creation of the abstract service composi-
tion, binding of suitable service implementations, 
and execution of the service composition. Context 
sensitive transitions play a special role during the 
binding procedure. The workflow graph gives 
the structural representation of the service com-
position, i.e. the abstract composition. Here, the 
actions α correspond to a service description or 
service interface description of a service. During 
the binding procedure, appropriate service imple-
mentations for these descriptions are discovered. 
This binding procedure has to be finalized before 
execution of the service composition is started 

in order to ensure that an appropriate service 
composition is available. If the execution were 
started before the binding was finished, a con-
siderable part of the service composition might 
have already been executed before it is noticed 
that no services for a specific service blueprint can 
be discovered. Hence, all resources consumed by 
the previously executed services would have been 
wasted. Context sensitive transitions constitute an 
exception since they express context-dependent 
alternatives. In the binding procedure only the 
default action αd has to be bound; the context 
dependent actions αi remain unbound. Figure 3 
illustrates a model workflow featuring a set of 
context sensitive transitions; the bold transitions 
indicate transitions whose actions have to be 
bound to concrete service implementations before 
execution of the service composition.

Context sensitive transitions are not bound 
directly, but rather during service composition 
execution for two reasons. First, multiple services 
would be bound although only one is required; 
this increases the time for service discovery and 
reserves resources of the bound services. Second 
and more importantly, the context for service 
discovery would have been determined during 
the binding instead of the actual execution, thus 
neglecting the fact that context can change rapidly 
over time and services can influence the context 
itself. Assume that the context information de-
scribes the location of a user. Thus, g1 may mean 
that the user is at home, g2 that he or she is in a 
2 kilometer range from home and g3 that his/her 
distance to home is greater than 2 kilometers. The 
user may be 3 kilometers away from home when 
he or she starts to execute the service composition, 
thus, α3 would be bound if the context sensitive 
transitions were also bound during the binding 
phase. However, it may happen that the user has 
reached home before the execution of the service 
composition has entered the location that entails 
the execution of a context-dependent service. 
Thus, when the location containing the outgoing 
context sensitive transitions is entered, the cur-

Figure 3. Example of a complete workflow graph 
featuring context sensitive transitions

11 :g
22 :g

33 :g

ddg :



  ���

Employing Context Information and Semantics to Advance Responsiveness in Service Composition

rent context is determined. In this example, the 
user would already be at home, so an appropriate 
service matching α1 would be discovered. In case 
no matching service can be found, the context-
independent transition entailing execution of αd 
is passed, ensuring termination of the holistic 
service composition.

Such securing of the executability of a service 
composition must also be ensured when context 
sensitive transitions are nested within the work-
flow graph. Figure 4 depicts such a nested set of 
transitions.

The binding of αd secures the executability of 
the composition. However, to ensure that α3 can be 
executed if found, g3_d must also be bound during 
the binding phase, i.e. before service execution.

The depicted context-aware composition 
approach can be directly embedded in the UST 
middleware utilizing respective components and 
given functionality. The UDB can be used to 
cache and disseminate appropriate composition 
blueprints specifying such automata as depicted 
above. The representation format needs to be 
capable of defining the used concepts and needs 
to be interpreted by the composition module as 
part of the UST layer which finally binds and 
executes service composition. The request pro-
cessing module can be used to map a user request 
in terms of a task for a suitable blueprint. Dur-
ing the binding process the services needed are 
requested by the composition module through 
the Semantic Data Space (SDS). This is where 
suitable service requests are published (Linner, 
2006) and acknowledging services bound to the 
respective blueprint. During execution the com-
position module is also responsible for caching 
the current state within the composition execu-
tion process.

Whenever context information is needed to 
decide on an optional action in the graph, the UDB 
is requested for this kind of information by the 
composition module. Hence, sensors may use the 
UDB to publish and update their information ac-
cordingly using an appropriate semantic concept, 

e.g., GPSData. Alternatively, the composition 
module may also publish appropriate context 
requests via the Semantic Data Space (SDS) and 
subscribe for respective providers accordingly. 
Whenever a request is unsuccessful the default ac-
tion is triggered. This best-effort approach can be 
compared to a search service whose result quality 
can be considerably enhanced by providing the 
location of the user. Indeed, if no user location is 
available, the search service can still be executed, 
but usually returns worse results. 

The depicted approach can, of course, be ex-
tended to support more sophisticated composition 
models, but such extensions also introduce new 
requirements and challenges making the process 
even more complex. For example, the assumption 
of multiple alternative services as part of a service 
composition whose results quality is heavily con-
text-dependent requires an evaluation component 
to decide on the most appropriate service.

The presented composition approach using 
UST middleware strives to take particular ac-
count of the characteristics of context-aware 
service composition in mobile environments to 
allow for the consideration of context informa-
tion.. Semantics are an essential requirement for 
this kind of functionality as they can harmonize 

Figure 4. Nested context sensitive transitions
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heterogeneous data for automatic processing. 
Indeed, this approach can only be a first step 
towards a flexible and general context-aware 
service composition framework for peer-to-peer 
environments. Multiple challenges still remain in 
this area, which are especially related to the three 
trends identified in Section “The Role of Context 
Information in Mobile Service Environments”.

f uture t rends

The issues considered in the previous sections 
indicate that context information will increasingly 
penetrate everyday life as multiple location-based 
services become more widely available and 
benefit from the steady development of mobile 
web applications and services. More enhanced 
applications will follow that integrate context 
information and make new services possible. For 
example, pervasive gaming may be one potential 
and increasingly economically relevant applica-
tion domain.

Service composition in a flexible and general 
way is still very much a research topic due to the 
large number of not yet satisfactorily solved ques-
tions related to very practical problems such as 
seamless incorporation of multiple technological 
approaches, as well as other aspects like security. 
Even in terms of the three trends of context-aware 
mobile computing identified in Section “Back-
ground”, the challenges in the area of service 
composition remain daunting. 

In terms of service capability exploitation,  
the trend towards one device used for multiple 
purposes is making steady headway  not only by 
integrating more and more functionality into a 
single device, e.g., a camera into a mobile phone, 
but by proving more seamless remote services 
for the environment. Approaches focusing on 
wrapping and combining key functionality from 
multiple devices (Schuster, 2007) or providing a 
common interface for services in the personal area 
network and managing the sharing of resources 

(Jønvik, 2003) already point in this direction. 
Indeed, a general and user-centric way of service 
provision can only be achieved by considering the 
context, especially the user’s location and his or 
her preferences.

In the area of utilizing semantics for the de-
scription of service interfaces, context or general 
knowledge, and user preferences, it is especially 
important to further reduce the overheads in-
troduced by these descriptions. The benefits are 
twofold. First, reducing complexity can be con-
sidered as a crucial requirement for leveraging the 
use of semantics in service provision processes as 
the effort for both service provider and requester 
can be reduced. This can be further supported by 
automatic processes for creating or disseminating 
semantic information. Second, the software for 
interpreting and deducing knowledge can be opti-
mized to incorporate the reduction of processing 
time, along with development of distributed rea-
soners and processing of incomplete knowledge. 
The latter would directly address requirements as 
presented in mobile environments. In short, some 
of the most critical challenges are:

• To make reasonable use of semantic context 
descriptions and matching algorithms in 
distributed service environments without 
the availability of a global ontology, 

• To strike the right balance between accurate 
context description and reduction of the 
amount of necessary information,

• To free up the user or service provider from 
having to define extensive and complex 
descriptions before being able to provide 
and use a service,

• To make semantic context descriptions an 
integral part of mobile service composition 
and recovery processes.

To support these mobility aspects will mean a 
greater need for dynamic composition principles 
and service binding mechanisms. Semantic de-
scriptions are one possible way of going beyond 
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static plans and consideration of autonomic char-
acteristics, e.g., self-recovery or self-learning. 
Context data are a crucial enabler to facilitate 
the reaction to environmental changes. The ad 
hoc interworking of services also assumes the 
presence of loosely coupled interaction models 
to dynamically discover, execute, and replace 
heterogeneous services.

Con Clusion

In this document we have discussed some of the 
basic developments in the area of context-aware 
mobile service composition. We based our con-
siderations on the identification of three trends 
with respect to context-aware service provision 
in mobile environments. First, the enhanced 
service and device capabilities offered today are 
increasingly exploited, but their full potential 
still remains untapped. Second, semantics are 
increasingly applied for description purposes 
providing multiple benefits such as the inference 
of implicit knowledge. Third, mobility aspects 
are especially incorporated not only to deal with 
particular requirements, but also to take explicit 
advantage of the characteristics. By addressing 
these three trends we have extended the view 
from single services to the process of combining 
services from different devices. We started from 
the general definition of service composition 
processes to reach a description of ideas for a 
middleware approach that particularly allows for 
the use of context information. The focus was put 
on a best-effort approach of selecting and execut-
ing services in a context-aware manner. Finally, 
our depiction of future trends and challenges in 
this area highlights the need for further research 
to make the vision of pervasive and seamless 
context-aware service composition real.

However, the ultimate success of mobile 
context-aware service composition processes, as 
assumed here, strongly depends on the economic 
benefits which call for appropriate business mod-

els and a broadly comprehensive approach that 
directly addresses and adapts to user community 
needs. Apart from this, regard for privacy aspects 
is a crucial factor in gaining widespread user 
acceptance as users should not lose control over 
applications of their own data.
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a bstra Ct

The authors present a holistic approach for the efficient design, implementation, and validation of con-
text-aware mobile services. The according concepts have been developed within the PLASTIC project 
which devises a methodology based on model-to-model transformations to be applied at different stages 
of the service lifecycle. Starting from a conceptual model, these models reflect characteristic proper-
ties of the mobile service under development such as context information. For the implementation of 
the service, a middleware suite then is used which comprises a set of constituents which significantly 
simplify and shorten the mobile services development cycle. The authors focus on demonstrating the 
concepts in terms of mobile business-to-business field services as opposed to business-to-consumer 
services. Here through the methodology and tools the dynamicity can be significantly enhanced. By 
using the contained adaptation mechanism, service specifications (static by nature) can be qualified 
to deal with additional information (e.g., context) needed for achieving a better quality of service and 
usability.
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introdu Ction

During the last few years, many companies started 
(or envisioned to start) a slow but radical transfor-
mation in the way they conduct businesses. There 
are two important factors which, among others, 
help explaining such trend: the widespread need 
for Mobility and Service-oriented Computing. 

Mobility of humans and objects has become 
a characteristic and perhaps, more than that, an 
essential requirement of daily life. Basic functions 
like for instance telephony, data exchange, as 
well as more advanced functions like conducting 
/ tracking / steering  businesses, sampling and 
transmission of critical data etc. are required to 
be accessed anywhere, anytime and anyhow.

On the other hand, Service Computing is be-
coming a paradigm more and more popular within 
enterprises because it proposes an architecture 
which can promote IT agility through modularity 
and to align transformation to business priorities. 
Service Oriented Architectures (SOA) help in fact 
to cost-efficiently create IT solutions composed by 
loosely coupled web services which can be reused 
and seamlessly integrated with others promoting 
business alignment as well as cross-enterprise 
collaborations. 

In this chapter we recognize and address 
some of the challenges of combining mobility 
and service computing. In our work, we focus on 
context-aware “mobile web services” which are 
going to be offered to users in varying situations, 
adapting service provisioning to the environment 
so as to offer the best quality of service in the most 
cost-effective way. Such quality is assumed to be 
specified through functional and/or non-func-
tional attributes (like average service response 
time, availability, …) which can be observed at 
the service interface.

Note that while there is a W3C standard defini-
tion of web service (“a software system designed 
to support interoperable machine to machine 
interaction over a network”) there is no widely 
accepted definition for mobile web service. The 

notion of mobile web service is less clear since 
it suggests that (i) either the web service can be 
consumed from within a mobile setting or (ii) 
that the service can be deployed on (and made 
available by) mobile devices. In either case, one 
of the key problems is handling adaptation for 
service consumer or service provider (or both) 
to a changing environment like the one offered 
in a B3G (Beyond 3G) network setting. The goal 
of B3G is in fact to exploit the integration of dif-
ferent connectivity standards (WiFi, Bluetooth, 
GRPS/UMTS, Ethernet, IrDA, etc.) while preserv-
ing the heterogeneity of the various networking 
systems and their qualitative and quantitative 
characteristic. 

The work presented in this chapter is part of 
an initiative carried out in PLASTIC1 (Providing 
Lightweight & Adaptable Service Technology 
for pervasive Information & Communication). 
PLASTIC is a project funded by the European 
Union to address several challenges pertaining to 
the development of adaptable and context-aware 
mobile services. In order to validate the broad ap-
plicability of the approach, the real-world usage in 
the e-Health, e-Voting, e-Learning and e-Business 
domains is demonstrated. The project devises a 
methodology and a platform comprising:

• A development environment enabling the 
thorough design and modeling of context- 
and resource-aware adaptive services, which 
may be deployed on the various networked 
nodes, including mobile terminals and 
handheld devices.

• A middleware enabling B3G networking 
through the comprehensive integration of 
multi-radio networks and further context-
aware, discovery, and access to networked 
services.

• A validation framework enabling off-line 
and on-line validation of networked services 
regarding functional and non-functional 
properties.



  ���

Methodology for the Design, Development and Validation of Adaptive and Context-Aware Mobile Services

After reviewing the state-of-the art in the 
area, we will introduce the complete methodol-
ogy developed within PLASTIC and we explain 
how it has been applied to a realistic e-Business 
application from the Field Service Management 
(FSM) domain and how it improves particularly 
the development practice currently in place. As 
some aspects of the project are beyond the scope 
of this book, in the following we focus on the 
aspect directly related to collecting, managing, 
and consuming context information.

ba CKground

The two research areas, context-aware computing 
and service computing, are quite active. We refer 
to the classical notions of both, i.e., a software ser-
vice as an entity which wraps data and functions 
operating on it through well-defined interfaces 
(Erl, 2008) and context as any information used 
to characterize the situation of an entity (Abowd, 
2001). Such entity can be a person (user domain 
context), a site (physical domain context), or an 
object (system domain context) that is considered 
to be relevant to the interaction. Several general 
purpose approaches to context modeling exist 
(Strang, 2004). Since we focus on a specific class 
of service, i.e., services which are mobile with 
respect to the service host and/or with the users 
using them, we can limit the scope of modeling 
significantly. Note that due to the convergence 
of the conventional and the mobile web we use 
the terms mobile service and mobile web ser-
vice interchangeably. With respect to advanced 
mobile networks exploiting the availability of 
different connectivity standards, context-aware-
ness facilitates the integration of such standards 
while preserving the heterogeneity of the various 
networking systems in the user’s environment 
including their qualitative and quantitative charac-
teristics. Thus, service-oriented applications must 
be context-aware and adapt to the variations of 
context data lying in the system domain.

Sensing and retrieving contextual data is done 
with a certain purpose. Such purpose is frequently 
referred to as adaptation which we understand 
as an ‘adjustment of an object to environmental 
conditions’ where environmental conditions are 
given by the context. This adaptation requires the 
acquisition of extensive context information. Hen-
ricksen (2003) interprets context as an enabling 
mechanism for applications to perform tasks on 
behalf of users in an autonomous and flexible 
manner. This is especially relevant to our targeted 
application domain as will be seen below. A lot of 
work exists on how to apply context under rather 
special conditions (Brown, 1997 and Mitchell, 
2002). Hence, such approaches are mostly limited 
to a special scenario and do not feature a more 
capable overall framework for context-aware-
ness . They often consider a fixed set of context 
information which is not extensible. Especially, 
there have been several efforts to address loca-
tion-aware systems (Baldauf, 2007). Espinoza 
(2001) describes a system which enables users to 
access information in relation to their position in 
geographical space. This idea was also followed 
in a work by Ryan (1999) where users can attach 
e-notes to geographic positions such that the in-
formation is accessible by other users whenever 
they approach that position. A presence aware 
system is presented by Kerer (2004). 

In this work, we are focusing on services as 
the to be adapted objects. In this regard, Pauty 
(2006) through COWSPOTS describes how web 
service-based context-awareness is used to pro-
vide enriched services to medical professionals. 
The system consists of a central server and sev-
eral mobile devices that run so called SPOTlets. 
While several approaches present good solutions 
for context processing and/or management, they 
fail to constitute a mechanism that considers 
traditional web services when it comes to context-
aware service invocation. Keidl (2004) presents 
a framework that facilitates the development 
and deployment of context-aware adaptable web 
services. The framework features context plug-
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ins that pre- and post-process service requests 
based on available context information. There is 
one set of context information belonging to each 
web service. The data set is recursively appended 
to the exchanged messages whenever a service 
sends a message to another service. On the invoked 
side the appended context can be processed and 
used either by the invoked service or through the 
context plug-ins. There is one plug-in for each 
type of context.

In summary, currently the notion of context is 
quite well introduced and elaborated but a consis-
tent, model-driven methodology to rapidly develop 
context-aware and adaptive mobile services is 
not available. We will now lay out our approach 
to devising such methodology by introducing a 
realistic scenario settled in the e-Business domain 
and explaining the considerations that will have 
to be taken into account.

a ppli Cation sCenario 

basics

In order to illustrate the concepts, we will use a real 
mobile e-Business scenario from the domain of 
Field Service Management (FSM) solutions. FSM 
is identified as the attempt to optimize processes 
and information defined by large manufacturing 
companies who send technicians or staff out of 
the office / into the field in order to fix problems 
regarding products on behalf of the respective 
company. In the concrete example, FSM allows to 
dispatch car dealer alerts to field workers issued by 
the service division of a car manufacturer which 
is in charge to resolve complex vehicle issues. 
The engineer can search and download all the 
relevant information concerning the site where the 
alert was raised (e.g., relevant service bulletins, 
parts information, and dealer profile information) 
before leaving to reach the dealership location. 
Once at the dealership, the engineer can access 
new information if needed through the dealer’s 

communication resources and can devise the best 
possible strategy to fix the problem searching for 
the available services available in the dealer’s 
vicinity (e.g., the closest spare parts depot that 
has the appropriate part).

The mobile users targeted in our scenario are 
therefore expert users who have to access mobile 
applications for their work routinely. The scenario 
already sketches how contextual information plays 
an important role in our scenario.

r ationale

While in the past companies relied on an in-house 
workforce, we perceive an increasing number of 
situations (for instance in facility management a 
workforce consisting of plumbers and carpenters) 
in which the workforce is outsourced to small and 
medium enterprises (SMEs), as well as one-man 
companies. 

This change poses several business and techno-
logical challenges to next-generation field worker 
applications. One business challenge is that each 
field worker might have unique and potentially 
private information and business requirements he 
or she wants to apply as part of the solution. In 
other words, there is no a central authority decid-
ing how field workers and manufacturer should 
collaborate. In addition, other business challenges 
to be addressed by next generation field worker 
applications are the following:

• Higher mobility and data accessibility for 
the field sales representatives to manage 
customer information and interactions.

• Improved mobile solutions to allow field 
technicians to improve effectiveness in 
customer support through mobile access to 
real time job information such as schedule 
changes and parts pricing and availability, 
as well as providing instant information 
updates from field for quicker customer 
billing and service.
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• Decreased cost - tools to optimize the work-
force management of field technicians by 
providing added flexibility in dispatching 
jobs to workers.

On the technical side, the main challenge is 
to build a flexible service-oriented architecture 
for handling context data and interaction across 
multiple field workers in B3G networks. In more 
detail, we identified the following technical chal-
lenges to be addressed in our solution:

• An increasing number of networked legacy 
services expose potentially useful context 
information. There is the need to facilitate 
easy to use (and low-cost) service composi-
tion taking into account context.

• There is no a central entity but rather multiple 
autonomous entities sharing only certain 
amounts of their data.

• Field Workers are mobile by nature. There 
is a strong need to enable communication 
across heterogeneous networking environ-
ments, e.g. B3G.

• Field Workers may implement different 
architectures. There is a strong need for 
adaptability in this regard.

scenario f ocus

There are different challenges in creating a 
mobile application addressing our scenario. 
Among those, in this book we focus on building 
a complete approach to efficiently dispatch issues 
across autonomous mobile field workers roam-

ing inside B3G networks. Instead of proposing a 
one-fits-all approach, the overall task is split into 
three elementary solutions featuring different 
functions and services in a complementary way. 
All solutions can be addressed under a common 
solution approach as we will show later on, once 
the methodology and the tools supporting this 
methodology have been introduced. 

The scenario sketched here is only one of many 
which require the combination of advanced mobil-
ity (and resulting issues related to B3G network-
ing) and service computing. Within PLASTIC, 
similar requirements for applications in e-Voting, 
e-Health, and e-Learning domains have been 
identified and solutions have been devised.

r equirements for  
methodology  and pla tform

Nowadays, one of the key issues of creating mobile 
web services is the lack of a methodology which 
could help the developer in designing, deploying, 
interacting with, and testing services in a B3G 
network. 

In this chapter we address this limitation 
presenting an end-to-end methodology built in 
PLASTIC to facilitate the exploitation of existing 
and upcoming mobility technologies to implement 
services with the adequate quality of service. The 
methodology relies on three main constituents:

• A conceptual model to be used throughout 
the whole services development life cycle. 
The conceptual model reflects key require-

Service
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Box 1. Requirements for methodology and platform
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ments for easing the design, implementation 
and testing of mobile services.

• A middleware suite to support basic and 
advanced functionalities on the application 
layer.

• A service validation and testing framework, 
which both could simulate B3G environment 
for off-line testing and monitor services after 
deployed.

Prior to entering the details of the solution, 
in what follows we describe the detailed list of 
requirements motivating our methodology. 

support for Context-a wareness and 
l ocation-a wareness

Mobile web services have to take into ac-
count information about the targeted execution 
environment(s) for making choices and adjust-
ments. In some cases, the code to be executed 
in different contexts may change substantially 
according to the device that is being used, the 
network and the web services available at that 
particular moment, and even the time of the day 
or – as the core aspect of mobility - geographical 
location. To take such decisions, services need to 
have quantitative and qualitative information at 
their disposal. Moreover, such context informa-
tion might be provided by other services either 
deployed on a mobile device or elsewhere.

Context-awareness becomes then a key fea-
ture necessary to provide adaptable services, for 
instance when selecting the best suited service 
according to the relevant context information or 
when adapting the service during its execution 
according to context changes. In a model-based 
approach to mobile services design and implemen-
tation the support for defining context attributes 
will have to be ensured.

support for service mobility

User mobility and connectivity changes lead to the 
necessity of considering features like automatic 
handover and service reconfiguration to ensure 
services quality across B3G networks. Automatic 
handover is required; for instance, when in the 
above scenario a Field Worker leaves a WLAN 
zone on his or her way to the Dealer and thus 
needs to switch to a GPRS network. Though 
this is usually handled on lower networks lay-
ers, there might also be an impact on the service 
logic. Therefore the middleware should propagate 
such contextual changes to the service layer. The 
challenge then lies in ensuring the proper service 
execution without loosing data or having to start-
ing all over again a transaction. In case of loosing 
connection, dynamic service reconfiguration is 
needed to automatically continue the transaction 
through a new equivalent service without loosing 
the state reached with the previous connection.

The challenge to dynamically handle changes 
in the underlying connection leads us to the dis-
cussion of the next item: dynamic binding.

support for dynamic binding

A mobile application may employ various ser-
vices, some of which may be used complementary 
whereas others may only exist locally (e.g., while 
being on the Dealer’s site). Thus, the binding of 
services to applications must be resolved dynami-
cally at run time as the location of the user and 
the quality of his connection cannot be known 
beforehand. Moreover, it is not possible to predict 
which service will have the best “offer”, in terms 
of quality of service. Finally, even a strategy of 
static binding with all available services would 
be wrong, because services are often provided 
by third parties and they might change following 
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their own patterns. Hence, dynamic binding is a 
must for runtime services composition, and in a 
changing context. 

support for multi-r adio networking 
and a dvanced r outing

Another basic issue for mobile web services is 
given by networking and routing over heteroge-
neous and evolving networks. Communication 
between services must automatically take into 
account multiple kinds of networks (WLAN, 
Bluetooth, GPRS, etc.) which can potentially 
be used and selected indistinctly. New routing 
mechanisms, such as content-based routing, are 
needed to support mobile communication over 
evolving B3G networks.

support for dependability 

Dependability requirements, such as security 
and reliability, plus quantitative requirements 
such as performance and scalability, are part of 
the quality of service (QoS) requirements. They 
are called non-functional requirements or some-
times “-ilities”. In order to guarantee QoS, each 
service must count with clear information from 
the commitments assumed by every service to be 
invoked. In some cases, QoS is the main parameter 
to choose among available services for dynamic 
binding. If this information is not available in a 
way that can be analyzed during runtime, and if 
it is not monitored effectively, it is not possible 
to take informed decisions. 

The need to assess QoS automatically requires 
the specification of Service Level Agreements 
(SLAs) that must be monitored and supervised. 
The permanent monitoring of QoS also poses a 
challenge, because of the impact it may have on 
performance, due to the overhead needed.

We will now describe how the above require-
ments can be turned into a consistent design 
methodology for the design and implementation 
of context-aware adaptive services.

ser viCe definition and design 
methodology

In the proposed methodology, the first element is 
a conceptual model for context-aware adaptive 
mobile services. The conceptual model focuses 
on the following key concepts:

• Context-awareness and adaptation as the 
context is a key feature distinguishing ser-
vices in the vast B3G networking environ-
ment. Starting with the conceptual model a 
developer can define a mobile service which 
will be easily transformed into a running 
instance by mapping generic functional-
ities for accessing and processing context 
to middleware components. Concerning 
contextual information, the conceptual 
model distinguishes context providers and 
context consumers as shown in the fragment 
in Figure 2. 

• Service Level Agreements (SLAs) can be 
viewed as commitments between service 
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Box 2. Service definition and design methodology
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Figure 1. Context-related concepts in the PLASTIC conceptual model

Figure 2. PLASTIC service design process model. 
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consumers and service providers. SLAs 
are built on service descriptions that are 
characterized functionally, via a service 
interface, and non-functionally via Service 
Level Specifications (SLS) which involve 
parameters exactly from the same domains 
(physical, user, system) as the context data. 
For instance, an SLS may specify bandwidth 
as Quality of Service attribute to be pre-
served. In order to preserve the bandwidth 
in case of a contextual change and thus to 
maintain the SLA, a handover has to be 
performed.

According to the PLASTIC approach to ser-
vice design, a definition of a service consists of 
a functional description and of a Service Level 
Specification which defines the Quality of Service 
characteristics of the service. The overall service 
description is obtained by means of an iterative 
analysis specification phase that makes use of be-
havioral models. These models iteratively refined 
with information from the implementation chain 
are then made available as artifacts accompanying 
the service specification.

The elements defined in the conceptual model 
serve as the basis for a set of model-to-model 
transformations generating artifacts to be used 
in following phases of the methodology. The 
main novelty of this PLASTIC process model 
is to consider non-functional properties such as 
SLS as part of a Service Model, as opposed to 
existing approaches where such properties consist, 
in best cases, of additional annotations reported 
on a (service) functional model (Skene, 2003). 

Figure 3 describes such transformations. This 
characteristic of the proposed procedure brings 
several advantages: 

• As the whole service model is driven by 
the conceptual model, less consistency er-
rors can be introduced in its functional and 
non-functional specification. 

• SLS embedded within a service model better 
supports the model-to-model transforma-
tions towards analysis models. 

• The path to code generation, the SLS will 
drive the adaptation strategies.

ser viCe implement ation and 
middlew are

o verview

As part of the methodology, a set of integrated 
middleware constituents have been designed to 
effectively enable the fast implementation and 
deployment of services on B3G-enabled mobile, 
resource-constrained devices. In order to address 
the related issues, the project devised a platform 
comprising: tools for the implementation of 
services, a middleware suite designed as a set of 
cooperating components, and testing methods 
and tools to validate the dependability of mobile, 
adaptive services. 

The middleware supports services developed 
following the PLASTIC methodology as well as it 
enables the execution of, and/or interaction with, 
networked legacy services.

Service
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Box 3. Service implementation and middleware
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Figure 3. Layered view of adaptive, context-aware middleware advanced communication 
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The middleware is structured into two lay-
ers:

• At the lower layer, the Communication 
Middleware offers abstractions for the B3G 
networking environment together with ad-
vanced communication protocols supporting 
interactions in such an environment. The 
Communication Middleware specifically 
offers an adaptation of SOAP for B3G (B3G-
SOAP) and advanced routing protocols over 
multi-radio networking.

• At the upper layer, the Middleware Services 
offer advanced generic functionalities for 
the application layer. Middleware Services 
are built on the Communication Middleware 
and  enable:
i. Service management (discovery, ac-

cess and composition), 
ii. Context-awareness, 
iii. Security and trust, 
iv. Content-based routing.

The middleware suite can be deployed in a 
distributed way over a wide range of hardware 
devices, including:

• Resource-limited devices on which specific 
services or client applications are deployed. 
Such devices primarily access the middle-
ware services through libraries bound to the 
service or client application.

• Multi-radio devices on which the middleware 
B3G communication components can sup-
port dynamic composition of independent 
networks and creation of multi-networks 
and overlay networks.

• Powerful devices (may have multiple radio 
interfaces) on which all the middleware com-
ponents can be deployed and activated.

However, while the hardware platforms of 
mobile devices are advanced enough, their run-
time environments still impose many limitations 
(e.g., limited access to system information, less 
capable protocol stacks, no controlled access 
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to network configuration). Therefore the used 
platform constitutes a certain context that will 
have to be taken into account when deploying 
services to a device as well as when accessing 
remote services from a specific device.

We will now describe middleware starting 
from the bottom in more detail.

Communication middleware

The communication middleware targets the 
creation of a consistent networking environment 
composed of heterogeneous IP-based networks 
(Bluetooth, WiFi, GPRS, etc.) by providing proper 
abstractions and tools which autonomously adapt 
an application to the underlying networks. There-
fore, middleware-aware devices are able to roam 
throughout such a networking environment by 
sensing the different wireless radio links avail-
able and switching between them (multi-radio 
network handover) according to the application 
requirements and the networks characteristics. 
Towards achieving this objective, the com-
munication middleware is composed of several 
modules illustrated in Figure 4 which also shows 
the interdependencies of the context-awareness 
component with the other components of the 
middleware.

Multi-radio Networking. The Multi-radio 
Networking module is in charge of (a) selecting 
the best available network(s) (with respect to 
both the application requirements and networks 
characteristics) and switching among networks, 
(b) managing the communication between devices 
by means of multi-interfaces addressing scheme 
and packet routing. 

Hence, multi-radio networking defines: 

1. An Addressing Scheme, referred to as 
PLASTIC Address, that uniquely identifies a 
PLASTIC-enabled device (and consequently 
the services hosted by it), and translates into 
a set of IP addresses. 

2. A routing scheme to deliver packets in B3G 
networks by properly choosing one of the 
available networks and by adopting the cor-
responding communication protocol. 

Multi-Radio Management. The Multi-Radio 
Management module manages the lower-level 
characteristics of the networks by means of 
functionalities and QoS properties. That is, the 
module is in charge of: 

1. Sensing the available networks and retriev-
ing their characteristics (attributes and of-
fered services). 

2. Monitoring the status of the networks. 
3. Accessing the networks to exploit the offered 

services.

B3GSOAP. This module features the WS-
oriented communication in B3G networks and 
includes the following functionalities:

• SOAP interactions over B3G networks to 
exchange SOAP messages over the most 
effective network, considering enforcement 
of QoS. 

• Multi-network routing to access services 
in remote networks as long as there is a 
path bridging the (heterogeneous) networks 
between service consumer and producer.

• Seamless mobility to maintain active sessions 
with WSs despite the mobility of nodes.

Protocols. The Advanced Communication 
Protocols module implements a number of 
value-added communication services on top of 
one or more primitive link-level or network-level 
communication mechanisms. The advanced com-
munication protocol module does not implement 
any low-level data transport mechanism for wired 
and/or wireless links and networks, but rather re-
lies on the ones that are available on each device. 
These low-level communication mechanisms are 
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accessed either directly through the operating 
system (e.g., in the case of traditional network 
services such as stable wired IP service) or through 
the multi-radio network management module. 
It devises content-based routing as a content-
driven communication primitive. This primitive 
supports a mode of communication where the 
flow of information, from senders to receivers, is 
determined by the content of messages together 
with the declared interests of receivers, rather 
than by a traditional addressing scheme. Content-
based routing realizes a form of communication 
that is very similar to the publish / subscribe 
paradigm. Through the PLASTIC middleware, 
content-based routing protocols are devised that 
are suitable for deployment over a network of 
heterogeneous, resource-constrained devices. 
I.e., the deployment environment consists of for 
instance mobile terminals and handsets rather than 
the large, resource-unconstrained routers which 
are found in the core of fixed communication 
infrastructures (Carzaniga, 2004). 

middleware services

In addition to core functionalities, the PLASTIC 
middleware comes with services of general utility 
to applications. The set of middleware services 
provided by the PLASTIC middleware are:

1. Service discovery, and access
2. Context-awareness
3. Security and trust
4. Content sharing and dissemination

We will now introduce all components of the 
middleware layer putting a focus on the context-
awareness module.

Service discovery and access. These middle-
ware elements are mainly intended to enable 
service discovery of services and access in the 
B3G networking environment. According to the 
PLASTIC objective to adhere as much as possible 
to standard specifications, those elements build 
upon relevant WS standards like for instance 
WS-Discovery. 

Figure 4. Interfaces of context engine
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The key contributions of the service discov-
ery, access and composition elements are the 
following:

• A service discovery for B3G networks that 
accounts for context, mobility and QoS of 
service provisioning.

• A Service composition for B3G networks 
that accounts for the inherent mobility of 
nodes, introducing advanced capabilities for 
the dynamic reconfiguration of composite 
services together with associated consis-
tency management.

Context-awareness and adaptation. The con-
text-awareness and adaptation module features 
concepts for integrating contextual information 
into advanced services for the support of mobile 
processes. Due to the emergence of a variety of 
location-based legacy services, the middleware 
primarily focused on spatio-temporal context 
data, which is generated by a configurable set of 
different sensing systems providing positioning 
and proximity data. 

For the detection, provision, storage, retrieval 
and application of context data the accurate mod-
eling of the data is quite important. Currently 
there are several means for context modeling, 
mainly they are:

1. Key-value models
2. Mark-up scheme models
3. Graphical models
4. Object oriented models
5. Logic based models
6. Ontology based models

Key-Value-Pairs Models constitute the sim-
plest category of models, which is not very effi-
cient for sophisticated structuring and reasoning 
purposes. Mark-up Scheme Models are typically 
represented as profiles, for example, CC/PP (In-
dulska 2003). Graphical Models are particularly 
useful for structuring, but usually not used on an 

instance level. Object Oriented Models use general 
object oriented mechanisms to represent contex-
tual knowledge about temporal, goal, spatial etc. 
properties. Logic Based Models use logic to define 
conditions under which a concluding expression or 
fact may be derived from a set of other expressions 
or facts. This provides a high degree of formal-
ity. Ontology Based Models are used as explicit 
specification of a shared conceptualization; since 
most recently OWL is widely used in pervasive 
computing, it allows for consistency checking and 
contextual reasoning using inference engines. 
Within the core component, the so called context 
engine, we feature logic based models since they 
supports distributed composition and a high level 
of formality which permits to precisely control 
the usage of context.

As opposed to other architectural approaches 
to context management (widget-based or black-
board, see Winograd 2001), the context engine 
is implemented as a service offering a flexible 
service interface to process the acquired raw data 
and making it accessible to other services and ap-
plications through various interaction modes. The 
service-oriented wrapping of the context engine 
results in the key advantage that the underlying 
context-sensing (i.e., tracking) technology can be 
easily exchanged without affecting the rest of the 
system or – even worse – the process. 

The context engine contains means to dynami-
cally register any networked legacy web service 
as context sensing systems (context producers); 
through complying with a prescribed context 
provider adapter (CPA) these sensing systems 
can be easily changed without affecting the busi-
ness logic the engine is part of. A high-level of 
customization is achieved by implementing the 
processing (transformations, reasoning) of context 
data through a rule engine which works on an 
editable hierarchical rule set. 

We devise an inner component for the manage-
ment of the entire lifecycle of the rules contained 
in the engine:
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• Organise rules depending on the involved 
data sets, their respective purposes and 
priorities; for instance with respect to the 
featuring of context-awareness in a scenario 
as the one described here, rules for the 
transformation of location contexts and rules 
for triggering changes as a consequence of 
executing a rule (when a user enters the vi-
cinity of a maintenance object, the procedure 
should pop up) have to be distinguished.

• Manage rules, i.e., 
◦ The creation of new rules
◦ The deletion of existing rules
◦ Updating and modifications of rules 

should be possible at runtime
• Enter rules in different formats (external 

representation in XML, spreadsheets) and to 
interface with state-of-the-art programming 
languages; within the current implementa-
tion, the Java programming language has a 
prominent place.

• Administer access to rules concerning 
authentication and authorization, either for 
changing the rule database or for applying 
the rules contained therein.

In order to support this, the rules are rep-
resented in a storable format / language which 
depends on the underlying rule engine used to 
execute them. We use the Open Source Rule En-
gine Drools (Drools) which comes with a rather 
proprietary but nevertheless very intuitive set of 
input formats.

The rule data base follows a specific schema. In 
principal, the following rules can be distinguished 
(Eikerling 2007):

• System rules: these are kind of default rules 
applied to context data entering or leaving 
the engine. These rules can be only changed 
through the administrator and refer e.g. to 
the management of the context cache (man-
agement of cache size, data replacement 
strategies etc.).

• Producer rules: these rules refer to the 
production of context data. Informally rules 
of this type can look like this: if an object 
moves from one location to another, remove 
location data and transform & store new data 
set.

• Consumer rules: potential consumers of 
context information provide the format in 
which they expect to receive the context data 
(Required Context Syntax) and subscribe 
for context through the according rules.

These rules are persistently stored in a da-
tabase which is administrated through a thin 
ORM layer.

Security. Security is an important aspect of mo-
bile web services. The PLASTIC security module 
is designed and developed in a service-oriented 
way. Caution has in particular been taken in order 
to be able to expose services as Web services. The 
two main classes of the security services support: 
(i) standard security functionality (cryptographic 
operations) and (ii) WS-Security standards. 
Considering usage by the PLASTIC middleware, 
the former will aid mostly the service discovery 
process by ensuring the desired security level 
and the latter will guide the service composition 
process in order to assess the security interoper-
ability of the different services. 

Content sharing. The set of content sharing 
services provided by the middleware decompose 
into: (i) a content-based event notification and 
data dissemination facility, and (ii) a distrib-
uted shared data storage facility. These services 
are built directly on top of the Communication 
Middleware. The following are the value-added 
functionalities implemented by the content shar-
ing and dissemination services: 

• Publish / subscribe data dissemination is 
a content-based communication service 
implemented on top of the content-based 
routing primitive described above.
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• Distributed, shared data storage is a col-
lection of algorithms that implement a 
content-addressable, shared data storage 
system. This service consists in storing 
resources (e.g., files, simple tuples, or even 
service interfaces) in a distributed storage 
realized through a decentralized community 
of cooperating but loosely-coupled hosts.

The peer-to-peer overlay management compo-
nent of the advanced communication module is 
the basis for this service. In terms of its functional 
interface, the main feature of this storage facility 
is typical of many well-established peer-to-peer 
systems, in that it allows participants to store 
and access resources by their content or by short 
content-specific identifiers. In terms of its extra-
functional features, this data store is intended to 
support dynamically networked entities, offering 
high reliability and minimal access latency over-
coming problems caused by temporary disconnec-
tions and other adverse network dynamics.

ser viCe valida tion and  
testing 

The validation of mobile web services demands 
for novel technologies to face the high complexity 
of the systems considered in terms of distribution, 
mobility, heterogeneity, dynamics, and context-
awareness. Considering the plethora of functional 
and non-functional properties that need to be 
validated, PLASTIC aims at a holistic approach 
to testing; the approach includes analytical and 
empirical techniques to be employed both during 
development and at runtime.

The testing framework has been organized 
around two modes of testing referred to as off-line 
and on-line testing. The main distinction between 
the two concerns whether a service is tested in 
a mock-up environment prior to deployment, or 
after deployment, by validating its behavior while 
operating in the real environment. 

In order to get a rather complete view on 
the compliance of a service with the previously 
established definition and behavior, validation 
of PLASTIC services should ideally combine 
both kinds of testing. In particular, in addition to 
off-line testing, PLASTIC offers on-line testing 
because the high run-time dynamics of service-
oriented systems makes it impossible to foresee 
and model (as part of the mock-up environment) 
all possible contexts in which a service will be 
used. Both off-line and on-line validation should 
consider the functional and the non-functional 
properties.

With respect to off-line validation, PLASTIC 
proposes advanced techniques such as simulation-
based testing (Rutherford 2006), model-based 
testing on symbolic state machine (Frantzen 
2007), and support for distributed experimen-
tation and automated test harness generation 
(Bertolino 2007). 

On the other hand, the on-line validation can 
be further classified into (i) on-line testing before 
publication, by which a service undergoes a sort 
of qualification exam, called Audition, before it 
can be “officially” recognized as having adequate 
quality for being deployed in  the platform, and 
(ii) online monitoring of the service behavior dur-
ing real usage (Bianculli 2007), in which case we 
offer an aspect-oriented approach for monitoring 
service compositions, as well as verification that 

 
service

Definition
service

Implementation
service

Validation
PLastIc methodology

Box 4. Service validation and testing
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the contractually agreed extra-functional speci-
fications are fulfilled.

As a consequence of the rich variety of chal-
lenges, the testing framework features a set of 
technologies. The combination of the various 
techniques provides a powerful multilateral ap-
proach to the validation of mobile web services.

a ppl ying pla tform and  
methodology

Having introduced the model-driven methodology 
to the design of context-aware mobile services 
and the supporting software platform in terms 
of middleware and tools building on it, we now 
describe the usage with respect to a scenario 
(dispatching issues to Field Workers across B3G 
networks) from the e-Business domain.

To achieve IT flexibility and business agility, 
our solution exploit two SOA principles (Erl 2008, 
Artus 2006): Decoupling and Ease of Process 
Implementation. 

Decoupling technologies such as asynchronous 
message delivery and machine-readable interfaces 
(e.g. WSDL, see Christensen 2001) enable web 
service consumers to make choices of implemen-
tation and availability independently of the web 
service provider and vice-versa. Both Manufac-
turer’ and Field Workers’ architectures are built 
on web services. In other words, mobile devices 
not only consume web services made available 
by the Manufacturer (or generally available on 
the Web) but they can also provide services for 
others to use. This is an important step towards 
integrating mobility and service computing tech-
nologies. However, at the time of writing many 
mobile devices do not support de-facto service 
container standards like Axis22 available for sta-
tionary devices. To cope with such limitation, on 
mobile devices services are deployed to CSOAP 
(Sacchetti 2005), a SOAP container specifically 
built for wireless, resource-constrained devices. 
Nevertheless, the methodology presented in the 
paper is generic and can be adapted for other 
light-weight web services types such as REST 
(Representational State Transfer) or JSON (Ja-
vaScript Object Notation).

Figure 5. PLASTIC service testing methodology
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Ease of process implementation is the other 
key principle we adopted in our solution. We 
simplified and reduced the implementation cost 
by adopting the model-to-model transformation 
functions and the middleware components built 
in PLASTIC. Complexity and cost of implementa-
tion is particularly important for small companies 
(i.e. Field Workers) which do not have time and 
resources to invest into an expensive service 
environment. However, even medium and large 
companies (i.e. Manufacturer) can benefit from 
our approach as their IT investments can be used 
for core business activities rather than generic IT 
functionalities.

Instead of proposing a monolithic approach, 
the overall task is split into three elementary solu-
tions featuring different functions and services 
in a complementary and modular way:

1. Task Assigner: the Manufacturer directly 
dispatches issues to Field Workers as soon 
as he receives them.

2. Task Planner: the Manufacturer plans Field 
Worker activities by accessing the Field 
Workers’ calendars.

3. Task Advertiser: the Manufacturer ad-
vertises the issue among the Field Workers 
interested to solve it.

In the rest of the section, we present some 
details of the three solutions. For each of them, 
we present the main challenges, the system archi-
tecture, and the impact of PLASTIC methodology 
and middleware.

t ask a ssigner

The first approach we built for dispatching is-
sues to Field Workers is quite straightforward: 
the Manufacturer receives a request and directly 
assigns it to the Field Worker he or she considers 
more apt in solving it. At first sight, the solution 
seems straightforward. However, in our solution 
the Field Worker receiving the issue might not be 

Figure 6. E-business scenario—task assignment
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connected to a fixed network but through a B3G 
network. Consider for example the scenario illus-
trated in Figure 7. At the time the Manufacturer 
dispatches an issue, Field Worker1 has GPRS 
connectivity to the Internet while Field Worker2 
only has the Bluetooth connectivity offered by the 
Dealer in which he or she is currently working. 
Note that Field Workers might choose a B3G net-
work not only because wide area cellular networks 
(e.g. GPRS / EDGE) are not available, but also 
to achieve better quality of service (e.g. larger 
bandwidth) or to reduce connection costs.

In such environment, the main challenge for 
the Task Assigner solution is therefore discover-
ing the network the Field Worker is currently 
connected to and to transmit the message across 
multiple protocols.

Without PLASTIC, the implementation of the 
solution would have been rather cumbersome as 
the developers would have to directly manage 
communication in B3G. On the contrary, by adopt-
ing PLASTIC Design Methdology and PLASTIC 
Communication Middleware, we have been able 
to rapidly implement a solution which can now 
be used by a large number of Field Workers being 
situated in different communication contexts.

Our solution is composed of three core web 
services, all developed starting from the PLAS-
TIC conceptual model: RegisterFieldWorker, 
SubmitIssue, and ReceiveIssue. 

1. RegisterFieldWorker is running at the 
Manufacturer side and is invoked each time 
a new Field Worker subscribes for receiving 
issues. 

2. SubmitIssue is deployed at Manufacturer 
side; it is used to assign issues to Field 
Workers. 

3. Finally, ReceiveIssue is deployed to the Field 
Worker’s mobile devices and it is used to 
receive new issues sent by the Manufac-
turer.

The use of the conceptual model is especially 
valuable for the design and implementation of 
SubmitIssue and ReceiveIssue service. Spe-
cifically, following the methodology proposed 
in PLASTIC, we 

1. first modeled the interface of the Services 
by specifying its messages (IO data types) 
and operations.

2. For each operation, we represented the 
relation between services and context in-
formation. In the model, services can be 
described as Context providers (if they 
provide contextual information from other 
to use), Context consumers (if they need 
some contextual information as part of their 
behavior) or both. 

3. Finally, we defined if the service was ex-
pected to run on B3G networks. 

As a result of the modeling process, we had 
richer service interfaces which can be used by 
the model-to-model methodology presented in 
Figure 2. The model-to-code transformation has 
been used to generate the Service stub. Deviating 
from existing solutions (such as Axis2 wsdl2java), 
our solution automatically implements both SOAP 
and CSOAP stub for running on mobile web 
application servers. To support communication 
across B3G networks, a unique PLASTIC address 
is also generated and associated with the service 
at the time it is deployed or a server. 

For instance, a unique PLASTIC address is 
generated for each ReceiveIssue service to be 
deployed to a mobile device. Such information is 
communicated to the Manufacturer the first time 
the Field Worker registers to receive issues (by 
invoking the RegisterFieldWorker service) and it 
is used by the PLASTIC middleware to seamlessly 
communicate across different networks. 

Not only, the code for connecting service 
and Context Engine is automatically generated 
to be able to retrieve (advertise) the context 
information as defined in the model. With such 
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pre-generated code, the developer can now focus 
on implementing the core logic which is strictly 
related to the service. Context information can be 
retrieved by simply specifying the URL hosting 
the Context Engine and invoking by the automati-
cally generated class. Similarly, services acting 
as service providers will automatically publish 
their information to the Context Engine following 
the user profiling rules defined in the model (e.g. 
push context information every hour or for each 
service invocation).

In our solution, we reduced the burden of 
managing B3G communication as part of the 
solution development process by installing 
PLASTIC Multi-radio Communication and B3G 
SOAP components in both the Field Workers’ 
mobile devices and at the Manufacturer premises. 
A similar installation has been also deployed to 
Dealers offering B3G communication to Field 
Workers working on their site. An example for 
this is sketched in Figure 7.

To dispatch an issue to a Field Worker, the 
Manufacturer invokes the SubmitIssue service 
specifying the Id of the Field Worker who should 
handle the problem plus information concerning 
the issue itself. The behavior of SubmitIssue is 
such that it first retrieves (from a local registry) 
the PLASTIC address of the ReceiveIssue service 
deployed in the Field Worker mobile device. 
Knowing such information, the multi-radio net-
work automatically discovers the path bridging 
the heterogeneous networks between SubmitIssue 
and ReceiveIssue services. Once the path has been 
discovered, the request can be routed. B3GSOAP 
is used to establish connections across different 
protocols as well as to resolve scenarios in which 
the Field Worker switches the network before the 
message is routed to him or her. 

The behavior of ReceiveIssue is decided by 
each Field Worker. Some Field Workers might 
in fact immediately accept the issue while some 
others might simply generate an alert on the mo-
bile device. However, this is independent of our 
solution because Field Workers can implement 

the behavior they think more appropriate for their 
business as long as the machine-readable interface 
of ReceiveIssue service doesn’t change.

t ask planner

The second solution we built for dispatching 
issues to Field Workers is called Planner as the 
Manufacturer plans appointments (times and 
dates) when an issue will be solved by accessing 
Field Workers’ personal calendars.

Existing calendar applications expose calendar 
information as web services for others to use. 
While sharing his or her calendar, a user has the 
possibility to choose to either share the details 
of each calendar entry or the busy/free status 
only as context information. While such option 
is considered sufficient for most applications, it 
is not enough for our Field Worker scenario. As 
discussed in the introduction, it is in fact likely 
that autonomous Field Workers want to apply 
their own business rules prior to sharing their 
calendars to others. Rules might be:

• Public (e.g., ‘on Monday morning, don’t ac-
cept issues from Dealers located more than 
10 miles away from my office’) or 

• Private (e.g., ‘on Friday afternoon, show 
free time-slots only to Dealers with good 
credit history’). 

Existing calendar applications do not support 
such feature as it requires the integration of a con-
text management system flexible enough to handle 
all information users might be interested to adopt 
in their rules. Such limitation is even more evident 
when calendars are managed directly in the mobile 
device while context information is contained in 
web services deployed to his or her mobile device 
(e.g., Field Worker’s GPS coordinates) or on the 
Internet (e.g., Dealer’s credit history).

The Task Planner solution we built using 
PLASTIC is composed of two basic web services: 
ShareCalendar and CombineCalendars.
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• ShareCalendar is deployed to the Field 
Workers mobile devices and it is used to 
share calendar information with the Manu-
facturer. Given each Field Worker might be 
familiar with a different calendar applica-
tion, we created adapters to convert data 
from a common data model to the data model 
adopted by a specific calendar application 
and vice-versa.

• CombineCalendar is deployed at the Manu-
facturer side and it is used to access multiple 
Field Workers’ calendars and to directly 
assign issues into them.

In addition to those, the solution uses the 
RegisterFieldWorker service described in the 
Task Assigner solution. Like before, Register-
FieldWorker is used by the Field Worker to inform 
the Manufacturer he or she is interested to accept 
issues and to communicate the PLASTIC address 
of his or her ShareCalendar service.

For editing an issue, the Manufacturer in-
vokes the CombineCalendar Service. As part of 
its implementation, CombineCalendar service 

invokes the ShareCalendar services of one or 
more Field Workers among the ones registered to 
handle issues. CombineCalendar and ShareCal-
endar services communicate across B3G networks 
using the same methodology as described in the 
previous section.

The request is transmitted to ShareCalendar 
which does more than sharing calendar informa-
tion. As part of its behavior, it interacts with the 
PLASTIC Context Engine to retrieve the informa-
tion needed to evaluate the rules Field Workers 
wish to enforce when sharing their calendar. 

With our solution, when the Manufacturer 
requests to access a calendar, the agent at the 
Manufacturer side does not get access to the actual 
Field Worker calendar but to a new, contextualized 
calendar which includes the business rule the 
calendar owner wants to enforce on that specific 
request. Thus, the PLASTIC middleware enables 
to federate data (like personal calendars) and helps 
to avoid data diffusion. Moreover, the sharing of 
data can be changed at runtime. By adopting the 
PLASTIC Context Engine, each Field Worker can 
decide which context information to use in their 

Figure 7. E-business scenario—task planner
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rules by dynamically registering context sensing 
systems (context producers). Using PLASTIC 
methodology, we are able to study SLS between 
ShareCalendar services and CombineCalendar. 
For instance, we used PLASTIC Validation and 
Testing techniques to understand the overall la-
tency of retrieving Calendars from Field Workers 
in B3G network. In the model, we defined the 
expected latency of the service (when executed in 
different mobile devices) along with typical B3G 
network performances. We then run experiment 
simulating CombineCalendar Service retrieving 
multiple Calendars from different networks and 
in different traffic conditions.

Figure 8 depicts the Task Planner behavior. 
The scenario is the one described for the Task 
Assigner solution where Field Worker 01 is con-
nected to the Internet via GPRS and Field Worker 
02 is connected using Bluetooth. Both Field Work-
ers host the ShareCalendar service. In addition, 
they do host a Context Engine to retrieve and 
use contextual information for creating ad-hoc 
customization on their calendar. Any web service 
(represented in light-gray in Figure 7) can be used 
as context producer independently from who is 
hosting the service and the network in which it 
is currently available. 

The main advantage of our solution is that 
Field Workers can flexibly integrate any context 
information. Users which are already familiar 
with a specific calendar application don’t have to 
change their habits as the management of rules is 
decoupled from the calendar applications.

t ask a dvertiser

The third and last solution we built to dispatch 
issues to Field Workers takes a slightly different 
approach. While in the previous solutions the 
Manufacturer directly elicits the Field Worker 
solving an issue, here the Manufacturer advertises 
issues among all Field Workers interested in han-
dling it. The first Field Worker answering to the 
offer takes the job.3 Each Field Worker can either 

receive all issues advertised by the Manufacturer 
or specify rules to filter the issues he or she will 
receive. For example, a Field Worker might be 
interested to receive issues from Dealers located 
in New York or only if they are related to specific 
problems (e.g. engine failure).

Once again, at first glance the solution re-
sembles a typical publish/subscribe application. 
However, there are two main challenges in build-
ing a publish/subscribe application for dispatching 
issues to Field Workers in an advanced mobile 
network environment.

The first challenge is to efficiently advertise 
issues in absence of a centralized node routing all 
messages. Thus a distributed approach is required 
in which each Field Worker can route messages 
to others. To achieve such behavior, we used 
the Content-based Routing (CBR) developed in 
PLASTIC. Built on top of B3GSOAP and Multi-
radio Communication components, the PLASTIC 
CBR comprises algorithms that implement a 
content-addressable, shared data store. This store 
is implemented via a decentralized community 
of loosely-coupled but nevertheless cooperating 
hosts. Both parties, Field Workers and Manu-
facturers, are nodes in this community. When a 
message is routed to a node, the PLASTIC CBR 
uses the PLASTIC Service discovery to identify 
other nodes in the proximity. For each of those 
nodes, PLASTIC Multi-radio Communication is 
used to route the message across the available B3G 
network. The CBR is also in charge of evaluating 
the rules each node specifies against the informa-
tion (e.g. name and address of the Dealer, type of 
problem,…) associated to the issue.

The second challenge of implementing the Task 
Planner is to support Field Workers (subscribers) 
specifying rules using contextual information 
which are different from the ones defined by the 
Manufacturer (publisher). For instance, when 
advertising an issue, the Manufacturer might 
specify the name and the address of the Dealer 
submitting the issue. On the other hand, the Field 
Worker might be interested to use additional data 
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like the credit history of the Dealer or the physical 
distance from his or her current positions. Such 
context information might be private for a single 
Field Workers or accessible only to a restricted 
community of Field Workers. The challenge is 
therefore to implement a flexible solution for each 
Field Worker participating in the community.

To achieve such objective, we leveraged 
PLASTIC by integrating Content Based Routing 
and Context Engine components. Specifically, we 
extended the routing process implemented by the 
PLASTIC CBR to consider information retrieved 
by the PLASTIC Context Engine. When a request 
is routed to a node, the information associated 
with the message is treated as a context producer 
for the Context Engine. The Context Engine can 
now compute additional context information (e.g. 
given the address, the context engine can derive 
the distance between the Dealer and the Field 
Worker’s current position) and use it for evaluat-
ing the rules defined by the node. Not only, the 
information generated by the context engine can 

be added to the message and routed to other nodes 
in the network. 

In Figure 9, we give a sketch of how the Task 
Assigner works. In the example, the Manufacturer 
advertises an issue to Field Worker 02. The Dealer 
bridges (and transforms the protocol from SOAP 
to B3GSOAP) the message and routes it to the 
Field Worker 02. After receiving the message, 
Field Worker 02 invokes his or her context engine 
to derive context information needed to evaluate 
if the message is relevant. Then, the PLASTIC 
discovery service component is used to identify 
the Field Workers in the network to whom to send 
the message. In this case, Field Worker 01 is found 
and the message containing the issue advertised 
by the Manufacturer is transmitted to his or her 
mobile device via Infrared. 

By integrating Content Based Routing and 
Context Engine we have been able to build a 
solution in which Field Workers can decide 
which information (and rules) should be used 
when filtering for the messages advertised by 
the Manufacturer.

Figure 8. E-business scenario—task advertiser
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intended impa Ct

The methodology and tools developed in PLAS-
TIC adopt and revisit service-oriented computing 
for advanced mobile networks such as B3G. The 
intended impact of the technology is as follows:

a ccelerating mobile b3g  service 
development

PLASTIC simplifies the creation of robust, light-
weight, context-aware services for open wire-
less environments, through integrated software 
engineering methods and tools, from design to 
validation and testing. Through the PLASTIC 
platform, developers can now focus on the busi-
ness logic of their services rather than worrying 
about subordinated technical requirements such 
as handling of network heterogeneity, contextual 
changes, and required adaptations resulting from 
it or device capabilities.

Particularly, MNOs (mobile network opera-
tors) can use PLASTIC to boost the rapid design, 
deployment and configuration of new revenue 
generating value-added services with the ad-
equate capabilities for the network they have at 
their disposal. Alternatively, businesses (like for 
instance the manufacturing industries) can exploit 
PLASTIC to embed context-aware adaptive ser-
vices into their assets. Thus, computational tasks 
can be installed as services on the devices far 
beyond data containment and delivery as is done 
by state-of-the art sensors and RFID tags. 

a ligning business processes to 
b3g  services

While the market demonstrated interest in in-
vesting in mobility, mobility projects still raise 
concerns about costs and reliability, especially 
as they start to interface with enterprise applica-
tions like inventory management, field service, 
and sales force automation across enterprises. 
PLASTIC, with its modular middleware, consents 

a gradual adaptation of existing business processes 
to support service applications on B3G networks. 
Service Level Agreements, uniform access to 
Services independently from their environments, 
and QoS monitoring of both functional and not 
functional criteria are only some of the features 
which simplify the creation of a mobility project. 
With PLASTIC, mobile projects can start small, 
be validated over offline and online testing envi-
ronments and then evolve over time.

supporting Key a pplication a reas

In general, PLASTIC impacts organizations 
willing to introduce mobile services either as 
final users or as providers. As part of the project, 
the assessment of PLASTIC is certified through 
advanced prototype applications with mobile 
solutions. 

We explained the use of the methodology in 
terms of an e-Business application which straight-
forwardly can be casted into the manufacturing 
sector where pending issues are to be dispatched 
to mobile field workers according to multiple al-
ternatives. Additional to the e-Business domain 
represented through the Field Service Manage-
ment application described above, the following 
application areas are envisaged:

e-Health: the services target the provision of 
medical care to patients at home and everywhere 
via B3G networking. SLAs are defined and moni-
tored to check process data among the involved 
stakeholders (patient, health care provider, insur-
ance company, patient’s relatives). Contextual 
information is constituted by handling the mobility 
of the users (patients), by multiple user devices to 
be handled and varying networking parameters. 
For example, alerts and information accompany-
ing the alert (i.e., patient record) can be routed to 
a health professional that better fits the demand 
in terms of qualification or location.

e-Learning: in this scenario, mobile services 
are used to enable cooperation between students 
and teachers. Feedback concerning the learning 
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process and the involved material can be given 
from within a mobile environment. Moreover, the 
services can be used to establish and maintain 
online learning communities. For example, the 
PLASTIC platform can be used to enable and 
control the diffusion of learning material.

e-Voting: the focus of this scenario is on estab-
lishing a high-level of security for a configurable 
“election” procedure. The key aspect is to ensure 
universal result verifiability as demanded by mar-
ket-research and opinion-research companies. The 
impact of PLASTIC on such application is mainly 
in ensuring the required security, confidentiality, 
data integrity attributes on B3G networks readily 
in place. 

f uture t rends

The focus of this contribution was on introducing a 
methodology to more efficiently implement mobile 
services with the primary goal of relieving service 
developers from handling aspects subordinate to 
the development of the core service logic. With 
respect to the currently foreseen trends: (i) the 
next generation Web will evolve into an Internet 
of services (ii) the mobility of involved actors 
(users, devices / terminals, software artifacts) will 
increase, a next step in developing such services 
would consist of pulling out certain aspects of 
handling mobility out of the development process 
to be handled at runtime. The idea would be to 
exploit some emergent behavior for tuning the 
services’ operations.

As the methodology specifically addresses the 
support for context-awareness and adaptation, 
in the future we foresee to describe and model 
self-adaptations techniques for services. With 
respect to the context-awareness module, this 
could be implemented for instance by permitting 
to enter and modify adaptation rules handled by 
the Context Engine at runtime.

Con Clusion

The vision of PLASTIC is that users in the B3G 
era should be provided with a variety of applica-
tion services exploiting the network’s diversity and 
richness, without requiring systematic availability 
of an integrated network infrastructure. In order 
to significantly ease the development, deployment, 
on-the-fly adaptation and testing of such services, 
the PLASTIC platform contributes three core 
ingredients for this, namely a model-to-model 
transformations based design approach covering 
nearly the entire service lifecycle, a configurable 
middleware suite comprising communication 
primitives and advanced services and techniques 
for on-line and off-line testing of services. The 
chapter presented the complete methodology 
and its application on a real e-business scenario 
in the area of Field Service Management (FSM) 
solutions. Specifically, we demonstrated how 
PLASTIC can be used to implement multiple 
techniques for dispatching issues to field workers 
across B3G networks. 
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experience) can be also applied.
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a bstra Ct

Context-awareness is highly desired, particularly in highly dynamic mobile environments. Semantic 
Web Services (SWS) address context-adaptation by enabling the automatic discovery of distributed Web 
services based on comprehensive semantic capability descriptions. Even though the appropriateness 
of resources in mobile settings is strongly dependent on the current situation, SWS technology does not 
explicitly encourage the representation of situational contexts. Therefore, whereas SWS technology sup-
ports the allocation of resources, it does not entail the discovery of appropriate SWS representations for 
a given situational context. Moreover, describing the complex notion of a specific situation by utilizing 
symbolic SWS representation facilities is costly, prone to ambiguity issues and may never reach semantic 
completeness. In fact, since not any real-world situation completely equals another, a potentially infinite 
set of situation parameters has to be matched to a finite set of semantically defined SWS resource descrip-
tions to enable context-adaptability. To overcome these issues, the authors propose Mobile Situation 
Spaces (MSS) which enable the description of situation characteristics as members in geometrical vector 
spaces following the idea of Conceptual Spaces (CS). Semantic similarity between situational contexts is 
calculated in terms of their Euclidean distance within a MSS. Extending merely symbolic SWS descrip-
tions with context information on a conceptual level through MSS enables similarity-based matchmaking 
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between real-world situation characteristics and 
predefined resource representations as part of SWS 
descriptions. To prove the feasibility, the authors 
provide a proof-of-concept prototype which ap-
plies MSS to support context-adaptation across 
distinct mobile situations.

introdu Ction

Current and next generation wireless communica-
tion technologies will encourage a widespread use 
of available resources—data and services—via 
a broad range of mobile devices resulting in the 
demand for a rather context-adaptive resource 
retrieval. Context-adaptation is a highly impor-
tant feature across a wide variety of applica-
tion domains and subject to intensive research 
throughout the last decade (Dietze, Gugliotta & 
Domingue, 2007; Schmidt & Winterhalter, 2004; 
Gellersen, Schmidt & Beigl, 2002). Whereas the 
context is defined as the entire set of surrounding 
situation characteristics, each individual situation 
represents a specific state of the world, and more 
precisely, a particular state of the actual context 
(Weißenberg, Gartmann & Voisard, 2006). 
Particularly, a situation description defines the 
context of a specific situation, and it is described 
by a combination of situation parameters, each 
representing a particular situation characteristic. 
Following this definition, context-adaptation can 
be defined as the ability of Information Systems 
(IS) to adapt to distinct possible situations. 

To achieve this, we base on a promising 
technology for distributed and highly dynamic 
service oriented applications: Semantic Web 
Services (SWS). SWS technology (Fensel et al., 
2006) addresses context-adaptation by means of 
automatic discovery of distributed Web services as 
well as underlying data for a given task based on 
comprehensive semantic descriptions. First results 
of SWS research are available in terms of refer-
ence ontologies—e.g. OWL-S (Joint US/EU ad 
hoc Agent Markup Language Committee, 2004) 

and WSMO (WSMO Working Group, 2004)—as 
well as comprehensive frameworks (e.g. DIP proj-
ect1 results). However, whereas SWS technology 
supports the allocation of appropriate services for 
a given goal based on semantic representations, 
it does not entail the discovery of appropriate 
SWS goal representations for a given situation. 
Particularly in mobile settings, the current situ-
ation of a user heavily determines the intentional 
scope behind a user goal and consequently, the 
appropriateness of particular resources. For 
instance, when attempting to retrieve localized 
geographical information, the achievement of a 
respective goal has to consider the location and 
device of the user.

Despite the strong impact of a (mobile) context 
on the semantic meaning and intention behind 
a user goal, current SWS technology does not 
explicitly encourage the representation of domain 
situations. Furthermore, the symbolic approach—
describing symbols by using other symbols with-
out a grounding in the real world—of established 
SWS and Semantic Web (SW) representation 
standards in general, such as RDF (World Wide 
Web Consortium, W3C, 2004a), OWL (World 
Wide Web Consortium, W3C, 2004b), OWL-S 
(Joint US/EU ad hoc Agent Markup Language 
Committee, 2004), or WSMO (WSMO Working 
Group, 2004), leads to ambiguity issues and does 
not entail semantic meaningfulness, since mean-
ing requires both the definition of a terminology 
in terms of a logical structure (using symbols) 
and grounding of symbols to a conceptual level 
(Cregan, 2007; Nosofsky, 1992).Moreover, while 
not any situation or situation parameter completely 
equals another, the description of the complex no-
tion of a specific situation in all its facets is a costly 
task and may never reach semantic completeness. 
Apart from that, to enable context-adaptability, 
a potential infinite set of (real-world) situation 
characteristics has to be matched to a finite set of 
semantically defined parameter representations. 
Therefore, we claim, that fuzzy classification and 
matchmaking techniques are required to extend 
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and exploit the current functionalities provided 
by SWS and match the specific requirements of 
context-aware mobile applications. 

Conceptual Spaces (CS), introduced by 
Gärdenfors (Gärdenfors, 2000; Gärdenfors, 2004) 
follow a theory of describing entities at the con-
ceptual level in terms of their natural character-
istics similar to natural human cognition in order 
to avoid the symbol grounding issue. CS enable 
representation of objects as vector spaces within a 
geometrical space which is defined through a set 
of quality dimensions. For instance, a particular 
color may be defined as point described by vectors 
measuring the quality dimensions hue, saturation, 
and brightness. Describing instances as vector 
spaces where each vector follows a specific metric 
enables the automatic calculation of their semantic 
similarity, in terms of their Euclidean distance, 
in contrast to the costly representation of such 
knowledge through symbolic SW representations. 
Even though several criticisms have to be taken 
into account when utilizing CS (Section 0) they 
are considered to be a viable option for knowledge 
representation.

In this chapter, we propose Mobile Situa-
tion Spaces (MSS) as a specific derivation of 
Conceptual Situation Spaces (CSS). MSS utilize 
CS to represent situations and are mapped to 
standardized SWS representations to enable first, 
the situation-aware discovery of appropriate SWS 
descriptions and finally, the automatic discovery 
and invocation of appropriate Web services to 
achieve a given task within a particular situation. 
Extending merely symbolic SWS descriptions 
with context information on a conceptual level 
through MSS enables a fuzzy, similarity-based 
matchmaking methodology between real-world 
situation characteristics and predefined SWS 
representations within mobile environments. 
Since semantic similarity between situation 
parameters within a MSS is indicated by the 
Euclidean distance between them, real-world situ-
ation parameters are classified in terms of their 
distance to predefined prototypical parameters, 

which are implicit elements of a SWS description. 
Whereas current SWS technology addresses the 
issue of allocating services for a given task, our 
approach supports the discovery of SWS task 
representations within a given mobile situation. 
Consequently, the expressiveness of current SWS 
standards is extended and fuzzy matchmaking 
mechanisms are supported.

To prove the feasibility of our approach, a 
proof-of-concept prototype is provided which uses 
MSS to support context-adaptation by taking into 
account context parameters such as the current 
location and desired knowledge subject. 

The paper is organized as follows. The fol-
lowing Section 2 provides background informa-
tion on SWS, whereas Section 3 introduces our 
approach of Conceptual Situation Spaces which 
are aligned to current SWS representations. Sec-
tion 4 illustrates the application of CSS to mobile 
settings by introducing MSS. Utilizing MSS, we 
introduce a context-adaptive prototype in Section 
5. Finally, we conclude our work in Section 6 and 
provide an outlook to future research. 

semanti C w eb ser viCes and 
wsmo

SWS technology aims at the automatic discov-
ery, orchestration and invocation of distributed 
services for a given user goal on the basis of 
comprehensive semantic descriptions. SWS are 
supported through representation standards such 
as WSMO and OWL-S. We refer to the Web Service 
Modelling Ontology (WSMO), a well established 
SWS reference ontology and framework. The 
conceptual model of WSMO defines the following 
four main entities:

• Domain Ontologies provide the foundation 
for describing domains semantically. They 
are used by the three other WSMO elements. 
WSMO domain ontologies not only support 
Web service related knowledge representa-
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tion but semantic knowledge representation 
in general. 

• Goals define the tasks that a service requester 
expects a Web service to fulfill. In this sense 
they express the requester’s intent.

• Web service descriptions represent the func-
tional behavior of an existing deployed Web 
service. The description also outlines how 
Web services communicate (choreography) 
and how they are composed (orchestra-
tion).

• Mediators handle data and process interop-
erability issues that arise when handling 
heterogeneous systems.

WSMO is currently supported through several 
software tools and runtime environments, such as 
the Internet Reasoning Service IRS-III (Cabral et 
al., 2006) and WSMX (WSMX Working Group, 
2007). IRS-III is a Semantic Execution Environ-
ment (SEE) that also provides a development and 
broker environment for SWS following WSMO. 
IRS-III mediates between a service requester and 
one or more service providers. Based on a client 
request capturing a desired outcome, the goal, IRS-
III proceeds through the following steps utilizing 
the set of SWS capability descriptions:

1. Discovery of potentially relevant Web ser-
vices.

2. Selection of set of Web services which best 
fit the incoming request.

3. Invocation of selected Web services whilst 
adhering to any data, control flow and Web 
service invocation constraints defined in the 
SWS capabilities.

4. Mediation of mismatches at the data or 
process level.

In particular, IRS-III incorporates and extends 
WSMO as core epistemological framework of the 
IRS-III service ontology which provides semantic 
links between the knowledge level components 

describing the capabilities of a service and the 
restrictions applied to its use. 

However, even though SWS technologies en-
able the dynamic allocation of Web services for a 
given goal, it does not consider the adaptation to 
different user contexts.  In order to fully enable 
context-aware discovery of resources as required 
by mobile settings (Section 1), the following 
shortcomings have to be considered:

I1. Lack of explicit notion of context: current 
SWS technology does not entirely specify 
how to represent domain contexts. For ex-
ample, WSMO addresses the idea of context: 
Goal and web service represent the user 
and provider local views, respectively; the 
domain ontologies define the terminologies 
used in each view; and the mediators are the 
semantic bridges among such distinct views. 
However, WSMO does not specify what a 
context description should define and how 
the context elements should be used.

I2. Symbolic Semantic Web representations 
lack grounding to conceptual level: the 
symbolic approach, i.e. describing symbols 
by using other symbols, without a grounding 
in the real world, of established SWS, and 
Semantic Web representation standards in 
general, leads to ambiguity issues and does 
not entail semantic meaningfulness, since 
meaning requires both the definition of a 
terminology in terms of a logical structure 
(using symbols) and grounding of symbols to 
a conceptual level (Cregan, 2007; Nosofsky, 
1992).

I3. Lack of fuzzy matchmaking methodologies: 
Describing the complex notion of a specific 
situation in all its facets is a costly task and 
may never reach semantic completeness. 
Whereas not any situation and situation 
parameter completely equals another, the 
number of (predefined) semantic representa-
tions of situations and situation parameters 
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is finite. Therefore, a possibly infinite set of 
given (real-world) situation characteristics 
has to be matched to a finite set of predefined 
parameter instance representations which 
are described within an IS. Consequently, 
fuzzy classification and matchmaking tech-
niques are required to classify a real-world 
situation based on a limited set of predefined 
parameter descriptions.

Con Ceptual  s itua tion spa Ces

To address the issues I1—I3 introduced in Section 
0, we propose Mobile Situation Spaces (MSS) as 
a setting-specific realisation of our metamodel 
for Conceptual Situation Spaces (CSS) (Dietze, 
Gugliotta & Domingue, 2008). 

Css  f ormalisation

CSS enable the description of a particular situa-
tion as a member of a dedicated CS. As defined 
in (Weißenberg et al., 2006) a situation is defined 
as:

( ){ }1 2 1 2, , , ,..,n
n iS t t cp cp cp cp CP= ∈

Where t1 is the starting time of a situation, 
t2 represents the end time of a situation and cpi 
being situation parameters which are invariant 
throughout the time interval defined through t1 
and t2. Referring to (Gärdenfors, 2004; Raubal, 
2004), we define a CSS (css:Conceptual Situation 
Space in Figure 1) as a vector space:

( ){ }1 2, ,...,n
n iC c c c c C= ∈

with ci being the quality dimensions (css:Quality 
Dimension) of C. In that, a CSS C represents a par-
ticular situation S whereas its situation parameters 
cpi are represented through certain quality dimen-
sions ci. Please note, that we do not distinguish 
between dimensions and domains—beings sets 

of integral dimensions (Gärdenfors, 2004)—but 
enable dimensions to be detailed further in terms 
of subspaces. Hence, a dimension within one space 
may be defined through another conceptual space 
by using further dimensions (Raubal, 2004). In 
such a case, the particular quality dimension cj 
is described by a set of further quality dimen-
sions with 

( ){ }1 2, ,...,n
j n kc D d d d d D= = ∈

In this way, a CSS may be composed of sev-
eral subspaces and consequently, the description 
granularity of a specific situation can be refined 
gradually. To reflect the impact of a specific qual-
ity dimension on the entire CSS, we consider a 
prominence value p (css:Prominence) for each 
dimension. Therefore, a CSS is defined by 

( ){ }1 1 2 2, ,..., ,n
n n i iC p c p c p c c C p P= ∈ ∈

where P is the set of real numbers. However, the 
usage context, purpose and domain of a particular 
CSS strongly influence the ranking of its quality 
dimensions. This clearly supports our position 
of describing distinct CSS explicitly for specific 
domains only.

Particular members (css:Member) in the CSS 
are described through a set of valued dimension 
vectors (css:Valued Dimension Vectors). Sym-
bolic representations of domain situations and 
parameters, such as css:Situation Description 
and css:Situation Parameter, refer to particular 
CSS (css:Conceptual Situation Space) whereas 
parameter instances are represented as members 
(css:Member).

Moreover, referring to Gärdenfors (2004) we 
consider prototypical members (css:Prototypical 
Member) within a particular space. Prototypical 
members enable the classification of any arbitrary 
member m within the a specific CSS, by simply 
calculating the Euclidean distances between m 
and all prototypical members in the same space to 
identify the closest neighbours of m. For instance, 
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given a CS to describe apples based on their shape, 
taste and colour, a green apple with a strong and 
fruity taste may be close to a prototypical mem-
ber representing the typical characteristics of the 
Granny Smith species. Figure 1 depicts the CSS 
metamodel.

The metamodel introduced above has been 
formalized into a Conceptual Situation Space 
Ontology (CSSO), utilizing OCML (Motta, 1998). 
In particular, each of the depicted entities is repre-
sented as a concept within CSSO whereas associa-
tions are reflected as their properties in most cases. 
The correlation relationship indicates whether two 
dimensions are correlated or not. For instance, 
when describing an apple the quality dimension 
describing its sugar content may be correlated with 
the taste dimension. Information about correlation 
is expressed within the CSSO through axioms 
related to a specific quality dimension instance. 
CSSO is aligned to a well-known foundational 
ontology: the Descriptive Ontology for Linguistic 
and Cognitive Engineering (DOLCE) (Gangemi, 
Guarino, Masolo, Oltramari, Schneider, 2002) 
and, in particular, its module Descriptions and 
Situations (D&S) (Gangemi, Mika, 2003). The 
aspect of gradually refining a CSS through sub-
spaces corresponds to the approach of DOLCE 
D&S to gradually refine a particular description 

by using parameters where each parameter can 
be described by an additional description.

With respect to (Raubal, 2004), we define the 
semantic similarity between two members of a 
space as a function of the Euclidean distance 
between the points representing each of the 
members. However, we would like to point out, 
that distinct distance metrics, such as the Taxicab 
or Manhattan distance (Krause, 1987), could be 
considered, even though the nature of the space 
and its possible metrics suggests the Euclidean 
distance as a useful metric to calculate similari-
ties. Applying a formalization of CS proposed 
in Raubal (2004) to our definition of a CSS, we 
formalize the Euclidean distance between two 
members in a CSS as follows. Given a CSS defi-
nition C and two members represented by two 
vector sets V and U, defined by vectors v0, v1, …,vn 
and u1, u2,…,un within C, the distance between V 
and U can be calculated as:

2 2

1
( , ) ( ( ) ( ))

n

i i
i

d u v z u z v
=

= −∑

where z(ui) is the so-called Z-transformation or 
standardization (Devore, Peck, 2001) from ui. Z-
transformation facilitates the standardization of 
distinct measurement scales which are utilized 

Figure 1. The CSS metamodel
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by different quality dimensions in order to enable 
the calculation of distances in a multi-dimen-
sional and multi-metric space. The z-score of a 
particular observation ui in a dataset is calculated 
as follows:

( ) i
i

u

u uz u
s
−

=

where u is the mean of a dataset U and us  is the 
standard deviation from U. Considering promi-
nence values pi for each quality dimension i, the 
Euclidean distance d(u,v) indicating the semantic 
similarity between two members described by vec-
tor sets V and U can be calculated as follows:
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utilizing Css  for sws  selection

Whereas the discovery of distributed Web services 
for a given user goal is addressed by current SWS 
technology, such as WSMO, and corresponding 
reasoners, the context-aware selection of a specific 
SWS goal representation for a given situation is a 
challenging task to be tackled when developing 
SWS-driven applications. By providing an align-
ment of CSS and SWS, we address this issue by 
enabling the classification of an individual situa-

tion along predefined situation descriptions—used 
within SWS descriptions—based on semantic 
similarity calculation. Therefore, CSS are aligned 
to WSMO to support the automatic discovery of 
the most appropriate goal representation for a 
specific situation. Since both metamodels, WSMO 
as well as CSS, are represented based on the 
OCML representation language (Motta, 1998), 
the alignment was accomplished by defining 
relations between concepts of both ontologies as 
depicted in Figure 2. 

Grey colored concepts in Figure 2 represent 
concepts of WSMO. A goal description (wsmo:
Goal) utilizes particular situation parameters 
(css:Situation Parameters) to semantically de-
scribe its capabilities, i.e. its assumptions, ef-
fects, preconditions and postconditions in terms 
of semantic situation descriptions (css:Situation 
Description). A WSMO runtime reasoning engine 
utilizes capability descriptions to identify SWS 
(wsmo:Web Service) which suit a given Goal. In 
contrast, the preliminary selection of the most 
appropriate goal description for a given situa-
tion is addressed by classification of situation 
parameters through CSS. For instance, given a 
set of real-world situation parameters, described 
as members in a CSS, their semantic similarity 
with predefined prototypical parameters (css:
Prototypical Member) is calculated. Given such a 
classification of a particular real-world situation, 
a goal representation which assumes matching 

Figure 2. Alignment of CSS and WSMO
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prototypical parameter instances is selected and 
achieved through the reasoning engine.

deriving Css  for certain a pplication 
Contexts

As stated in Gärdenfors (2000), the definition and 
prioritization of quality dimensions within a CS 
is highly dependent on the purpose and context 
of the space. For instance, when describing an 
apple, dimensions may be differently weighted, 
dependent on whether the apple is subject to visual 
cognition exclusively or to full sensory perception, 
what would be the case if the apple is supposed 
to be eaten. Whereas in the first case, dimensions 
such as color and shape are highly ranked, taste 
and texture may additionally be important in the 
latter case. 

Consequently, the derivation of an appropri-
ate space for a certain purpose is considered an 
important task which usually should be carried 
out by a qualified individual such as an applica-
tion designer. We particularly foresee a procedure 
consisting of the following steps:

S1. Identification of situation parameters eligible 
for representation as quality dimension ci.

S2. Assignment of prominence values pi to each 
quality dimension ci.

S3. Assignment of metrics to each quality di-
mension ci.

With respect to S1, one has to take into account 
which aspects of a situation are relevant from an 
application perspective, i.e. which characteristics 
have an impact on the applied context adaptation 
strategy or rules. In the case of our intended us-
age of CSS for SWS selection, only parameters 
are important, which are considered within SWS 
capability representations (Section 0). 

Since several dimensions might have a dif-
ferent impact factor on the entire space, S2 is 
aimed at assigning a prominence value pi to each 
dimension ci. Prominence values should usually be 

chosen from a predefined value range, such as 0...1. 
However, since the assignment of prominences to 
quality dimensions is of major importance for the 
semantic meaning of calculated distances within 
a space, this step is not straightforward and most 
probably requires ex post re-adjustment.   

During the final step S3, a quantitative metric 
has to be assigned to each previously defined di-
mension. Whereas certain dimensions naturally 
are described using qualitative measurements, 
such as a size or a weight, other dimensions are usu-
ally described using rather qualitative values. The 
latter applies for instance to the notion of a color. 
In case no quantitative metric can be assigned to 
a certain quality dimension ci, a subspace has to 
be defined which refines the particular dimension 
through further dimensions. For instance, in the 
case of the color dimension, a subspace could be 
defined using the quantitative dimensions hue, 
saturation and  brightness. Hence, the proposed 
procedure has to be repeated iteratively until a 
sufficient description depth has been achieved 
leading to the definition of a CSS C of the form 
(Section 0): 

( ){ }1 1 2 2, ,..., ,n
n n i iC p c p c p c c C p P= ∈ ∈

a  mobile situa tion spa Ce

Following the steps introduced in Section 0, we 
derive a CSS aimed at representing situations in 
mobile settings. A mobile situation is defined by 
parameters such as the technical environment 
used by a user, his/her current objectives and par-
ticularly the current location. Since each of these 
parameters apparently is a complex theoretical 
construct, most of the situation parameters cannot 
be represented as a single quality dimension within 
the CSS, but have to be represented as dedicated 
subspaces which are defined by their very own 
dimensions (Section 0). Moreover, applying CSS 
to represent a particular concept is only reasonable 
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in cases where similarity calculation is possible 
and semantically meaningful, i.e. a particular 
measurement can be applied to each quality di-
mension. For instance, the native language of a 
user is a crucial important situation parameter, but 
in this case, only a direct match is reasonable in 
order to provide appropriate information resources 
in the correct language to the user. 

Therefore, this section focuses exemplarily 
on the representation of two parameters through 
a CSS subspace, which are of particular interest: 
the location and the subject a user is interested 
in. Due to the complex and diverse nature of a 
particular subject or spatial location, traditional 
symbolic representation approaches of the Se-
mantic Web are supposed to fail since it is nearly 
impossible to define either a subject or a location 
in a non-ambiguous and comprehensive way by 
just following a symbolic approach.

Moreover, a one-to-one matchmaking between 
different locations and subjects is hard to achieve, 
since fairly not any instance of these parameters 
completely equals another one. Therefore, fuzzy 
similarity detections, as enabled through MSS, 
have to be utilized. 

To represent spatial locations, we define a 
CSS subspace L with 2 quality dimensions li 

representing the latitude and longitude of a par-
ticular location

( ){ }2
1 2, iL l l l L= ∈

In order to represent a particular subject, 
we currently consider 4 dimensions (history, 
geography, culture, languages) which are used 
to describe the semantic meaning of a particular 
subject within subspace S:

( ){ }4
1 2 3 4, , , iS s s s s s L= ∈

Figure 3 depicts the key concepts of the ontol-
ogy describing L and S as subspaces (css:Location 
Space, css:Subject Space) within the mobile space 
(css:Mobile Situation Space). 

Moreover, Figure 3 depicts the relation of the 
subspace L (css:Location Space) and subspace 
S (css:Subject Space) with WSMO-based SWS 
descriptions, represented via grey-colored con-
cepts (Section 0). 

Instances of a situation parameter represent-
ing a subject are defined by particular members 
within the space S (css:Subject Space), which itself 
uses 4 quality dimension ci, whereas instances 

Figure 3. Key concepts representing mobile situation subspaces
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of a parameter representing a spatial location 
are defined by members  within the space L (css:
Location Space), which itself uses 4 quality di-
mension li. The metric scale, datatype and value 
range for each dimension si and li are presented 
in Table 1.

As depicted in Table 1, each quality dimen-
sion li is ranked on an interval scale with value 
ranges being float numbers between -90 and +90 
in case of the latitude and between -180 and +180 
in case of the longitude. Furthermore, each qual-
ity dimension ci is ranked on a ratio scale with 
value ranges being float numbers between 0 and 
100. The authors would like to highlight, that no 
prominence values have been assigned since each 
dimension has an equal impact to define a particu-
lar member. It is obvious, that the assignment of 
prominence values is a highly subjective process, 
strongly dependent on the purpose, context and 
individual preferences. Therefore, future work is 
aimed at enabling users to assign rankings of qual-
ity dimensions themselves in order to represent 
their individual priorities regarding the service 
retrieval process.

To classify an individual mobile situation, 
we define prototypical members (css:Prototypi-
cal Member) in the Mobile Situation Space. For 
instance, to describe particular cities as members 
within L, we utilized geodata, retrieved from 
GoogleMaps2, to describe a prototypical member 
for each location which is targeted by a particular 
SWS. A few examples of prototypical location 
members used in the current prototype applica-
tion are represented in Table 2:

An example of how such parameters are repre-
sented in a formal knowledge modeling language 
is given in Section 0. Moreover, we predefined 
several prototypical subjects in S, each represent-
ing the maximum value of a particular quality 
dimension si what resulted in the following 4 
prototypical subjects.

Apart from the depicted subjects, each subject 
which is described as part of a symbolic SWS 

Table 1. Metric scale, range, and data type of 
quality dimensions li  and si

Quality 
Dimension

Metric 
Scale

D a t a -
type

Range

l1 Latitude Interval Float -90..+90

l2 Longitude Interval Float -180..+180

s1 History Ratio Float 0..100

s2 Culture Ratio Float 0..100

s3 Geography Ratio Float 0..100

s� Language Ratio Float 0..�00

Table 2. Prototypical members within L

Prototype l1 (Latitude) l2  (Longitude)

L1: Milton Keynes (UK) 52.044041 -0.699569

L2: London (UK) 51.500152 -0.126236

L3: Brighton (UK) 50.820931 -0.139846

L4: Paris (FR) 48.85667 2.350987

L5: Toulouse (FR) 43.604363 1.442951

Table 3. Prototypical members within S

Prototype s1 s2 s3 s4

S1: History 100 0 0 0

S2: Culture 0 100 0 0

S3: Geography 0 0 100 0

S4: Languages 0 0 0 100

capability representation had been referred to an 
individual member in S.

similarity -based sws   
sele Ction and a Chievement  
in a  mobile setting

To prove the feasibility of our approach, we pro-
vide a proof-of-concept prototype application, 
which utilizes MSS (Section 4)—based on the 
CSS metamodel introduced in Sections 0—and 
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supports context-adaptation in a mobile environ-
ment based on SWS and CSS.

r untime support for Css  and sws

The following Figure 4 depicts the general ar-
chitecture adopted to support reasoning on MSS 
and SWS in distinct domain settings through a 
Semantic Execution Environment (SEE), which 
in our case is IRS-III (Section 0). 

Multiple mobile devices—such as PDAs, 
mobiles or any other portable device hosting a 
Web browser—can serve as user interface of the 
SEE, enabling the user (and the device itself) to 
provide information about his/her goal and the 
current real-world situation.

The SEE makes use of semantic representa-
tions of the CSS formalisation (CSS ontology, 
CSSO), specifically derived for mobile settings, 
and of SWS annotations based on WSMO in or-
der to discover and allocate the most appropriate 
resource for a given user goal within a current 
situation. Ontologies had been represented us-

ing the OCML knowledge modeling language 
(Motta, 1998).

WSMO capabilities are represented by defining 
the assumptions and effects of available SWS and 
goals in terms of certain situation description or 
situation parameter instances (Section 0). Such 
situation descriptions are refined as particular 
prototypical members of an associated CSS, 
such as prototypical members of the MSS S and 
L introduced in Section 4. 

As mentioned in Section 3, CSSO allows us 
to describe a specific mobile situation descrip-
tion instance in terms of a collection of situation 
parameter instances. Mobile situation descrip-
tion instances are automatically and gradually 
defined at runtime by the SEE as the result of 
the user interaction with the mobile device. On 
the basis of the detected context parameters, the 
SEE performs the following steps:

 
1. Computation of similarities between the 

detected real-world context parameters—
obtained from the user and its device—and 

Figure 4. Architecture to support runtime reasoning on CSS and SWS
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symbolic representation of prototypical 
situation parameters; 

2. Progressive update of the current mobile 
situation description with the closest pro-
totypical situations parameters; 

3. Determination of (WSMO) goal matching 
the refined situation description; 

4. Achievement of selected goals by means of 
discovery and orchestration of available web 
services.

Consequently, we enable the classification 
of real-world context parameters along avail-
able predefined parameters in order to enable 
a similarity-based selection and orchestration 
WSMO goals.

Context Classi.cation and  
a daptation

As outlined in the previous section, the SEE 
automatically detects the semantic similarity 
of specific situation parameters with a set of 
predefined prototypical parameters to enable 
the allocation of context-appropriate resources. 
In this section, we further detail these aspects, 
since they are central in the contribution of this 
chapter. In particular, we specify the concepts of 
classification and adaptation.

Referring to CSS subspaces L and S described 
in Section 0, given a particular member U in L or 
S, its semantic similarity with each of the proto-
typical members is indicated by their Euclidean 
distance. Since we utilize spaces described by 
dimensions which each use the same metric 
scale and no prominence value, the distance be-
tween two members U and V can be calculated 
disregarding a Z-transformation (Section 0) for 
each vector:

2

1
( , ) ( )

n

i i
i

d u v u v
=

= −∑

Please note, that it would be possible to cal-
culate distances either between entire situations 
(members within css:Mobile Situation Space) or 
between particular parameter (members in sub-
spaces such as L and S). Since individual semantic 
similarities between instances of parameters such 
as the current location or the desired subject are 
usually important knowledge when deciding about 
the appropriateness of resources for a given con-
text, the current application calculates distances 
between each parameter, i.e. between members 
within each individual subspace.

The calculation of Euclidean distances us-
ing the formula shown above is performed by a 
standard Web service, which is annotated as SWS 
and invoked through IRS-III at runtime. Given a 
particular CSS description, a member (represent-
ing a specific parameter instance) as well as a set 
of prototypical member descriptions (representing 
prototypical parameter instances), similarities are 
calculated by the Web service at runtime in order 
to classify a given situation parameter.

For instance, a user is currently located in 
Eastbourne (UK) and is interested in historical 
information about the surrounding area. Conse-
quently, the particular situation description (css:

Figure 5. Mobile device showing semi-automatic 
location detection
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datasets, including the latitude and longitude of 
a location, are retrieved dynamically to enable 
similarity-based location matchmaking.

Based on the current situation description, 
SWS are selected which are able to address the 
situation. Whereas parameters which are not 
defined by members in a specific CSS require a 
direct match with a corresponding SWS descrip-
tion, a similarity-based match is computed for 
parameters which are described in a CSS, e.g. the 
location or the subject. Hence, distance calculation 
was utilized to identify similarities between cur-
rent context parameters—such as E and S1—and 
prototypical parameters which had been defined 
as part of SWS capability descriptions in order 
to represent the parameters targeted by available 
SWS. In order to illustrate the representation of 
prototypical CSS members, the following OCML 
code defines a location parameter instance rep-

Listing 1. Partial OCML code defining location parameter instance and respective MSS member

(def-instance brighton-location location
 ((has-instance-title “Brighton”)
    (defined-by p2-location-brighton)))

(def-instance p�-location-brighton location-prototypical-member
 ((has-title “Location-Brighton “)
 (has-description “Prototype describing Brighton”)
 (member-in location-space)
(has-valued-dimension (brighton-valued-lat-vector brighton-valued-long-vector))))

(def-instance brighton-valued-lat-vector location-valued-dimension-vector
 ((values latitude-dimension) 
  (has-value �0.��0���)))

(def-instance brighton-valued-long-vector location-valued-dimension-vector
 ((values longitude-dimension) 
  (has-value -0.������)))

MobileSituation Desccription) includes a location 
parameter which is defined by a member E in 
the specific location space (css:Location Space) 
with the following vectors describing latitude and 
longitude of Eastbourne:

( ){ }1 250.766868, 0.284804 iE e e e L= = = ∈

To represent the current aim of the user, a user 
selects one of the subject prototypes (Section 0), 
in this case S1 (Table 3), which is added to the 
situation description.

Figure 5 depicts a screenshot of a mobile 
device showing the application web-interface 
while supporting a user to semi-automatically 
locate him-/herself utilizing geodata dynami-
cally retrieved from GoogleMaps. By providing 
incomplete knowledge about the current loca-
tion, for instance the current city, full geospatial 
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resenting the geospatial location Brighton, as 
well as the respective prototypical member (L3) 
in the MSS L.

Calculating distances between E and targeted 
locations—represented as prototypical MSS 
members—led to the identification of the follow-
ing distances to the three closest matches:

Since not any SWS targets historical interests 
(S1) exclusively—as desired by the user—no 
direct match between the situation and subjects 
targeted by available SWS was achieved. However, 
similarity calculation identified related subject 

areas, which partially target historical informa-
tion. Table 5 indicates their vectors and distances 
to the required subject S1.

The subjects S5, S6 and S7 as well as the loca-
tions L1, L2, and L3 shown in Table 4 and Table 
5 had been described as prototypical members in 
the MSS (Section 0) during the development of 
SWS representations targeting certain subjects 
and locations. By following our alignment from 
Section 0, this task could be performed by either 
the Web service provider or any SWS expert who 
is providing and publishing a semantic representa-
tion of available Web services.  

As indicated by the Euclidean distances de-
picted in Tables 4 and 5, the closest matching SWS 
provides historical and cultural (S7) resources for 
the Brighton (L3) area, as these show the lowest 
distances. Provided these similarities, a user is 
able to select predefined parameters that best 
suit his/her specific preferences within the cur-
rent situation. In that, the use of similarity-based 
classification enables the gradual refinement of 
a situation description and fuzzy matchmaking 
between real-world situations, and prototypical 
parameters predefined within a SWS description. 
For example, the following OCML code defines 
the partial capability description of a Web service 
that provides historic and cultural information for 
the area of Brighton (Listing 2).

In fact, the assumption expression presented 
above describes that situation description rep-
resenting the current situation (has-situation) 

Prototype Euclidean Distance

L1: Milton Keynes (UK) 1.6125014961413195

L2: London 0.8406303029608179

L3: Brighton 0.42807759865356176

Table 4. Distances between E and targeted loca-
tions

Table 5. Distances between S1 and targeted 
subjects

Subject Euclidean Distance

S5 (50,0,50,0) 70.71067811865476

S6 (65,0,0,35) 49.49747468305833

S7 (70, 30,0, 0) 35.35533905932738

(def-class lpmo-get-brighton-his-and-cult-LOs-ws-capability (capability) ?capability
((used-mediator :value lpmo-get-brighton-his-and-cult-LOs-mediator)
     (has-assumption :value
  (KAPPA (?web-service)
(and (= (get-location (wsmo-role-value ?web-service ‘has-situation)) “ Brighton”))
(= (get-subject (wsmo-role-value ?web-service ‘has-situation)) “S�”)))))

Listing 2. Partial OCML code representing SWS capability in terms of assumed MSS members



  ���

Bridging the Gap between Mobile Application Contexts and Semantic Web Resources

consider the location Brighton and the subject 
S7. 

As a result, in our approach, the actual mobile 
situation description (i.e. the actual context) is 
the result of an iterative process that involves 
several distance calculations to map symbolic 
representations and real world characteristics. 
Notice that this process actively involves the end 
users in providing observables and validating the 
distance calculations. According to the obtained 
situation parameters and the selected user goal, 
the SEE discovers and orchestrates annotated Web 
services, which show the capabilities to suit the 
given situation representation. Whereas discov-
ery and orchestration are addressed by existing 
SWS technology, the context-aware selection of 
a specific SWS goal representation is addressed 
through CSS by enabling similarity-based clas-
sifications of individual situations as described 
in the previous sections.

r ela ted w or K

Since our work relates to several different but 
related research areas, we report here related 
work on (i) Semantic Web Services, (ii) Context-
adaptive systems, and (iii) Context-adaptation in 
mobile environments. Moreover, by comparing 
our approach with related work in (iii) we de-
scribe our contribution to the current state of the 
art in  context-adaptive mobile and ubiquitous 
computing.  

SWS: OWL-S (OWL-S Coalition. 2004) is a 
comparatively narrow framework and ontology for 
adding semantics to Web service descriptions. In 
order to identify problematic aspects of OWL-S 
and suggest possible enhancements, a contextual-
ized core ontology of services has been described 
in Mika et al. (2004). Such an ontology is based 
on DOLCE (Gangemi et al., 2002) and its specific 
module D&S (Gangemi, Mika, 2003). Even though 
we followed a similar approach, we adopt WSMO 
(WSMO Working Group, 2004) instead of OWL-

S as reference ontology for SWS. Moreover, the 
aim of our resulting ontology is not proposing 
changes to WSMO, but creating domain-specific 
models which incorporate WSMO-based SWS 
representations.

Context-adaptive systems: in Bouquet et al. 
(2003) the authors define contexts as the local 
models that encode a party’s view of a domain. 
They distinguish contexts from ontologies, since 
the latter are shared models of some domain that 
encode a view which is common to a set of dif-
ferent parties. Contexts are best used in those 
applications where the core problem is the use 
and management of local and autonomous rep-
resentations with a need for a lack of centralized 
control. For example, the notion of contexts is used 
in some applications of distributed knowledge 
management Bonifacio et al. (2003), pervasive 
computing environments  (Chen, Finin & Joshi, 
2003) and peer-to-peer applications (Serafini et 
al., 2003). According to the definition introduced 
in Bouquet et al. (2003), we propose a novel use 
of contexts. The local models encode party’s view 
of SWS-based process descriptions.

 Context-adaptation in mobile environ-
ments: Weissenberg et al. (2006) adopt an ap-
proach to context-adaptation in mobile settings 
which shows some similarities to ours: given 
a set of context parameters—based on sensor 
data—first a context is identified and then a match-
ing situation. However, they rely on manually 
predefined axioms which enable such a reasoning 
compared to the automatic detection as proposed 
in this paper. Korpipaa et al. (2003) propose a 
related framework but firstly,  require client-side 
applications to be installed and, secondly, relies 
on Bayesian reasoning for matching between 
measured lower-level contexts and higher-level 
context abstractions represented within an on-
tology. Hence, as a major lack, it is required to 
provide information about contexts and their 
relations within a Bayesian Network in order 
to perform the proposed reasoning.  Gu, Wang, 
Pung & Zang (2004) propose a context-aware 
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middleware which also distinguishes between 
lower-level and higher-level contexts. However, 
there is no mechanism to automatically identify 
relationships between certain contexts or context 
parameters. The same criticism applies to the 
approaches to a semantic representation of user 
contexts described in Toivinen, Kolari & Laako 
(2003) and Sathish, Pavel & Trossen (2006). 

Finally, it can be highlighted, that current ap-
proaches to context-adaptation in mobile settings 
usually rely on the manual representation of map-
pings between a given set of real-world context 
data and predefined context representations. Since 
this approach is costly and time-consuming, our 
approach could contribute there significantly by 
providing a similarity-based and rather fuzzy 
method for automatically identifying appropriate 
symbolic context representations given a set of 
detected context parameters.

Con Clusion

In this paper, we proposed an approach to support 
fuzzy, similarity-based matchmaking between 
real-world situation parameters in mobile settings 
and predefined semantic situation descriptions by 
incorporating semantic context information on a 
conceptual level into symbolic SWS descriptions 
based on Conceptual Situation Spaces. Given a 
particular mobile situation, defined by param-
eters such as the location and device of the user, 
the most appropriate resources, whether data or 
services, are discovered based on the semantic 
similarity, calculated in terms of the Euclidean 
distance, between the real-world situation and 
predefined resource descriptions as part of SWS 
representations. Even though we refer to the SWS 
framework WSMO in this paper, we would like 
to highlight, that our approach could be applied 
to other SWS reference ontologies such as OWL-
S (OWL-S Coalition. 2004). Consequently, by 
aligning CSS to established SWS technologies, 
the expressiveness of symbolic SWS standards is 

extended with context information on a conceptual 
level described in terms of natural quality dimen-
sions to enable fuzzy context-aware delivery 
of information resources at runtime. Whereas 
current SWS frameworks address the allocation 
of distributed services for a given (semantically) 
well-described task, Mobile Situation Spaces par-
ticularly address the similarity-based discovery 
of the most appropriate SWS task representation 
for a given situation. To prove the feasibility of 
our approach, a proof-of-concept prototype ap-
plication was presented, which applies the MSS 
to enable context-adaptive resource discovery in 
a mobile setting. 

However, although our approach applies CS 
to solve SWS-related issues such as the symbol 
grounding problem, several criticisms still have 
to be taken into account. Whereas defining situ-
ational contexts, respectively members within a 
given MSS, appears to be a straightforward pro-
cess of assigning specific values to each quality 
dimension, the definition of the MSS itself is not 
trivial at all and strongly dependent on individual 
perspectives and subjective appraisals. Whereas 
the semantics of an object are grounded to met-
rics in geometrical vector spaces within a MSS, 
the quality dimensions itself are subject to ones 
perspective and interpretation what may lead to 
ambiguity issues. With regard to this, MSS do 
not appear to solve the symbol grounding issue 
but to shift it from the process of describing 
instances to the definition of a MSS. Moreover, 
distinct semantic interpretations and conceptual 
groundings of each dimension may be applied by 
different individuals. Apart from that, whereas 
the size and resolution of a MSS is indefinite, 
defining a reasonable space for a specific domain 
and purpose may become a challenging task. 
Nevertheless, distance calculation as major con-
tribution of the MSS approach, not only makes 
sense for quantifiable parameters but also relies 
on the fact, that parameters are described in the 
same geometrical space.
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Consequently, CS-based approaches, such 
as MSS, may be perceived as step forward but 
do not fully solve the issues related to symbolic 
Semantic Web (Services)-based knowledge rep-
resentations. Hence, future work has to deal 
with the aforementioned issues. For instance, we 
foresee to enable adjustment of prominence values 
to quality dimensions of a specific space to be 
accomplished by a user him/herself, in order to 
most appropriately suit his/her specific priorities 
and preferences regarding the resource allocation 
process, since the prioritization of dimensions 
is a highly individual and subjective process. 
Nevertheless, further research will be concerned 
with the application of our approach to further 
domain-specific situation settings.
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a bstra Ct

Due to its nature, a mobile-enabled environment is very dynamic: reachable resources and services 
change very often. Users hardly know which resources they can exploit and which services they may 
require. In such a context, a technical support which identifies the available resources and services 
and indicates which resource is the best one to execute a service would be very helpful. This chapter 
proposes an adaptive solution to achieve these issues. Adaptivity is related to the fact that besides 
searching for the reachable resources or services, this approach proposes the most appropriate one for 
the current request by exploiting additional information about users, resources and services. Moreover, 
it ensures that services are delivered with the qualities requested and expected by the users. In the sci-
entific literature adaptivity is exploited for functionality reasons (i.e., a system is not able to do what it 
was supposed to do) or for performance reasons (i.e., a system is not able to ensure the qualities of the 
services expected by the users or there is a better configuration for a given task).  A challenging issue 
of adaptivity is the identification and design of the knowledge useful for the adaptation process and 
how this knowledge is exploited at run-time especially in a highly dynamic environment. This chapter 
proposes an approach which models the adaptation knowledge through reflective entities, qualities and 
properties, the management of the adaptation knowledge through views, the decision support through 
strategies, and the management of the functional and non-functional elements through managers. 
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introdu Ction

Today information systems are built of various 
types of devices (i.e., PCs, laptops, PDAs, mobile 
phones) and communication networks (i.e., LAN, 
WI-FI, Bluetooth, ZigBee). One of the main 
features of such systems is their mobility nature. 
Devices can change their location and hence may 
connect to different types of other devices pro-
viding different services through various types 
of networks. 

From the architectural point of view a software 
system is built of components and connections 
among them (Garlan & Shaw, 1994). Gener-
ally, mobility is defined as the quality of moving 
freely (Merriam-Webster, 2008). Mobile-enabled 
systems are usually very dynamic in that compo-
nents may join and leave a system anytime. This 
implies that such systems define communication 
mechanisms (i.e., discover, connect, disconnect), 
which enable their components to interact among 
them independent of their current location. Fur-
thermore, the dynamic nature of mobile-enabled 
systems may lead to the modification of their 
performance features (i.e., in a client-server ap-
proach with a significant number of clients) or of 
their functionalities (i.e., in a P2P approach where 
peers may provide different functionalities). In 
this context, adaptivity plays an important role 
and it is closely related to the execution environ-
ment of a system.

Service Oriented Architectures (SOA) (Erl, 
2005) aim to provide a solution to the ever grow-
ing complexity of today’s information systems. 
The idea behind SOA is to define independent 
components which provide autonomous and 
atomic functionalities. The interaction among 
these components is based on the loose-coupling 
paradigm: components offering services (called 
providers) and requiring services (called consum-
ers) are not tightly linked among them. They 
discover each other and interact among them 
through a well-established protocol and using 
well-defined high-level interfaces. Implementa-

tion or functional details are not visible outside 
of a component. 

A challenging issue to address in SOA is 
related to the high number of components provid-
ing identical or similar services. The problem of 
consumers is how to decide which provider to 
choose for the requested service. Hence, their 
decision should be based on additional information 
about services. This information is related to the 
quality of the provided services (QoS – Quality 
of Service (Aagedat, 2001; Chalmers & Sloman, 
1999; OMG, 2004)) which may include aspects 
regarding availability, reliability, costs, delivery 
time and many other significant non-functional 
aspects.   

In this context, adaptivity becomes one of the 
most challenging issues to be addressed (Cheng 
Garlan & Schmerl, 2006; Kon Costa Blair & 
Champbell, 2002; McKinley Sadjadi Kasten & 
Cheng, 2004; Poladian Sousa Garlan & Shaw, 
2004). It is achieved by exploiting information 
at run-time which is not usually modelled in 
a software representation of a system. Thus, 
it needs appropriate abstractions to represent 
this information and efficient mechanisms to 
implement activities usually performed by humans 
based on their own knowledge and experience.

Adaptive Resource and Service Management 
(ARSM) (Ceriani Raibulet & Ubezio, 2007; 
Raibulet Arcelli Mussino Riva Tisato & Ubezio, 
2006) represents the solution proposed in this 
chapter for the design of service-oriented mobile-
enabled adaptive systems. The idea behind ARSM 
has arisen from case studies which are common 
in the context of universities or companies. For 
example, a person wants to exploit the services 
offered by a company without knowing exactly 
which are the available services, which are their 
related qualities and where are the resources 
providing services (i.e., an IT consultant wants 
to print the slides prepared for a meeting with a 
given resolution, colour and on an A3 format on 
the nearest printer). ARSM is able to identify the 
most appropriate resource based on the name of the 



  ���

Adaptive Resource and Service Management in a Mobile-Enabled Environment

service (i.e., print) and on additional information 
(i.e., colour, A3 format, nearest) and to ensure that 
the required qualities are satisfied at run-time.

The aim of ARSM is to provide an example 
on how to design flexible systems predisposed to 
adaptation. Adaptation in ARSM regards various 
aspects ranging from the selection of the most 
appropriate system component to execute a service 
based on aspects behind its functionality (i.e., 
performance, quality, cost) to the observation of 
execution of services to check if the non-functional 
aspects are ensured at run-time.

ARSM exploits ref lection (Maes, 1987) 
to observe and control various aspects of the 
underlying system. Reflection introduces meta-
representations of the system’s components and 
a causal connection mechanism to maintain them 
up-to-date with the status and the non-functional 
features of the system’s components. This mecha-
nism is also used to apply the changes required 
by the adaptation process after the observation 
of the meta-representations. Reflection may 
introduce several disadvantages (i.e., increased 
number of entities in the system, modifications 
at the reflective level may cause overall damage 
if reflection is not properly exploited), but it pro-
vides significant advantages too: separation of 
concerns, modularity, reusability, and an easier 
overall maintainability and evolution of the soft-
ware system. 

The rest of the chapter is organized as fol-
lowing. The Background Section provides an 
overview on the most important aspects related 
to the mobile-enabled architecture presented in 
this chapter: adaptivity, context-awareness, and 
reflection. The Related Work Section introduces 
the key aspects of the approaches addressing the 
concepts presented in the Background Section. 
The Motivating Example Section describes two 
scenarios which have lead to the development 
of the solution presented in this chapter. Such 
scenarios play an important role in the under-
standing of the problems addressed by ARSM, 
The ARSM Architecture Section focuses on the 

main components of this approach, as well as on 
their role in the adaptation process: reflection, 
QoS and properties to model the adaptive knowl-
edge, views to organize the adaptive knowledge 
and to improve its usage at run-time, strategies 
to implement decision support, and managers 
to handle the domain, functional and non-func-
tional knowledge. Furthermore, it describes how 
services are defined in the context of ARMS. 
The Discussion Section presents how ARSM is 
applied in a healthcare context together with the 
advantages it provides. The chapter ends with 
the Conclusions and Further Work related to 
ARSM. This section addresses also open issues 
for adaptive mobile systems related to interoper-
ability, security and development support (i.e., 
including an adaptation description language, 
the definition of appropriate concepts, and tools 
for their development).

ba CKground  

Mobility, service-orientation, quality of services, 
adaptivity, reflection, and context-awareness 
represent key features of today’s information 
systems. Users expect to be able to perform every 
day tasks whenever they have time and wherever 
they are. This means they should be able to access 
services through mobile devices they usually carry 
with them. Moreover, users expect to be allowed 
to choose a service based on the quality it offers 
(i.e., financial news provided in real time or a 
summary of news provided once a day), the price 
it has associated (i.e., the cost of an international 
phone call may vary from operator company to 
operator company) or the location it has (i.e., the 
choice of the nearest restaurant). In the same time, 
they expect systems to adapt to their preferences, 
requirements, and current context. To address 
these issues, a system should be aware both of its 
surrounding environment and its own structure 
and behavior in order to take decisions and to 
improve its functionalities at run-time. 
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This section aims to provide a background on 
adaptivity, context-awareness and reflection. 

a daptivity and Context-a wareness

Adaptivity is a complex topic. It regards the 
changes which should be performed in a system 
at run-time as a result of changes occurred inter-
nally to the system or externally in its execution 
environment. 

A key role in the previous sentence is played by 
the at run-time phrase. There are changes which 
should be done before running a system, which 
are mainly related to installation and configura-
tion steps. For example, a user may download and 
install one of the Java Virtual Machine (JVM) 
versions for Windows, Mac OS or Solaris. The 
user may also indicate the preferred language 
for the requested JVM. Sun Microsystems has 
already implemented those versions for various 
operating systems and languages, and based on 
the two criteria (operating system and language) 
it provides the appropriate solution. In this case 
adaptivity is considered off-line, being limited to 
the parameterized choice of the requested version 
of the JVM. Sun does not modify the JVM after 
the request has been made in order to personalize it 
for the current request. It has already implemented 
various versions off-line by exploiting static in-
formation about the possible types of operating 
systems and human languages. 

Online adaptivity deals with changes per-
formed in a system while the system is run-
ning. 

Why is Online Adaptivity Needed?

There are various reasons of different natures 
claiming for adaptivity. They derive mostly 
from the ever growing complexity of today’s 
information systems as well as from the need to 
improve productivity. (Seceleanu & Garlan, 2005) 
identifies three of the most important reasons 
why adaptivity is needed: (1) systems should run 

continuously in the presence of component-level 
faults, variability in resources or users’ needs, 
(2) administrative overheads should be reduced 
allowing smooth operation with minimal human 
oversight, and (3) systems should provide various 
levels of services to different users depending on 
their current needs and context. 

(McKinley Sadjadi Kasten & Cheng, 2004) 
underlines the role of ubiquitous and autonomic 
computing in the growing interest in run-time 
adaptivity. These two areas have different overall 
objectives and strategies: ubiquitous computing 
aims to remove the boundaries on how, when, 
and where humans and computer interact, while 
autonomic computing regards self-managing 
systems which require only high-level human 
guidance. Despite these differences, they share 
several common requirements regarding adap-
tivity such as survival of components failure or 
security attacks. 

(McHugh, 2007) provides an organizational 
point of view on adaptivity by identifying its role 
in an enterprise network infrastructure: strength-
ening of security aspects, increase of productivity, 
and reduction of the complexity. 

An additional reason which may claim for 
adaptivity is mobility (Malek, 2005). Mobility 
enables users to change their location and context, 
hence their execution environment. Adaptivity 
aims either to overcome the differences generated 
by these modifications or to exploit them properly 
in order to improve performance-related issues. 

Where is Online Adaptivity Used?

Primarily, adaptivity has been used in the context 
of control engineering (Landau Lozano & M’Saad, 
1998). Currently, its advantages are exploited in 
various types of systems and in various domains 
where self-management (Cheng Huang Garlan 
Schmerl & Steenkiste, 2004), self-organization 
(Wermelinger, 1998), self-healing (Shaw, 2002) or 
self-optimization (Ganak & Corbi, 2003) aspects 
are necessary. 
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Among the most common research areas where 
adaptivity is exploited there can be mentioned 
robotics, intelligent, multimedia, e-learning, 
web services, and healthcare systems (Miller & 
Page, 2007). 

In robotics, adaptivity is requested to address 
the dynamic behaviour, situations and environ-
mental modifications at run-time (Kim Park 
Jin Chang Park Ko Lee Lee Park & Lee, 2006). 
Typically, robot systems are characterized by 
unknown a priori behaviour or execution envi-
ronment (Tzafestas, 1997). Hence, they should 
observe their environment and their current status 
and make changes in their behaviour according 
to the current situation in order to achieve their 
goal. Intelligent systems (Sterling & Juan, 2005; 
Oudeyer & Kaplan, 2004) may be considered a 
step further according to robotics. In this context, 
systems should not only observe, but also learn 
by acquiring new information and reason about 
it in order to be able to recognize new situations 
and to address them properly in the future. Hence, 
adaptivity may improve or extend the functionali-
ties offered by an intelligent system. 

Multimedia systems exploit adaptivity to 
manage properly text, audio and video informa-
tion according to the available computational and 
communication resources (Basu Cheng Mun & 
Rao, 2007; Gecsei, 1997; Jones, 2004). Today’s 
multimedia systems are built of various types 
of networks (e.g., LAN, wireless) and devices 
(e.g., laptops, PDAs, mobile phones) which are 
characterized by significantly different features. 
For example, networks have different bandwidth 
and latency specifications, while devices have 
different data processing and physical resources 
for delivering multimedia information. Moreover, 
users of multimedia information work in different 
environments. Hence, for this type of systems 
adaptivity should be performed based on the 
networks, devices, and users environments. 

In the context of e-learning (Chorfi & Jemni, 
2004; Sasakura & Yamasaki, 2007) adaptivity 
is exploited to improve the efficiency of the edu-

cational systems in heterogeneous environments 
where students have different backgrounds and 
different abilities to assimilate and comprehend 
knowledge. An adaptive e-learning system pro-
vides a personalized mechanism for students with 
the final objective of achieving a similar level of 
knowledge.  

Web services have the characteristic of being 
loosely coupled with their consumers (Erl, 2005). 
Hence, the same web service can be required in 
various contexts and with different characteristics. 
Adaptivity consists in the ability of the provider 
to offer a service in the most appropriate way 
for the current customer and its current context 
(Nagarajan Verma Sheth Miller & Lathem, 2006). 
Usually, this may be achieved by defining various 
levels of quality for the same service and, based 
on the current service request, offering the ap-
propriate quality level.  

Healthcare systems represent the most used 
application domain to present the advantages of-
fered by adaptive systems (Bardram, 2003; Favela 
Rodriguez Preciado & Gonzalez, 2004; Kumar 
Shirazi Das Sung Levine & Singhal, 2003). Case 
studies range from an adaptive visualization of 
medical information to the recognition and man-
agement of emergency situations. Furthermore, 
they consider the heterogeneity and diversity of 
available devices and networks, as well as the ef-
ficient usage of the available resource and services 
in critical situations.  

How is Online Adaptivity Achieved?

To achieve adaptivity a system should consider 
various internal and external aspects. Internal 
information may regard structural or behavioral 
aspects related to its components and to the ser-
vices they provide. External aspects may be related 
to the role of users, their preferences, their current 
location and needs. The last type of information 
is part of the context of the user, being external to 
the system. Hence, it is known as context-aware 
information. An important role is played by loca-
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tion. Location-aware system may deduce further 
information about the current context of a user: for 
example, if a user is in a meeting room, he wants 
to receive only meaningful information for the 
current meeting, or in a video-surveillance system 
the location of the video cameras determine the 
location of users. 

Independent of why and where on-line adap-
tivity is used, there are three main steps which 
should be considered during its design (Garlan 
Cheng Huang An-Cheng Schmerl & Steenkiste, 
2004; Kielmann van Nieuwpoort & Maassen, 
2003; Karsai Ledeczi Sztipanovits Peceli Simon 
& Kovacshazy, 2000) (see Figure 1): 

• Monitoring, through which the meaningful 
information for adaptation is collected; the 
challenging issue in this step is to identify 
what should be monitored;

• Analyzing, which analyzes the collected 
information according to a reference infor-
mation to decide if the current behavior of 
the system meets the defined requirements; 
based on this analysis, there are identified 
the changes to be performed;

• Changing or adapting, which applies the 
most appropriate changes identified during 
the analysis phase.

A good practice in developing adaptive 
systems is to apply the separation of concerns 
(Karsai Ledeczi Sztipanovits Peceli Simon & 
Kovacshazy, 2000; Maes, 1987) paradigm and 
to maintain separately the functional part of the 
system from the adaptive mechanisms. The adap-
tive part may be considered a supervisor of the 
functional one because it observes and controls 
the last when functional or performance problems 
occur. Usually, functional entities are not aware 
of the adaptive entities. However, they should be 
designed to be easily observable and controllable 
by the adaptive ones. This separation between the 
functional and adaptive parts has both advantages 
and disadvantages. Advantages are related to 
an easy maintenance, reuse, modification and 
evolution of each of the two parts. For example, 
functionalities can be added to the system without 
modifying the adaptive part. Or, adaptation can 
be performed by considering different issues or 
criteria without any modification of the functional 
entities. Disadvantages are related to an overhead 
communication between the two parts.

Note that this approach should be used also 
for the monitoring, analysis and adaptation of 
the external information related to the execution 
context of an adaptive system.

Figure 1. Adaptation fundamental loop
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Monitoring mechanisms are responsible to 
collect information, which is used to analyze the 
current state of a component or an entire system 
by focusing on the adaptation objective. During 
this step it is important to:

• Collect the meaningful information focus-
ing on the objectives of the adaptation 
process;

• Collect information fast enough in order to 
avoid delays in the adaptation process.

These two aspects are highly bound to the 
system under development, as well as to the ap-
plication domain. Essentially, the techniques to 
collect information for adaptation can be divided 
in two main categories (Kielmann van Nieuwpoort 
& Maassen, 2003):

• Active: monitoring components are imple-
mented as active entities (i.e., threads), which 
have their own execution flow. Transparently 
to the components in a system, they collect 
information periodically. This solution satis-
fies the separation of concerns concept: the 
functional part of a system is not aware of 
the tasks performed by the active entities.

• Passive: monitoring components are imple-
mented as simple containers. The functional 
part of the system updates the containers 
with the current values of the meaningful 
information.

The tasks of the analyzing mechanisms are to 
access the information collected by the monitoring 
entities, to analyze it and to decide whether adapta-
tion is needed or not. Similarly to the monitoring 
mechanisms, analysis may be:

• Active: analyzing mechanisms have their 
own execution flow and are synchronized 
with the collecting mechanisms of informa-
tion. Thus, they analyze available informa-

tion immediately after it is collected and 
decides if adaptation is required.

• Passive: analyzing mechanisms are imple-
mented as a library of functions. The func-
tional part of a system calls periodically 
these functions. In this way delays may be 
introduced in the adaptation process.

The analysis of the current state of a component 
or a system is implemented through strategies 
which model the human experience (i. e., premises 
and solutions) in a computable form (Garlan Cheng 
Huang An-Cheng Schmerl & Steenkiste, 2004). 
Thus, strategies have two main parts: (1) a set of 
possible inconsistencies, which may be defined 
as differences between the current values of col-
lected information and their related predefined 
values, and (2) a set of actions to be performed 
to solve each inconsistency.

This step is the most complex one for two 
different reasons. First, all possible inconsisten-
cies should be considered. Second, the action 
proposed should leave the entire system in a 
functional state which maintains its function-
alities. Adaptation should not have undesirable 
collateral effects (i.e., affect security aspects or 
change functionalities).

Adaptation mechanisms should apply the 
changes proposed during analysis and to make 
actually modifications in a system. During the 
design of a system, all possible situations should be 
considered and each of them should be addressed 
through at least one configuration. Modifications 
in a system may be performed in two ways:

• Developing different components which 
perform the same task in different ways in 
order to be able to switch among these com-
ponents based on the current situation.

• Developing one parameterized component 
which may perform a task in different ways. 
Depending on the values of its parameters, 
the component changes the way it does its 
task.
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Reflection

Reflection (Maes, 1987) is defined as the activity 
performed by a system when doing computation 
about itself. Essentially, reflection enables a system 
to observe and control itself through appropriate 
metadata. This is particularly useful in adaptive 
systems which should modify their own features 
and behaviour at run-time as a result of the changes 
occurred internally (i.e., modifications in their 
own structure) or externally (i.e., modifications 
in their running environment). 

Primarily, reflection has been successfully 
used by the programming language community 
(Maes, 1987; Smith, 1982). Today, its benefits are 
exploited also within the software architecture 
domain (Ancona & Cazzola, 2004; Cazzola So-
sio Savigni & Tisato, 2000; Elianssen Andersen 
Blair Costa Coulson Goebel Hansen Kristensen 
Plagemann Rafaelsen Saikoski & Weihai, 1999). 
At the architectural level, reflection may introduce 
additional components (Lemos, 2000; Taiani 
Fabre & Killijian, 2002), or additional layers 
(Blair Coulson Andersen Blair Clarke Costa 
Duran Parlavantzas & Saikoski, 2000; Capra 
Emmerich & Mascolo, 2003). Architectural re-
flection (Cazzola Sosio Savigni & Tisato, 2000) 
represents explicitly architectural aspects of a 
system, and moreover, exploits these aspects. It 
enables a system to inspect its internal structure 
and behaviour. 

The scientific literature provides a reflec-
tion architectural pattern (Demesticha Gergic 
Kleindienst Mast Polymenakos Schulz & Seredi, 
2001; Suzuki & Yamamoto, 1999) which aims 
to establish general guidelines for the design of 
reflective architectures. The pattern focuses on the 
separation of concerns, which is the fundamental 
principle of reflection. Architecture is divided into 
two main parts: the base level, which implements 
the application logic, should be separated from 
the meta-level, which provides information about 
system’s properties enabling software to become 
self-aware. Hence, architectural reflection intro-

duces an additional layer which plays an interme-
diary role between the system representation and 
applications. This layer enables applications to 
adapt to system features, and vice-versa, systems 
to adapt (whenever is possible) to applications’ 
requirements. A reflective layer should capture 
only information that is related to the system 
representation and that is meaningful at run-time. 
This information consists of non-functional as-
pects. A reflective layer is causally connected to 
the base layer, which models system’s components 
and functionalities.

Essentially, reflection exploits the causal 
connection mechanism to observe and control 
the underlying components of a system through 
appropriate metadata. Metadata models non-
functional information (i.e., QoS) of the systems’ 
components which is used at run-time in the 
adaptation process. This information represents 
the reflective knowledge. The causal connection 
mechanism ensures that any modification in a 
system component is propagated to its corre-
sponding meta-representation, and vice-versa, 
any modification at the meta level is reflected on 
the corresponding system component (whenever 
this is possible).

r ela ted w or K

There are various approaches which address 
adaptivity in mobile-enabled systems. In this 
section, there are introduced four examples of 
those which exploit reflection mechanisms to 
achieve run-time adaptivity: Odyssey, ReMMoC 
(A Reflective Middleware to support Mobile Client 
Interoperability), MobiPADS (Mobile Platform 
for Actively Deployable Service) and CARISMA 
(Context-Aware Reflective mIddleware System 
for Mobile Applications). 

Odyssey (Noble Satyanarayanan Narayanan 
Tilton Flinn & Walker, 1997; Noble, 2000) is 
the first system which addresses simultaneously 
the problems of adaptation related to mobility, 
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application, context diversity and concurrency 
among applications exploiting common resources. 
It proposes and implements an architecture for 
application-aware adaptation in the context of 
mobile systems. Odyssey achieves these goals 
through a reflective middleware which monitors 
the resources of a systems such as bandwidth, 
CPU usage or battery level. The middleware 
interacts with the applications to understand 
their requirements and to improve the resources’ 
monitoring based on the applications’ needs. For 
example, when connectivity is missing the Od-
yssey middleware becomes immediately aware 
and notifies the applications. On the other hand, 
when connectivity is available again it notifies 
applications. Each application exploiting Odyssey 
decides independently how to react to the noti-
fied changes based on their execution contexts. 
Concurrency among applications is addressed 
by the middleware which monitors the systems’ 
resources and manages their allocation in the 
most appropriate way.

The main advantages offered by Odyssey are 
given by the speed and the accuracy of identifica-
tion and adaptation to changes related to the avail-
ability of resources. Hence, agility (Noble Saty-
anarayanan Narayanan Tilton Flinn & Walker, 
1997) plays a key role in the context of Odyssey. 
This is due to the straight collaboration between 
the reflective middleware and applications. De-
velopers of Odyssey provide also quantitative 
information and measures for agility. 

The ReMMoC (Grace Blair & Samuel, 2003) 
project investigates the use of reflection as a 
solution to overcome the problems generated by 
heterogeneous middleware approaches in mobile-
enabled environments. Attention is focused on the 
service concept: applications discover and exploit 
the services available at a given location. The 
solution defines two key components for binding 
and service discovery, whose behaviour can be 
dynamically altered using reflection mechanisms 
(Capra Blair Mascolo Emmerich Grace, 2002). 
The binding framework can be re-configured 

among different types of interaction protocols 
(e.g., SOAP, CORBA), while the service discovery 
framework can change among different technolo-
gies (e.g., SLP, Jini, UpnP). Reflection is used as 
a mechanism to observe and adapt dynamically 
the components of the middleware. Reflection is 
used recursively in that a component at a given 
level may use the meta-interface of a component 
at a lower level to interact with the last. In this 
way, ReMMoC defines various meta-levels above 
the base one. The meta-levels introduce different 
points of views on the reflective knowledge. This 
concept is present also in ARSM. The difference is 
related to the fact that ReMMoC does not consider 
QoS. Moreover, its application domains regard 
real-time and multimedia systems. 

MobiPADS (Chan & Chuang, 2003) is a 
reflective middleware designed to support con-
text-aware processing by providing an execution 
platform which enables service deployment and 
configuration in response to a variable environ-
ment. In this context services are intended as 
system components which are highly configurable 
and robust enough to enable the system itself 
to respond to varying conditions in the execu-
tion environment. MobiPADS provides support 
for run-time adaptation at the application and 
middleware levels. Actually, there are three 
types of adaptation: interservice (which regards 
the reconfiguration of the composition of the 
services), intraservice (which allows a service to 
react to a set of composite events) and application 
(which enables applications to react to a change 
in a context information). This leads to a flexible 
configuration of resources in order to optimize 
the operations of mobile applications. MobiPADS 
defines three types of meta-level objects which 
abstract the contextual information and the service 
adaptation. Through these meta-objects, mobile 
applications can subscribe to the contextual 
changes. This makes MobiPADS highly flexible 
in selecting and adjusting the adaptation policy. 

CARISMA (Capra Emmerich Mascolo, 2003) 
exploits the principle of reflection to enhance the 
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development of adaptive and context-aware mo-
bile systems. In this solution, a middleware must 
implement context-aware mechanisms in order to 
enable applications which run on mobile devices 
to adapt to frequent and unannounced changes 
in their execution environment. To achieve these 
goals, it defines mechanisms to describe how 
context changes should be managed at run-time 
through the use of policies. There may occur 
conflicts among the defined policies. Conflicts 
are solved at run-time by the middleware. 

The main contributions offered by CARISMA 
are related to the design and evaluation of novel 
abstractions and mechanisms in a middleware 
which aims to offer support for the development 
of context-aware mobile applications. These novel 
concepts exploit both structural and behavioral re-
flection (Kon Costa Blair & Champbell, 2002). 

The main differences between these ap-
proaches and ARSM are related to the variety of 
the types of knowledge considered for adaptation 
(i.e., network as well as device features, context, 
domain specific information) as well as on the 
management of the reflective part of ARSM 
through views and strategies. 

motiv ating example:  
t he h-arsm  Case study  

The meaningful scenarios motivating the idea be-
hind the solution presented in this chapter describe 
the requests of different services with various QoS 
from different types of devices and networks in 
the context of healthcare systems. The H-ARSM 
(Healthcare ARSM) case study aims to integrate 
ARSM with applications already available in the 
healthcare system (Raibulet Mussino & Ubezio, 
2007). The advantages offered by this integration 
are mostly related to the fact that ARSM exploits 
at run-time information about the system structure 
and may improve the quality of the services pro-
vided usually by healthcare systems. To sustain 
this affirmation two different types of situations in 

which ARSM may provide an enhanced solution 
are described: access of information in clinical 
records and requests of medical tests which should 
be booked or executed immediately. 

a ccess of medical information

Patients require the visualization of information of 
their personal medical records, while the medical 
staff members access and modify the informa-
tion of any patient record. Both types of users 
may access information from various locations 
through various devices with different visualiza-
tion characteristics: PC, PDA, mobile phones. For 
example, a member of the medical staff asks for 
information (i.e., using a mobile phone) specify-
ing only his current location (i.e., revealed by 
a sensor). The system identifies the component 
which can display the information in a clinical 
record including images (i.e., wall monitor, PC) 
and which is the nearest one to the user. Or, the 
user asks for the information specifying the QoS 
the displayed information should be characterized 
by. The system identifies a component with the 
required QoS. In both cases the system sends 
all the information in the clinical record of the 
patient and notifies the user where the informa-
tion is displayed. 

There can be adapted also the information in 
the clinical record to the device used for visuali-
zation. For example, when using a PDA, a user 
receives only textual information, while when 
using a wall monitor also images can be displayed. 
Furthermore, a user asks only for partial informa-
tion related to a particular disease of a patient and 
the current cures. Or, a doctor wants to receive 
only the information of a patient regarding his 
specialization. In this case, only domain specific 
knowledge is involved in the decision process. 
There are also cases in which both domain and 
system knowledge are required for adaptation. 
For example, a doctor claims the clinical record 
of a patient specifying his specialization and 
current location. The system should identify the 
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nearest display device and extract the requested 
information from the clinical record. 

bookings of services

Patients or medical personnel request a medical 
test which should be performed immediately or 
within a specified period of time. For immediate 
execution requests, the system verifies who is 
the available doctor able to perform the test and 
if required, the available medical equipment. If 
there are no immediate solutions it checks who 
will finish first the current activity and uses him 
as soon as possible. For non-immediate execution 
requests, ARSM books them in a specified period 
of time (i.e., after 48 hours and before 72 hours) or 
within a time limit (i.e., within fifteen days). The 
system books the first available resource meeting 
the time constraint. 

This type of requests raises two issues which 
are closely related to each other: the first regards 
the time dimension and the second the allocation 
of resources. There are requests in which a service 
should be provided immediately, or as soon as 
possible, while there are requests that claim for a 
service reservation. In both cases of this scenario 
(service execution or booking) the adaptation 
process exploits only domain specific knowledge 
(i.e., doctors, medical equipment). However, the 
same operations can be done also for the system 
physical components: for example, a high-qual-
ity monitor is booked for a videoconference for 
a given day. 

In this particular example there is no infor-
mation about the quality of the devices used to 
perform the required test. Generally, there may be 
more types of devices which do the same type of 
test, but with different levels of qualities, precision 
and response time. Currently, the system groups 
together the same type of tests to improve the 
resource allocation and usage.

arsm  a r Chite Cture

ARSM defines a service oriented based architec-
ture which exploits reflection at the architectural 
level to achieve adaptivity at run-time. 

In ARSM, the reflective knowledge is modeled 
through four elements: reflective objects, reflec-
tive services, QoS, and properties (see Figure 2). 
Reflective objects are the meta-representations of 
the system objects modeling their current status, 
while reflective services are meta-representations 
of the services offered by the system objects. Low-
level QoS (representing measurable values) model 
the non-functional features of services which may 
be used to achieve adaptivity (i.e., bandwidth, 
availability, cost). Properties represent additional 
information about the system’s components which 
are not strictly related to the services they provide, 
but which may be meaningful for the adaptation 
process (i.e., location of a user or a resource).

To improve the organization and the manage-
ment of the reflective knowledge two additional 
elements have been introduced: views and strate-
gies. A view is defined as an organizational struc-
ture on the reflective objects which has its own 
semantic and its own computational strategies to 
evaluate the elements under its control (Mussino, 
2005). A reflective object may be used in various 
views, but it has only one representation in the 
system. Views contain references to the reflective 
objects they manage.

Strategies implement the logic necessary to 
take decisions. A view has associated a best-ef-
fort strategy which assigns scores to the reflective 
objects it manages based on its own semantic. A 
score indicates the distance between the requested 
QoS and those offered by the reflective objects. 
The lower the score is, the better suits the object 
to the current service request. In this way, a view 
is able to indicate the most appropriate object or 
a classification of the most appropriate objects 
able to fulfill a request.
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When applying ARSM to an actual case 
study three types of knowledge should be man-
aged: domain knowledge (i.e., defining objects 
specific to the current application domain), 
system knowledge (i.e., defining objects specific 
to the underlying physical components of the 
system), and reflective knowledge (i.e., defining 
objects which influence the performances of the 
system). Each of the three types of knowledge is 
manipulated through a manager: domain, service 
execution and reflection. For example, in the H-
ARSM case study the domain manager deals with 
patients, doctors, nurses, medical records, medical 
tests and equipment information. Managers can 
interact among them to exchange information 
related to the services’ requests. As views, also 
managers have associated strategies. For example, 
the reflection manager has associated a strategy 
which decides the views to be used to solve each 
service request. 

The request manager receives the services’ 
requests from applications and chooses, based 
on the information available in each request, the 
types of knowledge to exploit to solve it. When-
ever a request claims for adaptivity, the reflection 

manager is asked to identify the most appropriate 
resource offering the requested service based on 
its related QoS and properties. 

At the application level services are charac-
terized by high-level QoS, which may be either 
qualitative (i.e., high resolution) or quantitative 
(i.e., 1600 x 1200 resolution). The high-level QoS 
include both QoS and properties. For example, 
a user may claim for a printing service with a 
high quality on the nearest printer to his current 
location. These high-level QoS are translated into 
resolution, color depth, and printing speed as 
low-level QoS of a reflective service and into the 
location property of its corresponding reflective 
object. These mappings between high-level and 
low-level QoS and properties are performed by 
mapping strategies associated to views (Mussino, 
2005; Riva, 2006).    

The service execution manager (Camma-
reri & Raibulet, 2007) has a monitoring module 
which verifies if the QoS claimed in a request are 
guaranteed during the execution of the service. 
Currently, two solutions are considered in case 
QoS become out of an expected range. The first 
regards the specification of the two most appropri-

Figure 2. ARSM Main components
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ate system objects able to execute a service. If the 
first system object fails to ensure the promised 
QoS or a failure occurs, the second one is asked 
to execute the service. In an alternative solution, 
the service execution manager asks the reflection 
manager to choose another solution for the current 
request. In both cases the request manager (and 
implicitly the application or user) is not aware of 
the problems occurred. 

a daptation l evel of service  
r equests

In ARMS requests of services may claim for 
various levels of adaptivity: 

• High-level: A user specifies only the type of 
service and a set of high-level QoS. ARMS 
maps the high-level QoS into quantitative 
values and tries to identify, among the re-
sources providing the requested service, the 
one which may offer QoS as close as possible 
to the requested ones (Raibulet Arcelli & 
Mussino, 2006).

• Low-level: A user specifies the type of 
service, the resource he wants to execute 
the service and a set of QoS. In this case, 
ARMS has to set only the QoS of the indi-
cated resource on the requested values.

• No adaptivity: A user specifies the type of 
service and the resource he wants to execute 
the service. In this case the reflective part 
of the system is not exploited.

• Inspection request: A user specifies a ser-
vice and the underlying architecture should 
provide a list of the resources able to provide 
the service with their related QoS.

Definition of Services

In ARMS a service is considered as the basic 
functionality provided by a resource (Cammareri 
& Raibulet, 2007).

From the structural point of view services can 
be divided in:

• Simple: requires a single execution on a 
single resource.

• Complex: requires multiple executions on 
one or more resources; it is composed of 
two or more simple services.

From the functional point of view services 
can be divided in:

• Sequential: it is a complex service in which 
the execution of its simple services is done 
sequentially: the execution of a simple ser-
vice starts only when the previous one is 
completed.

• Parallel: it is a complex service in which 
the execution of its simple services may be 
done in parallel: the order of their execution 
is not relevant.

From the execution point of view services can 
be divided in:

• Atomic: it is a complex service for which a 
fail of execution of one of its simple services 
causes the fail of the complex one;

• Not atomic: it is a complex service for which 
a fail of execution of one of its simple ser-
vices does not cause the fail of the complex 
one; the simple service which failed can be 
re-executed on another resource without 
affecting the execution of the other simple 
services.

The execution part of ARMS receives in input 
the request token shown in Figure 3. From the 
execution point of view, the requested service may 
be composed of several simple services.

The token contains all the information neces-
sary to execute the request: the type of service, the 
input data (i.e., usually it is related to the domain 
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specific knowledge), the QoS specified by the 
user, and a list of resources which will execute 
the service(s). For each request it is specified a 
minimum and a maximum time, modelling the 
time interval when the service should be executed. 
If the maximum time is zero, than the request 
should be immediately executed. Otherwise, the 
request may be executed not before the minimum 
time and not after the maximum time. This allows 
users not only to require an immediate execution 
of a service but also to book a service. 

Reflective Objects

Reflective objects represent the basic elements of 
the reflective part of ARSM. They are modelled 
independently of the other components of the 
architecture. The causal connection between them 
and the system objects (see Figure 2) allows reflec-
tive objects to automatically adapt themselves to 
the modifications occurred at the system objects, 
and vice versa, allows system objects to adapt 
themselves to the reflective objects. 

The causal connection is modelled through the 
Observer design pattern (Gamma Helm Johnson 
& Vlissides, 1994). This pattern provides an effi-

cient mechanism for the synchronization between 
objects, or more precisely, for the synchronization 
of the state of objects. Reflective objects define 
two main methods: update(), which allows them 
to adapt according to their corresponding system 
objects, and force(), which tries to constrain 
system objects to adapt to the reflective objects 
(Raibulet Arcelli Mussino Riva Tisato & Ubezio, 
2006).

views and strategies

Views represent the fundamental mechanism to 
exploit reflective objects. Views offer at least three 
advantages: a uniform and common mechanism 
to organize reflective objects based on various 
criteria, the possibility to extend the number of 
views on the reflective objects, and to not include 
external information in the representation of the 
reflective objects (i.e., location, structure, topol-
ogy). The main view is the services one. It is used 
in every request that claims for adaptivity, while 
other views (i.e., structural, topological) may not 
be always exploited (Raibulet Arcelli Mussino 
Riva Tisato & Ubezio, 2006). The implementa-
tion of the services view is based on the Chain 

Figure 3. Request token received in input by the execution part of ARMS
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of Responsibility design pattern (Gamma Helm 
Johnson & Vlissides, 1994), which addresses two 
main problems: the dynamic control of a collection 
of service views, and the execution of composed 
services (Mussino, 2005; Raibulet Arcelli Mussino 
Riva Tisato & Ubezio, 2006).

Another view which is used very often es-
pecially in mobile-enabled environments is the 
location one. In ARSM, three types of locations 
have been considered: geographical location 
provided by GPS systems at run-time, (2) loca-
tion within buildings based on building maps and 
access points where the current location of users 
is provided by badge-based systems at run-time, 
and (3) static location known at configuration 
time (Arcelli Raibulet Tisato & Ubezio, 2005). 
The type of location is strongly related to the 
application domain.

In the context of ARSM, decisions are mod-
elled through strategies. Each view has associated 
one or more strategies that implement the logic 
necessary to take decisions. For example, each 
reflective view uses two types of strategies: (1) 
adaptive strategies through which the most ap-
propriate resources to execute an actual service 
are chosen, and (2) mapping strategies, which 
translate high-level QoS into low level QoS and 
viceversa. Mapping strategies define two meth-
ods: mapUp(), which maps the low-level QoS or 
properties of the resources on the high-level QoS 
of the services, and mapDown(), which maps the 
high-level QoS of services on the low-level QoS 
or properties of the resources. For example, the 
high-quality QoS of a display service is obtained 
through the combination of the dimension, resolu-
tion, and colour depth QoS of a monitor.

Strategies depend strongly on the application 
domain. Hence, various applications may use 
various implementations of the same strategy. To 
increase the modularity, extensibility and reuse 
of the ARSM’s architecture components, it is 
necessary that both managers and views exploit 
strategies in order to separate decisional policies 
from the underlying managed data. To define a 

common interface of strategies in ARSM, the 
Strategy design pattern (Gamma Helm Johnson 
& Vlissides, 1994) has been used. 

Strategies may have complex structures. Fur-
thermore, they cannot be defined exhaustively 
until the implementation phase. To address their 
complexity the Composite design pattern (Gamma 
Helm Johnson & Vlissides, 1994) has been used 
to define their structure. The strategy that analy-
sis a complex service is actually a composition 
of strategies related to the sub-services of the 
required one. This improves significantly the 
implementation of strategies, by requiring the 
definition of the simple strategies and the defini-
tion of the complex ones as composition of the 
already defined simple strategies. Furthermore, 
modifications of the simple strategies are automati-
cally propagated to the complex ones that exploit 
them (Raibulet Arcelli Mussino Riva Tisato & 
Ubezio, 2006).

The Reflection Manager

The reflection manager supervises the reflective 
part of the architecture. Its main objective is to 
identify the most appropriate system’s objects 
which may execute the requested service through 
their corresponding reflective objects. 

Based on the types of the QoS specified in 
the request token, the reflection manager selects 
the reflective views which are used to search 
for the most appropriate system resource. Each 
view performs two tasks. The first is related to 
the translation of the high-level QoS (indicated 
in the request and related to its semantics) into 
low-level QoS. During the second task, each 
view assigns a score to its reflective objects. 
This score indicates how close are the QoS or 
properties of a resource to the QoS specified in 
the service request. In this case all the available 
values related to a resource are considered, not 
just the current value. For example, in the case of 
a display service all the supported resolutions are 
interrogated. The final score of a reflective object 
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belonging to two or more views is calculated as 
the sum of the partial scores. After each view has 
assigned its score to its related objects, the reflec-
tion manager extracts the most appropriate one 
or makes a classification of the resources for the 
current request. This result is added to the request 
token and used by the service execution manager 
for the actual execution of services. 

t he service execution manager

The execution manager supervises the functional 
part of a system. It receives the requests claiming 
for the execution of services and it communicates 
the results to the request manager. The aim of the 
functional part of ARMS is to execute services and 
in the same time to guarantee their QoS claimed 
and expected by the users. Moreover, ARMS aims 
to execute services in the time interval specified 
in the service request. 

In ARMS, the three steps for the adaptation 
are translated into:

• Monitoring the QoS of the resources which 
are executing services, the actual execution 
time, and the expected execution time of the 
services’ requests.

• Analyzing the monitored QoS with respect 
to the values specified in the requests, and the 
remaining time until the expected execution 
of the services’ requests (a service cannot 
be executed before the minimum time and 
not after its maximum time associated).

• Adapting may consists in various solutions: 
reconfiguration of the QoS of a resource, 
abort of the execution on a resource and 
start the execution of the same service on 
another resource.

In ARMS all requests are considered independ-
ent of each other, hence, each resource is moni-
tored and analyzed separately. When a request 
arrives to the execution manager, the last creates 
a request handler and delegates the execution of 

the requested service to this handler. The handler 
is responsible of executing the service on one of 
the indicated resources (through its correspond-
ing reflective objects R_Object (see Figure 3) - if 
it is the reflective part to choose the resources, 
or through the Resource entity if it is the user to 
indicate the desired resource).

From the adaptation point of view the request 
handler monitors the minimum and the maxi-
mum execution time, changes the priority of the 
request if the maximum time is approaching (if 
more than one request claims the usage of the 
same resource), or changes the resource which 
executes a service.

Every time a request handler chooses a resource 
to execute a simple service, ARMS creates a 
resource handler. This handler is responsible to 
execute a service on the indicated resource and 
to communicate the execution result. Whenever 
a resource handler fails to execute a service or 
the execution time becomes too long, its corre-
sponding request handler checks if in the service 
request are indicated other resources on which 
this service can be executed. In the affirmative 
case, it stops the execution of the service on the 
current resource and creates another resource 
handler for the alternative resource.

From the adaptation point of view each re-
source handler sets the QoS of the chosen resource 
on the values specified in the request and checks 
for QoS inconsistencies during the execution of 
a service.

disCussion

ARSM defines a reflective architecture for 
adaptive systems. It identifies the meaningful 
concepts for on-line adaptivity. It proposes a 
model to represent the significant knowledge for 
adaptivity in terms of reflective objects, QoS and 
properties. ARSM defines also the mechanisms 
necessary to exploit efficiently this knowledge 
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at run-time: the causal connection, views and 
strategies concepts. 

The approach provided by ARSM can be ex-
tended to the representation and management of 
any application domain. In the case of H-ARSM 
the domain knowledge includes patients, doc-
tors, nurses, medical records, medical tests and 
equipment. The first scenario presented in the 
Motivating Examples Section is related to the ac-
cess of clinical records information. The request 
manager asks the domain manager to provide this 
information. Through domain specific strategies 
which filter the information based on the user 
type and on the access device of the user, the re-
quested information is extracted. Then, the service 
manager is asked to execute the service, hence to 
display the requested information. When the user 
does not specify the device on which information 
should be displayed, the reflection manager is 
asked to identify the most appropriate one. This 
identification takes into consideration the location 
of the user and the types of the information which 
should be displayed (i.e., text, images). 

In the second scenario adaptation regards 
only the domain knowledge. Though the ARSM 
approach also domain aspects, which are not 
usually considered, are explicitly represented and 
exploited at run-time. Generally, this information 
is the property of the actors of the system and 
they use it implicitly when making requests or 
offering solutions. For example, the actors know 
the QoS of the medical tests hence they make 
specific request. This may be considered subjec-
tive in that two actors with similar characteristics 
may ask for different tests in identical situations. 
Therefore, ARSM aims to represent explicitly this 
knowledge and to exploit it properly in order to 
provide adaptivity support at run-time.

It is well known that adaptivity requires ad-
ditional software elements. Using reflection to 
achieve adaptivity leads to an increased number 
of the components in the system. Moreover, modi-
fications at the reflective components may cause 
overall damage if reflection is not properly used. 

Hence, the advantages offered by adaptivity should 
overcome these problems. Advantages include: 
separation of concerns, modularity, reusability 
and maintainability. The main feature of the re-
flection is separation of concerns (Maes, 1987). 
In ARSM, this feature has lead to significant 
advantages: the separation between the repre-
sentation of the functional and non-functional 
aspects of the system’s resources and services, 
as well as the separation among domain, system 
and reflective knowledge. A further feature of 
ARSM is modularity. A first level of modular-
ity is given by the reflection itself through the 
separation of concerns. A further modularity is 
obtained by separating the representation of the 
reflective entities (reflective objects, services, 
QoS, and properties) from their management 
mechanisms (views and strategies). Modularity 
enables implicitly maintainability and reusability. 
Each component of the reflective architecture 
performs a well-defined and standalone task. 
Each component can be changed independently 
of the others. For example, the implementation 
of a service may change, although its abstraction 
at the reflective level remains unchanged. Or, 
the mapping strategies between the low-level 
and high-level QoS may differ from application 
domain to application domain without affecting 
the representation of the other components in 
the systems. Or, the adaptive strategies may be 
implemented based on the best-effort or first in 
- first out principles. 

The aim of ARSM has been to define the main 
concepts to be applied when designing adaptive 
systems. Performance and optimization aspects 
are strongly related to the application domains. 

Con Clusion and f urther 
w or K

Sterling and Juan assert that future software 
systems will be adaptive (Sterling & Juan, 2005). 
From the works available in the scientific litera-
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ture this affirmation seems to be true. More and 
more software engineers focus their attention 
on addressing adaptivity in the systems they are 
developing. Moreover, adaptivity is requested 
in a wide range of application domains which 
regard delivery of services in heterogeneous 
mobile-enabled environments built of various 
types of devices, networks, users, preferences 
and contexts. 

Currently, there is no common and well-es-
tablished definition of adaptivity (Zadeh, 1963). 
This may be considered a consequence of the 
generality feature of adaptivity, as well as to its 
emerging status. Essentially, adaptivity consists 
in performing structural and behavioral changes 
in a system as a result of other changes occurred 
inside or outside a system. There is no further 
specification about these changes: what type of 
changes should be done, when should be done, 
how to do them at run-time, or who or what 
decides what to change, which is the trigger of 
adaptation. Moreover, there is no design support 
for adaptivity (e.g., tools, models, verification and 
validation criteria). 

These affirmations are sustained also by the 
various types of possible adaptation: structure, 
architecture and behavior (Gorton Liu & Trivedi, 
2007). Structure adaptation regards the changes 
made in the application components (e.g., a method 
signature). Architecture adaptation deals with the 
changes in the structure of components and their 
interaction. Behavioral adaptation focuses on 
the changes in the execution of existing compo-
nents in a non-intrusive way (e.g., change of the 
configuration of a component). This leads to the 
conclusion that adaptivity is a complex task which 
regards various aspects of a system including 
architectural, structural and functional informa-
tion. Furthermore, adaptivity addresses both for 
functional and non-functional aspects. 

Adaptivity is an open research issues. Cur-
rently, scientists are trying to identify its possible 
usages and specifications. In this chapter, atten-
tion has been focused on the representation and 

management of the knowledge exploited in the 
adaptation process in a mobile-enabled environ-
ment. Reflection plays an important role in the 
observation and control of the knowledge exploited 
at run-time to achieve adaptivity. To improve the 
management of the reflective knowledge, views 
have been introduced. Decision support is imple-
mented through strategies. Separation of concerns 
is a fundamental aspect in adaptive systems: 
adaptive knowledge should be separated from 
the functional and domain specific knowledge, as 
well as the adaptive process should be separated 
from the application business process.

The issues raised by service-oriented mobile-
enabled systems are complex because they claim 
for architectural, behavioural as well as context 
adaptation. Architectural adaptation is needed 
because of the intrinsic nature of the mobility 
feature. Users and devices change their loca-
tion hence the architecture of a system changes. 
Behavioural adaptation may be required when 
users change location and the reachable services 
change. Due to the modification of the users’ loca-
tion also the context may change. Hence, context 
adaptation is needed. 

Adaptivity requires additional software for 
the representation of its related meaningful in-
formation and for the run-time decision support. 
This increases not only the size of the software 
but also its complexity. Hence, the advantages 
offered by adaptivity should overcome these 
problems. Software engineers have focused their 
attention on how to exploit adaptivity to improve 
the systems functionalities in terms of automating 
tasks previously done off-line and to minimize the 
interaction between a system and its administrator 
at run-time. Further, research should focus also 
on the performances of an adaptive system in that 
the overhead introduced by adaptivity should be 
overcome by its benefits. 

As mentioned in (McKinley Sadjadi Kasten 
& Cheng, 2004), further work related to the as-
surance, security, interoperability and decision 
making in adaptive systems is required. As-
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surance regards the correctness of the changes 
needed by adaptivity. This is tightly related to the 
conflicts which may occur and to the priority of 
the issues addressed through adaptivity. While 
assurance addresses the integrity of a system, 
security regards its protection from malicious 
entities. Changes should not alter the security 
characteristics of a system. Adaptive distributed 
systems allow the adaptivity of components, 
as well as of its layers and platforms. Attention 
should be focused on maintaining the interoper-
ability among the components and inside the 
entire system. Decision making is a complex 
task due to the fact that adaptive systems work 
in heterogeneous environments where context 
changes may occur very often. Systems must act 
autonomously, performing modifications to better 
fit the current context while preventing damage 
or loss of services. 
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a bstra Ct

Mobile context-aware applications have specific needs regarding data communications and position 
sensing, that current standard hardware is still not able to fulfill. Current mechanisms are inadequate 
for applications that need constant communications because of their high power needs and low precision 
when used to measure the physical indoor position of a mobile device. For this reason the authors have 
created a new, flexible and inexpensive technology that aims to solve both the needs of communication 
and position estimation on mobile platforms. This new network type uses recently developed technology 
to minimize power consumption, leading to a longer battery life and maximizing the precision of the posi-
tion sensing of the device. Finally, on top of their hardware platform they have devised a software layer, 
named Kindergarten, which allows high-level languages to interact with the underlying hardware.
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introdu Ction

During the last decade, mobile context-aware 
(CA) applications have been gaining importance 
and are slowly weaving into everyday life. In a 
conscious and seamless fashion, we start to get 
used to incorporate new technologies, appliances 
and applications that where almost unthinkable ten 
years ago. The penetration of this kind of applica-
tions in the society is mainly due to improvements 
in hardware and communication areas. 

However we are still far from having solved 
all these issues in these areas. Even tough there 
are different hardware devices and protocols for 
wireless communication and position estimation, 
we still need one that is small enough to be inte-
grated into a wide range of appliances, not only 
PDAs and Smartphones, but also in active badges 
or key rings. This device must also have very low 
power consumption, so that the mobile appliance’s 
battery life is not significantly shortened. Most 
current wireless communication standards have 
successfully accomplished the size constraint, 
being effectively embedded in mobile devices. 
However, low power consumption is still an un-
resolved issue which leads us to the necessity of 
conceiving a new kind of hardware.

During our research we tested existing tech-
nologies for suitability in our project, including 
Wi-Fi (O’Hara & Petrick, 1999) and Bluetooth 
(Morrow, 2002) which, despite their presence in 
nearly all current PDAs and Smartphones, we 
found to be too power-hungry. We also tested GPS 
(Hofmann-Wellenhof, Lichtenegger & Collins, 
2004), whose location sensing capabilities only 
work outdoors making it unusable inside build-
ings. Unfortunately we arrived to the conclusion 
that there is no standard hardware device that can 
be added to any mobile system and that can be 
used for both communication and position sensing 
in a practical manner. For this reason we decided 
to build our own hardware and software platform 
to communicate and position mobile devices in 
an efficient way. In this chapter we will describe 

the design and implementation of our software/
hardware combination, which is designed to 
provide a balance between network bandwidth, 
power consumption and roaming capabilities. To 
complement this work, at the end of the chapter 
we present an example showing how the hardware 
is combined with our sensing layer to develop 
context-aware applications. In particular we will 
show how to use Kindergarten to provide location-
based services (Rao, Minakakis, 2003).

previous w or K

In order to understand our needs for new hardware 
and sensing architectures, we have to consider 
previous approaches and analyze their weaknesses 
and strengths. In the next subsections we will 
discuss some of the most pervasive communica-
tion and location mechanisms available today. In 
particular we will describe Infrared, Bluetooth, 
Wi-Fi and GPS technologies and examine their 
characteristics from the point of view of a CA 
application.

infrared port

Maybe the most basic device at the hardware 
level is the infrared (IR) port, which is primar-
ily considered as a communications interface 
for small devices such as PDAs or cell phones 
(Knutson & Brown, 2004). In its most pure form, 
as defined by the IrDA association (IrDA, n.d.), 
an infrared port sends and receives data between 
two devices coding it as a stream of infrared 
pulses. Each device has a small infrared emitter 
(an infrared LED) to send the light pulses to the 
other device and an infrared detector to receive 
the ones sent to it.

This mechanism leaves to software stacks the 
responsibility of assembling and disassembling 
the higher-level data structures to allow applica-
tions in both sides of the infrared link to exchange 
data in a reliable and structured way.
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This lack of sophistication at the lowest levels 
of the communications mechanism can be an 
advantage to adapt this port to serve other func-
tions. In particular, we can make it act not as a 
communications mechanism but as a location 
sensing device. To do this, an infrared emitter is 
configured to continuously send a fixed stream 
of infrared data, such as a numeric identifier or a 
position identifier. These devices could be attached 
to specific objects or locations in the environment 
to broadcast their data to any infrared-receiving 
handheld device that passes by, effectively acting 
as a beacon in its vicinity. When a user carrying 
one of these infrared-receiving devices (which 
could be a Smartphone, a PDA or a specifically 
designed device) approaches the beacon, it will 
receive the beacon’s signal. Then the software 
running in the device will be able to decode the 
information present in the beacon and infer its 
position.

The approach of using infrared light to tag a 
position in space has all the intrinsic advantages 
and disadvantages of this transmission medium. 
An important advantage is its high spatial ac-
curacy: since the infrared beam can be focused 
to cover a specific area, only devices within this 
area will be able to receive the IR signal and 
thus interpret the data it carries. As a downside, 
the only event that this kind of position sensing 
mechanism is capable of detecting is the actual 
approach of the handheld (receiver) device to 
the beacon emitter. However a second event, 
which can be related to the user taking away the 
handheld device or turning away from the beacon 
emitter, can be inferred when the receiver ceases 
to detect the beacon. 

Summing up, a location system as the one 
described above is a good choice when there is a 
need to tag a precise location, as it provides an ac-
ceptable response time and relatively good spatial 
resolution. It cannot, however, be used to detect 
the physical position of the handheld device (and 
thus the position of its user) in wide areas, due 
to its generally narrow field of view, or in places 

where no beacon can be received at all. Finally, 
other disadvantage of a solution employing infra-
red beacons is its limited bandwidth when used 
to transfer data. The standard IrDA specification 
reaches only up to 115.2 Kbps, and although a 
high-speed standard exists for data rates of up to 
4 Mbps, it is not supported by all devices.

bluetooth

Bluetooth is a communications mechanism that, 
only in recent years, has found its way into the 
market mainstream. Developed in 1999 as a wire-
less link between low-power mobile devices, its 
primary goal was to provide reliable data-trans-
mission services without significantly reducing 
battery life (Morrow, 2002). Even though the band-
width achieved by Bluetooth is not high enough 
to compete with other communication methods 
standards such as Wi-Fi, it is not a problem for 
applications when no important amounts of data 
must be transferred, which is the case in most 
mobile context-aware systems.

Similarly to infrared technology, Bluetooth 
can also be used to estimate the device position, 
based on other Bluetooth devices acting as bea-
cons to mark a specific position. The use of radio 
signals improves on the use of light by employing 
a communications medium immune to interfer-
ence by the mere presence of any objects between 
transmitter and receiver.

To apply this method a desktop computer 
or an autonomous transmitter must be set up to 
constantly broadcast its Bluetooth identification, 
which would be received by the mobile device. 
The mobile device would then relate the beacon’s 
ID to its physical position in a similar manner to 
the one used in the infrared approach. A second 
approach to infer the user’s position is to use a 
triangulation mechanism. In this procedure the 
relative signal strength (RSSI) of a received frame 
is used, which can be roughly correlated to the 
distance from the mobile device to the device 
sending it.
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As a data communications mechanism, 
Bluetooth works in a master-slave connection 
(Tanenbaum, 2002) oriented network. A Bluetooth 
master device can connect with up to other seven 
slave devices for data transfer and a slave device 
can connect to only one master device, the only 
exception being a few very specialized devices 
that can sustain simultaneous connections to 
different masters. This makes it impossible for a 
roaming device to hold a data transfer while mov-
ing, because in order for a slave (mobile) device 
to connect to a different master device, it first 
has to break all connections to the old Bluetooth 
master to be able to connect to a new one. This 
problem cannot be bypassed because the closed 
nature of the Bluetooth stack makes it impossible 
to access the hardware directly in a standard and 
portable manner.

In our tests we found that the process of de-
tecting Bluetooth beacons is slow, taking several 
seconds to complete this process. Also the most 
common API exposed to the developer by Blue-
tooth only allows detecting if a certain beacon 
is present or not. Some Bluetooth stack vendors 
(notably IVT Corporation (IVT, n.d.), makers of 
the BlueSoleil Bluetooth stack) provide ad-hoc 
API calls to obtain the relative signal strength of a 
received frame, which can be roughly correlated to 
the distance from the mobile device to the device 
sending it. By using this signal strength indicator, 
we can use triangulation mechanisms to estimate 
the device’s physical distance to fixed beacons, 
and thus infer the device’s physical position. Re-
grettably, this feature is by no means standard in 
all implementations of the stack, especially for 
mobile devices such as PocketPC handhelds.

As a side effect, having the Bluetooth adapter 
constantly scanning the network for new devices 
makes it unavailable for data communications 
and can severely reduce the battery lifetime of 
the mobile device.

w i-f i (ieee  standard 802.11b/g)

Wi-Fi is a communication standard first devel-
oped to be used in laptop and portable computers 
(O’Hara & Petrick, 1999). With data speeds of up 
to 54Mbps (IEEE 802.11g), nothing in the mobile 
communications hardware market compares 
with the transfer speeds achievable with 802.11g, 
making it an excellent wireless communications 
tool. 

In the same way as Bluetooth, a mechanism 
based on Wi-Fi can be devised to infer the pres-
ence of the device within the coverage area of 
a certain wireless access point by detecting the 
beacon frames it emits at regular intervals. In 
addition to this feature, most wireless adapters 
have the ability to report the signal strength of 
the beacons received by the various access points. 
Since this can be done in a standard and relatively 
portable way, it allows us to roughly estimate the 
distance between mobile device and access points, 
and thus estimate its position.

However, even though it was designed with 
power-saving features in mind, the energy con-
sumption is still too high to use for more than a 
few minutes in a highly portable device, such as 
a Smartphone or a PDA. When active, the battery 
life of a typical PDA decreases to less than an hour 
and a half, rendering it unacceptable for real-world 
context-aware applications, where autonomy of 
at least eight hours is needed. 

gps

Finally, even though it cannot be used as a com-
munication medium, we must consider the Global 
Positioning System (GPS) (Hofmann-Wellenhof, 
Lichtenegger & Collins, 2004), which is the de-
facto standard for location sensing mechanisms. 
Even if it remains the only reliable choice when-
ever the spatial position of the system is needed, 
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it only works in outdoor environments (Kaplan 
& Hagerty, 2005) making it unsuitable for our 
needs. Thus we decided to discard this technology 
in favor of a more suitable one.

introdu Ction t o  
Kindergarten

From the discussion in the previous section we 
can infer a very clear set of requirements for the 
new hardware. In particular we need to:

• Build a location estimation mechanism to 
provide a means for measuring the physical 
position of a portable device, and thus the 
position of the user.

• Build a communication service to provide 
a reliable message-passing mechanism for 
data interchange between two different 
mobile devices.

• Update the physical position estimation at 
a regular time interval, regardless of the 
mobile system CPU load and data traffic 
across the wireless network.

• Complete any data interchange operation in 
a deterministic time. Also no station should 
be able to flood the network and prevent 
other stations to make use of it.

• Use as efficiently as possible the available 
bandwidth provided by the physical com-
munications medium.

• Make the implementation of the protocol 
small enough to fit in memory-constrained 
devices, and simple enough to execute 
quickly even in low-power CPUs.

Since  none of the previously mentioned com-
munications and location estimation mechanisms 
met all the above requirements, we set out to build 
a completely new communications architecture 
exactly tailored to our needs. Consequently, we 
began to evaluate several hardware alternatives 
to base our design on. 

t he hardware platform

The first step in the construction of Kindergar-
ten was to decide the wireless communications 
mechanism on which all services would depend. 
This step is not a simple one since there are many 
wireless communication standards (Cooklev, 
2004), each one of them incompatible with all the 
others, operating at different radio frequencies, 
and with completely different modulation schemes 
and link level protocols. As Andrew Tanenbaum 
wrote: “The good thing about standards is that 
there are so many to choose from” (Tanenbaum, 
2002), and of course, for each standard there are 
sometimes several different implementations in 
silicon, by different vendors, with different soft-
ware interfaces, every one of them incompatible 
with all the others.

It is not our purpose to describe in detail all the 
available technologies currently being offered in 
the electronics market. A simple search in any of 
the major portals on the subject can do it better than 
this chapter. We will, however, briefly describe the 
ones we evaluated and the reason for discarding 
them in favor of the chosen alternative.

The first approach was to use the hardware 
already present in devices already at our disposal. 
These devices had Bluetooth and Wi-Fi interfaces 
and the plan was to use these interfaces bypassing 
the whole built-in radio stacks and writing a more 
lightweight software for the same hardware.

It was soon apparent that the problem of lack of 
freely available documentation for the controller 
chips for both Bluetooth and Wi-Fi was an insur-
mountable obstacle. In both cases the manufactur-
ers provided no documentation on the hardware 
interfaces for the baseband controllers.

The next step was to look for other standards 
and radio communication devices that, even 
if they required a separate external controller, 
would give the advantage of complete flexibility 
over the implementation. Understandably, not all 
requirements outlined above had equal weight in 
the election of the final hardware. We decided to 
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privilege flexibility and simplicity of the solution 
over more performing but complex alternatives. 
For this purpose, a relatively new microcontroller 
(the CC2431) was selected. CC2431 is being 
manufactured by  ChipCon, which has recently 
been acquired by Texas Instruments (TI, n.d.). 
This microcontroller integrates a radio trans-
ceiver for the IEEE 802.15.4 wireless standard, 
an 8051 CPU, 128KB of flash memory and 8KB 
of static RAM in the same chip. On top of that, 
what really made the CC2431 stand out is that it 
also integrates a location estimation unit, acting 
as a hardware co-processor operating indepen-
dently of the software. Each time a data packet 
is received by the CC2431’s radio interface, the 
hardware also records the strength of the radio 
signal that carried the data packet. This signal 
strength is appended to the data itself, and made 
available to the application software.

The location estimation unit takes as its input 
the signal strength of received data of between 
three and eight other radio stations and their cor-
responding coordinates in space, and produces 
the best estimation of its own position. The pro-
cessing takes a few microseconds and is done in 
parallel with the execution of the program by the 
CPU (Figure 1).

a  f ew w ords about ieee  802.15.4

IEEE standard 802.15.4 (IEEE, n.d.) defines the 
first two layers (Physical and Link) for a low-cost, 
low-power personal area network. This standard 
focuses on ubiquitous communication between 
wireless devices with no extra infrastructure (be-
sides the stations themselves) for several physical 
layers in the 870 MHz, 900 MHz and 2400 MHz 
bands, providing data transfer speeds of  20, 40, 
100 and 250 Kilobits per second. For low-power 
embedded devices, the standard provides a trad-
eoff between speed or coverage range and power 
consumption to lower even more the needs of the 
device. Special care has been put forth to ensure 
the lowest possible manufacturing costs for the 
controllers, and technological simplicity while 
maintaining flexibility in the design. 

Other important features of IEEE 802.15.4 
include real-time suitability by reservation of 
guaranteed time slots, collision avoidance and 
integrated support for secure communications. 
Devices also include power management functions 
such as link quality and energy detection.

IEEE 802.15.4 is mostly known as the two 
lowest layers for the ZigBee protocol standard, 
which aims to create networks of low-power 
connected devices mainly for home automation 
and remote sensing (ZigBee, n.d.). An interesting 
ZigBee feature is the possibility to create “mesh” 
networks, where all nodes in the network are 
equally responsible for routing data to and from 
any other node. Other operating modes of a ZigBee 
network are a tree and star-shaped topologies, 
with one or more “router” nodes coordinating 
the data flow between “leaf” or low-power, low-
performance nodes.

Even though ZigBee could seem as a good 
starting point for development, given that it already 
support low-power wireless networks, ZigBee 
lacks a deterministic timing behavior needed by 
base stations when sending beacons to update the 
location estimation in mobile stations. As ZigBee 
is an inherently asynchronous network, and at 

Figure 1. Position estimation in a mobile device
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the time when the project began there was no 
free implementation of the stack that supported 
mesh topology, it was decided that it was a simpler 
solution to create a new kind of network specifi-
cally for our purposes than to re-implement and 
adapt ZigBee to suit our needs. In recent days 
Texas Instruments has released a royalty-free 
ZigBee stack that can be downloaded from their 
web site. Even so, in our opinion the complexity 
of the protocol still justifies the development of 
our proposed solution.

t he bird’s eye view of the network

With the selection of the CC2431 as the network 
controller the first required task was to create 
the overall communications architecture. Since 
the CC2431 can calculate its position relative to 
other reference stations, we decided to create two 
different sets of devices based on this controller. 
One set of devices are base stations, fixed in the 
environment, which know their physical position. 
The other set is composed of mobile stations, at-
tached to the mobile device (PDA or Smartphone), 
or acting autonomously.

As stated earlier, since the position estimation 
should be refreshed at regular intervals, it was clear 
from the beginning that a purely asynchronous 
network (such as CSMA (Tanenbaum, 2002)) 
would not work. A mechanism was needed to 
ensure that every controller attached to a portable 
device would receive a steady supply of packets 
from the base stations to refresh its position es-
timation. For this reason we decided to create a 
slotted globally-synchronous network, where the 
base stations would coordinate the network access 
by the mobile stations and transmit the necessary 
information for them to be aware of their position. 
The basic premises of the design were:

• The whole network operates synchronously, 
with no two stations (regardless of being base 
stations or mobile stations) transmitting at 
the same time.

• If the physical space covered by a network 
exceeds the coverage of at least one radio 
station, the network can be split in multiple 
sub-networks. It is important that any mobile 
station in a network can receive the data 
transmitted by all base stations belong-

Figure 2. Bird’s eye view of Kindergarten
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ing to that network. We will discuss this 
requirement in more detail in the following 
pages.

• There has to be at least three and at most 
eight base stations in a network, since these 
are the absolute minimum and maximum 
number of references that the location engine 
of the CC2431 can handle.

In this network, each mobile station receives 
the signals sent by all base stations in order to up-
date its calculated position, but only communicates 
with one base station. Thus it acts as a Wi-Fi client, 
associating itself to a base station and routing all 
its communications through it. The base stations 
are wired to an Ethernet network which allows 
them to receive and send data to each other and 
to desktop computers (Figure 2).

Kindergarten’s  
implement ation

In this section we will show a detailed description 
of the network protocol, the principles behind its 
operation and the different types of frames that 
stations exchange. We will also address the issue 
of communication between the CC2431 acting 
as a mobile station controller and the PDA or 
smartphone to which it is attached. At the end of 
the section we compare our approach with other 
related technologies.

o peration of the network

The stations exchange data through the use of 
frames, much like any other network in existence. 
In our case the frames conform to the IEEE 
802.15.4 standard, although we use the “packet 
type” field in the 802.15.4 header to mark our own 
set of packet types.

As we stated earlier, the whole network oper-
ates synchronously. Every base station has a time 
slot during which it can use the communications 

channel. The time slot is itself divided in a number 
of frame slots of fixed size, large enough to ac-
commodate a frame of up to 64 bytes of payload. 
We have named the time slot of the base station a 
superframe to stress the fact that it encompasses 
the set of data frames sent and received by a base 
station.

At the start of a superframe, a base station 
transmits the data frames for the mobile stations. 
Then it broadcasts to its mobile stations a special 
frame named “Order Of Transmission” (OOT) 
which is simply a list of station addresses, in the 
order they should transmit their data to the base 
station. Thus, each station knows exactly when to 
send its data. Since the frame slots are of a fixed 
size, there will be no collisions with any other 
transmission from another station.

Once the time for all the data slots has passed, 
whether or not the data frames had actually been 
used, the base station sends a second type of spe-
cial frame, called “Point Of Entry” (POE). This 
frame serves two functions: firstly it signals the 
start of a contention period during which new 
mobile stations can join the network by send-
ing an association request to the mobile station. 
Secondly, since the POE is transmitted by every 
base station in every superframe, we use it for 
piggybacking the location information for that 
base station so that all mobile stations in range 
can update their position.

The number of data frames in each super-
frame is fixed, to ensure that all base stations 
start and end their superframe in the same time 
period. Also every station transmits and receives 
its superframe in its allocated time slot until all 
stations have done so, and the cycle begins again 
in an endless loop. We call this cycle network 
heartbeat (Figure 3). 

At a first glance, Kindergarten may seem 
similar to Token Ring (Love, Siegel, Wilson, 
1998), because both networks give each station 
(base station, in the case of Kindergarten) a time 
slot to use the communications channel. In this 
time they can send and receive data, arranged in a 
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sort of ring. However, the similarity between both 
systems ends there, since in Kindergarten there is 
no concept of “Token”, and both the sequence of 
the base stations and the length of the time slots 
remains fixed regardless of the amount of data to be 
sent or received by a station. Also, Kindergarten is 
much simpler than Token Ring, both in its design 
and operation, so that it can be implemented in 
devices with limited capabilities.

This never ending cycle is what gives Kin-
dergarten its name. The analogy can be seen as 
follows: imagine a group of small children, run-
ning around in the playground, shouting at each 
other while they play. In a sense, wireless stations 
are like small children: they roam free, shouting 
(through the wireless channel) when they feel like 
it, and overlapping (interfering with) each other. 
Our goal in designing Kindergarten was to create 
a setting in which children (mobile stations) are 
supervised by teachers (base stations) who make 
them take turns to play.

In case the volume of space to cover is larger 
than the coverage range of a base station (e.g. 
when deploying the network in a large hall) we 
need to scale up the network. Since the location 
mechanism depends on the mobile station receiv-
ing beacons from all base stations in the network, 
in large spaces it is necessary to split the network 

in sub-networks operating independently. This is 
where the synchronous nature of Kindergarten 
comes into play. The fact that all superframes 
have the same length in time allows us to create 
several sub-networks where the base stations are 
synchronized in a way that ensures they will never 
interfere with each other.

As an example let us suppose the following 
setup of two sub-networks with four base stations 
each (see Figure 4).

Figure 4 represents the heartbeat with a ring, 
and the stations with the same position in the 
superframe (i.e. stations whose superframes are 
simultaneous) with the same grey level. The cov-
erage area of the stations currently transmitting 
is shown as a circle around the station.

As this example show, even if both stations S2 
and S6 are using the channel in the same instant, 
since they are outside each other’s coverage area 
their signals will not interfere inside the space 
occupied by the network (depicted as the grey 
rectangle). And even if S2 and S5 are inside 
each other’s coverage area they use the channel 
at different times, thus ensuring that no collision 
will occur.

Moreover, all base stations are kept synchro-
nized by wiring a second data line through all of 
them. This data line, the heartbeat line, has as its 

Figure 3. Operation cycle of Kindergarten
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only purpose to signal the start of a heartbeat by 
transitioning from a logic HIGH (1) to a logic LOW 
(0). The rate at which the heartbeat line toggles 
is determined by the amount of time needed to 
transmit a single frame times the number of frames 
per superframe, times the number of superframes 
in a heartbeat.  

Communications a rchitecture

The life cycle of a mobile station begins when it 
is initialized. At this moment the mobile station 
waits for a POE (Point Of Entry) frame from any 
base station and sends an association request to 
that base station. Then, the mobile station must 
wait until the next network heartbeat, when the 
base station to which it sent the request can send 
a response. If the mobile station receives a rejec-
tion frame, it must wait for the POE frame from 
a different base station and retry the procedure. If 
the mobile station receives an acceptance response 
it becomes associated to the base station, routing 
all data frames through it.

All base stations are wired together to a com-
mon communications channel, usually a wired 
LAN (such as Fast Ethernet), to exchange data 
frames routed through them. Since all stations 
in the Kindergarten network operate under very 

strict timing constraints, it is the responsibility of 
a base station to enforce the format and timing of 
its superframe. On the other hand, every mobile 
station must only transmit when asked to by its 
base station. Failure of any station to meet these 
requirements will create interference, forcing 
retransmission of data frames or mobile stations 
not receiving OOT or POE frames as long as 
the interference persists. The stateless nature of 
Kindergarten makes it possible for the network to 
recover at the start of the next network heartbeat, 
when the sequence begins again.

When a mobile station needs to transmit data, 
it must wait for an OOT with its own address in it. 
Once the mobile station receives an OOT frame 
with its own address as part of the frame data, 
the station must check to which one of the data 
slots it has been assigned. 

A mobile station can only transmit data in 
a time slot assigned to it by its associated base 
station, thus once the mobile station has found 
its time slot it must wait until this time arrives. 
And since the time slot for a data frame is of fixed 
length, the amount of data that a station can send 
is limited to a maximum value. In Kindergarten it 
is 64 bytes due to limitations in the various buffer 
sizes in the radio transceiver and the memory space 
available in the CC2431 microcontroller.

Figure 4. Non-overlapping simultaneous transmissions
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Once the mobile station has sent to the base 
station a data frame, it must wait for the next heart-
beat when its associated base station will send an 
acknowledge frame (a data frame with a special 
type field). The base station can ask the mobile 
station for more data in the same superframe, by 
assigning a new time slot to it, using the same 
procedure of inserting the mobile station’s address 
to the OOT frame sent in the superframe.

Once a base station has received a data frame, 
it sends the frame through the wired network to 
a central desktop computer. This computer acts 
as a router for all communications, storing the 
associations between the mobile stations and base 
stations, and routing the data frames to any mobile 
station through the appropriate base station. The 
routing is done using the addressing scheme of 
the wired interconnection between base stations. 
In our case, it is done addressing the base stations 
by their MAC (Ethernet) addresses.

When a mobile station is taken away from the 
base station through which it sends and receives 
data, its signal starts to fade. The mobile station, 
then, requests the central router to switch the data 
communications to a closer base station through 
a special data frame addressed to the router. Thus 
data frames keep being able to travel to and from 
the mobile station as it moves.

hardware platform and basic  
software a bstractions

The next step after the design and implementa-
tion of a new communications architecture like 
Kindergarten is the physical construction of the 
devices, which are the ones to actually carry out 
the processing. In our case, a large part of the 
hardware design and implementation work was 
already done by the makers of CC2431 by creat-
ing a chip that could carry out the processing 
and communication stages in a single package. 
However, we still have to connect the controller 
to either the PDA or Smartphone, in the case of 

a mobile station, or to the wired network, in the 
case of a base station.

The case of the base station was the quickest 
to decide in favor of standard LAN technologies, 
since nowadays almost every building has some 
kind of Ethernet wiring in place or, in its absence, 
the cost of running UTP cables through it is suf-
ficiently low as to justify the decision to use it. 
Moreover, IEEE 802.3 standards (IEEE802.3, n.d.) 
use only two of the four pairs of wires available 
in UTP cabling. This leaves the other two (nor-
mally unused) pairs free to run the power lines 
for the base stations and the heartbeat line. We 
chose to use a relatively new controller to inter-
face the CC2431 and the Ethernet network: the 
ENC28J60 made by Microchip Corp (MCP, n.d.). 
This integrated circuit is a complete IEEE 802.3 
MAC and PHY controller designed specifically 
to be used in micro controlled projects through 
an SPI (Serial Port Interface) interface. SPI is a 
synchronous serial bus created for data exchange 
between micro controlled devices (SPI, n.d.). It 
only needs three data lines (Clock, Master Input 
Slave Output and Master Output Slave Input) to 
transfer data at the maximum data rate supported 
by both endpoints of the bus. This means that there 
is no need of complex connections between the 
CC2431 and the ENC28J60. All in all, we use just 
six data lines between both circuits:

• Clock, Master Input Slave Output and Master 
Output Slave Input (SPI bus)

• Slave Select line, for the CC2431 to specifi-
cally address the ENC28J60

• Interrupt line, for the ENC28J60 to signal 
an event to the CC2431

• RESET line, to initialize the ENC28J60 once 
the software in the CC2431 has begun its 
execution.

If we add two other lines for power supply, 
this makes a total of eight electrical connections 
between the CC2431 running the Kindergarten 
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protocol and the ENC28J60 working as Ether-
net adapter, enormously simplifying the task of 
electronics design. As an added value, Microchip 
Corp. has created a free TCP/IP stack to be used 
with its ENC28J60. We have used this stack to 
allow the Kindergarten router (running on a 
standard PC computer) to exchange data with all 
base stations through UDP packets.

In the case of mobile devices the choice was 
not so easy. After surveying the communication 
mechanisms available in our devices and others 
available in the market, it was evident that the 
only common expansion mechanisms for all de-
vices were either wireless (Bluetooth or WiFi), 
USB (USB, n.d.) or the SD/MMC (SDMMC, 
n.d.) slot.

We quickly discarded the wireless protocols 
because that would force the design of the mobile 
station to include a second radio interface just 
to communicate with the PDA, raising signifi-
cantly both the cost and the complexity of the 
solution.

USB was discarded due to hardware con-
straints. The basic rate for the USB serial line 
is 1,5 Mbps, much higher than the data rates 
achievable with either software or hardware serial 
ports in the CC2431 and beyond the processing 
capabilities of the CC2431’s 33MHz CPU. We 
also discarded adding a separate USB controller 
to the design since it would have made the design 
more complex and costly.

Consequently we settled in using the SD/MMC 
slot. On the hardware level, it is a serial commu-
nications bus 1 or 4 bit wide, depending on the 
device’s capabilities, operating in a command-
response scheme. The same physical bus is used 
for three separate standards: MMC, SD and SDIO, 
the first two being purely for data storage, and 
the third one supporting non-storage devices and 
I/O operations. We chose SDIO mostly because 
its basic data rate is 400 Kbps., that can easily be 
handled by the CC2431’s hardware serial ports. 
The command-response times are also more lax 

than in the case of USB, allowing sufficiently long 
times for the CC2431’s CPU to do all the neces-
sary processing. In this way, the CC2431 could 
emulate a SDIO card inserted in the SD/MMC slot 
of the PocketPC or Smartphone and be detected 
as such by the operating system.

The implementation of a SDIO card emula-
tor for the CC2431 was based on information 
publicly available on the Internet: the lower-level 
SD bus specification is downloadable directly 
from the SD Card Association (SDCARD, n.d.) 
and the higher-level functions are described in 
great detail in the Linux SDIO Stack source code 
(LNXSD, n.d.).

For the PocketPC / Smartphone side, we 
developed a SDIO client driver (MSDN, n.d.) 
to be loaded by the operating system upon the 
insertion of the card carrying the CC2431. This 
driver creates a pseudo-file which constitutes 
the interface to higher-level software functions, 
and it is through reads and writes to this file that 
the application software (in our case written in 
VisualWorks Smalltalk) and the lower-level func-
tions communicate. 

At the Smalltalk level we leverage the user of 
having to think in terms of packets and pseudo 
files and use a mailbox-based approach to com-
municate the different hosts in the network. 
Each host can use three classes to interact with 
the network:

• A KindergartenConnection class, that is used 
to manage the connection of the host to the 
network. This class allows the host to get 
information about the network (e.g. knowing 
if the host is connected, its address or asking 
for the available hosts in the network).

• A KindergartenOutbox class, that is used to 
send synchronous or asynchronous messages 
to other hosts in the network. Asynchronous 
messages are supported by Kindergarten’s 
hardware, while synchronous messages are 
emulated. This class takes care of splitting 
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the message in packets of 64 bytes and 
sending the corresponding commands to 
the pseudo-file.

• A KindergartenInbox class, that is used to 
queue received messages. The programmer 
can poll this class for new messages or use it 
through a publish-subscribe mechanism.

As a result we are able to use high level ab-
stractions to control the proposed hardware, both 
at the communication and location level.

In the next subsection we will compare Kin-
dergarten with other similar technologies.

Comparison with o ther protocols 
and Communications hardware

In section 2 we analyzed the advantages and 
drawbacks of existing hardware technologies for 
position estimation and data communication. In 
short, we have found that most “off the shelf” 
hardware has severe limitations when employed 
in context-aware applications, the most significant 
ones being high power needs and low spatial reso-
lution, thus leading us to create Kindergarten.

The hardware employed in Kindergarten (the 
CC2431 microcontroller) has significantly lower 
power needs, especially in low-power mode, where 
most of the chip is shut down and only the basic 
functions remain active, awaiting an external 
event. Kindergarten is designed for mobile stations 

to maximize the time where the microcontroller 
is in low power mode, thus reducing power con-
sumption to a minimum.

In comparison, when used as a location detec-
tion mechanism both Bluetooth and Wi-Fi have 
to scan all available channels for beacons. This 
forces them to spend a significant time in active 
mode hopping from channel to channel just to 
receive said beacons.

Table 1 summarizes the main points of sec-
tion 2.

In section 3 we introduced Kindergarten as a 
globally-synchronous network. We have chosen 
this approach to simplify the protocol and keep its 
implementation in the CC2431 as lean as possible. 
By assigning each station (either base or mobile) 
a fixed slot to send and receive data, we avoid 
problems and complexity created by collisions 
in accessing the shared medium.

This approach is similar in spirit to that of 
Token Ring, where a station can only transmit 
while it holds a special “token”, but is much 
simpler since there is no token to pass around 
and is more adequate to the shared medium of 
wireless networks.

Approaches with “carrier sense multiple 
access”(CSMA) algorithms like CSMA/CD 
(Ethernet) or CSMA/CA (Wi-Fi) were discarded 
because of their nondeterministic nature: each 
mobile station needs beacons emitted from each of 
the base stations at a regular rate to update its own 

Technology Data Bandwidth Location precision Power consumption (min/max)

Wi-Fi 11 / 54 Mbps 0.5 Meters 50 uA / 90 mA

Bluetooth 720 Kbps / 2.1 Mbps 20 Meters 15 mA / 60 mA

Infrared 115 kbps / 1.5 Mbps N/A 0 / 15 mA

GPS N/A 3 – 5 Meters 90 mA

Kindergarten 250 Kbps 0.5 – 1 Meter (estimated) 0.9 uA / 25 mA

Table 1. Summary of the different wireless technologies discussed in this chapter
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estimated position, and CSMA algorithms cannot 
guarantee their transmission under conditions of 
heavy network load (Tanenbaum, 2002).

Finally, even though Kindergarten shares 
similarities with ZigBee, it lacks Kindergarten’s 
deterministic timing and simplicity.

Although no formal Kindergarten network is 
fully functional at this time, initial measurements 
of wireless performance on the CC2431 have 
yielded excellent results. 

As for throughput alone, we have achieved 
speeds of more than 200 frames with a 64 bytes 
payload per second, with a packet error rate of 
below 2% over medium distances.  With these data 
it is possible to obtain a rate of 3 superframes per 
second when each superframe includes 32 slots for 
data frames, yielding up to 98 Kbps of raw data 
throughput. Another possible configuration would 
be to reduce the data slots to 2, which would give 
us a rate of 20 superframes per second, reaching 41 
Kbps of data speed. This allows the implementer 
of the network to balance the raw data throughput 
versus the frequency of location updates.

The design and implementation of a new com-
munications infrastructure is not something to 
be taken lightly. We have struggled to keep the 
hardware and software design as simple as pos-
sible. Early results show promise for this technol-
ogy although further work is needed to ensure its 
correct implementation and operation. We have 
confidence that the low cost (less than five dollars 
in the case of CC2431) and low complexity of the 
hardware will encourage others to build their 
own units and contribute to the development of 
Kindergarten.

Case study : using  
Kindergarten t o provide lbs

In this section we will show how to use Kinder-
garten combined with our sensing architecture to 
monitor the user’s location and provide Location 
Based Services (LBSs) (Rao & Minakakis, 2003). 

For the sake of simplicity we will use a minimal 
context model that just takes into an account the 
user’s location. Also, since location modeling 
is not a trivial task and it is out of the scope of 
this paper to discuss the different approaches 
(the interested reader can see (Bauer, Becker 
& Rothermel, 2002; Haibo Hu & Dik-Lun Lee, 
2004; Hightower & Borriello, 2001) for further 
references) we will represent the user’s position 
with a symbolic location model (Leonhardt, 1998). 
In this model areas are represented as symbols 
and the relationships between them with graphs 
and trees (e.g. a tree to establish the containment 
between areas and a graph to represent adjacency). 
All these relationships are encapsulated inside a 
symbolic map. 

Finally, to provide location-based services we 
use a set of mappings that associate symbolic areas 
with a collection of available services. Thus, each 
time the user’s location changes (i.e. he enters a 
new area) the system must recalculate the avail-
able services.

Context model o verview

To build context aware applications we devised 
a layered architecture, where the context model 
resides in a lower layer and the context-dependent 
behavior sits on an upper layer. Since it is not the 
purpose of this chapter to discuss our context 
model or how to provide context-dependent be-
havior we will just define the basic abstractions 
used in our context model. The interested reader 
can obtain more information in (Challiol, Fortier, 
Gordillo & Rossi, 2007; Fortier, Cañibano, Grig-
era, Rossi & Gordillo, 2006; Rossi, Gordillo, & 
Fortier, 2005).

  The context model layer contains two main 
abstractions: the aware objects and the context 
features. An aware object is any object whose 
context is relevant to decide the application’s 
behavior, like a user to provide location based 
services (LBSs) or a room to provide smart home 
facilities. Also, since we do not conceive context 
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as a whole, closed object, we split the context into 
a collection of context features. As a result, in our 
LBSs example, we represent the user as an aware 
object and his location as a context feature. Figure 
5 shows an object diagram of this situation.

As explained before, we will use a symbolic 
map of a building, assuming that we already have 
the required classes for managing symbolic maps 
(i.e. finding adjacent locations, testing for inclu-
sion and so on). This management can be achieved 
because the context feature holds a reference to the 
symbolic map (its model), which gives meaning 
to the symbol that represents his location.

sensing l ayer o utline

In order to ease the process of gathering sensor 
data to update the context model we have built 
a set of abstractions, grouped in a specific layer. 
As in the previous section, we will give a short 
description of this layer so that the main concepts 
are understood. The interested reader can get more 
detailed information in (Grigera, Fortier, Rossi 
& Gordillo, 2007).

The purpose of the sensing layer is to help in 
a set of tasks that are common to most context-
aware applications that need to access sensor 
data. In particular the process of sensing data and 

feeding the derived information to the context 
model involves:

• Using a (generally low-level) API. This 
API is commonly wrapped in an object that 
represents the physical sensor.

• Configuring sensors acquisition policies. 
While some may provide a notification 
mechanism others require constant polling 
for new data.

• Filtering signals gathered by sensors. In 
some cases a signal may not fit the required 
standards (e.g. a measure’s error is greater 
that a certain threshold) while in other cases 
the data may be corrupted. Also, like in the 
case of Kindergarten, we may want to avoid 
processing multiple consecutive times the 
same information.

• Converting sensor data to match the context 
model domain. This step generally involves 
some sort of abstraction, since most sensors 
operate with low-level data (bytes, num-
bers, strings, tuples) and context models 
composed of semantically-rich objects. It 
is worth to mention that this transformation 
can vary in its complexity, ranging from a 
simple table lookup (e.g. matching a beacon 
id to a specific area) to complex algorithms 

Figure 5. Object diagram of a user with a location context feature
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(e.g. using machine learning techniques to 
infer the user’s activity).

• Updating the context model. After the signal 
is converted to the context domain, it must 
be used to update the corresponding context 
feature. Once this is done the application can 
perform its context-dependent behavior (e.g. 
providing new services).

We show a class diagram with the main com-
ponents of this layer in Figure 6.

The entry point of this layer is the SensingCon-
cern class, which coordinates the actions of its 
three collaborators:

•	 SensingPolicy. This class is in charge of ab-
stracting whether the sensor must be polled 

Figure 6. Class diagram of the sensing layer
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for data or not, adding a level of indirection 
between the sensor and the SensingConcern. 
This allows the SensingConcern to treat sen-
sors as if all of them used a push policy (i.e. 
triggering an event each time a new value 
is sensed).

•	 Dispatcher. Its responsibility is to decide 
whether a signal should reach the context 
model or not, acting like a filter. Multiple 
dispatchers can be combined by means of 
the CompositeDispatcher class, allowing the 
reuse of already implemented ones.

•	 Transformation. This class is used to map low 
level data to context information. In case no 
transformation is needed (e.g. a temperature 
value is directly used by the context model) 
a NullTransformation is used, according to the 
Null Object pattern (Woolf, 1997). Other 
common transformations are already pro-
vided by our toolkit, like lookup tables or 
simple conversions (e.g. interpreting a byte 
array as an integer or converting a string to 
a floating point).

After the transformation has been applied, 
the new object is sent to the context model by 
the SensingConcern class. This step is performed 
by sending the #currentSituation: message to the 
context feature. Thus, the SensingConcern class can 
be seen as a “big brother”, always watching over 
sensors and deciding when and how a new sensed 
value will be passed to the context model.

using Kindergarten to sense the 
user’s position

Having introduced our context model and the 
sensing layer we can now show how Kindergarten 
can be used to obtain the user’s position while he 
is moving indoors and translate it to a symbolic 
location. To obtain the user’s coordinates in an 
indoor space the KindergartenConnection class 
(discussed at the end of section 3) is used. Thus, 
from the sensing layer point of view, an instance of 

KindergartenConnection acts like a sensor, provid-
ing information about the user’s location. We next 
enumerate how the sensing layer is configured to 
update the context model:

• In Kindergarten we can configure a callback 
to be executed every time a superframe 
finishes, retrieving the mobile location ac-
cording to the chip’s location module. This 
location is retrieved in 2D coordinates, ac-
cording to the position of the static bases. 
Thus a simple push policy is created to notify 
the sensing concern each time the callback 
is triggered.

• In most of the cases we expect many su-
perframes to be completed without the user 
changing his position. Thus, to avoid un-
necessary recalculations, the location should 
be only allowed to reach the context model 
if it is different than the previous one. To 
achieve this behavior a UniqueDispatcher is 
used, only propagating the signal if a new 
position is detected.

• Finally we must map the 2-dimensional co-
ordinates provided by Kindergarten, to the 
symbolic areas used in the context model. 
This is achieved by using a custom Transfor-
mation subclass (�DToSymbolic, that uses an 
RTree to provide fast geometric lookups).

Having set up the context model and the sensing 
layer to keep it updated, establishing what services 
should be available for the user at a given time is 
just a matter of performing a lookup in the set of 
associations between areas and services. 

f uture t rends

Even though we have a set of prototypes built, 
we consider our work to be in an early stage. 
Regarding Kindergarten, we hope to be able to 
build a prototype network with all its services in 
place. This network will support mobile devices 
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such as PDAs and Smartphones, and smaller 
more limited devices packaged in badges or key 
chains, designed to just report their position to an 
external system running in a standard computer. 
This prototype network will let us acquire hard 
data on the true reliability and throughput of 
the design, and to make changes in the location 
estimation mechanism if needed.

At this moment we have yet to tune and test 
the software that will run on the base stations 
and in the Kindergarten controller in the mobile 
station (the previously described CC2431). We 
are also finishing the device driver that will run 
in the Windows Mobile powered devices, where 
the CA application will reside, and allow these 
applications to interact with other CA applications 
and the Kindergarten controller.

Our next task will be to create a prototype 
network using the prototype nodes mentioned 
above. The aim of this network will be to cre-
ate a realistic environment upon which we will 
be able to do real-life measurements of location 
estimation precision. One of our concerns is the 
effect that furniture, people and walls will have 
in the radio signal, and thus the amount of post-
processing necessary to sanitize the estimated 
physical coordinates.

We also wish to test data throughput of the 
network under real-life load scenarios and to 
stress test the implementation of the Kindergar-
ten stack.

Regarding the sensing layer we still have a 
couple of areas that require improvements and 
different enhancements. Improvements include 
solving the case of having multiple sensors for 
the same context feature with different values. 
An example of this situation could be gathering 
weather from a web service and from a weather 
station in a smart home. In this case, the sensing 
concerns are marked as conflicting and a marshaler 
decides which of the values will be sent to the 
context feature (or maybe a new value, derived 
from the previous ones). In order to choose one 
value over the other we could use different indica-

tors, like the quality of service, the cost of it or 
the sampling ratio. 

Con Clusion

In this chapter we have tackled the problem 
of communication and location estimation for 
mobile devices, which is a must in any context-
aware application. Since our aim is to provide a 
complete solution for handling external data we 
also showed how, by means of our sensing layer, 
Kindergarten can be used to develop very simple 
location-based services. 

As we discussed in the chapter, the imple-
mentation of Kindergarten meets the following 
design requirements:

• Build a location estimation mecha-
nism for a small portable device.

• Build a communication service to 
communicate such devices.

• Use the transmission medium as ef-
ficiently as possible.

• Make the implementation of the pro-
tocol small and simple to fit in small 
CPUs.

Kindergarten is a globally-synchronous net-
work that arranges all stations in an endless se-
quence called network heartbeat. Each station (be 
it a base station or a mobile station) has a specific 
time slot allocated to transmit its information, 
and all mobile stations refresh their position by 
triangulating the signal level received from the 
base stations.

The location estimation mechanism has been 
designed to be easily integrated to context-aware 
applications thanks to an event-based mailbox 
interface. The communications mechanism is fast 
enough to allow applications to send and receive 
simple messages, and simple enough to be easily 
used by other programs. It also allows the user to 
roam freely while maintaining all communica-
tions uninterrupted.
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a bstra Ct

Access control is the process of granting permissions in accordance to an authorization policy. Mo-
bile and ubiquitous environments challenge classical access control solutions like Role-Based Access 
Control. The use of context-information during policy definition and access control enforcement offers 
more adaptability and flexibility needed for these environments. When it comes to low-power devices, 
such as wireless sensor networks, access control enforcement is normally too heavy for such resource-
constrained devices. Lightweight cryptography allows encrypting the data right from its production 
and the access is therefore intrinsically restricted. In addition, all access control mechanisms require 
an authenticated user. Traditionally, user authentication is performed by means of a combination of 
authentication factors, statically specified in the access control policy of the authorization service. 
Within ubiquitous and mobile environment, there is a clear need for a flexible user authentication using 
the available authentication factors. In this chapter, different new techniques to ensure access control 
are discussed and compared to the state-of-the-art. 
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introdu Ction

Ubiquitous computing is the computing paradigm 
that refers to scenarios in which computing is om-
nipresent, and particularly in which devices that 
are traditionally perceived as dumb are endowed 
with computing capability (Stajano, 2002). The 
use of context information represents a significant 
benefit for applications in the highly dynamic 
environments addressed by ubiquitous computing. 
The deployment of collaborative mobile applica-
tions in ubiquitous environments is accompanied 
by an increasing demand on security. In addition 
to technical challenges, ubiquitous environments 
raise security issues such as access control for 
resources shared between mobile applications. 
Access control represents a real challenge due to 
the highly dynamic nature of communications, 
where former unknown partners communicate 
in an ad-hoc way.

Access control is a standard security technique 
to control the access to resources in a system. It 
consists of a set of mechanisms and processes 
that allow the definition of access control rules 
- the authorization policy - and the enforcement 
of these rules (Samarati, 2001). Access control is 
the process of granting permissions in accordance 
with an authorization policy. An authorization 
policy states “who can do what to what”. The 
“who” is a subject, the first “what” is an action, 
and the other “what” is a resource. In a context-
aware authorization policy the context is taken 
into account as additional constraint. The state-
ment can be extended as follows: “who can do 
what to what under which circumstances”. The 
circumstances correspond to the context of the 
application.

The availability of context information allows 
reconfiguration and enhancement of a system and 
application security, depending on the changing 
context. Context-aware security is defined as a 
dynamic adaptation of security policies according 
to the context. For instance, context information 
can be used to automatically reconfigure security 

mechanisms in order to provide a predefined level 
of security and, at the same time, to optimize the 
use of resources. As a concrete example, email 
messages sent by mobile workers using a public 
WLAN hotspot as an access point for their PDA 
can be automatically encrypted, whereas the same 
messages could be sent in plain text when they 
connect to a secured access point in his office.

sCenarios

In the following section, the challenges of access 
control in ubiquitous and mobile environments 
are highlighted in 2 different scenarios.

scenario 1: r emote healthcare 
monitoring

The use of context-aware security techniques is 
illustrated in the following e-health scenario: an 
application constantly monitors the health and 
well-being of elderly at home. The elderly are 
wearing body sensors, which register several 
measurements related to the physical condition, 
like heart rate, oximetry (SpO2), blood glucose 
level and body temperature. The homes of aged 
people are equipped with ambient sensors, deliv-
ering additional information about the activities 
of the monitored subject and of the environment. 
All measurements are forwarded to a backend ap-
plication and stored permanently there as part of 
the personal medical records. Since these medical 
records contain sensitive data, access to the data 
has to be controlled.

In the e-health example, medical records can 
be accessed by people in different roles such as: 
general practitioners, gerontologists (specialist for 
diseases and problems specific to old people), and 
nurses.  But often the role concept alone is not 
sufficient to control access to the medical data. 
Additional criteria, like the relationship between 
patient and doctor or context information, e.g. the 
health status or location, have to be considered. 
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Normally, only family doctors can access the 
entire personal medical record of a patient. But 
in an emergency situation, any physician, who 
is close to the patient, can get access to the data. 
An emergency situation can be described as a 
complex type of context information derived 
from the body sensor readings. The proximity of 
two individuals also represents complex context 
information, calculated out of the position gained, 
for example, by GPS sensors.

The personal medical record of a person con-
tains in general more than the recorded sensors 
readings from body and ambient sensors. Medical 
data may include the clinical history, medica-
tion history, hospital stays, activity records, and 
personal data. Looking on the variety of roles 
defined in the e-health scenario, it is not always 
necessary to disclose the entire medical record: a 
nurse needs not to know all the information that a 
doctor in turn needs to access to perform a task. 
In most situations, it is sufficient to grant access 
to the smallest subset of information needed. 

In addition a doctor should have the rights 
to book a room for a patient in a hospital or to 
plan a surgery only when he is physically in the 
hospital or in his office and not on vacation. An 
emergency team member can get access to all 
medical information about a victim, only if he is 
close to the patient and the patient is unconscious, 
whereas access to the private medical informa-
tion is normally restricted to the assigned doctors 
(general practitioner, specialists, etc.).

An additional concept is represented by 
context-aware delegation of rights. For example, 
when a manager is out of office, he can delegate 
some of his rights to his secretary until he is back. 
Depending on the urgency of certain tasks, the 
context-aware system can decide whether delega-
tion is allowed or not.

scenario 2: e-insurance

The use of context-aware security techniques is 
not restricted to e-health business domain. Car 

accident management is an e-Insurance scenario 
from the automotive business domain. In this 
scenario, a car is uniquely identified with a car 
ID. This information allows authorized third 
party (e.g. police, insurance) to authenticate a 
car and to map it to any information such as the 
car owner driving licenses, vehicle registration. 
In addition to the car ID, speed information, fuel 
consumption, brakes usage information can be 
distributed.

Nevertheless, the broadcast of such informa-
tion raises a major security issue: information 
confidentiality. In a car accident for example, 
all involved cars send information such as GPS 
position, insurance contract ID to their insurance 
company. This information is used to automati-
cally fill the accident report and supports insurance 
companies to find an agreement. In the case of car 
theft, the car ID and GPS location of car is sent 
to the police in order to track the car.

In the same way as in the e-health scenario, an 
access control to the exchanged data within this 
ubiquitous environment is required, in the case 
of the car accident scenario: one of the security 
threats is the interception of the GPS location by 
fake garage owner. Pretending to be certified ga-
rage owner, they could steal the damaged car.

Context -aware aCC ess  
Control

state-of-the-a rt

A classical approach to tackle the challenge of 
protecting data access is role-based access control 
(RBAC), introduced in (Sandhu, 1996). RBAC 
associates to each user one or more roles. Permis-
sions to objects (resources) are defined for each 
role. However powerful, simple RBAC reaches 
its limits when the access control policy becomes 
more complex. Additional information has to be 
integrated in the policy enforcement process. 
Organization-based access control (OrBAC) 
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(Kalam et al., 2003) is a solution for this kind of 
access control policies. As the name suggests, 
OR-BAC uses contextual rules related to specific 
organizational structures. Other extensions of the 
RBAC model, like generalized RBAC (GRBAC) 
or dynamic role-based access control (DRBAC), 
also consider the use of context information to 
extend the standard RBAC model.

Table 1 provides a set of approaches for access 
control.  Extended with contextual information, 
several architectures have been developed for 
context-aware access control.

Proximity-based access control defines a set 
of security rules based on the proximity of enti-
ties or groups (Gupta, 2006). Temporal-RBAC 
(Bertino, 2001) supports periodic role enabling 
and disabling and temporal dependencies among 
permissions by introducing time into the access 
control infrastructure. Encounter-based access 
control (Thomas, 2004) is used to define special 
policies related to the occurrence of defined situa-
tions or events. Covington et al (Covington, 2002) 
propose a uniform access control framework for 
environmental roles, named generalized RBAC 

(GRBAC), which is an extension of the role-
based access control model. In an administrative 
domain, a role can be, for example, an employee 
or a manager. A role determines the user’s posi-
tion or ability in an administrative domain. An 
environmental role is a role that captures environ-
mental conditions. Unlikely in the RBAC model 
which is only subject-oriented, GRBAC allows 
the definition of access control policies based on 
subject, object or environment. Dynamic Role 
Based Access Control (DRBAC) (Zhang, 2004) 
extends the traditional RBAC to use dynamic 
context information during the decision process. 
DRBAC addresses two key requirements: (1) A 
user’s access privileges must change when the 
user’s context changes. (2) A resource must adjust 
its access permissions when its system informa-
tion changes. (Roman, 2002) defines generic 
context-based software architecture for physical 
spaces, so-called Gaia. A physical space is a 
geographic region with limited and well defined 
boundaries, containing physical objects, hetero-
geneous networked devices, and users performing 
a range of activities. Derived from the physical 

Model name Description Example

Mandatory access 
control

Subject permissions on target are defined and enforced by the 
operating system itself

Biba (Biba, 1975), 

Discretionary access 
control

Each owner of a resource defines the triple (Subject, Object, 
Permission). A matrix therefore maps Object to Subject’s 
permissions.

BLP (Bell, 1973)

Role-based access 
control

A set of rules are defined as (Subject, Resource, Action), 
where a Subject can perform an Action on a Resource.

XACML (OASIS, 2007)

Task-based access 
control

A task is considered as a logical unit of work in an 
application and may consist of subtasks. At each task within 
a workflow process, the security model will evaluate and 
check dynamically the user authorization in order to perform 
this task.

TBAC (Thomas, 2004)

Context-aware access 
control

An extension of RBAC model which includes contextual 
information (e.g. Subject’s GPS location), in addition to 
Subject’s role.

OrBAC (El Kalam, 2003), GRBAC 
(Covington,2000), proximity-based access 
control (Gutpa, 2006), encounter-based 
access control (Thomas, 2004), DRBAC 
(Zhang, 2004)

Table 1. Access control families
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space concept, the Active Space system provides 
the user a computing representation of physical 
space. Active Space helps the user to interact with 
the physical space. Cerberus is a framework for 
context-aware identification, authentication and 
access control and reasoning about context, based 
on Kerberos (Neuman, 1994) authentication and 
Gaia. Cerberus focuses on user’s identification 
via user’s context information such as fingerprint, 
voice and face recognition. The context-aware 
authorization architecture proposed in (Wullems, 
2004) is based on the Kerberos authentication and 
enables to activate or deactivate roles assigned to 
a user depending on the context. In (Hu, 2004), 
the authors propose a dynamic, context-aware 
access control especially suited for distributed 
healthcare application. Permissions are associated 
with context-related constraints that are dynami-
cally evaluated.

Challenges

Context-aware access control can be seen from 
two different perspectives:

• Adaptation of security policies based on the 
context: As defined in (Dey, 1999), context 
is any kind of information, which can be 
used to characterize the state of an entity. 
An entity might be any kind of asset of a 
system such as user, software, hardware, 
media storage or data. Context aware access 
control can be then seen as an extension of 
common access control, that takes context 
information into account to perform the 
decision. 

• Secure acquisition of context: In order to be 
used, context information must be acquired 
in the system: this additional acquisition 
potentially opens up new threats and creates 
new challenges.

The first refers to the use of context informa-
tion within the definition and enforcement of 

security policies. A system is considered as con-
text-aware if it uses context information before 
or during service provisioning. The smart floor 
infrastructure is a good illustration of a context-
aware system (Orr, 2000). The smart floor is a 
device equipped with force measuring sensors, 
so that it can detect users walking on it. The 
smart floor is connected to a backend applica-
tion which maps users’ identity to their walking 
pattern. The backend system in charge of users’ 
authentication is the context-aware system; the 
context information is the pressure measured by 
the smart floor; and the latter acts as the context 
information provider.

In order to enforce context-aware security 
policies, context information have to be securely 
integrated in the system. Since clearly any forg-
ery or modification of contextual information 
could compromise the enforcement of security 
policies.

solutions

A context-aware authorization service must en-
force authorization policies featuring rules based 
on contextual information. Raw contextual data, 
such as location or heart rate, is gathered from 
sensors and further processed in order to derive 
complex information such as proximity or health 
status. The authorization process thus relies on 
actual circumstances in addition to the common 
role-based access control model.

Figure 1 outlines an approach for context-aware 
access control presented in (Laube, 2007). This 
architecture has been designed and implemented 
in the scope of the MOSQUITO project (MOS-
QUITO, 2006). It provides a security framework 
for mobile applications based on web services.

All SOAP messages between the application 
(web service client) and the web service itself have 
to pass intermediaries, to enforce the configured 
security policies on message (SOAP) level. Inter-
mediaries are a pipeline of message filters (proxy) 
which support WS-Security (OASIS, 2006). 
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The client-side intermediary adds encryption, 
integrity checks and credentials. The server-side 
intermediary decrypts, verifies the integrity and 
checks the credentials validity. It offers the same 
interface as the web service plugged behind it and 
is therefore completely transparent. The Security 
Token Service (STS) (OASIS, 2005) on the cli-
ent device generates signed context information 
retrieved from the client’s Context Information 
Providers (CIP). The CIP is in charge of collect-
ing contextual information, such as the patient 
pulse, which characterizes his health condition. 
The server-side authorization filter extracts the 
credentials from the incoming SOAP request. The 
filter verifies the signature. The credentials and the 
target are provided to the STS. The STS provides 
the credentials to the Authorization Service that is 
in charge of authorizing or denying access based 
on the credentials, the SOAP message and the 
defined authorization policies. The Policy Deci-
sion Point (PDP) then enforces the access control 
policy. If access is granted, the original request 
from the web service client is passed to the web 
service and processed there. Otherwise, an excep-
tion is sent to the client application. The response 
of the web service is as well passed through the 

security proxy with its message pipeline to take 
care of encryption/decryption and integrity. 

The access control policies are defined in 
XACML that supports RBAC authorization poli-
cies as well as context-aware access control (see 
an example in Figure 2). The policy enforcement 
relies on verifying attribute values distributed 
in four categories, related to the subject, the re-
source, the action and the environment. To support 
evaluation of context information, the existing 
implementation was extended by defining new 
primitive attributes types that offer a higher level 
of abstraction for data representation. 

The architecture to enforce context-aware 
access control policies for web service based 
application, is highly applicable to mobile and 
ubiquitous environments. Following the service 
oriented approach (SOA), based on the loose cou-
pling of services provided by different parties, the 
enforcement of flexible access control policies is 
highly demanded. The approach proves how stan-
dard role-based access control can be made more 
flexible by using any kind of context information 
available in the system. Access control can now 
dynamically adapt to the current situation.

Figure 1. Context-aware access control
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In a SOA based system, web service operations 
are considered as resources for which permission 
is granted or denied. Web services, especially en-
terprise services which expose business objects to 
the outside world, can return complex results. In 
not all cases, like depicted in e-health scenario, it 
is desirable to grant access to the entire returned 
object. A solution is the use of resource hierarchies 
in combination with context-aware access control, 
like proposed in (Laube, 2007).

The granularity used during the access control 
should not only be defined by the (web) services 
but should also be more abstract and in relation to 
the service using application. Resource hierarchies 
allow the definition of the resource granularity 
outside of the service itself. The authorization 

policy can then contain access control rules for 
parts of the resources.

A resource hierarchy can be described as 
directed acyclic graph over a finite set of nodes, 
built from a resource and all its direct descendants 
at any depth. The definition of the node set in the 
hierarchy and the relations between the nodes 
are highly dependent on the application and the 
authorization policy.

An example is a business application that 
exposes a service to access an object Business-
Partner. This object maintains the information of 
partners of the company, such as its personnel or 
external companies like customers or suppliers. 
Several concrete classes are derived from the 
abstract class BusinessPartner, see the class dia-

Figure 2. Authorization policy example

<Policy PolicyId="EmergencyPolicy">
  <Target>...</Target>
  <Rule RuleId="MixedLocalisationRule" Effect="Permit">
    <Target>
      <Resources>...</Resources>
       <Actions>...</Actions> 
    </Target>
    <Condition FunctionId="function:string-equal"> 
       <Apply FunctionId="function:string-one-and-only">
         <SubjectAttributeDesignator DataType=string  AttributeId="role"/>
       </Apply>
       <AttributeValue DataType="string">physician</AttributeValue>
    </Condition>
    <Condition FunctionId="function:and">
      <Apply FunctionId="coolFunction#CloseTo">
         <Apply FunctionId="coolFunction#findLocation">
           <SubjectAttributeDesignator DataType=cool#GPSLocation 
    AttributeId="SubjectLocation"/>
        </Apply>
        <Apply FunctionId="coolFunction#findLocation">
          <SubjectAttributeDesignator DataType="cool#GPSLocation" 
               AttributeId="ObjectLocation"/>
        </Apply>
        <AttributeValue DataType="integer">50</AttributeValue>
      </Apply>
      <Apply FunctionId="coolFunction#IsEmergency">
        <Apply FunctionId="coolFunction#findEmergency">
         <SubjectAttributeDesignator DataType="cool#Emergency"
AttributeId="ObjectEmergency"/>
        </Apply>
      </Apply>
    </Condition>
  </Rule>
</Policy>
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gram in Figure 3. Each derivation adds specific 
attributes that are only relevant for this type of 
object. For example, an employee has a salary 
grade, a private bank account, a private and a 
business address. A customer has marketing data, 
a shipping address and an invoice address.
The use of the object BusinessPartner as interface 
for the application allows an identical manipula-
tion of the different classes in the hierarchy. The 
following authorization rules shall, for instance, 
be applied to the retrieve method of the Employee 
object:

• Only a member of HR can access all data 
of an employee. 

• An employee has access to the business 
address of all employees and to his own 
private address and bank account. He has 
no write access to his salary.

• A manager has access to the data of his/her 
employees, except for the sensible personal 
data, like private address or bank account.

RBAC roles would be powerful enough to 
differentiate between a HR accountant and a 
normal employee. However, RBAC gives either 
permission to a resource or denies it completely 
(all or nothing paradigm). In order to implement 
the authorization rules described above, it would 
be necessary to implement a much more detailed 
and fine-grained service interface. In this case, 
there are two possibilities: the first is to imple-
ment an interface specialized for each role, which 
creates a very high dependency to the authoriza-
tion policy.

The second option is to have many smaller 
services that allow retrieving parts (sub resources) 
of the BusinessPartner, like the name or bank 

Figure 3. BusinessPartner class diagram
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account. This would create a big impact on per-
formance. Instead of having only one service call 
to get all data, multiple calls are necessary.

With the use of resource hierarchies, there is 
no change of the service interface according to 
the need of the authorization policy necessary. 
The originally defined interface (BusinessPartner 
in our previous example) can be used and, at the 
same time, it is possible to enforce access control 
with a finer granularity. On the other hand, the 
concept facilitates the integration of all kind of 
context information into the policy enforcement 
process and also in the process of defining the 
resource hierarchy. This result is highly fined 
grained, dynamically adaptable authorization 
policies needed for mobile applications in ubiq-
uitous environments.

aCC ess Control  t o w ireless 
sensor dat a

Challenges

Under a standard access control scenario, entities 
that wish to benefit from the produced information, 
have to authenticate themselves, receive a cre-
dential, produce the credential to the data source 
and receive a specialized stream of information 
that contains just the information the requester 
received an authorization for. Many solutions 
exist for this problem however most of them are 
unsuitable for low-power ubiquitous environ-
ments such as wireless sensor networks, given 
the technological constraints of the nodes. Such 
devices with limited capacities on memory, CPU 
and battery power are rarely capable to evaluate 
complex access control policies.

solution

Sensor nodes produce, on a broadcast medium, 
highly diverse data, which is often very sensitive. 
Sensor listeners may be numerous, diverse and 

have different access rights to sensor data. The 
problem of multiple-resources/multiple-accesses 
is usually solved using access control. Under a 
standard access control scenario, entities that 
wish to benefit from the produced information, 
have to authenticate themselves, receive a cre-
dential, produce the credential to the data source 
and receive a specialized stream of information 
that contains just the information the requester 
received an authorization for. Many solutions 
exist for this problem; however most of them are 
unsuitable for WSN scenarios, given the techno-
logical constraints of the nodes. In addition, nodes 
produce data in real-time, hence the generation 
of multiple streams is difficult.

In (Sorniotti, 2008), the authors present a pos-
sible solution to the problem of access control to 
data produced by wireless sensor network, rely-
ing on cryptography: right from its production, 
data can be encrypted, and therefore its access 
is intrinsically restricted. This way, sensors can 
encrypt data and publish it regardless of the pres-
ent consumer(s). In a centralized authorization 
module, the related access control policies are en-
forced. If a user or application provides sufficient 
credentials to get access to a certain authorization 
class, he gets the associated key to decrypt the 
data: the knowledge of the cryptographic key used 
to encrypt data, belonging to a given level in the 
defined hierarchy, allows proper decryption – and 
therefore access – to data belonging to that level. 
Conversely, it is impossible to access encrypted 
data for consumers who do not have the proper 
decryption key.

In scenarios such as the e-health one, the sensed 
data is often highly sensitive. Moreover, the sensed 
data often has very different levels of sensitivity: 
the mere information on the room occupancy of a 
hospital is not highly sensitive, whereas the ECG 
of a given patient is indeed very private informa-
tion, since it could possibly reveal information 
about the health status of the person. 

There can also be several consumers of wireless 
sensor data, belonging to a heterogeneous popula-
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tion, and having intrinsically different data access 
rights: within a healthcare scenario, patients, 
social workers, nurses, relatives, generic physi-
cians and specialists naturally form a hierarchy 
of entities that are interested in the data delivered 
by a healthcare WSN. Data consumers can be 
therefore conveniently organized in hierarchies. 
Low levels in the hierarchy can just access data 
with low level of sensitivity whilst higher levels 
can also access more sensitive data.

To satisfy the hierarchical requirement, the 
idea is to map each distinct sensor data type to an 
authorization level. Data, whose disclosure does 
not rise high privacy issues, is mapped to low 
authorization levels. Similarly, highly private data 
will be mapped to high authorization levels. The 
resulting mapping expresses the security prefer-
ences of a central access control policy point. The 
hierarchy of authorization levels is then mapped to 
keys in a hierarchical structure, whereby low-level 
keys can be derived from high-level ones.
The hierarchy of authorization levels can be 
modeled as a tree. The adoption of encryption 
as a way to enforce access control reduces the 
problem of granting, denying and revoking ac-
cess rights to a problem of key management. The 
scheme assumes the presence of a central access 
control manager (ACM) which – after evaluation 
of data consumers’ (from now on also referred 
to as users) credentials – takes care of granting, 
denying and revoking access rights. Granting a 
user to a given authorization level means giving 
her the key to decrypt all data units mapped to 
that level and to descendant ones. Denying access 
simply implies not providing the decryption key(s). 
Finally, revocation of access rights is based on 
rekeying: changing the keys used at a given point, 
forces data consumers to re-contact the ACM in 
order to receive the new keys. Consumers whose 
access rights have been revoked do not receive 
the new keys, which accomplish the revocation. 
This approach achieves the desirable property of 
no specific interactions between data producers 
(the sensor nodes) and data consumers, other than 
data publishing. 

state-of-the-a rt

The seminal work of Akl and Taylor (Akl, 1983) 
first proposes a solution for data access control 
based on cryptography. Access controlled re-
sources (data), users and cryptographic keys are 
mapped to a hierarchy of classes, represented 
by a directed acyclic graph. Data belonging to a 
given class is encrypted with the key associated 
to that class. The key generation scheme uses the 
homomorphic properties of modular exponen-
tiation. It assures that a user, who is given the 
decrypting key of a class, can generate the keys 
of that class’ descendants, and therefore access 
data mapped to descendant classes as well. On 
the contrary, the inverse – generating the key of 
a parent class – is unfeasible. However, the ex-
pensive operations used in the scheme (modular 
exponentiation) make this scheme unsuitable for 
a WSN environment.

In (Chien, 2004), Chien proposes a much 
lighter key generation scheme, based on one way 
hash functions instead of modular exponentia-
tion. In addition, the author places a time bound 
on keys, introducing time periods: during each 
time period, a new key for each class of data is 
derived. However, this scheme suffers from a few 
drawbacks: first of all it requires tamper resistant 
devices, in order to store secret material used to 
derive keys. Second, similarly to Akl’s scheme, it 
is impossible to revoke a user’s access right to a 
lower class in the hierarchy. Finally, in (Yi, 2005), 
Yi showed an attack where, despite the tamper 
resistance requirement, a coalition of three user 
can access some secret class keys that they should 
not know according to Chien’s scheme.

In (Tzeng, 2002), Tzeng proposes a time-
bounded key assignment scheme for hierarchies. 
The computation of the keys however, involves 
particularly expensive Lucas function computa-
tion. This scheme is not suitable for resource-con-
strained WSN nodes due to the high cost opera-
tions required for the computation of keys.
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In (Shehab, 2005), Shehab et al. propose a 
mechanism to generate and distribute hierarchical 
keys. Although efficient and very well suited for 
WSN, this scheme has no time bound on keys, 
and therefore it is not ready to represent a fully 
flourished access control solution.

In (Atallah, 2007), Atallah and colleagues pro-
pose a general and efficient scheme to incorporate 
time bounds in existing management scheme. In 
addition, they show how to create a full-fledged 
hierarchical access control scheme with time 
capabilities. The scheme is elegant and efficient, 
relies just on one way hash functions, but – seen 
from a WSN viewpoint – requires a too elevated 
amount of public information in order to allow 
for efficient key derivation.

user authenti Cation

Access control mechanisms require the access 
requester to authenticate himself. After estab-
lishing a more flexible access control framework 
better responding to the challenges of mobile and 
ubiquitous environments, additional flexibility 
is needed also for the authentication phase of 
the access control model. Users of a ubiquitous 
computing system should be able to authenticate 
themselves with the means at their disposal. For 
instance a physician should be able to authenticate 
with a login-password mechanism, with a certifi-
cate stored on his private smart card or PDA, with 
biometric information like fingerprints, or with a 
combination of two mechanisms.

Challenges

In order to gain access to a resource protected 
by an authorization service, users are required to 
authenticate. User authentication is traditionally 
performed by producing a combination of authen-
tication factors (e.g. two-factor authentication) 
statically specified in the access control policy of 
the authorization service. An authentication fac-

tor is any piece of information used to assess the 
identity of a user. Depending on the context, the 
user may have access to different authentication 
services. The flexibility of user’s authentication 
can be enhanced by allowing users to authenti-
cate using different authentication factors at his 
disposal. In order to achieve that, the authoriza-
tion service specifies an authentication level to 
be reached in order to get access to a resource. 
Resource owner’s authentication preferences 
are thus comprised in an authentication level 
policy. The user is bound to reach a pre-defined 
authentication level with the factor he owns. The 
problem is to weigh the different factors, assign-
ing a metric to each of them.

state-of-the-a rt

In the literature, several researchers have already 
proposed models for authentication factor metric. 
In (Reither, 1999), the authors propose a set of 
principles for designing a metric for authentication 
factors. Nevertheless, they only focus on issuers 
of authentication factors and not on supported 
authentication mechanisms. In (Burr, 2006), an 
assurance level on authentication factors is defined 
in an arbitrary manner. It consists basically of 
a categorization of authentication mechanisms. 
Moreover, the authors do not propose any solution 
for combining authentication factors in order to 
achieve a better authentication level. (Al-Muhtadi, 
2005) is closer to the authentication-level approach 
by introducing the notion of confidence values 
for authentication mechanisms. The authors 
use the Gaia authentication framework, which 
calculates the net confidence value of available 
Gaia authentication modules. It implies that the 
user has to authenticate by means of all avail-
able authentication mechanisms. Moreover the 
authors do not consider the use of heuristics for 
combining authentication mechanisms. In addi-
tion, the confidence in the service implementing 
the authentication mechanisms is not considered 
as criteria on authentication mechanisms. To 
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combine confidence values, the authors finally 
suggest using the consensus operator from subjec-
tive logic. In (M. Covington, 2004), the authors 
still propose to abstract authentication factors to 
subjective logic opinions. In order to calculate the 
confidence in a combination of authentication fac-
tors, the author also uses the consensus operator 
from subjective logic. Liberty Alliance (Liberty 
Alliance, 2005) introduces the notion of identity 
provider which is in charge of federating user 
identities. When users want to consume a service, 
they authenticate to their identity provider by 
means of an authentication context encapsulated 
in SAML assertions where the circumstance of 
the authentication (e.g. mechanism used, service) 
are described. With this additional information, 
the service provider can evaluate its trust during 
user’s authentication. Moreover, the identity pro-
vider can still combine different authentication 
context. Nevertheless, the service provider still 
imposes the user to authenticate by using statisti-
cally defined authentication factors.

solution

In (Gomez, 2007), the following authentication 
process (see Figure 4) is introduced:

• A user wants to gain access to a resource 
protected by an authorization service. The 

authorization service responds to the user 
with an obligation stating an authentication 
level to be reached. 

• The user attempts to reach the expected 
authentication level by combining authenti-
cation factors, using available authentication 
services at his disposal.

• Then, the user forwards the chosen combina-
tion of authentication factors to the autho-
rization service, which then checks if they 
meet the required authentication level.

In order to simplify user’s authentication, three 
objectives are defined:

• The authentication level specification is done 
by resource owners. 

• The authentication level specified is met by 
legitimate users.

• The enforcement of access control can be 
done based on a specified authentication 
level, reached by combining different au-
thentication factors.

The approach defines a metric for authentica-
tion levels based on subjective logic. The definition 
of confidence values for authentication mechanism 
on a fined grained level enables to distinguish 
between, for example, a password of length of 4 
characters and another of length of 10 characters. 

Figure 4. User Authentication Flexibility
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The confidence values assigned to authentication 
factors and their combinations allow going beyond 
the models described in the literature (Schneier, 
2005). The approach capitalizes on subjective 
logic in order to define a trust metric for au-
thentication level. A new operator on subjective 
logic for mitigating opinions on combination of 
authentication factors was defined. Figure 5 de-
picts the evolution of opinion combination. This 
combination of two opinions, ωa and ωb fulfills 
the two following requirements:

• It must always result in an increase of opin-
ion: it tends to reward the combination of 
authentication factors, which is considered 
as stronger authentication factor rather than 
a single authentication factor. Combining 
an X509 certificate, plus a basic password 
authentication, is more trustworthy than only 
X509 certificate, or a password authentica-
tion. 

• It must be proportional to the | ωa - ωb | and 
to the max(ωa, ωb):  it tends to reward the 
combination of strong opinions on authenti-
cation factors rather than weak opinions. The 
goal is to avoid the combination of multiple 
weak authentication factors in order to reach 
a high level of confidence.

Numerous operators are already available in 
the subjective logic framework. Nevertheless 
none of them fulfills those two requirements. 
A new operator for subjective logic, ωcombine (see 
Figure 5 ), has been defined in (Gomez, 2007). 
Each authentication factor is associated with an 
authentication level. The latter is an abstraction 
of an authentication factor to a confidence value. 
Resource owners may specify their preferences in 
authentication factor by means of authentication 
level. Moreover, a resource requester should be 
able to combine available authentication factors in 
order to reach the expected authentication level.

Figure 5. Evolution of combine operator
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future trends

In ubiquitous environments, compromised context 
providers (e.g. a malicious sensor node within a 
wireless sensor network) represent a big threat for 
the context-aware security approaches previously 
discussed. The challenge arises from the fact that 
sensor nodes often need to be low-cost to justify 
their deployment, which makes it very hard to sat-
isfy tamper-resistance requirements. An attacker 
could take control of a sensor node in a fraudulent 
way in order to maliciously craft data or to alter 
the data processing. Once a node is compromised, 
the key material contained within is completely 
exposed and usable by the attacker. In order to 
cope with such threats, a few trust frameworks 
have been proposed in the literature to detect 
bogus sensor data. This implies a trust evaluation 
of sensor data at acquisition and aggregation time: 
trust refers to the reliability and accuracy of sensed 
information and it is related to the quality of the 
delivered sensor data. Computing the distance 
between the delivered context information and 
the real context and evaluating the trustworthi-
ness of delivered context information may be 
approached in several ways: (i) context provider 
failure detection, (ii) reputation systems, or (iii) 
trust based framework. (i) refers to the failure 
detection (e.g. crash, omission, timing, value and 
arbitrary (Tanenbaum, 2001) of context providers 
such as sensor nodes. (ii) aims at determining the 
reputation of context providers (Ganeriwal, 2004). 
Reputation is defined as the perception that an 
entity has of another’s intentions, based on past 
experiences with a given entity. At the contrary, 
(iii) enables trust to encompass objective and sub-
jective characteristic of an entity. The goal of (iii) 
the trust based framework proposed in (Zhang, 
2006) for wireless sensor networks is to establish 
trust in all sensor nodes based on the expectation 
that they will deliver non-compromised data.

From the access control to sensor data view-
point, the increasing interest in the subject of 

lightweight access control schemes for WSNs is 
showing how the problem is important for the both 
academic and enterprise environment. (Atallah, 
2007) represents the state-of-the-art approach 
to hierarchical data access control with time 
capabilities. It is foreseeable in the near future 
that new schemes will improve the latter to make 
it suitable in resource constrained environments 
such as WSN’s.

Con Clusion

Access control in ubiquitous and mobile envi-
ronments is a challenging task. The use of the 
context information related to the communicating 
partners or the technical infrastructure used as 
communication channels offers new possibilities 
towards adaptable security mechanisms. A first 
step is the use of (static) context information in 
the access control policies to define fine-grained 
rules to access the available resources. Context 
information can extend the wide spread RBAC 
and make it more flexible. The dynamic enforce-
ment of context-aware access control policies is 
the next step towards adaptive security. During 
the enforcement process, context information 
is retrieved and processed. Raw data obtained 
from physical or logical sensors is aggregated to 
high-level context information. Thereby, many 
questions related to trust and dependability of 
context information are still subject of research.

The use of context information in the access 
control policies and the dynamic enforcement 
facilitate the definition of a flexible access con-
trol that can adapt automatically to the current 
situation. Context-aware access control is often 
combined with the concept of separation of se-
curity and application logic. Based on the SOA 
principle and implemented with web services, 
access control policies are defined and enforced in 
a security framework instead in the (web) service 
exposing resources. This increases the reusability 
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of the services and avoids the complexity of se-
curity and application logic during development 
and implementation. 

Based on the concept of separation of security, 
the use of resource filters to define the granular-
ity of resources also outside the implementing 
service is another step towards more flexible and 
adaptable security mechanisms.

Access control is only one part of the chain 
of security means needed to protect resources. 
Access to resources is in general only granted to 
authenticated users. Authentication in ubiquitous 
and mobile environment has to fulfill the same 
requirements regarding flexibility and adaptabil-
ity as the access control. In mobile applications, 
users use different technical devices and com-
munication infrastructures. The combination of 
authentication factors assigned to the different 
means, which a user has at his disposal, requires 
a metric of authentication level. The approach 
based on subjective logic is a very promising as 
it combines not only the authentication factors 
but also the authentication services and allows a 
fined grained characterization of authentication 
factors and means. In addition, subjective logic 
allows the distinction between subjective aspect 
(e.g. reputation of the authentication service) 
from concrete aspects (e.g. type of authentication 
mechanism, quality of service). The subjective 
aspects are based on the past experience with 
a given authentication mechanism, while the 
concrete aspects are derived from measurable 
elements which characterize an authentication 
mean. Additionally, combination of authentication 
means benefits from subjective logic operators 
for combining opinions on them. Beside, the 
subjective logic framework provides a set of logi-
cal operators for the combination opinions, and 
allows the definition of new operators.

Especially in ubiquitous environments, where 
all kind of devices can produce context informa-
tion, it is often difficult to enforce access control. 
On resource-restricted or ubiquitous devices, the 
use of standard access control mechanism like 

RBAC or the use of context-aware access control is 
often not possible. An approach for access control 
based on lightweight cryptography can easily be 
extended for ubiquitous devices. The sensors or 
devices produce encrypted context information 
and only authenticated users with a sufficient 
authorization level are able to obtain the key to 
decrypt the data. The calculation of the authori-
zation level is in a simple case based on user’s 
credential but can also include the evaluation of 
any kind of context information.

The use of context information for authentica-
tion and access control in ubiquitous and mobile 
environments is a way to reach a higher level 
of flexibility and adaptability of the systems’ 
security. But the process of obtaining trusted 
and reliable context information introduces new 
challenges which have to be addressed in the 
near future.
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a bstra Ct

With the growing interest in context-aware services, attention has been given to privacy and trust issues. 
Context-aware privacy architectures are usually proposed and developed without taking into account the 
trustworthiness of a service provider. Therefore, this chapter deals with two challenges in context-aware 
services. The first one is to improve privacy architectures with a trust functionality and the second one 
is to integrate this refined privacy architecture in larger service-oriented architectures (SOAs).

introdu Ction and 
ba CKground

With the rapid developments of mobile telecom-
munications technology over the last two decades, 
a new computing paradigm known as anywhere 
and anytime or ubiquitous computing has evolved. 
Consequently, attention has been given not only to 
extending current (mobile) web services models, 

but increasingly also to make these services con-
text-aware. Despite the expected benefits behind 
this new technology and the need for developing 
more and more context-aware applications, we 
enunciate that privacy and trust represent chal-
lenges for the success and widespread adoption 
of these services (Amr Ali Eldin & Stojanovic, 
2007).
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Privacy has always been of the utmost impor-
tance to people since Warren and Brandeis (1890) 
who wrote “The Right to Privacy” in response 
to an article that contained personal information 
about the Warren family. There has been an in-
tensive concern about privacy threats and ways of 
protecting user privacy in the literature. Privacy 
threats arise from the linkage between users’ 
identity and their private information. Simply, it 
can be seen that breaking this link helps protect-
ing users’ privacy. This can be achieved by either 
protecting user identity as in most anonymity and 
pseudonymity solutions (Beresford & Stajano, 
2003; Chaum, 1985; Lysyanskayal, Rivest, Sahai, 
& Wolf, 1999; Wang, 2004) or by controlling 
private information collection. Most literature 
focused on the assumption that unknown service 
providers are simply non-trustworthy and the tra-
ditional approach to privacy was always to block 
all un-authorized requests to private information 
using access control mechanisms and anonymity 
solutions (Clifton , Kantarcioglu, Vaidya, Lin, 
& Zhu, 2002; Linn, 2005; Park & Sandhu, 2002 
; Sandhu, Coyne, Feinstein, & Youman, 1996 ; 
Tolone, Ahn, Pai, & Hong, 2005 ). Therefore, 
cryptographic solutions such as public key and 
symmetric key encryption mechanisms were 
always positioned as means of privacy protec-
tion. For example, a watermarking algorithm is 
proposed in (Agrawal & Kiernan, 2002) to encrypt 
database records by a user’s private keys. To make 
these records usable by others, a user’s private key 
has to be communicated so again an assumption 
has to be made on trustworthiness. Further, real 
identities can be leaked still when engaged in an 
online transaction by traffic analyzers (Christian 
Hauser, 2002; Christian  Hauser & Kabatnik, 
2001; Linn, 2005). 

In analogous to the previous efforts, we can-
not guarantee an ultimate privacy. In daily life 
interactions we need to make assumptions of a 
service provider (SP) trustworthiness to some 
degree. Based on this trustworthiness degree, 
an SP might be given a certain type of access 

to sensitive information. This is called the au-
thorization or informed consent decision. The 
tolerance of non-trustworthy service providers 
seems, however, to be non-realistic in daily life 
interactions with increasing mobile services 
(Daskapan, Vree, & Ali Eldin, 2003). Given the 
fact that many proposed privacy architectures 
are developed without the clearance of this trust 
issue, the purpose of this chapter is to propose 
an integrated solution to privacy that automates 
trustworthiness assessment as well. 

The chapter is organized as follows. In the next 
section we elaborate in details on the research 
problem and related work. Then, we introduce 
the extended ShEM architecture concepts and 
components where we extend its architecture to 
introduce a trust valuation mechanism and its high 
level architecture showing how it is integrated 
in ShEM overall architecture. Then we develop 
the high level design of the overall architecture 
and apply it in a case using the service-oriented 
architecture (SOA) approach. Finally, we conclude 
the chapter highlighting potential future work.

problem des Cription and  
r ela ted w or K

In this section, we discuss the motivation behind 
this work and the type of research problem we 
are addressing. The research problem investigated 
in this work can be seen as a multidisciplinary 
problem where legal, social and technical domains 
are concerned with providing solutions. In this 
work, we focus on the technological perspective 
taking into consideration requirements set by the 
other domains. 

There is a trade-off between users’ privacy 
needs and their motivation behind giving private 
information away. Complete privacy is impossible 
in a society where a user would have to interact 
with other members of the society such as col-
leagues, friends, or family members. Each flow 
of user information would reveal some private 
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information about him/her at least to the other 
destination. Since this flow of information is 
needed and maybe initiated by the user himself, 
a user would have to make sure that the other 
party (the destination) is going to keep his/her 
privacy requirements. Privacy policies and legal 
contracts help users and service providers to reach 
an agreement on the type of privacy users would 
have. However, these contracts do not provide 
enough flexibility for users on choosing the type of 
privacy they need. It also does not guarantee that 
their privacy will not be violated but it guarantees 
that the user would have the rights to sew them if 
these agreed upon contracts were violated. 

Informed consent is considered one of the re-
quirements of the European directives (European-
Directive, 2002). Accordingly, an SP should ask for 
a user’s informed consent before any information 
collection and a user will in turn have to make a 
decision on that consent. From a usability point 
of view, it will be difficult to let each user enter 
his or her response each time his or her location 
is collected for instance. Increasingly, the type of 
requested data will highly influence his or her pri-
vacy concerns. The problem becomes even more 
complex when more than one SP gets involved 
in collecting user information, for example third 
parties. Third parties of a certain SP represent 
unknown parties to the user. Despite that the first 
party (SP) might list in his privacy policy that user 
information is being given to those third parties 
in one way or another, it is not possible yet in the 
literature to provide a means for the user to know 
which party collects which information (Christian  
Hauser & Kabatnik, 2001). Further, the issue that 
this party is trustworthy - whether he will keep 
his promises - adds more challenges to the consent 
decision-making process and thus new approaches 
are needed to help overcome these challenges 
and facilitate users with means to make the right 
consent decisions.  Trustworthiness of SPs plays 
a major role in users’ willingness to give up or to 
continue the SP’s service (A. Ali Eldin, van den 
Berg, & Wagenaar, 2004). Trustworthiness of an 

SP can be influenced by a number of factors such 
as quality of the service offered to the users, user 
need of the service, and user expectations of the 
SP with regard to their information collection. 
Besides, the user’s former experience with an SP 
will also impact the user’s trust in that SP. Trust 
analysis and measurement have been of major 
interest in the literature (Currall & Judge, 1995; 
Gambetta, 1988). However, users’ cognition of 
trust is still not efficiently mapped onto physical 
measurements. Before we are able to make consent 
decisions, we need to make a decision on trust-
worthiness of SPs. As a consequence, we need to 
define at the first place trust and trustworthiness 
and argue for an appropriate trust model that we 
will adopt in this chapter.  

Privacy-enhancing technologies (PET) are 
assumed to help reducing privacy threats. Pri-
vacy threats emerge as a result of the linkage 
between identities and users contextual data. 
Therefore, most literature has focused on the 
separation between both types of information: 
whether to control users´ identities, by deterring 
identity capturing through anonymity solutions 
(Camenisch & Herreweghen, 2002; Chaum, 
1985; Lysyanskayal et al., 1999), or to control 
private information perception such as water 
marking techniques as in (Agrawal & Kiernan, 
2002), distributing and encrypting of data pack-
ets in Clifton et al.(2002) and physical security 
through limiting data access within a specified 
area (Langheinrich, 2001). Most of the previous 
efforts lack the involvement of users. Stated dif-
ferently, user control of their privacy has not been 
taken seriously as a requirement for the design 
of context-aware services in previous efforts. 
Instead, a lot of efforts have been concentrated 
on developing sophisticated encryption mecha-
nisms that prohibit unauthorized access to private 
information when stored locally on a database 
server managed by the information collector or 
by a trusted third party. We argue that not only 
user identity information but also other informa-
tion with different degrees of confidentiality can 
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represent a private matter as well especially when 
user context is associated with them. Therefore, 
controlling user contextual information collec-
tion could represent a more realistic approach in 
such context-aware systems. Controlling users’ 
contextual information perception implies taking 
decisions of whether to allow contextual entities 
to be collected by a certain party or not in what 
is known as user consent decisions. 

The Platform for Privacy Preferences (P3P), 
developed by the World Wide Web Consortium 
(W3C), has made a significant effort on providing 
an approach that maps legal requirements onto 
machine readable policies (L. Cranor, Langhein-
rich, & Marchiori, 2002) and gives users more 
awareness of their data collection through defining 
what is known as a privacy policy and a privacy 
preference. In their model, a privacy policy con-
sists of a number of specifications written in XML 
tags, which web sites publish at a known location 
(L. Cranor et al., 2002; L. F. Cranor, Guduru, & 
Arjula, 2006). A privacy preference describes 
users’ allowed data practices-what they allow the 
service providers to do with their information. 
Privacy preferences description and evaluation is 
done by APPEL, a machine-readable specification 
of privacy preferences (L. Cranor et al., 2002). 

In (A. Ali Eldin & Wagenaar, 2004a, 2004b, 
2007), ShEM, Sharing Evaluation Model, a privacy 
control architecture is proposed as an extension 
of P3P specifications to context-aware environ-
ments. ShEM provides users with manual and 
automatic ways of dynamically controlling their 
informed consent decisions. The authors assume 
the existence of a number of factors that together 
influence users consent decisions. Among these 
factors, trustworthiness is assumed to be assessed 
manually by users. They modelled the influence 
of these factors which they call privacy attributes 
using a Mamdani fuzzy inference system (A. 
Ali Eldin et al., 2004). In their work they made 
manual assessment of trust by users. However, 
this might not guarantee a good consent decision 
all the time because of users’ limited knowledge. 

Further, user experience if combined with other 
factors such as service provider reputation can 
help better assess the SP’s trustworthiness and 
hence a better consent decision can be made. In 
the following section, we propose an extended 
ShEM architecture by providing a trust valuation 
method that assesses SPs’ trustworthiness. 

t he extended sharing  
evalua t or model  (shem)

The sharing evaluator model (ShEM), proposed by 
(A. Ali Eldin & Wagenaar, 2007) provides users 
with ways to make informed consent decisions 
complying with the requirements of privacy sup-
port in context-aware systems (Ackerman, Darrell, 
& Weitzner, 2001; Amr Ali Eldin & Stojanovic, 
2007; Langheinrich, 2001; Nilsson et al., 2001). 
In their work, trust valuation of the individual 
SPs was assumed to be done manually by users. 
However, in reality this assumption will burden 
users with a lot of complexity. In this section, 
we introduce the extended ShEM architecture 
concepts and features where we introduce a trust 
valuation method and integrate it with the ShEM 
consent decision procedure. 

The ShEM approach adopts letting users have 
control capabilities of their contextual information 
and recommend users automatic consent deci-
sions based on a fuzzy logic engine, taking into 
consideration a number of influencing factors, 
which are called privacy attributes (A. Ali Eldin 
et al., 2004). The values of these attributes and 
their effect on the estimated permission cannot 
be crisply measured and differ from one user to 
another (A. Ali Eldin & Wagenaar, 2004a). There-
fore, Ali Eldin et al (2004) make the assumption 
that these attributes can be represented by fuzzy 
sets. The ShEM model architecture is shown in 
Figure 1 .

The sharing evaluator model (ShEM) provides 
the user final consent decision on a three-step 
process (A. Ali Eldin & Wagenaar, 2004b): 
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Firstly, user privacy preferences are described 
in a machine readable way based on an extension 
of the platform of privacy preferences (P3P) speci-
fications in a dynamic privacy preferences model. 
They adopted three data practices from P3P. These 
are: purpose of data collection, recipients of the 
data and retention of the collected data.  In ShEM, 
a user context is defined as the situation the user 
finds himself in. Each privacy level is linked to 
a certain situation on the one hand and to a set 
of the above mentioned P3P data practices on 
the other hand. When the situation changes, the 
P3P set of preferences are loaded automatically 
to meet the new privacy level. Service providers’ 
ways of dealing with collected data from users, 
also known as asked information practices, are 

usually stored in a privacy policy. These practices 
are compared to users’ P3P preferences and the 
comparison output is fed to the consent evaluation 
stage (see Figure 1). 

In parallel, privacy-influencing factors consist 
of the privacy attributes, which are represented 
by information confidentiality, user interest in 
sharing, and the trustworthiness of the SP. These 
attributes are evaluated in the fuzzy system which 
develops an estimated consent permission based 
on a Mamdani fuzzy inference engine (A. Ali 
Eldin et al., 2004). In this stage of the evaluation, 
trustworthiness of a service provider is assumed 
to highly influence users’ willingness to share 
their information and is manually fed by users. 
Finally, a consent decision is made based on the 

Figure 1. The extended ShEM architecture
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outputs of the above-mentioned two stages. The 
evaluation rules are based on the assumption that 
consent decisions should be as much as possible 
carefully given because of the assumption that 
people tend to be rather more conservative when 
it comes to their privacy (A. Ali Eldin, 2006). In 
the following, we present the ShEM architecture 
processes in details.

privacy preferences description

ShEM is based on the assumption that the basic 
control element of any privacy support architec-
ture consists of users’ predefined preferences that 
govern the process of their data collection.  The 
depicted preferences in ShEM are as follows: 

ShEM assumes that there exists a correlation 
between privacy and three attributes; confiden-
tiality of the information, trustworthiness of 
service provider and users interest in sharing. 
Privacy attributes are attributes that evaluate us-
ers’ willingness to share their information with 
service providers. They are used by the fuzzy 
rule engine to develop autonomously an estimated 
permission decision.

The following properties are associated with 
each of them: 

• Value: this is the value of each attribute.
• Mode: mode represents how these values are 

updated. There are three modes of updat-
ing: 
◦ Self: where the user chooses to self 

update his/her preferences.
◦ Group: where the user chooses to 

update his/her preferences based on 
other users experiences or voting.

◦ System: where the ShEM updates us-
ers’ preferences autonomously based 
on default preferences. 

information practices

Information practices, as a part of users’ privacy 
preferences model, control the way the service 

provider should deal with users’ information after 
being received. The service provider publishes its 
information practices, which we call asked infor-
mation practices, online so that it is available for 
evaluation by information owners. A user defines 
his/her own allowed practices. However, both 
the service providers and the information own-
ers should use the same semantics in describing 
these practices. The platform of privacy prefer-
ences (P3P) (L. Cranor, Langheinrich, Marchiori, 
Presler-Marshall, & Reagle, 2004) represents a 
well-known standard, based on XML, that cov-
ers this issue. P3P has defined a number of data 
practices that together constitute a P3P privacy 
policy. Data practices describe the ways users’ data 
would be dealt with. Examples of such practices 
are purpose: explaining the purpose of data col-
lection, recipient: explaining who collects the data 
and retention: the durability of storing data.  

privacy Control modes

In ShEM, users are able to switch among a combi-
nation of three control modes regarding evaluating 
access to their private information. The ShEM 
then takes those modes into consideration in the 
consent evaluation part: 

Manual mode: In this mode, the user is ca-
pable of manually controlling his/her information 
submission to service providers. S/he decides 
completely whether to give information to a ser-
vice provider or not. The ShEM directly gets a 
response from the user without passing through 
the evaluation process. Users’ interactions are also 
stored in their profile so that the system learns 
from the users’ preferences and makes use of it 
later in future requests.  

Automatic mode: In this mode, the user is 
only capable of controlling his/her data through 
valuating the privacy attributes that govern the 
autonomous decision making process. S/he defines 
also allowed information practices. Evaluation 
of service provider requests is then performed 
autonomously by the ShEM and based on the re-
sults; the system recommends a decision without 
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the need for users’ interaction. However, there 
might be a case where ShEM cannot sharply 
define a decision. In this case, the system would 
switch to the manual mode and get user response 
manually.

preferences evaluation

In this step, users’ preferences on how their col-
lected information should be used are compared to 
service providers’ privacy policies. ShEM adopts 
the platform of privacy preferences (P3P) speci-
fications in modeling both information types.  In 
(L. Cranor et al., 2002), a P3P preference exchange 
language (APPEL) was proposed as the language 
for expressing users’ preferences. APPEL is a ma-
chine-readable specification of user’s preferences 
that can be programmatically compared against 
a privacy policy. A P3P privacy policy is a step 
towards automating and simplifying user assess-
ments of an service provider through the use of 
user agents and APPEL. When a service provider 
issues a request for user data, users’ preferences 
would be automatically compared against users 
privacy preferences expressed as a set of APPEL 
rules. Depending on rules evaluation, three types 
of consent would be issued: request, limited and 
block. Request results in all asked user data to be 
transmitted. When limited, only identity informa-
tion is being blocked while a block consent blocks 
all information from being transmitted.

t he f uzzy r ule engine

The use of fuzzy logic helps in supporting reason-
ing under uncertainty (Dubois & Prade, 1995). 
Since fuzzy inference systems are linguistically 
interpretable, they provide a useful way of com-
bining collected data with expert knowledge . The 
notation of fuzzy sets was used in ShEM to help 
better understand the effect of privacy attributes 
on consent decisions. For example, information 
confidentiality and interest in sharing highly de-
pend on the user perception and could vary from 

one user to another. However, trustworthiness of 
the service provider represents a different type of 
factors, which could be highly affected by other 
users’ experiences or by the service provider 
reputation (Daskapan et al., 2003).

The concept of fuzzy logic was first introduced 
by Zadeh (1973). Fuzzy logic employs fuzzy sets 
to deal with imprecise and incomplete phenomena 
(Bojadziev & Bojadziev, 1997). A fuzzy set is 
defined by a so-called membership function. A 
fuzzy set is a set without a crisp boundary, which 
qualifies it to represent human brain concepts 
and cognitive process (Konar, 2000). The fuzzy 
rule engine (see Figure 2) implements a map-
ping X → S where, for every context element, an 
L-dimensional input vector x = (x1, x2,……,xL) 
of privacy attribute values is mapped into a 
calculated consent value S. The fuzzy logic en-
gine uses a Mamdani type (Mamdani, 1976) of 
fuzzy system architecture, so its kernel consists 
of a Mamdani reasoning engine together with a 
fuzzy rule base. 

Consent evaluation

Consent evaluation can be summarized as fol-
lows:

• The evaluator checks first whether automatic 
control mode is set.

Figure 2.  ShEM fuzzy logic engine

Privacy Attributes Rule Repository

Rules SelectionMamdani Fuzzy 
Inference System

User Calculated 
Consent Value (S)
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• If the automatic control mode is set to false, 
then the consent decision will be made by 
manual interference of the user.

• If the automatic control mode is set to true, 
then the consent decision process will go 
through the preference evaluation and the 
fuzzy logic engine steps.

• Then both values are aggregated into one 
final consent decision. 

t rust valuation as an extension 
to shem

According to the ISO/IEC 10181-1, trust is a rela-
tionship between two elements, a set of operations, 
and a security policy in which element X trusts 
element Y if and only if X has confidence that Y 
behaves in a well-defined way (with respect to the 
operations) that does not violate the given security 
policy. Trustworthiness is the degree of trust of a 
system or component. In a direct trust relationship 
there are at least two entities involved in which 
at least one of them is to be judged (by another 
judging entity) about its trustworthiness. As the 
word trust implies reliance on others, in open 
networks there is no trust without intermediates 
to refer to or to be recommended by. Since trust 
is relative and intangible, in the virtual world it 
is addressed indirectly by recommendations be-
tween unknown entities, like X trusts Y, because 
X trusts Z and Z trusts Y. Z is then called a point 
of trust reference (POR) or trust intermediate. 
Trust is considered to propagate better when the 
PORs are more recognized. Such recognition is 
for example achieved when the POR has a higher 
status (acceptance of authority) in the considered 
space (LAN, WAN, nation or world). 

Several trust models exist to include such a 
POR. One of the common trust model classes 
is represented by a single central institutional-
ised authority. According to this hierarchical 
authority trust principle, one or more superior 
entities grant credentials to the computing peers. 
A typical instance of this class is the public key 

infrastructure (PKI) (Adams & Lloyd, 2002). PKI 
is the process and structure of using X.509 digital 
certificates with digital signatures to verify the 
use of asymmetric keys (Adams & Lloyd, 2002; 
Housley, Ford, Polk, & Solo, 1999). 

Another trust model, the central peer trust 
model relies on a central entity. In this case, the 
POR is also centralized, but in contrast with the 
previous model, the POR has globally a low status, 
i.e. recognition; it has only a high status in a local 
environment (local networks, etc). Examples of 
such systems are KeyNote/PolicyMaker (Blaze, 
Feigenbaum, Ioannidis, & Keromytis, 1999), 
Kerberos (Steiner, Neuman, & Schiller, 1988) 
and KryptoKnight (Bird et al., 1995). In the de-
centralized peer model, a third trust model, the 
POR has also a low status, but this time not one, 
but all entities can function as a POR. This is an 
easy anarchistic and simple model, but also the 
least reliable, since none of the consulted peer 
PORs needs to have an irrefutable proof of its own 
trustworthiness. Examples are PGP and Poblano 
(Chen, 2002; Zimmermann, 1994). A fourth trust 
model would consist of models representing trust 
by a few joined decentralized PORs with a high 
status. These inter-hierarchy models or meshed 
hierarchical models grant high trust values. Some 
initiatives and tests have been carried out with 
bridge certification authorities (BCA) (Nation-
alSecurityAgency, 2001) and cross certification 
authorities (CCA) (Polk & Hastings, 2000). 

Basically, all trust models can be tailored to 
context-aware architectures. However, given the 
ad-hoc behaviour of SPs and users we assume 
that the central peer trust principle, where a prior 
subscription by an administrator is required, is 
the least appropriate in such an open space. A 
peer-to-peer trust model is also less appropriate, 
since it relies on other peers. The shortcoming of 
this model is that it requires many peers to make 
their recommendations reliable. Unfortunately, it 
is not always sure that many peers know all SPs 
to provide the user with their recommendation. 
As such this model is also not preferred. Conclu-
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sively, we consider the hierarchical and meshed 
hierarchical models appropriate for context- aware 
architectures.

Trustworthiness of an SP needs to be assessed 
before allowing the SP to collect any sensitive 
data from the user or before accepting any code 
from that SP (A. Ali Eldin et al., 2004). The chal-
lenge is how to formalize trust that is based on 
the trust models discussed above and to calculate 
trustworthiness of an SP autonomously. Previous 
works (Beth, Borcherding, & Klein, 1994; Marsh, 
1994; Marti, 2005; Reiter & Stubblebine, 1999; 
Shi, Bochmann, & Adams, 2004; Winsborough & 
Li., 2002) base trust , Txy, between two Comput-
ing Entities x (CEx) and y (CEy) at least on the 
next variables:

• nx,y,  number of (positive-negative) expe-
riences of CEx with CEy; effect on Txy is 
positive/ negative,

• 0  <px,y  <  1, a priori probability of distrust-
ing CEy by CEx; effect on Txy is negative.

• qlx,y, quality, refers to the trust value of CEy 
as perceived by the assessor CEx. 

• qnx,y, quantity, refers to the number of enti-
ties (CEx) that vouch for CEy.

Given that hierarchical and meshed models 
are most appropriate for our context- aware ar-
chitecture, we can apply the following calculus 
from (Daskapan and Costa, 2008):

 Tx,y  =

x,y TA,y TA,y x,TA
,

arctan(n .qn . (ql .q  l ))
.(1 )

/ 2 x yp−∏

and

1,0,1a
n a

=−

= ⋅∑  with   N∈
 

The notation (n)x,y, or nx,y, indicates an asser-
tion n by CEx about CEy, where x = user, y = SP 
and TA = trust authority or POR. Since certain 

events can damage the SP’s reputation radically, 
positive and negative experiences cannot simply 
be summed up. Each experience can therefore 
additionally be amplified by a weight α. As for 
example, the default values for α could be: α = 1 
for each positive experience and α = 2 for each 
negative experience. 

The previous trust calculus can be incor-
porated in the trust valuator component of the 
ShEM architecture (see Figure 3). Assume that 
the users have embedded updated lists of the TA’s 
they trust. This list contains at least the identity 
of the TA, its public key PK and the trust value 
of the TA according to the user. The users also 
keep track of the identity, number n of interactions 
with the different SPs and a default px,y, a priori 
probability of distrust. The TAs on their turn 
issue certificates for the SPs and have as such to 
maintain a list with the identity, keys, issue date, 
trust value, etc. of the SPs. 

The service provider has to register himself 
first at a recognized TA, where he requests for a 
certificate, according to a X.509v.3 specification 
for example. 

The SP provides the TA with his credential 
information to prove his identity and the trust-
worthiness of his service (steps 1a and 1b). This 
certificate states then that the SP is trusted for a 
certain service to a certain extent. This “certain 
extent” is formalized by a trust value qlTA,y  and 
valid date that is attached to the certificate. The 
TA checks this credentials and service and if 
the SP passes this check successfully then it is 
granted the certificate (step 2). Armed with this 
certificate the SP request the user for consent 
(steps 3a and 3b). After that the user has verified 
the SP’s certificate (steps 4 and 5) it calculates its 
trust value and sends it to the fuzzy rule engine 
(step 6). This engine uses this trust value together 
with other privacy attributes to estimate a consent 
value. This estimated value together with privacy 
policy evaluation output, contribute to a consent 
decision (step 7).
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t eChni Cal  implement ation

A next step will be to prototype the functional 
architecture into a technical one using state of the 
arts of technology. In daily life applications, an 
organization infrastructure highly influences the 
choices of the implementation architecture and 
technological components. However, recently, we 
have noticed the growing interest of organiza-
tions in service-oriented architectures (SOA) and 
the evolution of the Internet in the form of Web 
services (Kaye, 2003). Web service technology 
depends highly on the adoption of the following 
standards: XML, WSDL, SOAP and UDDI. The 
Internet, once solely a repository of various kinds 
of information, is now evolving into a provider of 
a variety of business services and applications. In 

this manner, Web services technology and SOA 
are increasingly becoming a business issue based 
on the new technology’s ability to deliver strategic 
business value (Barry, 2003).

The basic elements of a SOA architecture here 
are a service provider, a service consumer and a 
service broker. The service provider makes the 
service available and advertises it on the service 
broker by issuing the service contract. The 
service consumer finds the service that matches 
its needs in a service repository of the service 
broker using the published service contract. The 
service consumer and the service provider then 
interact in terms of providing/using the service. 
It is important to note that the communication 
between a service provider, a service consumer 
and a service broker is performed using the same 

Figure 3. Trust valuation functional architecture 
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set of interoperable, technology independent 
standards for communication, such as XML, 
SOAP and WSDL.

implementation scenario

Two service providers, SP1 and SP2 provide dif-
ferent types of entertaining services to users with 
SP1 providing mobile TV broadcasts and SP2 pro-
viding mobile books and learning material. Both 
service providers decided to make it possible to 
exchange both user profiles at both organizations 
to learn more about users and to reach users with 
better services. This will bring more revenues to 
both of them and will help them face the business 
challenges in the field of mobile entertainment. 
Furthermore, both companies thought of doing 
the exchange with keeping users’ privacy issues 
and giving users the ability to control access to 
their location and to opt in/out when it’s needed. 
Therefore, they decided to integrate the ShEM 
solution into their business to provide users with 
complete control over their privacy aspects. 

integration a rchitecture

In order to be able to provide users with control 
capabilities and to integrate with both service 
providers’ architectures, the ShEM functional 
architecture will be realized using the service-
oriented architecture and web services. The reason 
for the adoption of SOA is that SOA facilitates 
a smooth and loosely coupled integration with-
out the need to do many changes in the internal 
structure and processes of integrating parties. In 
this scenario, we can present the basic high level 
architecture as shown by Figure 4. 

SPs Service Requestors represent the service 
requestors at each SP which communicate using 
SOAP messages with the ShEM application via 
the ShEM Service Broker asking for user profiles. 
ShEM Service Broker communicates with Profile 
Exchange Service to get copies of the requested 
profiles including users’ current GPS locations. 

Since users’ locations are changing, their prefer-
ences on authorization might change as well and 
hence the ShEM approach is useful in this case 
to provide a recommendation on user consent 
autonomously. In this scenario, we assume that 
both SPs decided to outsource the exchange of 
user profiles process to ShEM. The Profile Ex-
change Service communicates with the ShEM 
Authorization Service to determine the profile 
information allowed to be propagated to the SP 
Service Requestor. The ShEM Authorization 
Service gets the needed authorization based on 
the consent decision-making engines stand-alone 
application on the ShEM web application server 
(WAS) environment. 

Preferences can be maintained in encrypted 
XML files or in databases depending on the busi-
ness case and will be accessed / edited from a user’s 
mobile device using mobile access portals. These 
preferences consist mainly of trust and privacy 
preferences. Privacy preferences represent ShEM 
preferences as discussed above. These include P3P 
related preferences and privacy attribute values. 
Trust preferences are maintained by the user via 
the Trust Authority (TA), which is implemented 
as a plug in to the ShEM Internet Information 
Service (IIS). Each user maintains a list of TA’s he 
or she trusts in his or her profile. This list contains 
at least the name of the TA, its public key and the 
trustworthiness of the TA as perceived by the 
user. The user device keeps track of the number 
of interactions with the different SPs. We assume 
that the TA’s on their turn issue certificates for 
the SPs and have as such to maintain a list with 
the names, address, keys, issue date, trust value, 
etc. of the SPs.1 

Con Clusion and f uture w or K

In this chapter, we showed how a trust component 
can be integrated in a context-aware privacy archi-
tecture. The presented approach in this chapter is 
mainly based on users (data subject) involvements 
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Figure 4. ShEM solution integration example

concerning the authorized access to their private 
context by external service providers. The trust 
valuation method is simple and practical, since it 
relies on existing trust models and technologies, 
like Pubic Key Infrastructure (PKI) and X.509 
v3 certificates. Further, we provided a high level 
technical architecture, which shows how the pri-

vacy architecture ShEM can be integrated with 
other applications. In the implementation, we 
showed the importance of adopting the service-
oriented architecture concepts and web services 
in the integration. We further intend to extend 
the concepts of the ShEM architecture into a 
running SOA environment defining an integra-
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tion services bus to support consent decisions 
enforcement. Besides, we intend to refine and 
optimize the trust valuator functionality. A more 
thorough research into the exact behaviour of trust 
is needed to capture the real function. Another 
limitation of this approach is the assumption of 
user’s awareness of setting their preferences on 
trust and privacy. We intend to further research 
this limitation by investigating possible default 
recommendations on preferences allowing users 
to make fewer configurations.
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a bstra Ct

These times, when the amount of information exponentially grows on the Internet, when most people 
can be connected at all times with powerful personal devices, we need to enhance, adapt, and simplify 
access to information and communication with other people. The vision of ambient intelligence which 
is a relevant response to this need brings many challenges in different areas such as context-awareness, 
adaptive human-system interaction, privacy enforcement, and social communications. The authors 
believe that ontologies and other semantic technologies can help meeting most of these challenges 
in a unified manner, as they are a bridge between meaningful (but fuzzy by nature) human knowledge 
and digital information systems. In this chapter, the authors will depict their vision of “Social Ambient 
Intelligence” based on the review of several uses of semantic technologies for context management, 
adaptive human-system interaction, privacy enforcement and social communications. Based on identi-
fied benefits and lacks, and on their experience, they will propose several research leads towards the 
realization of this vision.
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introdu Ction

These times, when the amount of information 
exponentially grows on the Internet, when most 
people can be connected at all times with powerful 
personal devices, users suffer from the growing 
complexity of the information society. Our use 
of technology is moving towards the vision of 
“Ambient Intelligence”, derived from the vision 
of “Ubiquitous computing” in which “the most 
profound technologies are those that disappear” 
(Weiser, 1991) . Thus, access to information is 
no longer limited to personal computers and the 
web browsing paradigm. This vision brings many 
technological and psychological challenges (Stre-
itz & Nixon, 2005) that are considered in several 
research domains, including:

• Context-awareness: how to take one's context 
into account to improve his communica-
tion ?

• Multimodality: how to span user interfaces 
from a terminal into separate modal inter-
faces ? (e.g. various screens, input control-
lers, microphones, phones)

• Social networking: how to enhance and 
leverage social communication ?

• Privacy & Trust: how to ease one's life 
without delegating human control to ma-
chines ?

There is one transversal question yet to answer: 
is there a unified approach that could answer 
these challenges in a global way and that makes 
sense? Actually, a common approach exists that 
is considered in all these research domains, and 
in most corresponding works and has been shown 
as very promising. This approach is the use of 
semantic technologies.

In this chapter, we propose a review of research 
works relying on semantic technologies towards 
what we call “Social Ambient Intelligence”, a 
social extension of ambient intelligence. The 
intention here is to identify the key technologies, 

approaches and issues that may be blended in 
order to build an optimal platform for a wides-
caled ubiquitous system that can support social 
applications. After defining the foundational 
terms of this chapter in the Background section, 
we will review several research works to identify 
their key technologies, approaches and issues in 
the State-of-the-Art section, then we will propose 
several research leads towards our vision of “So-
cial Ambient Intelligence” in the Future Trends 
section, to finally conclude this chapter.

 In this section, we propose and discuss the 
underlying definitions needed to set the foun-
dations of this chapter: ubiquitous computing, 
context-awareness and semantic technologies.

ubiquitous Computing, a mbient  
intelligence and Context-a wareness

The phrase “ubiquitous computing” was proposed 
by Mark Weiser while working for the Xerox 
Palo Alto Research Center (PARC), to qualify a 
possible evolution of computers. “The Computer 
for the 21st century” (Weiser, 1991) has become 
a foundational paper for following works in this 
area. Indeed, it introduced a vision, in which 
“ubiquitous computers” are simple communica-
tive devices and appliances that are suited for a 
particular task and are aware of their surrounding 
environment while fading into the background. 
For example, paper sheets could be replaced with 
flexible screens, bringing any information of the 
web as an independent element of a real desktop, 
an element that one could stack into piles, stick on 
a wall, lend to a colleague or take for lunch.

As depicted on Figure 1, the generation of 
ubiquitous computers has already arrived, as pow-
erful and communicative computers are spread 
in many devices like watches, mobile phones, 
portable media players, game consoles, PDAs 
(Personal Digital Assistants), ticket machines, 
bike renting beacons and kids toys. Even though 
Mark Weiser’s vision of interoperable and shared 
ubiquitous computers has not been reached yet, 
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a significant research effort is done towards the 
vision of “Ambient intelligence” . As such, “Am-
bient Intelligence” is considered as an evolution 
of “ubiquitous computing” in which networked 
devices can also be integrated in the environment 
(and thus not expecting any user intervention), can 
sense the environmental, personal and social situ-
ation to adapt the experience, and can anticipate 
forthcoming situations or actions in order to ease 
and enhance people lives.

Firstly defined by (Schilit, Adams, & Want, 
1994), context-awareness is a key research domain 
towards the vision of Ambient Intelligence. It 
consists in acquiring low-level context data (e.g. 
from sensors), inferring high-level knowledge 
from this data, and predicting context changes 
in order to clearly improve the user experience. 
As depicted on Figure 2, the low level of con-
text contains current raw sensor data like GPS 
coordinates, IP address, surrounding Bluetooth 

MAC addresses or temperature. By combining 
and inferring on this knowledge, a meaningful 
position or activity like “in a meeting” or “watch-
ing TV” can be deduced to form a higher level of 
context. Then, after having learnt the habits of the 
user, predictions can be made about the actions 
that are probably going to happen next or about 
the exceptional cases that have occurred (e.g. the 
user is going to arrive late at work because he has 
not left home yet) in order to undertake relevant 
actions pro-actively (e.g. inform the colleagues 
that the meeting is delayed).

Context-awareness aims to make user interfac-
es automatically adapt to the user’s environment 
and intents. It can enhance user inputs without 
requiring additional efforts from the user (Leong, 
Kobayashi, Koshizuka, & Sakamura, 2005) and 
also adapt outputs (Sadi & Maes, 2005). Al-
though several works have been focusing on the 
implementation of context-awareness on mobile 

Figure 1. The evolution of computing, adapted from “Nano computing & Ambient intelligence” (Waldner, 
2007), © 2007 Hermes Science Publishing. Used with permission.
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devices (Christopoulou, 2008; Korpipää, Häkkilä, 
Kela, Ronkainen, & Känsälä, 2004; Häkkilä & 
Mäntyjärvi, 2005), we will not specifically ad-
dress mobile-based context-aware platforms in 
this paper.

semantic t echnologies: o ntologies, 
Knowledge r epresentation and  
r easoning

In their study, (Strassner, O’Sullivan, & Lewis, 
2007) define ontologies as « a formal, explicit 
specification of a shared, machine-readable 
vocabulary and meanings, in the form of vari-
ous entities and relationships between them, to 
describe knowledge about the contents of one or 
more related subject domains throughout the life 
cycle of its existence ». Semantic technologies, 

including ontologies and semantic description 
languages, are quite similar to human thinking 
and memorization: they allow the definition of 
concepts and instances (of these concepts) that 
are related with each other using semantically 
qualified links. They also allow to develop an 
inferred knowledge from the reasoning on this 
knowledge (Gruber, 1993). Applying such ap-
proach to information technologies enable ma-
chines to understand the actual meaning of data 
which is formulated using a distributed and evolv-
ing vocabulary. That way, ontologies fill the gap 
between ambiguous/fuzzy human thinking (e.g. 
in natural languages, a word can have different 
meanings) and formalized digital data (i.e. stored 
using specific formats and interpreted by specific 
applications for a specific purpose).

Figure 2. Levels of context (© Bell Labs. Used with permission.)
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One of the benefits of using semantic languages 
is to allow progressive/incremental modeling of a 
system, reflecting the natural progression of con-
ceptual understanding of domains. Ontologies can 
ease the communication between heterogeneous 
entities (i.e. using different languages/protocols) 
by matching similar portions of the semantic graph 
of the sender’s knowledge with the recipient’s 
knowledge.

On the other hand, we would like to prevent 
the reader to make the naïve assumption that 
semantic technologies are a magic solution to 
empower machines with autonomic intelligence. 
It may seem possible to model our universe as 
an ontology, allowing computers to understand 
the human world, but it is actually impossible. 
Indeed, modeling is always relative to a point 
of view, and integrating ontologies from experts 
of several domains would necessarily lead to 
inconsistencies. There is also a usual confusion 
about the so-called “Semantic Web” (Berners-Lee, 
Hendler, & Lassila, 2001). This expression does 
not mean that internet users will have to deal with 
semantic languages to communicate on the web, 
but it refers to a set of languages and tools that 
would allow web resources (i.e. web pages and 
services) to be described semantically in order 
to allow seamless processing of knowledge dis-
tributed among heterogeneous sites. Today, with 
the rise of the “Web 2.0” (O’Reilly, 2005), users 
are already able to create “mash-ups” relying on 
several components and data streams hosted on 
different sites. However, the next step is possibly 
to automatize (or, at least, to ease) the development 
of such mash-ups, assuming that web data and 
components are semantically described.

In the next section, we will investigate the use 
of semantic technologies in ubiquitous context-
aware systems in order to identify the existing 
blocks that we will rely on to build our vision of 
“Social Ambient Intelligence”.

st ate-of-the- a rt

Previous studies (Strang & Linnhoff-Popien, 
2004; Baldauf, Dustdar, & Rosenberg, 2007; 
O. Lassila & Khushraj, 2005) have identified 
ontologies as the most promising enabler for 
ubiquitous context-aware systems because they 
are heterogeneous and extensible by nature, and 
semantic technology enables « future-proof » 
interoperability. In this section, we will study the 
use of semantic technologies in four aspects of 
ambient intelligence: context management, hu-
man-system interactions, privacy enforcement, 
and social communications.

semantic Context management

According to (Dey, 2001), “a system is con-
text-aware if it uses context to provide relevant 
information and/or services to the user, where 
relevancy depends on the user’s task”. By context, 
Dey means “any information that can be used to 
characterize the situation of an entity. An entity 
is a person, place, or object that is considered 
relevant to the interaction between a user and an 
application, including the user and applications 
themselves”.

(Gu, Wang, Pung, & Zhang, 2004) gave an 
introduction to context-awareness by proposing 
the following requirements: « An appropriate 
infrastructure for context-aware systems should 
provide support for most of the tasks involved 
in dealing with contexts - acquiring context 
from various sources such as physical sensors, 
databases and agents; performing context inter-
pretation; carrying out dissemination of context 
to interested parties in a distributed and timely 
fashion; and providing programming models for 
constructing of context-aware services. »

The use of ontologies to store and manipulate 
context have an impact on other aspects of the 
underlying system: context knowledge exchange, 
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learning, user interactions, security and appli-
cations. In this section we will review several 
semantic-based approaches for context manage-
ment platforms and identify the most successful 
approaches and current lacks.

Review of Major Context-Aware  
Platforms

One of the first semantic context modeling ap-
proaches was the Aspect-Scale-Context (ASC) 
model proposed by (Strang, Linnhoff-Popien, & 
Frank, 2003). Compared to non-semantic models, 
ASC enabled contextual interoperability during 
service discovery and execution in a distributed 
system. Indeed, this model consists of three 
concepts:

• Aspects are measurable properties of an 
entity (e.g. the current temperature of a 
room)

• Scales are metrics used to express the 
measure of these properties (e.g. Celsius 
temperature)

• Context qualifies the measure itself by 
describing the sensor, the timestamp and 
quality data

Contexts can be converted from a scale to 
another using Operations, also described seman-
tically, and can be mapped to an implemented 
service. This model has been implemented as the 
CoOL Context Ontology Language. The CoOL 
core ontology can be formulated in OWL-DL 
(Dean & Schreiber, 2004) and F-Logic (object-
oriented). The CoOL integration is an extension 
of the core to inter-operate with web services. 
OntoBroker (Decker, Erdmann, Fensel, & Studer, 
1999) was chosen for semantic inference and 
reasoning, supporting F-Logic as knowledge 
representation and query language.

Figure 3. Overview of CoBrA, © 2003-2008 Harry Chen. Used with permission.
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With EasyMeeting, (Chen et al., 2004) pro-
posed a pragmatic application to demonstrate the 
benefits of their semantic context-aware system 
called CoBrA, for Context Broker Architecture. 
This application assists a speaker and its audience 
in a meeting situation by welcoming them in the 
room, dimming the lights, and displaying the 
presentation slides, either by vocal commands 
or automatically. The underlying prototype that 
they developed is a multi-agent system based on 
JADE (Java Agent DEvelopment Framework) 
[http://sharon.cselt.it/projects/jade/] in which a broker 
maintains a shared context model for all computing 
entities by acquiring context knowledge from vari-
ous sensors and by reasoning on this knowledge 
to make decisions, as depicted on Figure 3. In the 
EasyMeeting application, this broker can deduce 
the list of expected participants and their role in 
the meeting by accessing their schedule, and can 
sense their actual presence when the bluetooth-
enabled mobile phone declared in their profile is 
detected in the room. That way, the system can 
notify the speaker about their presence, decide 
to dim the lights and turn off the music when he 
arrives. These decisions are made possible by 
reasoning on the context knowledge using rules 
defined by the EasyMeeting application. The 
context knowledge is represented as RDF triples 
relying on the COBRA-ONT OWL ontology that 
includes vocabularies from the SOUPA ontology 
(Chen, Perich, Finin, & A. Joshi, 2004) covering 
time, space, policy, social networks, actions, loca-
tion context, documents, and events, as depicted 
on Figure 4. Inferencing on the OWL ontology is 
handled by JENA’s API [http://jena.sourceforge.net] 
whereas the JESS rule-based engine [http://her-
zberg.ca.sandia.gov/] is used for domain-specific 
reasoning. The execution of rules (when results 
cannot be inferred from ontology axioms alone) 
uses the forward-chaining inference procedure 
of JESS to reason about contextual information. 
Note that, in this case, essential supporting facts 
must be extracted from RDF to JESS representa-
tion and the eventual results have to be injected 

in RDF to the knowledge base, which implies 
additional overhead in the process.

CoBrA’s broker enforces privacy policies to 
define rules of behavior and restrict context com-
munication. The enforcement of user-defined poli-
cies relies on the Rei role-based policy-reasoning 
engine (Kagal & T. A. Joshi, 2003) which does 
description logic inference over OWL. CoBrA 
also implements a meta-policy reasoning mecha-
nism so that users can override some aspects of a 
global policy to define specific constraints at their 
desired level of granularity. However, they do 
not provide a tool for the user to express his/her 
privacy policy.

The SOUPA ontology proposed  by (Chen 
et al., 2004) and used in CoBrA was a collab-
orative effort to build a generic context ontology 
for ubiquitous systems. Since 2003 it has been 
maintained by the “Semantic Web in Ubiquitous 
Comp Special Interest Group”. The design of 
this ontology is driven by use cases and relies 
on FOAF, DAML-Time, OpenCyc (symbolic) + 
OpenGIS (geospatial) spatial ontology, COBRA-
ONT, MoGATU BDI (human beliefs, desires 
and intentions) and Rei policy ontology (rights, 
prohibitions, obligations, dispensations). SOUPA 
defines its own vocabulary, but most classes and 
properties are mapped to foreign ontology terms 
using the standard OWL ontology mapping con-
structs (equivalentClass and equivalentProperty), 
which allows interoperability. In the core ontology 
in which both computational entities and human 
users can be modeled as agents, the following ex-
tensions are added: meeting & schedule, document 
& digital document, image capture and location 
(sensed location context of things).

Like CoBrA, MOGATU  (Perich, Avancha, 
Chakraborty, A. Joshi, & Yesha, 2005) is a con-
text-aware system based on the SOUPA ontol-
ogy. However, this decentralized peer-to-peer 
multi-agent system implements several use cases 
covering automatic and adaptive itinerary compu-
tation based on real-time traffic knowledge, and 
commercial recommendation. In this approach, 
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each device is a semi autonomous entity driven 
by the user’s profile and context, relying on a 
contract-based transaction model. This entity is 
called InforMa and acts as a personal broker that 
handles exchanges with other peers. The user 
profile semantically defines his beliefs, desires 
and intentions, following the BDI model that is 
part of the SOUPA ontology. Beliefs are weighted 
facts depicting user’s knowledge and preferences 
such as his schedule and food preferences, whereas 
desires express the user’s goals. Intentions are 
defined as a set of intended tasks that can be 
inferred from desires or explicitly provided. 
However no clues are given by the authors about 
how these beliefs and intentions are defined by 
the user or the system, which let us assume that 
this is still a manual process yet to be enriched 
with profiling mechanisms and a graphical user 
interface to edit the profile. Moreover, this work 
being apparently focused on trusted peer-to-peer 
exchange of information according to the BDI user 
profile, details on the actual reasoning process on 
context knowledge are not given. InforMa is able 

to process queries that can possibly involve other 
peers and advertise information to these peers 
in vicinity, relying on graph search and caching 
techniques. However no details were given on 
how pro-activity is made possible. Another lack 
identified in the underlying BDI model is that 
the representation of pre-conditions and effects 
of intentions are left to the applications, but we 
have found no clues on how applications fill this 
issue. Facing an important cost of network trans-
missions in the exchange process, it seems that 
this research group is focusing on peer-to-peer 
networking optimization and trusted exchanges 
more than on the actual context management. 
However, they suggested that preparing purpose-
driven queries in advance and caching intermedi-
ate query results could improve the performance 
of their system, which is an interesting approach 
that should be considered in distributed context-
aware systems. 

The CORBA-based GAIA platform proposed 
by (Ranganathan, Al-Muhtadi, & Campbell, 2004) 
focuses on hybrid reasoning about uncertain 

Figure 4. The SOUPA ontology, © 2003-2008 Harry Chen. Used with permission.
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context, relying on probabilistic logic, fuzzy logic 
and Bayesian networks. In their approach, context 
knowledge is expressed using predicates which 
classes and properties are defined in a DAML+OIL 
ontology (Horrocks, 2002). Predicates can be 
plugged directly into rules and other reasoning and 
learning mechanisms for handling uncertainty. 
This choice reduces the overhead of the CoBrA 
system relying on RDF triples. Rules are processed 
by the XSB engine [http://xsb.sourceforge.net/], 
which is described as a kind of optimized Prolog 
that also supports HiLog, allowing unification on 
the predicate symbols themselves as well as on 
their arguments. HiLog’s sound and complete 
proof procedure in first-order logic is needed to 
write rules about the probabilities of context.

GAIA’s authentication mechanism demon-
strates the usefulness of fuzzy/uncertain context 
reasoning. It allows users to authenticate with 
various means such as passwords, fingerprint 
sensor or bluetooth phone proximity. Each of 
these means have different levels of confidence, 
and some user roles may require that the user 
authenticates himself on two of them to cumulate 
their confidence level up to the required level.

Although GAIA proposes a common reason-
ing framework, application developers have to 
define the expected context inputs and specify 
the reasoning mechanism to be used by providing 
Prolog/HiLog rules (for probabilistic/fuzzy logic) 
or Bayesian networks. A graphical user interface 
is provided to help developers construct rules, 
whereas MSBN (Microsoft’s Belief Network) 
can be used to create Bayesian nets. Although 
Bayesian networks are a powerful way to perform 
probabilistic sensor fusion and higher-level con-
text derivation, they need to be trained. Moreover, 
inference with large networks (more than 50 nodes) 
becomes very costly in terms of processing and 
can result in scalability problems.

Based on previous works, (Gu et al., 2004) pro-
pose SOCAM (Service-Oriented Context-Aware 
Middleware), another OWL-based context-aware 
framework with the aim to address more general 

use cases by adding more qualitative information 
on acquired context. The classifiedAs property al-
lows the categorization of context facts as Sensed, 
Defined, Aggregated or Deduced. The dependsOn 
property allows the justification of a deduced 
context based on other context facts. Another 
contribution is the possibility to qualify context 
information with parameters such as accuracy, 
resolution, certainty and freshness. The SOCAM 
framework was proven (Gu, Pung, & Zhang, 
2004) to reason successfully on uncertain contexts 
using Bayesian Networks, but no performance 
results were given. The same group of authors 
have also carried out a performance experiment 
of the CONON ontology (Wang, Zhang, Gu, & 
Pung, 2004) depicted on Figure 5, which is the 
name that was given to SOCAM’s context ontol-
ogy. Their results show that the duration of the 
reasoning process exponentially increases with 
the number of RDF triples stored in the context 
knowledge base, which reveals that this approach 
is not scalable for a widespread context-aware 
system. Therefore two leads were proposed to 
increase performance:

• To perform static, complex reasoning tasks 
(e.g., description logic reasoning for check-
ing inconsistencies) in an off-line manner.

• To separate context processing from context 
usage, so that context reasoning can be 
performed by resource-rich devices (such 
as a server) while the terminals can acquire 
high-level context from a centralized service, 
instead of performing excessive computation 
themselves.

Later works of that team were focused on the 
peer-to-peer architecture for context information 
systems.

Basing on the CONON ontology, (Truong, Y. 
Lee, & S. Y. Lee, 2005) proposed the PROWL 
language (“Probabilistic annotated OWL”) to 
generalize fuzzy/probabilistic reasoning from 
applications to domains by mapping Bayesian 



��0  

Leveraging Semantic Technologies towards Social Ambient Intelligence

Networks to ontology classes and properties. This 
approach must be experimented with various con-
text-aware applications to prove its feasibility.

The FP6 IST project SPICE (Service Platform 
for Innovative Communication Environment) 
brought a fresh approach to ubiquitous system, 
considering them in a wider scope centered on 
semantic knowledge management for improved 
ubiquitous end-user services  (SPICE, 2006) 
(SPICE, 2007). On its Knowledge Management 
Layer, SPICE proposes two different implementa-
tions of the context provisioning subsystem: the 
IMS Context Enabler (ICE) (M. Strohbach, Bauer, 
E. Kovacs, C. Villalonga, & Richter, 2007) and 
the Knowledge Management Framework (KMF). 
In ICE, the SIP protocol (Session Initiation Pro-
tocol) is leveraged to control the parameters of 
the exchange sessions (e.g. data sets to commu-
nicate, update trigger, update frequency) and to 
flexibly adjust the communication path based on 
the changes in network structure and available 

context information. Both KMF and ICE rely on a 
shared ontology called the Mobile Ontology which 
is freely downloadable on the Internet [http://ontol-
ogy.ist-spice.org/], the most important difference 
being the interfaces: ICE uses SIP whereas KMF 
uses OWL over SOAP Web Services for exchang-
ing context information. However, gateways are 
also provided so that context data can be con-
verted from a format to the other. Therefore we 
will abstract these implementations and focus on 
the common knowledge model. Embracing the 
recommendations of the W3C, SPICE Mobile 
Ontology is defined in OWL and the context data 
is expressed in RDF. Inspired from the Dutch 
project Freeband Awareness, SPICE’s Physical 
Space ontology has a finer granularity than any 
previous context ontology: it notably defines prop-
erties for connections between rooms and floors. 
Following the approach of the « Doppelgänger 
User Modeling System » (Orwant, 1995), SPICE’s 
User Profile ontology supports domain-specific 

Figure 5. Partial definition of the CONON ontology extended with the home domain (Wang, Zhang, Gu, 
& Pung, 2004), © 2004 IEEE. Used with permission.
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and conditional (situation-specific) submodels. In 
this approach, the profile contains subsets which 
are considered on certain conditions expressed 
with the form: Context Type, Operator, Value. 
This allows variations of the profile, depending 
on the user’s context and/or the targeted applica-
tion/service.

The Knowledge Management Layer also 
contains a Knowledge Storage module, a Profile 
Manager, a Service and Knowledge Push and No-
tification module and three kinds of Reasoners: a 
Predictor, a Learner and a Recommender. The rea-
soners can request past knowledge directly from 
context sources or from an external knowledge 
storage source. Both feedback-based and obser-
vation-based learning are supported, generating 
LearntRule and LearntRuleSet instances in OWL. 
The results can be leveraged to propose Recom-
mendations to the user. Experimental results on 
the use of different learning techniques are to 
be published. Another interesting contribution 

of SPICE in the context-awareness domain is 
the use of a KnowledgeParameter class that is 
used to qualify context information with values 
defining their  probability, confidence, timestamp, 
temporal validity and accuracy. However we have 
not found any mechanism that is similar to the 
“dependsOn” property supported by SOCAM to 
justify high-level context with lower-level facts 
from which it was inferred.

Another part of the SPICE project called the 
Distributed Communication Sphere (Kernchen 
et al., 2007) allows dynamic discovery of users’ 
surrounding devices, networks and services. This 
part includes components that leverage context 
knowledge to enable multimodal interaction, con-
tent delivery, data synchronization and dynamic 
widgets on terminals, requiring a lightweight rule 
engine to be deployed on every terminal. SPICE 
also provides the End User Studio, an Eclipse-
based GUI (Graphical User Interface) shown on 
Figure 6 that allows end users to create custom 
trigger-action rules visually.

Figure 6. Creating a rule-based service using SPICE’s End User Studio (SPICE 2007) © 2008 SPICE. 
Used with permission.
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One of the biggest identified issues in previ-
ously reviewed semantic context-aware systems 
is the processing time required for reasoning on 
context knowledge. To answer this issue, (Ejigu, 
Scuturici, & Brunie, 2007) proposed an hybrid 
context management and reasoning system 
(HCoM) which relies on a heuristic-based context 
selector to filter the context data to be stored in 
the semantic context base for reasoning, the rest 
being stored in a relational database, as depicted 
on Figure 7. They report that this approach is 
more scalable than pure semantic context-aware-
ness systems when the number of static context 
instances increases. (Lin, Li, Yang, & Shi, 2005) 
propose a similar approach but they filter context 
data according to their relevance to running ap-
plications instead of usage heuristics, in order to 
boost the reasoning performance.

(Tan, Zhang, Wang, & Cheng, 2005) propose 
to move from on-demand context reasoning to 
event-driven context interpretation so that rea-

soning on context data is processed as soon as 
it is received by the context management frame-
work. However, in their distributed system, the 
performance is reduced because of increased 
communication overheads. Moreover, it does not 
support uncertainty yet.

Trends and Issues

In this section, we have reviewed several ap-
proaches addressing modeling, reasoning and 
distribution of contextual knowledge. Although 
semantic technologies have been shown as pow-
erful tools to empower context-awareness, they 
also imply scalability problems, as the required 
processing time grows exponentially with the 
amount of knowledge, which is a major issue 
towards the realization of Ambient Intelligence. 
However, hybrid context management approaches 
leverage the assets of both relational and semantic 
context management, therefore they should be 

Figure 7. HCoM: Hybrid Context Management and reasoning system (Ejigu et al. 2007), © 2007 IEEE. 
Used with permission.
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considered in the aim of building a powerful and 
scalable context-awareness system. Nevertheless, 
the selection/filtering of context data to be merged 
in the semantic database is not trivial and may 
need further research. Another track to consider 
is closer coupling or integration of rule engines 
with knowledge bases in order to reduce process-
ing overheads.

semantics for a dapted  
human-system interactions

After context-awareness, another key aspect of 
Ambient Intelligence is how the user interacts 
with the digital world. Today, most internet-based 
interactions rely on the use of computers (i.e. a 
screen, a keyboard and a mouse). Whereas most 
people carry their own powerful mobile phone 
with them, most of the popular content and services 
are not adapted to general mobile devices with 
their constraints (small screen, no keyboard). Of 
course some of those have been adapted specifi-
cally to some popular platforms like the iPhone, 
but the vision of Ambient Intelligence is not only 
(i) to bring most of them to virtually any terminal 
according to its capabilities, but also (ii) to span 
various modalities of interaction over multiple 
interfaces (i.e. displays, inputs, speakers and 
other objects). Therefore, ambient services need 
to know the capabilities of every platform and 
interface they are used with, and they need to 
adapt the interaction to the user according to these 
capabilities. In this section we will review existing 
technologies for the discovery of devices and the 
description of their capabilities in order to enable 
rich user interactions and multimodality.

semantic discovery and description 
of interfaces

CC/PP (Composite Capabilities / Preferences 
Profile) (Klyne et al., 2004) is a recommendation 
from the W3C based on the Resource Description 
Framework (RDF) to create profiles that describe 

device capabilities and user preferences. It pro-
vides a syntax and tools to create terminal profiles 
and preference vocabularies, and thus can not be 
used as is. Indeed, the vocabulary of capabilities 
used for defining profiles is not in the scope of 
this recommendation and only structural rules 
and guidelines for interoperability are provided. 
However, the recommendation includes a pointer 
to the UAProf vocabulary as a referred example; 
we will review this vocabulary below. Among the 
features of the CC/PP syntax, allowed value types 
are listed, and the definition of default values is 
explained. The state-of-the-art of (SPICE, 2006) 
pointed out that conditional constraints are not 
supported in CC/PP. Moreover, the recommen-
dation clearly informs that a CC/PP profile may 
include sensitive data, and delegates the enforce-
ment of privacy to the application/system.

UAProf (User Agent Profile)  (WAP Forum, 
2001) is a CC/PP vocabulary for WAP (Wire-
less Application Protocol) enabled cell phones 
developed by the Open Mobile Alliance (OMA). 
The idea is that compliant cell phones have their 
capabilities described in a profile stored on a web 
repository so that adaptive services can gather this 
information in order to tailor content for embed-
ded web browsers. This vocabulary is focused 
on software and hardware capabilities, and thus 
does not cover preferences.

WURFL (Wireless Universal Resource 
File) [http://wurfl.sourceforge.net/uaprof.php] is a 
collaborative effort to build an open XML file 
that describes device profiles based on fixes of 
their UAProf profiles. This promising initiative 
addresses several shortcomings of the original 
UAProf approach in which profiles can be incon-
sistent across providers, not up to date, or even 
do not exist.

The Foundation for Intelligent Physical Agents 
(FIPA) also proposed a device description ontol-
ogy  (FIPA, 2002) that can be used to reason and 
make decisions on the best device and modalities 
to create a user interface in multi-agent systems. 
Due to the nature of multi-agent systems, this 
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approach differs from CC/PP in the manner of 
transmitting the profile. Instead of providing its 
complete profile on-demand, the terminal returns 
profile subsets adaptively to requests, allowing to 
set the granularity and scope of the required profile 
content in a gradual negotiation between agents. 
Whereas a CC/PP profile defines the capabilities 
for the software, hardware and the browser, FIPA 
Device Description supports the description of 
agent-related capabilities instead of the browser’s. 
However, it is possible to use this ontology in a 
CC/PP profile, similarly to UAProf.

Even though this approach is not based on 
semantic technologies, the UPnP (Universal 
Plug and Play) discovery protocol (UPnP Forum, 
2003) defines a XML language that can describe a 
physical device into a hierarchy of logical devices 
which map every hardware component of the 
device and thus its corresponding capability. A 
deeper study of UPnP is not in the scope of this 
chapter, but the modularity of this approach is 
interesting and should be considered in order to 
improve the re-usability of profiles, according to 
the fact that common hardware components are 
part of many devices.

semantics for multimodality

When devices and their capabilities are discov-
ered, their use for multimodal interaction requires 
additional negotiation and synchronization so 
that user interaction constraints and preferences 
are respected for a rich user experience. The 
constraints to validate cover the quality of render-
ing/sampling, the robustness of the connectivity, 
the privacy of exchanges (e.g. displaying emails 
on a public screen should be avoided), and also the 
environmental context and user preferences.

The members of the W3C Multimodal Interac-
tion Working Group propose their specifications 
of a Multimodal Interaction Framework (W3C, 
2003) based on a central Interaction Manager that 
connects user inputs (e.g. audio, speech, handwrit-
ing, keyboard…) and outputs (e.g. speech, text, 

graphics, motion…) to applications and on two 
other components, as shown on Figure 8:

• The Session Component, which handles the 
state management for application sessions 
that may involve multiple steps, multiple 
modality modes, multiple devices and/or 
multiple users.

• The System and Environment component, 
which handles the changes of device capa-
bilities, user preferences and contextual/en-
vironmental conditions.

The Interaction Manager coordinates data and 
manages the execution flow from various input 
and output modality components. It combines 
various user inputs for submitting meaningful 
actions to applications (multimodal fusion) and 
dispatches responses to the user through various 
output interfaces (multimodal fission).

Also proposed by the W3C Multimodal 
Interaction Working Group, the EMMA (Exten-
sible MultiModal Annotation) markup language 
(W3C, 2007) is a XML markup language for 
describing the interpretation of user inputs. An 
example of input interpretation is the transcription 
of a raw signal into words, for instance derived 
from speech, pen or keystroke input, or a set of 
attribute/value pairs describing a gesture. The 
interpretations of user’s input are expected to be 
generated by signal interpretation processors, 
such as speech and ink recognition, semantic 
interpreters, and other types of processors for use 
by components that act on the user’s inputs such 
as interaction managers. As shown on Figure 8, 
user inputs are processed in two layers to generate 
EMMA data which is integrated for submission to 
the Interaction Manager. The two layers of input 
processing consist of:

• Recognition components, which capture 
natural input from the user and translate 
them into a form useful for later processing. 
(e.g. speech to text, handwritten symbols 
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and messages to text, mouse movements 
to x-y coordinates on a two-dimensional 
surface…)

• Interpretation components, which further 
process the results of recognition compo-
nents by identifying the meaning/semantics 
intended by the user. (e.g. pointing some-
where on a map would result in knowing 
the name of the corresponding country, 
nodding or saying “I agree” would both 
mean acceptation from the user…)

Recommended by the W3C, EMMA is prob-
ably going to become a standard for annotation 
of multimodal inputs. It has shown its usefulness 
especially for speech-based dialog in extensible 
multimodal applications (Reithinger & Sonntag, 
2005; Manchón, del Solar, de Amores, & Pérez, 
2006; Oberle et al., 2006).

The IST project Mobilife proposed a solution 
(Kernchen, Boussard, Moessner, & Mrohs, 2006) 

to describe devices and modality services to form 
context-aware multimodal user interfaces. Their 
identified requirements include the deployment of 
a fission component implementing a rule-based 
algorithm on the device in order to adapt the user’s 
mobile multimodal interface best to the current 
situation. In the SPICE project  (Kernchen et al., 
2007), the « Multimedia Delivery and Control 
System » depicted on Figure 9 has been developed 
as a part of the « Distributed Communication 
Sphere », is a multimodal platform relying on 
the W3C-recommended Synchronized Multi-
media Integration Language (SMIL) (Ayars et 
al., 2000), that supports multimodal fusion and 
fission. First, the « resource discovery system » 
of  the MDCS finds appropriate interfaces, then 
modalities are selected according to user prefer-
ences, context (e.g. Walking, driving), available 
resources in user’s DCS and provision constraints. 
Modality, device and network recommendations 
are proposed by the knowledge management 

Figure 8. The input process of the Multimodal Interaction Framework (W3C 2003), © 2003 World Wide 
Web Consortium
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framework. This implementation is available 
as an open source project [https://sourceforge.
net/projects/mdcs].

Trends and Issues

In this section, we have identified that semantic 
technologies have shown their usefulness to im-
prove the discovery, description and exploitation 
of multimodal interfaces. Several collaborative 
efforts have been carried out to describe device 
capabilities. Besides, multimodal platforms are 
emerging with standardization support from the 
W3C. This progress leads to the interface-agnostic 
aspect of ubiquitous computing, but the state of the 
art of multimodality has still not been transferred 
from researchers to end-users.

The vision of ubiquitous computing, in which 
any screen can be used to display personal infor-
mation, requires privacy enforcement mecha-
nisms, especially if public screens are expected 
to be shared as well for this matter. In the next 

part, we will study how semantic technologies can 
help enforcing privacy in such systems.

semantics for privacy

The vision of ubiquitous computing in which 
personal information flows in a highly networked 
ecosystem requires privacy enforcement mecha-
nisms, especially if public screens are expected 
to be shared for displaying such information as 
well as personal terminals. Although privacy is 
a very rich and specific research domain, in this 
part, we will study how semantic technologies 
can help to enforce privacy in ubiquitous systems 
by reviewing a few approaches that must be 
considered to enforce privacy in Social Ambient 
Intelligence systems.

According to (Damianou, Dulay, Lupu, & 
Sloman, 2001), the use of policies is an emerg-
ing technique for controlling and adjusting the 
low-level system behaviors by specifying high-
level rules. Policies enforced using semantic rule 

Figure 9. SPICE Multimedia Delivery and Control System (Kernchen et al. 2007), © 2007 Ralf Kernchen. 
Used with permission.
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engines are implemented in most secure semantic 
context-aware platforms studied earlier in this 
chapter. In their review of semantic web languages 
for policy representation and reasoning, (Tonti et 
al., 2003) explain that “the use of policies allows 
administrators to modify system behavior without 
changing source code or requiring the consent or 
cooperation of the components being governed”. 
KAoS and Rei are both semantic policy lan-
guages: KAoS is an OWL-based language and 
uses Java Theorem Prover to support reasoning 
whereas Rei uses Prolog and RDF-S. They also 
propose different enforcement mechanisms: 
KAoS requires the enforcers to be implemented 
and integrated in the system entities to control, 
whereas the Rei’s actions are to be executed out-
side the Rei’s engine.

(Shankar & Campbell, 2005) propose an 
extension to the ECA (Event-Condition-Action) 
rule framework, called Event-Condition-PreCon-
dition-Action-PostCondition (ECPAP). In this 
framework, actions are annotated with axiomatic 
specifications that enable powerful reasoning to 
detect conflicts and cycles in policies.

(Brar & Kay, 2004) propose “secure persona 
exchange” (SPE), a framework based on W3C’s 
Platform for Privacy Preferences (P3P) for se-
cure anonymous/pseudonymous personal data 
exchange. This framework allows users to nego-
tiate agreements with services that declare their 
privacy practices and request personal data. The 
P3P defines such a semantic service description 
format whereas privacy preferences are described 
using the APPEL language (A P3P Preference 
Exchange Language). SPE addresses the follow-
ing identified end-user requirements: purpose 
specification, openness, simple and appropriate 
controls, limited data retention, pseudonymous 
interaction and decentralized control.

Trends and Issues

We have identified three semantic models that 
can be used to enforce privacy in ubiquitous 

systems: rule-based policies, ECA-based policies 
and secure exchange negotiation according to 
privacy preferences. Although the last one is the 
only one to address the issue of secure exchange 
of personal information, these approaches are 
complementary and promising to enforce privacy 
in Social Ambient Intelligence systems.

semantics for the social 
Communications and a ctivities

In the era of social networking and the participative 
web, of always-connected chat messengers and 
virtual worlds, people communicate and exchange 
more and more over the Internet. If computers are 
expected to disappear, the communication and 
exchange paradigms must be adapted to take the 
context of the users into account and to leverage 
the social knowledge held in web platforms in 
order to improve the awareness (and thus, intel-
ligence) of Social Ambient Intelligence systems. 
One of the key points of such communications 
is user presence, because being online does not 
mean paying attention to any discussion at any-
time. The second point that we will discuss covers 
user profiling techniques and the expression of the 
social graph. Finally, promising technologies for 
augmenting social activities with the Internet in 
an interoperable way will be discussed.

User Presence and Communication

The major context information in a synchronous 
communication network is presence, which is 
information on reachability, availability, and 
status across all communication channels (e.g., 
networks, applications, transports over Internet, 
wireless and wireline).

Two major presence exchange formats are 
considered here. The first one is SIMPLE (Ses-
sion Initiation Protocol for Instant Messaging and 
Presence Leveraging Extensions), an extension 
of the SIP protocol recommended by the Open 
Mobile Alliance (OMA) that supports new features 
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such as: voice, video, application sharing, and 
messaging. Leveraging the communication and 
security of the IMS (IP Multimedia Subsystem) 
platform, SIMPLE extends the user’s presence to 
take into account the user’s willingness, ability 
and desire to communicate across all different 
kinds of media types, devices, and places. Even 
though it is not a semantic language, the Dutch 
project Freeband Awareness  (Bargh et al., 2005) 
chose the SIP/SIMPLE protocol for realizing a 
context-aware network infrastructure with the 
focus on secure and privacy-sensitive context ex-
change between a core network owner (e.g. a cell 
carrier) and external entities. In other projects, the 
use of SIP can be limited to exchanges that imply 
an interaction with the user: notifications, confir-
mations… In the SPICE project (M. Strohbach, 
E. Kovacs, & Goix, 2007), SIP is used to share 
presence information with the IMS platform and 
exchange data with the communicating user. On 
another hand, SPICE’s Mobile Ontology includes 
a presence ontology based on PIDF (Presence 
Information Data Format) which allows definitions 
of the user’s input, mood, contact relationship, 
place characteristics, current activity, and service. 
Transformation templates are provided to switch 
from the internal semantic representation in RDF 
into PIDF, and the other way round.

SIP has a wide range of possible uses but is 
not an optimal solution for all kinds of exchange. 
(Houri, 2007) criticized the weakness of SIP/
SIMPLE in domain scaling. Furthermore it ap-
pears (Saint-Andre, 2005) that SIP/SIMPLE does 
not support advanced messaging mechanisms 
like workflow forms, multiple recipients, reliable 
delivery and publish-subscribe which are useful 
for context-aware systems. PIDF has shown to be 
suitable for the SPICE project.

Profiling and Social Graph

Considering the user’s profile and social graph is 
important to personalize access to information 
and communication means. At a time when silo 

web-based social networking sites rapidly spread, 
many initiatives try to free our social data from 
these platforms using interoperable formats.

FOAF (Friend-of-a-Friend) (Brickley & 
Miller, 2007) is a RDF vocabulary based on an 
OWL ontology to describe people profiles, friends, 
affiliations, creations and other metadata related 
to people. FOAF’s vision is a decentralized and 
extensible machine-readable social network based 
on personal profiles. The profile contains descrip-
tions of personal user data, possibly his/her work 
history, and links to his/her contacts and affiliated 
services. Each person has a unique identifier, usu-
ally a hash of the email address. The community of 
FOAF users being principally made of researchers 
and semantic web enthusiasts, it does not com-
pete with popular social networks like LinkedIn 
[http://www.linkedin.com], Myspace [http://www.
myspace.com] or Facebook [http://www.facebook.
com]. Many tools have appeared, including FOA-
Fexplorer [http://xml.mfd-consult.dk/foaf/explorer/] 
which can be used to visualize FOAF profiles. 
However, there is a potential privacy issue with 
this language because selective privacy-aware 
views of a FOAF file are not addressed. It may be 
interesting to evaluate a mechanism similar to the 
conditional profiles proposed in the SPICE project 
or to enforce selective distribution of content using 
a policy-based system.

SIOC (Semantically-Interlinked Online 
Communities, http://sioc-project.org) represented 
on Figure 10 is an ontology-based framework 
aimed at interconnecting online community 
sites and internet-based discussions. The idea is 
to enable cross-platform interoperability so that 
conversation spanning over multiple online media 
(e.g. blogs, forums, mailing lists) can be unified 
into one open format. The interchange format ex-
presses the information contained both explicitly 
and implicitly in internet discussion methods, in 
a machine-readable manner. A similar approach 
is proposed by the OPSN (Open Portable Social 
Network, http://www.opsn.net/) initiative which 
also covers notification and synchronization of 
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contacts across platforms. However there is no 
existing implementation, and privacy control 
for personal published information seems not to 
have been addressed yet. DISO (distributed social 
networking, http://diso-project.org/), is yet another 
collaborative work to follow.

These initiatives would be a promising way to 
leverage consistent social relations, discussions 
and exchanges from various web platforms in order 
to build a more precise profile of user’s interests, 
like with the APML language (Attention Profiling 
Mark-up Language, http://www.apml.org/), and 
qualify the types of relations in order to improve 
the social communication experience.

Social Interactivity

Social networking sites (SNSs) have become very 
popular communication platforms on the Internet, 
enabling new ways for people to interact with 

each other. Although the proposed interactions 
are similar on most SNSs, each of these sites 
were developed as silos, and thus their social 
graph (i.e. the list of “friends”) and applications 
are not portable. We believe that consolidating 
SNS-based interactions is a key towards our 
vision of Social Ambient Intelligence, and that 
semantic technologies can help to solve this in-
teroperability issue.

With its open application platform, the social 
networking site Facebook became a huge Internet 
player in a few months, attracting many service 
providers and increasing their population of users 
significantly. Indeed, Facebook made it easy for 
application developers to leverage the user’s profile 
and social graph of the underlying platform, and 
thus bring user-friendly services with a social 
dimension. For example, as shown on Figure 11, 
the “Movies” application allows the user to rate 
movies so that his/her favorite movies are shown 

Figure 10. Overview of SIOC: Semantically-Interlinked Online Communities [http://sioc-project.org]. 
© 2006 John Breslin. Used with permission.
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on his profile page. But the most interesting aspect 
of this application is the possibility for friends 
to compare their movie tastes to evaluate their 
compatibility.

Because there are many existing social net-
working sites on the Internet that are adopting 
the application platform approach à la Facebook, 
Google initiated the OpenSocial project, an in-
teroperable framework to build applications on 
any compliant social networking site. However 
this framework implements basic contact man-
agement actions only and don’t have access to 
all the information and capabilities of all social 
networking sites. For example, some of them 
are capable of exchanging “pokes”, “gifts” and 
comments, but there is no interoperable way of 
invoking these capabilities from OpenSocial so 
far. This could be the opportunity to develop an 

ontology of social interaction which could be en-
riched by the platforms and gradually supported 
by applications without preventing them to work 
in degraded mode (e.g. by sending a comment 
instead of a gift, if this capability is not supported 
by the platform).

Trends and Issues

Despite the exponential popularity and value 
of Social Networking Websites (SNSs) on the 
Internet, the possible links between ubiquitous 
context-aware platforms and existing “Web 2.0” 
platforms (O’Reilly, 2005) have been neglected 
by academia, while Internet players are work-
ing together to build controlled interoperability. 
Although extraction of consistent knowledge 
from the Web 2.0 is not trivial (Gruber, 2006), 
there is a huge value in social networks sites (and 
user-generated content) that should be leveraged 
to extend the awareness of Social Ambient Intel-
ligence systems, as we will explain in the next 
section. We believe that proposing a common 
SNS interaction ontology in current collaborative 
efforts such as the OpenSocial project is a good 
track for researchers towards our vision of Social 
Ambient Intelligence.

Conclusions of the state-of-the-a rt

In this State-of-the-Art part, we have depicted an 
overview of several past and current approaches 
for context-aware systems, adapted human-sys-
tem interactions, privacy enforcement and social 
communications and activities. We have identified 
the assets of semantic technologies in all these 
domains, and several issues.

Whereas semantic technologies are a powerful 
tool to enable interoperability among heteroge-
neous entities, and to unify knowledge in a com-
mon model, we realise that existing research on 
Ambient Intelligence does not leverage the value 
of collective intelligence which has emerged with 
the Web 2.0 and its Social Networking Sites. In 

Figure 11. The “Movies” application on Face-
book,© 2008 Flixster, Facebook. Used with 
permission. 
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the next part of this chapter, we will respond to 
this paradox by defining our vision of “Social 
Ambient Intelligence” and proposing several 
research leads towards this vision.

r ealizing so Cial  a mbient  
intelligen Ce

In this part, we define our vision of “Social Am-
bient Intelligence” and propose several research 
leads towards this vision, based on our previous 
study.

w hat is social a mbient intelligence?

As explained in the Background part of this 
chapter, the vision of “Ambient Intelligence” 
consists in leveraging new technologies and tech-
niques (including context-awareness) to design 
applications that are user-centric, and thus more 
adapted to the user, his knowledge and his cur-
rent environment/situation. As the Web 2.0 gave 
birth to the concept of Collective Intelligence, 
which consists in generating knowledge from user 
contributions and interactions on the Internet, it 
sounds like leveraging this knowledge would be 
extremely valuable to increase the awareness of 
“Ambient Intelligence” systems. Assuming that, 
for instance, recommendations coming from 
friends are necessarily given more confidence 
than recommendations coming from predictive 
statistics, adding a social dimension to “Ambient 
Intelligence” would result in more relevant results 
for users, and thus a better user-centricity, which 
was the rationale of “Ambient Intelligence”.

Based on this analysis, we propose “Social 
Ambient Intelligence” (SocAmI) as an exten-
sion of “Ambient Intelligence” (AmI) that adds a 
social dimension in order to increase awareness, 
knowledge and intelligence of such systems. This 
social dimension would benefit from the “collec-
tive intelligence” of Web 2.0 platforms (such as 
Social Networking Sites), and therefore it will 

bring more relevance and confidence to users. 
The addition of this dimension also gives the 
opportunity to augment the user communication 
experience with new kinds of social interactions 
inspired by Social Networking Sites, without 
having to sit behind a computer.

As semantic technologies have been shown 
as an excellent framework to model, integrate 
and exchange formalized knowledge in a unified 
manner among heterogeneous agents/entities 
that constitute Ambient Intelligence systems, we 
believe in their capability to integrate the social 
knowledge gathered from the Collective Intel-
ligence of the Web users.

In the following paragraphs, we will discuss 
the issues and challenges implied by the realiza-
tion of Social Ambient Intelligence.

Converging with the social w eb

It is time for the social web, context awareness, 
and multimodal interfaces to converge into a 
Social Ambient Intelligence platform that en-
forces users’ privacy. We believe that semantic 
technologies are the best enablers for interoper-
ability, extensibility and intelligent exploitation 
of user, hardware and social web knowledge, in 
order to improve interactions between users and 
information. However, leveraging web knowledge 
in a semantic ubiquitous system may not be a 
trivial task according to (Strassner et al., 2007) 
who claimed that: in order for ontologies to be 
adopted by a system, this system should have a 
sufficient amount of semantic knowledge and 
minimal legacy information to carry. Indeed, 
the Semantic Web still being an unachieved vi-
sion (Berners-Lee, Hendler, & O. Lassila, 2001; 
Cardoso, 2007), most websites don’t rely on se-
mantic technologies to maintain their data. We 
have presented several initiatives that intend to 
create interoperable standards based on semantic 
technologies for universal use of user-generated 
content and communications kept in separate web 
platforms. Academics should get involved in this 
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process, in order to take into account the require-
ments of Social Ambient Intelligence platforms 
that will leverage these standards. In the mean 
time, web platforms APIs (Application Program-
ming Interface) can be used to build gateways be-
tween specific web social platforms and ubiquitous 
systems. For example, user feeds (e.g. Facebook’s 
mini-feed, twitter, del.icio.us) could be analyzed 
as an additional source of context knowledge in 
the aim of identifying user activities and profile. 
On the other hand, ubiquitous systems could also 
be used to push content to these platforms, e.g. 
automatic presence information inferred from 
the context.

bringing ubiquitous systems to 
people

Another issue that we want to address here by 
adding a Social dimension to Ambient Intelligence 
is the lack of integration and public visibility of 
research works related to Ambient Intelligence. 
The growing ubiquity of networks (infrastruc-
tures and ad-hoc), screens and mobile devices 
brings more exciting opportunities for people to 
communicate and exchange content but we lack 
interoperability standards, preventing people 
from experimenting state-of-the-art research 
results. In the meantime, innovative ubiquitous 
products appear on the market, such as electronic 
photo frames, widget displays, toys that can give 
weather reports and read emails, and powerful 
domestic management systems but they all work 
on their own because we lack common standards 
and platforms. One promising way of making 
people progressively adopt ubiquitous systems 
is to advertise them as applications on popular 
social platforms (e.g. Facebook), inviting users 
to deploy required software on their terminal 
to benefit from exciting new services that could 
possibly leverage users’ context and social graph. 
Some people may be reluctant to use such systems 

at first, but we believe that there are solutions to 
make them accept them.

g ain t rust from potential users

Potential users of ubiquitous context-aware sys-
tems can be reluctant for the following reasons:

�. Privacy

Users will be concerned with the idea of provi-
sioning private contextual knowledge (such as 
user positioning) to a “black-box” system which 
they may not trust, because they are afraid of 
loosing control of this information (Abowd & 
Mynatt, 2000), of being tracked or even spied 
(Bohn, Coroama, Langheinrich, Mattern, & Rohs, 
2004). Moreover, most Internet users are already 
concerned with spam, and many already complain 
about profiling operated by web sites to improve 
the relevance of advertising; therefore sharing 
contextual knowledge can be seen as a major threat 
for privacy and control of personal information. 
We believe that advertising should be taken into 
account as the fair counterpart of a service, but 
it must be moderated by the system. E.g. a mu-
sic recommendation service that advertises live 
performances and merchandising of one’s favorite 
artists seems like an fair service that benefits both 
the user and the service provider, if the user is 
fond of music. Nevertheless, the user must con-
stantly be in control of his private information, 
and confidentiality/security of exchanges must be 
enforced using mechanisms such as pseudonymity 
or cryptology. The transparency of the ubiquitous 
system’s implementation and knowledge base can 
be a major source of trust for users, like it has 
been with open source software.

�. Intrusion

The subscription to many services that have ac-
cess to extensive knowledge about users (e.g. their 
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interests, their social network) and also privacy 
policy management can lead to digital pollution. 
Users could receive hundreds of recommenda-
tions, being asked hundreds of questions about 
their current situations and confirmations for 
proposed relevant actions to undertake. Research 
must be carried out to moderate explicit user in-
teraction (i.e. requests and notifications) without 
compromising intended communications, user 
awareness and control. A promising approach 
for semi-autonomous control of user private data 
is the use of policies. However, as (O. Lassila, 
2005) pointed out, we need a rich representation 
of policies so that users can define and visualize 
their privacy rules in a clear and easy way, and 
delegate their enforcement to the system.

In this section, we have sketched our vision of 
Social Ambient Intelligence. Main issues consist 
of the convergence of Ambient Intelligence with 
the Social web, the involvement of end-users with 
current research works, the definition of common 
standards, and the trust to be gained from users 
(regarding privacy and intrusion).

Con Clusion

In this chapter, we have reviewed several uses of 
semantic technologies for context management, 
adaptive human-system interaction, privacy 
enforcement and social communications in the 
scope of Ambient Intelligence. Based on identi-
fied benefits and lacks, we defined our vision 
of “Social Ambient Intelligence” and proposed 
several research leads towards the realization of 
this vision based on the convergence of Ambient 
Intelligence, Collective Intelligence of the Social 
Web and Semantic Technologies. Through our 
involvement in several ongoing European, national 
and internal research projects, we will strive to 
focus our research on these points and to convey 
our position and trends to our collaborators.
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a bstra Ct

The delivery of real-time, context-aware, and personalized information to end-users for mobility sup-
port is a high-priority objective in improving mobility services efficiency and effectiveness. This chapter 
aims at providing an analysis of existing studies in the field of context awareness research targeted to 
the infomobility application domain. The authors propose an evaluation framework for infomobility 
services based on the elicitation of context information items and high-level requirements. The frame-
work is applied to some relevant state-of-the art research works among personal navigation systems, 
infomobility service integration frameworks and context-aware location-based communication platforms. 
Evaluation results are discussed in order to highlight open research challenges in the infomobility ap-
plication domain.

introdu Ction

The mobility of people and goods and the ef-
ficiency of transport systems are calling for 
requirements which are more and more critical 
in our society in terms of social, economical and 
individual issues. Traffic congestion and related 
environment problems represent serious threats 

to citizens’ quality of life and economic devel-
opment. According to a study for the European 
Commission, it is estimated that congestion costs 
will represent 1% of the gross domestic product 
of the European Union in 2010 (European Com-
mission, 2001).

In order to face these problems, national and 
local governments are promoting several efforts 
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to make mobility more efficient and sustainable. 
Sustainable mobility relies on the capabilities of 
optimizing each transport mode with respect to 
safety, environmental friendliness and energy 
efficiency.

Obviously, proper actions for transport ser-
vices and infrastructure enhancement are needed 
in order to improve the efficiency and effectiveness 
of mobility services. Nonetheless, providing valu-
able on-time information services to end-users 
can strongly contribute to more efficient mobility. 
Thus, the delivery of real-time and personalized 
information services to end users for mobility 
support (i.e. “infomobility services”) is a high-
priority objective. At present most commercially 
available infomobility services are conceived 
as static information delivery. They are usually 
targeted to drivers and rarely to pedestrians and 
often focus on a single transportation mode (e.g. 
either private, pedestrian or public transport) 
(Rehrl et al., 2007). As a consequence, the bur-
den of managing different transportation modes 
when planning travel and modifying travel plans 
according to up-to-date information about traffic 
events (e.g. accidents and congestion, parking 
places availability, delays in public transportation) 
is mainly placed on end-users.

Infomobility services typically include a wide 
range of services: navigation, route planning and 
re-planning, geo-referenced content delivery 
(e.g. Points of Interest descriptions, localization 
of nearest shops, railway and bus stations, park-
ing facilities, etc.), alerts about critical events 
(incidents, congestion, public transport delays, 
etc.), payment services and facilities booking 
(e.g. parking and seat reservation). Infomobil-
ity services for mobility of persons can also be 
named as Traveler Information Services (U. S. 
Department of Transportation, 1998).

Research on context-awareness can provide 
significant progress in the infomobility appli-
cation domain with respect to the systems and 
applications state of the art. As a matter of fact, 
information delivery for user mobility support 

(infomobility) is a domain that is especially 
challenging for research activities in the field of 
context awareness. This is due to several reasons, 
but mainly because application focus is on user 
location, which is a first-level context attribute. 
Not surprisingly, initial research studies on con-
text awareness have focused on location-aware 
applications, such as the Active Badge Location 
System (Want et al., 1992) and location-aware 
tour guides (Abowd et al., 1997; Cheverst et 
al., 2000). In the infomobility domain, location 
strongly influences user information and service 
requirements, as well as other contextual attributes 
(especially those related to the environment sur-
rounding the user). User requirements for info-
mobility services’ content and delivery channel 
adaptation may be influenced by context events, 
such as incidents, traffic congestion and public 
transport delays that may require assisting users 
with appropriate navigation services and re-plan-
ning trip schedules.

A relevant challenge is also determined by 
the fact that in this application domain, context 
knowledge should include a large amount and a 
variety of information (ex. user location, current 
transport mode, traffic and public transport events, 
weather conditions, etc.) to be appropriately ac-
quired and managed in order to provide users with 
up-to-date, reliable and complete information for 
navigation and mobility assistance.

a im of the Chapter

Our objective is to investigate how research on 
context-aware and mobile communication and 
computing might provide significant progress in 
the infomobility domain, with special focus on 
persons’ mobility.

This chapter aims at providing an analysis of 
existing research studies and trends in the field 
of context awareness research targeted to the 
infomobility application domain. Several surveys 
and state-of-the-art analyses exist in the field of 
context-aware mobile computing and applications 
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(Baldauf et al., 2007; Bernard, 2006; Saha & 
Mukherjee, 2003; Anagnostopoulos et al., 2007; 
Henricksen et al., 2005). Some studies have also 
focused on the delivery of location-based services 
(D’Roza & Bilchev, 2003; Dao et al., 2002; Barnes, 
2006). We argue that a special analysis should be 
devoted to the infomobility application domain, 
due to its own specific features and requirements 
which distinguish it from the wider “location-
based services” application domain.

This paper is organized as follows: Section 
II clarifies what we mean with the term “con-
text-awareness” in the infomobility domain. In 
Section III we discuss main high-level require-
ments in designing information services for more 
efficient mobility. The result of this analysis is a 
set of criteria used for evaluating some state of 
the art studies in Section IV and V. Section VI 
briefly presents related studies which have not 
been selected for evaluation but have provided 
relevant results. Section VII concludes the paper 
by highlighting open research issues for infomo-
bility service design and motivating our future 
research activities.

Context  awareness  for   
infomobility

Context awareness is a concept which can be ap-
plied to several application domains (e.g. smart 
homes, e-health, emergency management) with 
the objective of designing applications which 
should be responsive to specific contexts and 
situations, helping end users in their activities 
and improving their quality of life. A definition 
that has been widely accepted in the international 
research community is the one provided by Abowd 
et al. (1999): “Context is any information that 
can be used to characterize the situation of an 
entity. An entity is a person, place, or object that 
is considered relevant to the interaction between 
a user and an application, including the user and 
applications themselves.”

According to this definition, a designer can 
define what context is according to the target 
application domain requirements. As a general 
approach, context information should describe 
the “who”, “what”, “why”, “where” and “when” 
attributes influencing the interaction between a 
user and the application. 

Based on the five coordinates “who”, “what”, 
“why”, “where” and “when” we try to define ba-
sic context items for context-aware infomobility 
services (see Figure 1).

Who? This may consist of all the information 
concerning the user with respect to mobility, for 
instance his/her preference for public or private 
transport means or walking, and his/her habits 
(e.g. going to work at the same time every day). It 
may also include the fact that the user is travelling 
alone or in a group. The value of these context 
items could be exploited to adapt system decisions 
for proposing transport means and itineraries 
optimized according to time, costs and other 
user-dependent parameters.

What? This dimension may refer to “what the 
user is doing” and “what mobility and transport 
services are available”. Some examples of user 
activity and mobility status are: planning and/or 
re-planning his/her route; driving his/her own 
vehicle; being a passenger of public transport; 
walking in transfer sites; in-door visiting or 
staying at a specific place; controlled-gate access 
(highway, parking areas, tunnels, local buses, etc.). 
Knowledge of this kind of information should 
be properly exploited in order to minimize the 
required level of user attention with respect to 
what the user is doing (e.g. driving a vehicle) by 
choosing the appropriate interaction channel (e.g. 
text-based or voice based interface). 

Information about available mobility and 
transport services may include planned mobility 
and transport services information (road networks, 
public transport itineraries), as well as unexpected 
events related to mobility and transport services 
(e.g., road incidents, traffic congestions, etc.), 
which may influence user mobility and planned 
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services. Infomobility services should adapt to 
such information by accordingly planning and/or 
re-planning user itineraries in order to offer up-
to-date and reliable information and assistance.

Why? The purpose of the user’s journey can be 
exploited in order to appropriately adapt content 
delivery. For instance, users moving for holiday 
might appreciate a proactive delivery of the Points 
of Interests’ description, while users moving for 
work might be more interested in information such 
as available network connectivity and facilities in 
transit places (e.g. meeting and conference rooms 
in airports and railway stations).

The Where and When dimensions of context 
information are extremely important for pro-
viding effective infomobility services. Firstly, 
infomobility services should provide up-to-date 
location-based content. Secondly, also context 

items pertaining to the above-mentioned catego-
ries (who, what and why) may be enriched with 
geographical and time references. For instance, 
geographical and time references may be needed 
to properly exploit and correlate information 
about mobility and transport services (what?) 
and to adapt services according to user location 
at a certain instant of time (who?).

Where? A “location” context item may refer 
to user current location, as well as to intermedi-
ate locations in the user itinerary. Moreover, as 
mentioned above, other context items may also 
be associated to location information (i.e. geo-
referentiation). Location may be represented in 
terms of physical or logical information. Physical 
location is represented in terms of geographi-
cal coordinates according to standard reference 
systems; logical location is usually represented in 

Figure 1. Context Items for infomobility services 
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terms of symbolic information, such as “at home” 
or “at work” (Hightower & Borriello, 2001).

 When? A timing reference can be used to 
characterize user current location and conse-
quently to determine the progress with respect 
to a planned itinerary. Timing information can 
also be associated to a planned, monitored or 
estimated timetable of public transport vehicles 
and road network events.

requirements  for  Context -
aware  infomobility  ser viCes

Several reviews on general-purpose context-
aware computing exist (Baldauf et al., 2007; 
Henricksen et al., 2005, Chen & Kotz, 2000; 
Strang & Linnhoff–Popien, 2004). The evaluation 
methodology proposed by Baldauf et al. (2007) 
is based on a conceptually layered framework 
that includes the following functions: architec-
ture, sensing, context model, context process-
ing, resource discovery, historical context data, 
security and privacy. Henricksen et al. (2005) 
have distinguished the following requirements 
for middleware in context-aware systems: support 
for heterogeneity, support for mobility, scalability, 
support of privacy, traceability and control, toler-
ance for component failures, ease of deployment 
and configuration.

The above-mentioned studies provide compre-
hensive reference frameworks for the evaluation 
of context-aware systems, but they are not spe-
cifically targeted to the infomobility application 
domain. Moving from these previous studies 
on context-awareness, we attempt to provide an 
evaluation framework targeted to the infomobil-
ity domain. In the following we describe a set 
of requirements that should be satisfied in plan-
ning and deploying context-aware infomobility 
services for tourists. The analysis is based on our 
previous work (Paganelli et al., 2006; Paganelli 
et al., 2007) and on some available studies, such 
as the analysis of end user needs concerning 

infomobility (Infopolis2 Project, 1999), expert 
evaluations of technological challenges (Safety 
Forum – Working Group RTD, 2006), as well as 
the above-mentioned reviews on context-aware 
systems.

We have elicited a set of seven requirements. 
Five requirements are general and could be ap-
plied to evaluate also other kinds of context-aware 
distributed systems: seamless service continuity, 
compliance with standards for interoperability 
and dynamic integration of information sources, 
personalization and user interaction adaptation, 
information reliability, security and privacy. 
Hereafter these requirements are discussed with 
the aim of highlighting issues specifically related 
to the infomobility application domain, and thus 
eliciting attributes which are used in evaluating 
state-of-the-art infomobility projects in the fol-
lowing sections.

We also considered two requirements that 
are more specific to the infomobility application 
domain, as they are related to managing mobility 
and transport information: awareness of real-time 
situations about mobility and support for transport 
multimodality. 

In this discussion we did not consider other 
requirements, even if relevant for the design and 
evaluation of context-aware distributed systems. 
Some of these requirements are, for example:

• Ease of deployment and configuration: the 
easiness for users to deploy and configure 
a context-aware system (Henricksen et al., 
2005).

• Traceability and control: the state of the system 
components and information flows between 
components should be traceable in order to 
provide adequate understanding and control 
of the system, in order to enable mechanisms 
for estimating the occurrence of possible 
system malfunctioning and/or management 
of system faults.

• Scalability: the system should continue to 
function well as it is changed in size, for 
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instance if the number of users increases or 
new mobility-related information sources (i.e. 
sensors, weather services, mobility servers, 
etc.) are used in the system.

• Dependability: a property of a computer sys-
tem such that reliance can justifiably be placed 
on the service it delivers (Randell, 1998). 
Such a requirement is especially challenging 
for pervasive and context-aware systems, as 
they should dynamically adapt to changing 
situations, inferred on the basis of informa-
tion acquired from heterogeneous distributed 
sources.

Such requirements have not been taken into ac-
count in this evaluation as they can be discussed in 
terms of architectural patterns and technological 
implementation details, but they do not represent 
specific issues of the infomobility domain. 

seamless service Continuity

End user’s access to infomobility services should 
be “always-on”. This requirement is relevant for 
several application domains, but it is especially 
challenging for the infomobility application do-
main. As a matter of fact, while the user is mov-
ing, service access may be compromised, mainly 
due to possible changes in the communication 
infrastructure. End user mobility within short (e.g. 
urban environment) as well as long distances (e.g. 
driving on the highways) may strongly influence 
user capability in accessing infomobility services. 
Changeable factors that can compromise such ca-
pability may include: user device features (e.g. PC, 
PDA, vehicle on-board device), different access 
networks (e.g. Wi-Fi, WiMax, cellular networks, 
etc.) and heterogeneous network operators, as well 
as related network characteristics such as billing 
and available bandwidth. Providing seamless 
always-on access to information requires proper 
mechanisms to mask these discontinuities. 

An extended analysis of communication re-
quirements of the Intelligent Transport System 
(ITS) is provided in (Fiedler et al., 2005). In this 
study, ITS services are classified in five categories 
(i.e. public streaming service, individual mes-
saging service, backwards streaming service, 
selective streaming service, personal interactive 
service), and their communication needs in terms 
of availability, performance, security and cost 
are represented in a format which is suitable to 
be matched with network parameters.

In the field of ubiquitous communication these 
research challenges are specifically addressed with 
the term “Seamless mobility”. Seamless mobility 
can be intended as uninterrupted service access, 
independently from available networks and user 
devices, thus enabling the users to move across 
different access networks and change computing 
devices. As specified by the International Tele-
communication Union (2006), seamless mobility 
can include: 

• Terminal mobility: the ability of a terminal 
to change location and still be able to com-
municate.

• Personal mobility: the ability of a user to 
maintain the same user identity irrespective 
of the terminal used and its network point of 
attachment. 

• Service mobility: the ability of a user to 
use the particular service irrespective of the 
location of the user and the terminal that is 
used for that purpose.

All-IP communication platforms are now 
seen as potential candidates for providing seam-
less mobility. An approach based on Mobile IP 
for handling terminal mobility at the IP layer is 
described in (Morand & Tessier, 2002). SIP is an 
application-layer protocol that inherently supports 
personal mobility and can be extended to support 
service and terminal mobility (Schulzrinne & 
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Wedlund, 2000). Multilayered approaches are 
also being discussed in (Wang & Abu-Rgheff, 
2003; Zeadally et al., 2004).

One further aspect, which can be included 
in the “seamless continuity” requirement, is the 
capability of an infomobility system to provide 
assistance both in the pre-trip and on-trip phases 
and in different mobility statuses (e.g. walking, 
driving a private vehicle, being passenger in public 
transport means). The concept of seamlessness 
may also include the system’s capability to con-
tinuously support user needs by providing both 
push- and pull-based information delivery. The 
proper delivery modality should be chosen ac-
cording to different parameters, such user prefer-
ences, interests and current activity (e.g. “visiting 
a cultural heritage site” or “driving a vehicle”) as 
well as technological requirements.

a wareness of r eal-t ime situations 
about mobility 

Infomobility services should be managed and 
delivered by exploiting awareness of real-time 
situations about mobility in order to provide us-
ers with complete and updated information. Such 
awareness should include both static (e.g. carto-
graphic data, public transport scheduled routes) 
and dynamic information (e.g. traffic status, public 
transport real-time schedules, weather forecasts). 
This information might be exploited in order to 
adapt infomobility services’ content (e.g., for dy-
namic route re-planning), delivery paradigms and 
channels (e.g. push/pull, audio/text) to changing 
mobility conditions and traffic events. Context 
data sources needed to acquire information about 
mobility situations usually include heterogeneous 
sensors and monitoring applications. Moreover, 
different context data providers, such as traffic 
monitoring centers, public transport operators 
and municipalities may be required to interop-
erate. Nowadays the capability of organizing 
and exploiting user-generated content is being 
experimented (Holone et al., 2007). This approach 

based on user communities can potentially enrich 
awareness of mobility situations, but is likely to 
highlight information reliability requirements 
(see below).

support for t ransport multimodality  

Transport multimodality (e.g. bus/railways/boat, 
public/private transport) is a key approach to-
wards more sustainable and safe mobility. The 
objective of achieving an optimal exploitation 
of current transport and road infrastructure in 
order to decrease current congestion rates may 
be facilitated by delivering accurate and real-time 
multimodality information (Safety Forum – Work-
ing Group RTD, 2006). Nowadays, information 
about public transport-based itineraries can be 
obtained via pre-trip web-based research, while 
most personal and mobile navigation systems 
are conceived for car driving. At present, in-car 
navigation systems and multi-modal trip plan-
ning systems are non-interoperating domains 
(Rehrl et al., 2007). Completeness, freshness and 
validity of information delivered to end users are 
essential requisites to effectively support transport 
multimodality. Support for this requirement is 
thus strictly tied to the previous one, in terms of 
the integration of heterogeneous information for 
both private and public transport.

Compliance with standards for  
interoperability and the dynamic 
integration of information sources

Delivering real-time and reliable mobility services 
requires the integration of heterogeneous, geo-
referenced, static and/or dynamic information 
coming from different and autonomous sources, 
such as transport operators, public institutions and 
traffic management centers. Interoperability and 
the integration of such heterogeneous information 
require a wide agreement on common rules and 
models for information exchange. At present, 
some standard specifications for exchange of 



  ���

An Evaluation of Context-Aware Infomobility Systems

infomobility information exist. Examples of Euro-
pean standards based on XML and Web Services 
technologies include DATEX, a specification for 
traffic event information exchange (European 
Commission - DG for Transport and Energy, 
2006), SIRI, a standard specification for public 
transport information exchange (CEN TC 278, 
2006) and TRANSMODEL, a conceptual data 
model for public transport operation and manage-
ment (CEN TC278, 1997). The Open Geospatial 
Consortium (2007) has published international 
specifications for location-based services, such as 
route planning and geo-referencing. Nonetheless, 
most available route planners, navigation and map 
services do not offer open and standard interfaces 
for third party service integration. Semantic-based 
service-oriented architectural design is a promis-
ing approach towards semantic interoperability 
and service integration offered by heterogeneous 
providers, but research is still at an early stage 
(Vetere & Lenzerini, 2005).

personalization and user interaction 
a daptation

Personalization concerns how information ser-
vices should adapt to user profile and preferences. 
In the infomobility application domain this ap-
proach should be focused on user preferences and 
profile explicitly related to mobility (e.g. physical 
disabilities or preference for private transport). 
Service delivery and user interaction should be 
adapted according to several parameters, such as 
different user devices (e.g. mobile phones, PC, 
in-car navigation systems), preferences, profiles 
and current contexts. For instance, navigation and 
assistance services should adapt to a user’s cur-
rent mobility status, as a user’s spatial behavior 
is different in walking or car-driving situations. 
Different techniques can be used for user profiling 
(individual or group profiling): manual input or 
more sophisticated techniques (learning technolo-

gies, collaborative filtering). Moreover, several 
techniques can be adopted for application adapta-
tion to user profiles and contexts (e.g. rule-based 
adaptation, machine learning algorithms, etc.). An 
evaluation of existing predictive algorithms for 
personalizing a mobile application is proposed 
by Nurmi et al. (2007).

information r eliability 

Information delivered to end-users should be 
reliable or should at least respect specific service 
levels agreed upon with the end-users. Imprecise, 
incomplete, or wrong information could compro-
mise attaining the final objective (supporting users 
in their mobility) and thus cause the users’ disaf-
fection with infomobility services. This problem 
may arise as infomobility services have to be 
based on the integration of different information 
sources, usually managed by different providers 
(for instance, user-generated content can also be 
exploited for updated information about mobil-
ity). Analogously, context data can be acquired by 
heterogeneous sensors with different precision and 
reliability characteristics and managed by differ-
ent subjects. As a consequence, a huge amount of 
heterogeneous, probably redundant and incoher-
ent information has to be properly processed and 
managed in order to provide reliable information 
to end-users. Information modeling and manage-
ment techniques for assuring information quality 
and reliability are required to guarantee a wide 
acceptance of infomobility services. A method 
for measuring context information quality in 
ubiquitous environments has been proposed by 
Younghee & Keumsuk (2006). The method is 
based on the following quality dimensions: ac-
curacy, completeness, representation consistency, 
access security and up-to-dateness. Furthermore, 
trust and reputation systems can be applied to 
estimate the reliability of user-generated content 
(Jøsang et al., 2007).
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privacy and security  

The effectiveness of context-aware infomobility 
services strongly depends on the continuous and 
distributed acquisition and processing of user-
sensitive data, such as current position, activity, 
physical disabilities and health status. Thus, 
achieving a wide user acceptance of infomobil-
ity services requires the adoption of techniques 
for privacy protection and user perception on 
personal data control. Techniques for protecting 
privacy of the user’s identity and location may 
include anonymity, pseudonimity, cryptography, 
policy-based privacy systems, etc. Cardoso and 
Issarny (2007) proposes a taxonomy for privacy 
invasion attacks and classification of existing 
privacy enhancing technologies according to the 
protection provided for those attacks. 

When dealing with context-aware and perva-
sive systems, traditional approaches to security 
may be not satisfactory. This is mainly due to the 
strong relevance that user interaction with the 
physical environment and with related contextual 
attributes plays in context-aware applications. 
This scenario may require security techniques to 
be flexible enough for providing different levels of 
security services based on system policy, context 
information, environmental situations, temporal 
circumstances and available resources (Campbell 
et al., 2002).

infomobility  ser viCes : st ate  
of  the  art  short  anal ysis

This section provides an analysis of some rel-
evant state of the art research and experimental 
activities in the infomobility application domain. 
At present, the term “infomobility” is widely 
adopted by European research communities and 
industries (European Commission, 1999), but 
it is not widely diffused at international level. 
Nonetheless, a huge amount of research projects 
may be related to this application domain. As 

already mentioned in the introductory section, 
infomobility deals with providing users with 
information useful for their mobility and may 
include navigation, multimodal route planning 
and re-planning (including services for  book-
ing transport facilities), location-based content 
delivery, alerts about events which can have an 
impact on user mobility in the pre-trip, on-trip 
and post-trip phases. To summarize, infomobility 
includes these main issues: navigation information 
targeted to personal user mobility plan, integra-
tion of information about multimodal transport, 
location-based content delivery and multi-modal 
communication channels.  

To the state of our knowledge, research stud-
ies covering the whole infomobility domain do 
not exist. Nonetheless, many research activities 
and projects have tried addressing some of the 
above-mentioned issues. Hereafter we propose 
a categorization schema, where each category 
represents one or more of the above-mentioned 
issues. In choosing the following categories, we 
have also tried to represent the most diffused 
patterns in collected research studies. 

• Personal navigation systems: services for 
navigating  pedestrian routes, public trans-
port or private vehicles (related to the issue 
“navigation information targeted to personal 
user mobility plan”);

• Infomobility integration frameworks: systems 
designed to allow the integration of different 
information repositories about mobility (re-
lated to the issue: integration of information 
about multimodal transport);

• Context-aware location-based communi-
cation platforms towards Next Generation 
Networks (related to the issues: location-based 
content delivery and multi-modal communi-
cation channels).

We collected research studies in the area of 
context awareness and infomobility by searching 
in major electronic research databases (IEEE 
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Explore, ACM Digital Library, Science Direct) 
as well as web search engines (e.g. Google and 
Google Scholar). We also identified and collected 
studies from main international conferences in 
the domain.  Among the rich amount of research 
papers that we found we chose a set of nine papers 
for evaluation using the following selection criteria 
(in order of priority): originality of methodology 
and novelty of research results, specific focus on 
one or more of the above mentioned categories, 
most recent publication date.

Many valuable research papers have thus not 
been selected, but many of them are worth men-
tioning. The section “Related work” provides a 
brief overview of relevant contributions which 
could no be taken into account in this study.

personal navigation systems

Personal Travel Companion  

Rehrl et al. (2007) have designed and implemented 
a prototype, named Personal Travel Companion, 
aiming at providing users with continuous as-
sistance services including personalized multi-
modal trip planning in the pre-trip phase as well 
as mobile multi-modal trip management in the 
on-trip phase. They have realized a smart-phone 
based application for orientation and guidance in 
complex public transport buildings. 

The prototype provides door-to-door multi-
modal route planning accessible from a desktop 
PC or a mobile device. The route is calculated 
on integrated public transport, road and pedes-
trian networks. User preferences (e.g. preferred 
transport modes, mobility requirements, options 
and time constraints) are taken into account by 
the system for calculating personalized routes. 
Personalized routes can be stored in order to keep 
a personal history of planned routes, frequent 
itineraries, etc.

On-trip assistance services are delivered by 
means of multimodal extensions to in-car naviga-
tion systems or a mobile personal travel companion 

on smart phones. Continuity and seamlessness 
of guidance and assistance are approached by 
means of mobile multimodal trip management on 
different devices and navigation and orientation 
to the destination address (included pedestrian 
navigation inside transfer buildings). As a matter 
of fact, the system integrates services for both the 
pre-trip and on-trip phase. Moreover, navigation 
help is also provided in transfer buildings (e.g. a 
parking where travelers change from car to public 
transport). Real-time awareness of the mobility 
situation is not guaranteed and context awareness 
is conceived only in terms of service content ad-
aptation according to user location, preferences 
and transport means. Service access relies on 
GPRS connectivity, thus seamless always-on 
access supported by converged communication 
platforms is not specifically addressed in this work. 
The prototype does not include mechanisms and 
techniques aiming at coping with information 
reliability, privacy and security requirements.

Smart Travel Information Service 
(STIS) 

STIS is a system that offers travelers a multimodal 
journey planning service aimed at bridging the 
coordination gap between the available transport 
systems (Brennan & Meier, 2007). Journey plans 
are created based on the preferences expressed 
by end-users and integrate static and dynamic 
information about traffic and public transport. 

The STIS is a middleware platform that uses 
transport data made available by a data layer, 
named iTransit Framework, and uses an HTTP 
interface to provide users with personalized jour-
ney plans. The service can be accessed by PCs or 
mobile phones and it is implemented by means 
of an XML message exchange over an HTTP 
connection. The iTransit framework (discussed 
below) integrates information coming from dif-
ferent legacy systems based on a common spatial 
data model. Context is here conceived in terms of 
updated traffic and public transport information, 
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while user context awareness (e.g. location) is not 
an object of the application. Moreover, the focus 
of the application is on journey planning rather 
than on navigation help during the on-trip phase. 
Real-time information on mobility conditions may 
be acquired by integrating traffic and transport 
monitoring centers via the iTransit Framework, 
but the system does not support dynamic re-plan-
ning on user routes based on real-time informa-
tion, such as public transport delays and traffic 
congestions.

Navitime 

Navitime is a mobile navigation service that is 
offered in Japan and used by a large number 
of users (1,82 million of user were estimated in 
January 2007) (Arikawa et al., 2007).  Navitime 
provides users with itinerary calculations and 
on-route guidance services combining several 
types of transportation: walking, driving and 
riding trains, taxis and airplanes. 

Navitime is a distributed system: servers 
compute routes and generate maps, mobile phone 
clients capture location information, handle user 
input, download data, visualize maps, and handle 
interruptions through incoming email messages 
and phone calls. Routes are selected based on a 
set of criteria, including fastest route, minimized 
travel expense, transfer and walking distance. 
Contextual information which is managed by the 
system includes user location, acquired through 
GPS-enabled devices or manually specified by 
end users and used to adapt navigation and as-
sistance services to current location, mobility and 
transport information and other geo-referenced 
information used to annotate maps and routes 
(e.g. additional weather information, amount of 
carbon dioxide emitted for each route). 

Navitime integrates mobility information 
coming from heterogeneous data suppliers by 
converting them into four common formats: Dfor-
mat for timetable data, Mformat for road network 
data, Vformat for 2D map data representation 

and V3Dformat for 3D map data representation. 
Publicly available documentation does not make 
any explicit reference to Navitime’s compliance 
with existing standards for mobility-related in-
formation exchange and storage.

Further considerations about personalization, 
real-time mobility information availability, seam-
less mobility access and information reliability 
cannot be provided due to lack of publicly avail-
able documentation.

Evaluation of Presented Personal 
Navigation Systems

In this paragraph we discuss how the above men-
tioned personal navigation systems address the 
set of requirements proposed for the infomobility 
application domain.

Seamless mobility is tackled in different ways 
by these systems. The Personal Travel Companion 
focuses on uninterrupted navigation help, even 
inside transfer buildings, thus addressing seam-
less mobility at the information level. In STIS and 
Navitime, seamless service access is demanded 
for cellular network communication, but no 
special focus is dedicated to terminal, service or 
personal mobility. 

All research projects provide a minimal level 
of awareness of the real-time mobility situation by 
providing basic features in user location detection 
and location-based content delivery. Knowledge-
based dynamic information services of real-time 
mobility situations (e.g. delays, congestions, etc.) 
are not explicitly supported by any of the analyzed 
studies. Nonetheless, such services would be ex-
tremely useful especially in enhancing multimodal 
travel planning services, as those delivered by 
STIS, Personal Travel Companion and Navitime, 
with additional features for dynamically adapting 
and re-planning user multimodal routes. 

Personalization is realized in the Personal 
Travel Companion and STIS by adapting multi-
modal trip planning to user preferences, whereas 
Navitime puts more concerns on managing 
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privacy-sensitive information. More precisely, 
with Navitime, privacy-protection is managed by 
detaching and encrypting personally identifiable 
information before forwarding service requests; 
also, stored location-search queries are not linked 
to user identifiers.

Differences between Navitime and the other 
two systems with respect to privacy and personal-
ization are probably due to the fact that Navitime 
is a commercial service, with a wide user basin 
(almost 2 million users in Japan), and thus is more 
concerned with respecting regulations on user 
sensitive data, rather than providing advanced 
personalization features.

None of the analyzed personal navigation 
systems seem to adopt international standards 
for mobility data exchange.

infomobility integration f rameworks

iTransit 

iTransit is the framework for a multi-layered 
Intelligent Transport System (ITS) architecture 
designed for integrating novel as well as legacy-
intelligent transport systems (Meier et al., 2005). 
The framework is based on a multi-layered ob-
ject data model. Interoperability is achieved by 
specifying this common data model as the basis 
of a federated architecture of heterogeneous and 
legacy ITS systems. The model contains spatial 
and temporal aspects of transport and traffic 
data and represents a unified mechanism for 
querying and processing information coming 
from heterogeneous ITS systems. It also includes 
global data layers (i.e. data of general interest), 
containing the physical and political geography 
and transport network of a region. Global layers 
can be extended through system view layers, 
which represent information generated or used 
by a specific system (e.g., public transport sched-
ules, weather information, etc.). Interoperability 
between different data layers is ensured by a set 
of high-level concepts (named “context abstrac-

tions”) representing main abstractions for global 
and system layers: Real World, System, Data, 
Location and Identification Objects. 

An application-programming interface has 
been designed on this data model. Data exchange 
among systems composing the iTransit architec-
ture is based on CORBA and Web Services. The 
data model is compliant with OpenGIS specifica-
tions (Open Geospatial Consortium, 1999), but, 
to the state of our knowledge, European standard 
specifications specifically addressing the mobility 
domain, such as DATEX and SIRI, have not been 
taken into account.

Built on the above-mentioned data model, 
the iTransit architecture is made of three tiers, 
each implementing a different interoperability 
layer: a legacy tier that includes legacy systems 
implementing their own data model; iTransit tier 
integrating transportation systems that natively 
implement the iTransit data model, and an appli-
cation tier including value added services built 
upon the iTransit system.

Highway Traveler Information System 
in the Jiangsu Province of China 

Xiang et al. (2007) describe guidelines and de-
sign principles that have been adopted for the 
implementation of the Highway Traveler Infor-
mation System (HTIS) in the Jiangsu Province of 
China . In China, the specifications for defining 
a national ITS architecture have been published. 
Nonetheless, the Jiangsu province is one of the 
few Chinese provinces that have planned HTIS 
development within research projects promoted 
by the Jiangsu provincial Highway Bureau.

The HTIS architecture aims at providing a 
framework that enable the interaction among 
distributed heterogeneous systems. It is organized 
into seven logical levels that represent different 
political geographical organizations, responsibil-
ity for data sharing and network routing and legacy 
systems. These levels include: a provincial hub 
level, hosting provincial hubs which represent 
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the central data collection and distribution points 
and connect to various regional hubs; a regional 
hub level populated by 14 regional hubs interfac-
ing with data sources and providing users with 
information within each region; a hub interface 
level which supports integration with ITS legacy 
systems by converting legacy protocols and data 
formats into HTIS specifications; HTIS subsystem 
level, including all the subsystems which acquire 
data from field devices and connect to their re-
gional hub (directly or through hub interfaces); 
a field device level including field devices (e.g. 
sensors, detectors, etc.) acquiring raw data for traf-
fic monitoring; an Information service provider 
level including information-based agencies that 
connect to the provincial hub and use HTIS data 
for disseminating to end users (via kiosks, users’ 
personal devices, etc.) and analysis purposes; an 
Internet level, which includes services providing 
end users with HTIS data via the internet.

The focus is on context information concerning 
highway monitoring and control, while context 
items centered on end users (e.g. location, activity, 
etc.) seem not to be taken into account. Empha-
sis is on a model for integrating heterogeneous 
and distributed information systems, based on a 
layered architecture, shared protocols and data 
formats. 

Arktrans 

Arktrans (Natvig & Westerheim, 2007) is the 
Norwegian national framework architecture for 
multimodal Intelligent Transportation Systems 
(ITS). Its aim is to establish a common view of the 
transport domain for all transport modes (road, 
sea, rail and air) in terms of standard function-
alities and interfaces for interoperability among 
heterogeneous ITSes. 

At present, Arktrans specifications define 
information needed by users travelling on public 
transport means, such as timetables, real-time 
information about delays and services provided on 

board and at stops. This information is defined by 
a conceptual model that represents concepts and 
logical relationships defined on UML diagrams 
and XML syntax. Existing European standards, 
such as TRANSMODEL, have been analyzed but 
not implemented, as they do not completely ad-
dress some basic Arktrans requirements (e.g. mul-
timodality with special emphasis on waterborne 
transport). Several related pilot projects are now 
being developed for the creating a door-to-door 
multimodal travel planner, combining scheduled 
planning (public transport via road, sea and rail) 
and non-scheduled (car, bike, walk) transport 
means. Route calculation personalization is made  
by considering user preferences.

According to publicly available documenta-
tion (Natvig et al. 2007), pilot implementation 
activities focus on supporting users in pre-trip 
and on-trip travel planning, whereas navigation 
service integration seems not to be foreseen.

Evaluation of Presented Infomobility 
Integration Frameworks

The above-mentioned integration frameworks 
do not consider seamless mobility as a primary 
objective, as they focus on the issue of integrat-
ing back-end systems rather than on providing 
information services to end-users. They provide 
potentially full support of real-time mobility 
information delivery, as they are specifically 
designed to integrate static and dynamic infor-
mation about traffic and multimodal transport 
coming from different providers and sensor sys-
tems. Nonetheless, limited support is provided 
for dynamic adaptation with respect to real-time 
information about mobility and traffic status, as 
they are not targeted to deliver end-user informa-
tion. As a consequence, also personalization, user 
interaction adaptation and privacy concerns do 
not specifically apply to these studies. The Ark-
trans program also includes the development of 
a multimodal planning service in the near future, 
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which would consider user preferences. Presently, 
all these systems provide an integrated informa-
tion layer on top of which advanced information 
services could be designed.  

Interoperability among heterogeneous systems 
is mostly addressed through layered architecture 
models. As a matter of fact, a layered model 
approach promotes interoperability by defining 
layers characterized by specific functions and in-
terfaces between layers. Compliance with existing 
standard specifications for data representation and 
exchange is not supported, or well-documented. 
In the Arktrans design case, existing standard 
specifications were judged as not appropriate for 
fulfilling project goals.

Information reliability is partially achieved 
by almost all systems by involving transport op-
erators and public governments as authoritative 
information providers. However, to the state of 
our knowledge, no data management techniques 
have been systematically applied in order to man-
age data quality.

Context-a ware l ocation-based  
Communication platforms

LoL@

Lol@, the Local Location Assistant, is a UMTS 
tourist guide prototype that has been developed 
within a collaborative project between a com-
pany and a university at the ForschungsZentrum 
Telekommunications Wien (Umlauft et al., 
2003). Lol@ is a guided tour service developed 
on an architecture for location-based services 
implementing SIP and OSA/Parlay standards. It 
provides tourists with a navigation service along 
predefined routes including Points of Interest and 
multimedia content delivery related to sights.

The application is based on a client/server 
architecture and has been implemented using Java 
Applets and Java Servlets together with XML-
technology for content representation. Commu-
nication with the server is based on the HTTP 

protocol over a GPRS or UMTS connection.
Lol@ provides navigation and routing func-

tionalities in the Wien city centre. A central con-
cept for user interaction is the “map” metaphor. 
POIs and itineraries are shown over a map and 
users can interact with the application by click-
ing on icons and hypertext links and through 
spoken commands. Users may choose among 
textual, graphical and voice-based navigation 
and routing.

Context is modeled in terms of user location. 
Lol@ can use different positioning techniques: 
GPS, cell-based positioning, and users’ manual 
input. A location server assures location infor-
mation quality  by acquiring location informa-
tion from the GPS or cellular network operator 
infrastructure and calculating accurate location 
information. It has been planned to extend the 
context model with a date and time reference (for 
instance opening hours for museums).

MapWeb 

MapWeb is a location-based service platform built 
on top of the IP Multimedia Subsystem (IMS) 
architecture (Huang et al., 2006). The MapWeb 
architecture includes three layers: the Applica-
tion layer, the Control layer and the Media and 
End-point layer. The Application layer hosts the 
MapWeb server which provides location-based 
information and communication services by in-
tegrating different Application Servers (AS), e.g. 
a Location AS, Presence AS, and other external 
servers (e.g. map servers). The Control layer 
provides session and routing management. The 
Media and End-point layer includes terminals 
that initiate and terminate signaling for session 
establishment. 

For instance, the MapWeb application can 
show a map-based interface on the user device. 
Through map-based interaction, the user can 
view his/her own position, locate buddies and 
contact them via phone call or instant messaging 
and locate POIs. The system can adapt services 
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and communication channels according to user 
preferences and profile. Moreover, the user can 
specify some rules for adapting services accord-
ing to context. In MapWeb, context is conceived 
in terms of location, current time, user presence 
and activity (obtained from a user calendar). 
MapWeb does not specifically aim at providing 
infomobility services; rather it provides a platform 
enabling the development of such services based 
on integrated communication, personalization 
and context management services.

IMS-Based Location-Aware Services 

The IP Multimedia Subsystem (IMS) is an inter-
national standard for advanced multimedia service 
delivery in next generation converged networks. 
Several research studies are investigating how 
to extend IMS with support for location-based 
services. The advantage of such an approach is to 
enhance location-based services with value-added 
features provided by the IMS architecture, such 
as Quality of Service support, standard-based 
service integration over an IP-based infrastructure 
and charging facilities. Mosmondor et al. (2006) 
propose an extension of the IMS architecture by 
designing and implementing an IMS Location 
Server that provides IMS and IMS application 
servers with location information obtained from 
different positioning systems. The IMS Location 
Server is a generic SIP Application Server that 
can obtain location information from network-
based positioning systems via Mobile Location 
Protocol (MLP) (Open Mobile Alliance, 2007). 
Complementary to this network-centric view, a 
terminal-centric location system has been pro-
posed by Fabini et al. (2006) to provide the IMS 
core and IMS services with location information 
obtained by client devices equipped with posi-
tioning systems (e.g. GPS or Galileo receivers). 
The proposed technique also interoperates with 
network-centric location mechanisms and aims 
at improving location information accuracy. User 

information privacy protection can be assured by 
SIP-based privacy mechanisms (Jennings et al., 
2002; Peterson, 2002).

Evaluation of Context-Aware Location-
Based Communication Platforms

The systems analyzed in this section address 
seamless mobility in terms of communication 
services. In Lol@ service access is guaranteed 
only if there is cellular network availability 
(GPRS and UMTS network). A minimal level of 
seamless service delivery is provided by means 
of a resume functionality that is provided when 
connection is lost (e.g. by network loss or simply 
because of an dead battery).

Systems relying on SIP signaling, such as 
MapWeb and IMS-based location services, can 
leverage on personal mobility features. None 
of the analyzed systems (Lol@, MapWeb and 
IMS-based location services) support multimodal 
planning services.

Regarding personalization, Lol@ and MapWeb 
implement personalization techniques for adapt-
ing interface and user interaction paradigms to 
user preferences, but do not implement techniques 
for privacy protection. Privacy-sensitive infor-
mation management is addressed by IMS-based 
systems (Mosmondor et al., 2006; Fabini et al., 
2006) and other research studies related to mobile 
communication (Arikawa et al., 2007; Umlauft 
et al., 2003).

dis Cussion

In this section we comment on the results of the 
state-of-the art studies analysis shown in the 
previous section. Our findings are summarized in 
Table I, where each system is evaluated according 
to the context items and high-level requirements 
discussed in Section II and III, respectively.

Seamless service continuity is a critical aspect, 
partially addressed only by a few solutions with 
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focus on different issues. Personal navigation 
systems focus on providing contents for uninter-
rupted navigation assistance aimed at managing 
transitions (such as outdoor/indoor, transportation 
means changes), whereas location-based commu-
nication platforms address the seamless service 
continuity requirement in terms of uninterrupted 
service access, or “seamless mobility”. This dif-
ference is due to the fact the studies belonging 
to these categories usually pertain to different 
research areas: human computer interaction, 
graphical user interfaces, geographic information 
management and mobile application development 
(personal navigation systems) and communication 
protocols and platforms (location-based commu-
nication platforms).

Awareness of real-time situations concerning 
mobility and (partial) support for transport multi-
modality are usually guaranteed by infomobility 
integration platforms. This is a straightforward 
consequence due to the fact that these platforms 
provide mechanisms and models for integrating 
both static and dynamic data that come from dif-
ferent providers. These platforms could be used 
to develop personal navigation systems and loca-
tion-based communication platforms enriched 
with real-time information. This has not yet 
happened for several reasons. First, infomobility 
integration platforms are not widely available. 
As a matter of fact, developing an infomobility 
integration platform requires a strong effort in 
terms of standardization, agreements with dif-
ferent transport operators, costs and resources. 
Usually this implies the intervention of public 
administrations, as in the cases of Arktrans, 
HTIS and iTransit. Second, these frameworks 
rarely present open and standard interfaces that 
enable the development of added value services. 
This is also a consequence of the poor adoption 
of standards for interoperability and dynamic 
information sources integration.

At present, limited support is provided for 
dynamic real-time information adaptation for 
mobility and traffic status. To the state of our 

knowledge, existing systems do not provide 
both dynamic planning and navigation systems 
integrating multimodal mobility information 
and automatic adaptation to context events (e.g. 
congestions and public transport delays).

Personalization is usually intended as ad-
aptation of multimodal trip planning to user 
preferences and disabilities or adaptations of 
interfaces and user interaction paradigms to user 
preferences.

Information reliability is a requirement that 
has not yet been widely addressed. Only iTransit, 
HTIS and Arktrans partially face this issue by 
involving transport operators and public govern-
ments as authoritative information providers. 
However, to our knowledge, no data management 
techniques have been systematically applied in 
order to manage data quality in the infomobility 
domain.

Most analyzed works do not implement tech-
niques for privacy protection, except for Navitime, 
Map-web and the IMS-based location-aware 
services. As already discussed, major attention 
for privacy protection is shown in commercial 
products (e.g. Navitime) and prototypes for com-
mercial products (MapWeb).

Regarding context information management, 
the results in Table I show how similar patterns 
can be found for systems in the same category 
(personal navigation systems, infomobility inte-
gration frameworks, context-aware location-based 
communication platforms). This is due to the 
high-level objectives that such studies may have 
in common (see the description of categories’ 
main objectives in Section IV). As a matter of 
fact, infomobility integration frameworks man-
age context information that is mainly related 
to planned and real-time mobility and transport 
services as well as to other geo-referenced content. 
Context-aware communication platforms focus 
on information characterizing the end user (e.g., 
preferences, activity, location and time). Personal 
navigation systems manage information describ-
ing planned and real-time transport services, but 
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do not extensively manage user location and time. 
None of the analyzed systems manage informa-
tion characterizing the trip in terms of user habits 
and social context (e.g. being alone/in group). 
Nonetheless, this contextual information could 
be exploited in order to properly adapt navigation 
and information services in order to optimize trip 
planning and management according to factors 
such as travel duration in specific day times (e.g. 
peak hours) and costs.

rela ted  wor K

Several research systems have addressed issues 
related to the infomobility domain. For sake of 
completeness, we mention also other relevant 
research contributions beyond those more deeply 
discussed in the previous paragraphs.

A pioneer work is the GUIDE system (Ch-
everst et al., 2000), which provides tourists 
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High-level Requirements

Seamless service continuity p p p - - - n p p

Awareness of real-time situations about mobility n p p y y y p p -

Support for transport multimodality y y y y n y n n -

Personalization and user interaction adaptation y y n.a - - p y y -

Compliance with standards for Interoperability and 
dynamic integration of information sources

p n.a. n.a. n.a. p p n - -

Information reliability n n n.a. p p p p n.a. n.a.

Privacy and  Security n n.a. y - - n.a n.a. y y

Context Information

Who? User preferences y y y n n y y y n

User habits n n n n n n n n n

Alone/in group n n n n n n n n n

What? User activity and mobility status p n n n n y y y n

Planned mobility and transport services y y y y y y n n n

Real-time mobility and tran sport 
services

n y y y y y n n n

Why? Purpose of user journey n n n n n y y n n

Where? User location n n y n n n y y y

Geo-referenced content y y y y y y y y n

When? Timing reference for user location n n n n n n n y y

Timing reference for mobility and 
transport services

y y n y y y n n n

Table I. Evaluation Results. The table shows whether state-of-the-art works address high-level require-
ments for infomobility: yes (y), partially (p), no (n). In some cases,  required information was not publicly 
available (n.a.), or the requirement was not a specific design objective (-).
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with location-based information by accessing 
a PDA. COMPASS (Van Setten et al., 2004) is 
an application providing tourists with context-
aware recommendations and services. Gulliver 
Genie (O’Grady et al., 2004) is a prototype of a 
context-aware application delivering proactive 
information services to tourists based on their 
location and preferences. Another example of 
a city guide is Sightseeing4U (Scherp & Boll, 
2004), which delivers location-based informa-
tion via a multimodal user interface on a mobile 
device. These studies were not selected as they 
especially focus on tourism, a restricted area of 
the infomobility domain. 

A more recent research trend concerns the 
exploitation of user-generated content to enrich 
navigation and geo-referenced content delivery. 
Some examples are CityFlocks (Bilandzic et al., 
2008) and OurWay (Holone et al., 2007). The 
former is a mobile system enabling visitors and 
new residents in a city to access knowledge and 
experiences of local residents, thus facilitating 
“social navigation” in urban places. The latter is 
a prototype system for mobile pedestrian naviga-
tion that uses user-generated maps and annota-
tions to provide accurate information services 
adapted to users’ physical abilities and personal 
preferences. We did not analyze these studies 
in detail as they exploit a specific information 
source (end-users).

The Im@gine IT system is an agent-based 
service network architecture proposed for a real 
world applications in the infomobility sector 
(Spanoudakis & Moraitis, 2006). The Im@gine 
IT system is configured as a federation of agents 
distributed across different geographical areas, 
each of them serviced by one service integrator 
(named broker agent), one or more service provid-
ers (agents acting as service providers and events 
handlers) and other operators. Canali and Ancel-
lotti (2006) propose a distributed architecture to 
support next generation infomobility services 
that provide interaction and collaboration among 
mobile users. 

These systems have not been selected for 
evaluation as the available documentation fo-
cused more on illustrating the underlying system 
infrastructure rather than on describing the actual 
infomobility services developed, which are instead 
the focus of our analysis.

Con Clusion

In this paper we have discussed high-level require-
ments and related technological challenges that 
should guide infomobility services innovation 
and evolution. We have also presented existing 
works in the field on infomobility, including 
personal navigation systems, infomobility ser-
vice integration frameworks and context-aware 
location-based communication platforms. From 
the analysis of these works, with respect to the 
selected evaluation criteria, we found that at pres-
ent most existing systems do not fully address 
infomobility requirements (i.e. seamless service 
continuity, awareness of real time mobility situ-
ations, multimodality support, personalization, 
information reliability and privacy protection) in 
a holistic way. Moreover, existing context models 
do not fully cover the information items that could 
be profitably exploited to improve the effective-
ness of adaptive infomobility services.

Of course, it is not feasible to address the whole 
set of requirements through separate research 
and development projects, due to the amount 
of information bases, expertise and resources 
needed. Rather, it is required to adopt modular 
architectures based on standard interfaces in order 
to be able to build scalable, flexible and exten-
sible products by combining results of different 
projects, maximizing reuse of existing building 
blocks and minimizing the need for new code. 
Future research activities could be profitably 
directed towards combining context-aware se-
mantic-based service frameworks for dynamically 
adapting and orchestrating infomobility services 
that come from heterogeneous providers, with 
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results of research activities in All-IP communica-
tion platforms for seamless mobility. A primary 
requirement for that is the adoption of standards, 
as already discussed in the previous sections. 
Research on converged communication platforms 
and the design of multi-protocol devices (PDA, 
RFID readers etc.) are paving the way towards 
effective seamless mobility.

An aspect that could influence future re-
search and development activities is the support 
by public authorities and stakeholders (such as 
transport operators, highway and railways infra-
structures’ managers). This support is required 
in order to promote standardization activities and 
the adoption of the same standard specifications 
in a wide geographical area and to facilitate the 
collaboration among different stakeholders in 
terms of information sharing, communicating 
critical events and creating synergies for facing 
emergencies and abnormal conditions.

At present, our research work is oriented to-
wards the development of a flexible and scalable 
service-oriented architecture, aimed at addressing 
infomobility requirements. This research activ-
ity is based on our results of previous research 
projects on the following topics: 

• The development of a context-aware mobile 
tourist guide, providing tourists with geo-
referenced and community services, such as 
reputation services and instant messaging 
(Paganelli et al., 2006: Paganelli et al., 2007).  
The system, developed in the framework of 
the KAMER research project, is a context-
aware application integrating in a novel 
way location-based content delivery with 
communication and knowledge exchange 
services. Context awareness is conceived 
in terms of user location, but also in user 
preferences awareness, current activities, 
closeness to points of interest and physical 
proximity to other tourists, especially those 
with similar preferences and itineraries. The 
KAMER prototype includes a context man-

agement middleware that supports context 
data acquisition, processing, storage and 
delivery to applications.

• The development of an architectural frame-
work for Semantics-Driven Integration 
of heterogeneous systems, implementing 
Service oriented Architecture principles 
(SOA) (OASIS, 2006). The framework is 
built over Sun’s Java Business Integration 
(JBI) specification (JSR-208) and it has been 
enhanced with a special Knowledge-Base 
Module service integration framework, 
based on semantic web technologies that 
promote interoperability among heteroge-
neous systems. A first proof-of-concept has 
been developed for a specific application 
domain: trust intermediation for eTourism 
(Parlanti et al., 2006).

These previous works constitute the basis 
for the development of an infomobility service 
platform, built on the above-mentioned service 
integration framework enriched with context man-
agement modules. The system will also include a 
Java-based client side application for delivering 
navigation and information services to travelers 
and tourists via mobile devices. Thanks to its 
modular and standard-based architecture, the 
framework will ease the progressive integration 
of heterogeneous information providers (traffic 
monitoring centers, public transport operators, 
geo-referenced content providers, etc.) in order to 
provide users with complete, reliable and updated 
information about mobility. This work aims at 
directly addressing requirements for awareness in 
real time mobility situations, multimodality sup-
port, personalization and information reliability. 
The adoption of an SOA approach facilitates the 
integration with third-party added value services 
that are coping with other requirements. 

Results of this research and development 
activities will be integrated in a test-bed for 
infomobility services promoted by the Regione 
Toscana Public Authority, also in participation 
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with regional public transport operators, “Auto-
strade per l’Italia”, the leading Italian Conces-
sionaire for toll motorway management and for 
related transport services, and other companies 
specialized in vehicular technologies and mobile 
information services.
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a bstra Ct

The notion of context in context-aware applications is not merely an issue of external situational cir-
cumstances or device/channel properties, but it could also refer to a wide array of user characteristics 
that have an effect throughout users’ interactions with a system. Human factors such as cognitive traits 
and current state, from a psychological point of view, are undoubtedly significant in the shaping of the 
perceived and objective quality of interactions with a system, and by defining context in that sense, 
personalization may as well become an essential function of context aware applications. The research 
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introdu Ction

In the spectrum of all parameters that can be 
considered as the context of context-aware applica-
tions, users’ intrinsic characteristics should not be 
disregarded, especially if information processing 
is involved. Though it seems that this approach 
is not the predominant in context aware systems 
research (Korkea-aho, 2000), human factors are 
by definition a crucial parameter in the shaping 
of human computer interaction (HCI)—as sug-
gested by the term itself. According to Dey (2001), 
“context is any information that can be used to 
characterize the situation of an entity. An entity 
is a person, place, or object that is considered 
relevant to the interaction between a user and an 
application, including the user and applications 
themselves”; Schmidt et al (1999) depict context 
as a three dimensional construct, including the 
dimension of self (device state, physiological, 
cognitive).

In accordance to the aforementioned defini-
tions, our research interests focus on extruding 
information about the user, which can be proven 
of significant importance in enhancing the qual-
ity of HCI, with emphasis placed upon cognitive 
and emotional characteristics. The term cogni-
tive describes systemic functions of the mind 
that are involved in information perception and 
processing, whilst emotional parameters refer to 
the arousal of emotions that affect the learning 
(as a process) performance, combined with the 
moderating role of emotional intelligence and 
skills. The clarification and the weighting of the 
effect of these human factors could provide new 
insights to context-aware personalization systems 

and intelligent user interfaces. In addition, the 
semantic enhancement of both user profile and 
services content are expected to increase the 
effectiveness of eServices, delivered in the best 
qualitative manner.

This context related semantic information, 
which actually is the basis of user profiling, pro-
vides adequate feedback to an adaptive system 
that personalizes the Web environment provided 
to the user according to his preferences or abili-
ties- the context at an intrinsic level that is. This 
approach and the proposed user model of infor-
mation processing characteristics also may have 
a modular role in a context aware system, along 
with other parameters that compose the broader 
concept of context.

Moreover, even if such a perspective may seem 
theoretically viable, we nevertheless consider 
that its validity may be objectively and empiri-
cally measured, in the sense that users are either 
benefited or not by introducing their intrinsic 
characteristics as context related information. 
This empirical validation is the backbone of this 
chapter, in an effort to elucidate if a certain set of 
application design guidelines may gradually be 
developed. Addressing the issue of HCI design, 
it would be of high practical value to explore new 
ways of translating theories from the field of social 
sciences and psychology into apt design rules. 

One of the key issues is nevertheless the no-
tion of adaptivity that allows the meaningful 
use of context related information in the area of 
individual differences. The function of adaptivity 
may as well be considered as a level of intelligence 
embedded in a Web environment, regardless of 
whether users’ or interface/technical character-

that is presented in this chapter focuses on identifying human factors that relate to users’ performance 
in Web applications that involve information processing, and a framework of personalization rules that 
are expected to increase users’ performance is depicted. The environments that empirical results were 
derived from were both learning and commercial; in the case of E-Learning personalization was ben-
eficial, while the interaction with a commercial site needs to be further investigated due to the implicit 
character of information processing in the Web.
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istics are involved. A certain form of mapping 
rules and corresponding implications on the 
information space are required, in order for a 
system to alter visible to the user aspects of the 
environment, utilizing in our case the intrinsic 
context information. Therefore, a serious analysis 
of user requirements and characteristics has to be 
undertaken, documented and examined, taking 
into consideration their multi-application to the 
various delivery channels and devices- though 
the latter issue of delivery and device context is 
not part of our research at this point.

To be more specific about users’ requirements 
(characteristics, abilities and preferences), our 
psychometrically based research focuses on user 
cognitive and emotional characteristics that have 
an effect on real-time information processing. We 
consequently approach the issue of context from 
the perspective of the psychology of individual 
differences, aiming to maximize the performance 
of users within information distributing Web en-
vironments, by personalizing on the basis of their 
needs. This is somehow related to previous work on 
adaptive hypermedia, mainly educational, where 
learners’ characteristics are the motivating factor 
of a personalization mechanism (Papanikolaou et 
al, 2003; Carver, Howard, & Lane, 1999; Gilbert 
& Han, 2002).

Within this framework, we are in the process 
of building, evaluating and validating a user 
profiling model that could be applied in various 
Web-based settings, since our first efforts in the 
field of educational applications have been fruit-
ful (Germanakos et al, 2007a; Germanakos et 
al, 2008); the generalization of this perspective 
of context that focuses on users regardless of 
application specific aims would much contribute 
to a coherent theory of information processing 
in the Web. 

This chapter describes in section 2 the theoreti-
cal framework of applications’ design guidelines 
and our proposed model as well as the resultant 
three-dimensional construct we propose, whereas 
section 3 illustrates how our adaptive system 

translates context-related information to person-
alization rules. Sections 4 and 5 present (a) the 
methodology that has been applied in order to 
clarify whether personalization in this context 
contributes to a significant difference, and (b) the 
results from two different implementation fields 
of our model, an educational and a commercial 
Web environment respectively. Section 6, finally, 
is comprised of conclusions, future work consid-
erations and discussion.

t heoreti Cal  ba CKground

Knowledge of human cognitive and perceptual 
capabilities has provided a solid ground for for-
mulating principles and guidelines for designing 
usable and pleasing context-aware applications 
that will increase user performance, with regards 
to assimilation of the targeted information, and 
satisfaction during interaction time.

usability and visual design  
principles

According to Ottersten and Berndtsson (2002) 
a common mistake when developing interactive 
applications is to neglect interaction design. The 
consequence of not viewing interaction design 
as an important and controlled process is usu-
ally that user interfaces become a reflection of 
the underlying technological architecture, hence 
forcing the user to understand how the system 
works. Interaction design is sometimes confused 
with graphic design. Whereas graphic design 
involves the graphic part of interfaces, the inter-
action designer works mainly with the behaviour 
of a system, which is the part that is not visible. 
The purpose of interaction design is to describe 
the interaction between the application and the 
user. This involves designing the user interface 
content, behaviour and presentation in a way that 
pleases the user. Usability goals are central for 
interaction design. Norman (2002) describes the 
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most common usability design guidelines. These 
are briefly related to: 

a. Visibility: Important and frequently used 
functions should always be easy to find. In 
fact, with visible functions the user is more 
likely to understand what to do next when 
interacting with an object or a system; 

b. Feedback: After an action, the user wants 
to know the effect of this action. Informing 
the user of this effect is feedback. Without 
feedback in our daily life, it would be al-
most impossible to carry out the simplest 
of tasks;

c. Constraints: Taking advantage of constraints 
in design means restricting the actions that 
can be executed by the user;

d. Mapping: Mapping refers to a relationship 
between a control and the effects of using that 
control. Norman (2002) discusses natural 
mapping which means using physical analo-
gies and cultural standards in design. 

e. Consistency: Consistency refers to keep-
ing related operations for achieving related 
tasks. 

f. Affordances: Affordances are the properties 
of an object that give an indication of its 
operations.

Whereas the design principles described by 
Norman keep focus on usability, Mullet and Sano 
(1995) discuss communication oriented visual 
principles and techniques. These techniques are 
based on psychological phenomena and functional 
aesthetics found in graphic design, industrial 
design and architecture. The most predominant 
visual principles are:

a. Elegance and simplicity: The meaning of 
elegance is to carefully select elements in a 
design with conscious decision. Simplicity 
involves solving a design problem in a clear 
and economical manner. Being strongly re-
lated it is no coincidence that both elegance 

and simplicity are evident in practically 
every timeless design. In fact, the simplic-
ity of an elegant solution is usually striking. 
Simplicity is also a design principle that 
many other principles depend on. Thus, to 
increase quality of design, conceptual and 
formal components must be reduced to a 
minimum. Simplicity itself depends on the 
principles of unity, refinement and fitness. 
Unity involves ensuring that elements are 
perceived as a coherent whole. Refinement 
means keeping the users attention on vital 
properties of the design. Fitness involves 
assessing the appropriateness of a specific 
design. Elegance cannot, as simplicity, be 
reduced to a set of principles, as it often 
involves taste. Reducing design to its es-
sence however usually enhances elegance, 
regularizing elements (keeping a predictable 
a regular pattern) and letting elements have 
multiple roles.

b. Scale, contrast and proportion: To create 
harmonious designs a good relationship 
between scale, contrast and proportion must 
be accomplished. These aspects are some 
of the subtlest in design and they require 
practice. The design will always suffer if 
elements are too big or small, too light or 
dark, too prominent or indistinct. Scale refers 
to the size of an element relative the whole 
composition and other elements. Contrast 
is the provider of visual distinctions in 
the form of position, shape, texture, size, 
colour, orientation and movement. Both 
scale and contrast can be used to emphasize 
and differentiate elements from each other. 
Proportion involves balance and harmony 
of relations between elements. Techniques 
for accomplishing harmonious designs are 
establishing perceptual layers, sharpening 
visual distinctions and integrating figure 
and ground.

c. Organization and visual structure: Keep-
ing elements in a design organized and 
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structured help the user in finding guidance 
to interaction. The perception of structure 
happens automatically and is usually one 
of the first impressions of a product. Hence, 
the structure can either support or disrupt 
interaction. Without good organization the 
content may very well be difficult to inter-
pret and understand. Users will however 
always try to find structure even where it’s 
not obvious. Organization and structure in 
interfaces can be accomplished by grouping 
related elements followed by the establishing 
of a hierarchy based on importance. The 
composition must also be kept balanced 
and revealing the relationships between 
elements.

d. Image and representation: Being essential 
for communication, images are often an 
obvious element of GUI (Graphical User 
Interface) design. Despite this fact, imag-
ery is one of the least understood aspects 
of interfaces. First, images must follow the 
same principles as the whole composition 
and second, they must be perceptually imme-
diate to be recognized at once. Images must 
also be sensitive to the conceptual, physical 
and cultural context in which they will be 
displayed. Representation is used to give a 
GUI meaning. The analysis of representa-
tions depends on the relationship between the 
representamen and its object. Three forms of 
this relationship can be identified; an icon, 
which relates to the object by resemblance, 
an index, which is an association not based 
on resemblance and a symbol, which relates 
to the object by convention.

t he proposed t hree-dimensional 
Cognitive model

Preece, Rogers and Sharp (2002) describe how 
usability can be broken down to a set of usability 
goals, which are: effectiveness, efficiency, safety, 
utility, learnability and memorability.

Our proposed perspective of context that 
focuses on user profiling includes cognitive and 
emotional processes that could be described 
as user “perceptual preferences”; the aim of 
constructing such a user model is to enhance 
information learning efficacy by personalizing 
the Web content and therefore increasing user 
usability and satisfaction.

User Perceptual Preferences could be de-
scribed as a continuous mental process, which 
starts with the perception of an object in the user’s 
attentional visual field, and involves a number of 
cognitive and emotional processes that lead to the 
actual response to that stimulus (Germanakos et 
al., 2005a).

This model’s primary parameters formulate a 
three-dimensional approach to the problem (see 
Figure 1). The first dimension investigates the 
visual and cognitive processing of the users, the 
second their cognitive style, while the third cap-
tures their emotional processing mechanism dur-
ing the interaction with the information space.

Cognitive processing speed  
Efficiency

The cognitive processing parameters (Demetriou, 
Efklides, & Platsidou, 1993; Demetriou & Kazi, 
2001) that constitute the first dimension of our 
model consist of the:

a. Actual speed of processing, that is further 
composed of the, (i) Control of process-
ing (refers to the processes that identify 
and register goal-relevant information and 
block out dominant or appealing but actu-
ally irrelevant information); (ii) Speed of 
processing (refers to the maximum speed at 
which a given mental act may be efficiently 
executed); and (iii) Visual attention (based 
on the empirically validated assumption that 
when a person is performing a cognitive task, 
while watching a display, the location of his 
/ her gaze corresponds to the symbol cur-
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rently being processed in working memory 
and, moreover, that the eye naturally focuses 
on areas that are most likely to be informa-
tive). We measure each individual’s ability 
to perform control/speed of processing and 
visual attention tasks in the shortest time 
possible, with a specific error tolerance, 
while as mentioned the working memory 
span test focuses on the visuospatial sketch 
pad sub-component, since all information 
in the Web is mainly visual.

b. (Visual) working memory span (VWMS), 
which refers to the processes that enable 
a person to hold visual information in an 
active state while integrating it with other 
information until the current problem is 
solved. A brief description of the working 
memory system is that is consisted of the 
central executive that controls the two slave 
systems (visuo-spatial sketchpad and pho-
nological loop), plus the episodic buffer that 
provides a temporary interface between the 
slave systems and the Long Term Memory 

(Baddeley, 2000). We are mainly interested 
in the notion of the working memory span, 
since it can be measured and the implica-
tions on information processing are rather 
clear. Due to the visual form of presentation 
in the Web, we have focused especially on 
the measurement of visual working memory 
(Logie, Zucco, & Baddeley, 1990) in terms 
of psychometrics.

Cognitive style

Cognitive styles represent an individual’s typical 
or habitual mode of problem solving, thinking, 
perceiving or remembering, and “are considered 
to be trait-like, relatively stable characteristics of 
individuals, whereas learning strategies are more 
state-driven…” (McKay, Fischler, & Dunn, 2003). 
Amongst the numerous proposed cognitive style 
typologies (Cassidy, 2004; Kolb & Kolb 2005; 
MyersBriggs et al, 1998) we favour Riding’s 
Cognitive Style Analysis (Riding, 2001), because 
we consider that its implications can be mapped 

Figure 1. Three dimensional model of User Perceptual Preferences
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on the information space more precisely, since it 
is consisted of two distinct scales that respond to 
different aspects of the Web. The imager/verbal-
izer axis affects the way information is presented, 
whilst the wholist/analyst dimension is relevant 
to the structure of the information and the navi-
gational path of the user. Moreover, it is a very 
inclusive theory that is derived from a number of 
pre-existing theories that were recapitulated into 
these two axises. 

We prefer the construct of cognitive rather than 
learning style because it is more stable (Sadler-
Smith & Riding, 1999), and to the extent that there 
is a correlation with hemispherical preference 
and EEG measurements (McKay, Fischler, & 
Dunn, 2003; Glass & Riding, 1999), the relation-
ship between cognitive style and actual mode of 
information processing is strengthened.

emotional processing

In our study, we are interested in the way that 
individuals process their emotions and how they 
interact with other elements of their informa-
tion-processing system. Emotional processing 
is a pluralistic construct which is comprised 
of two mechanisms: emotional arousal, which 
is the capacity of a human being to sense and 
experience specific emotional situations, and 
emotion regulation, which is the way in which 
an individual is perceiving and controlling his 
emotions. We focus on these two sub-processes 
because they are easily generalized, inclusive and 
provide some indirect measurement of general 
emotional mechanisms. These sub-processes 
manage a number of emotional factors like anxiety 
boredom effects, anger, feelings of self efficacy, 
user satisfaction etc. Among these, our current re-
search concerning emotional arousal emphasizes 
on anxiety, which is probably the most indicative, 
while other emotional factors are to be examined 
within the context of a further study.

Anxiety is an unpleasant combination of emo-
tions that includes fear, worry and uneasiness and 

is often accompanied by physical reactions such 
as high blood pressure, increased heart rate and 
other body signals like shortness of breath, nau-
sea and increased sweating. The anxious person 
is not able to regulate his emotional state since 
he feels and expects danger all the time (Kim & 
Gorman, 2002).

Barlow (2002) describes anxiety as a cogni-
tive-affective process in which the individual has 
a sense of unpredictability, a feeling of uncertainty 
and a sense of lack of control over emotions, 
thoughts and events. This cognitive and affective 
situation is associated as well with physiological 
arousal and research has shown that an individual’s 
perception is influenced in specific domains such 
as attentional span, memory, and performance 
in specific tasks. In relation to performance, the 
findings are controversial but there is a strong 
body of research which supports that anxiety is 
strongly correlated to performance and academic 
achievement. (Spielberger, 1972; Spielberger & 
Vagg, 1995)

Accordingly, in order to measure emotion 
regulation, we are using the cognominal construct 
of emotion regulation. An effort to construct a 
model that predicts the role of emotion, in general, 
is beyond the scope of our research, due to the 
complexity and the numerous confounding vari-
ables that would make such an attempt rather im-
possible. However, there is a considerable amount 
of references concerning the role of emotion and 
its implications on academic performance (or 
achievement), in terms of efficient learning (Kort 
& Reilly, 2002). Emotional intelligence seems to 
be an adequate predictor of the aforementioned 
concepts, and is surely a grounded enough con-
struct, already supported by academic literature 
(Goleman, 1995; Salovey & Mayer, 1990). 

Additional concepts that were used are the 
concepts of self-efficacy, emotional experience 
and emotional expression. Self-efficacy is defined 
as people’s beliefs about their capabilities to pro-
duce and perform. Self-efficacy beliefs determine 
how people feel, think, motivate themselves and 
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behave. Such beliefs produce these diverse ef-
fects through four major processes. They include 
cognitive, motivational, affective and selection 
processes. Emotional experience is the concep-
tualization of an emotion, the way in which the 
individual is dealing with it and how he perceives 
it. Emotional expression is the way in which the 
individual is reacting after an emotion triggers. 
It is his behaviour after an affective stimulus. It 
can be argued that emotional expression is the 
representation of an emotion (Schunk, 1989).
 
system design implications

For a better understanding of the three dimensions’ 
implications and their relation with the informa-
tion space a diagram that presents a high level 
correlation of these implications with selected 
tags of the information space (a code used in Web 

languages to define a format change or hypertext 
link) is depicted in Figure 2. These tags (images, 
text, information quantity, links – learner control, 
navigation support, additional navigation support, 
and aesthetics) have gone through an extensive 
optimization representing group of data affected 
after the mapping with the implications. The main 
reason we have selected the latter tags is due to 
the fact that they represent the primary subsidiar-
ies of a Web based content. With the necessary 
processing and / or alteration we could provide 
the same content in different ways (according to 
a specific user’s profile) but without degrading 
the message conveyed (see Figure 3). 

The particular mapping is based on specific 
rules that are consistent to psychological theory, 
in order to filter the raw content and deliver the 
most personalized Web-based result to the user. 
As it can be observed from the diagram above 

Figure 2. Data – implications correlation diagram
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almost each profiling dimension has primary (solid 
line) and secondary (dashed line) implications on 
the information space altering dynamically the 
weighting of each factor on the creation of the 
environment. 

As mentioned in section 2, Riding’s Cognitive 
Style Analysis has been used in the Cognitive Style 
dimension, since the CSA applies in a greater 
number of information processing circumstances, 
since it deals rather with the broader construct 

of cognitive, than learning, style. According to 
theory (see Figure 3), for example, the number 
of images (few or many) to be displayed has a 
primary implication on imagers, while text (more 
concise or abstract) has a secondary implication. 
The analytic preference has a main effect on the 
links (learner control and navigation support 
tag), which in turn is secondary affected by 
high and medium levels of emotional process-
ing. Moreover, levels of emotional processing 

Figure 3. Content adaptation according to user’s comprehensive profile
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might secondary affect the number of images or 
the kind of text to be displayed. Actual speed of 
processing parameters (visual attention, speed of 
processing, and control of processing) as well as 
working memory span primarily affect informa-
tion quantity. Eventually, emotional processing 
primarily affects the provision of additional 
navigation support and aesthetics (which is also 
the case with visual attention), while secondary 
affects information quantity.

A practical example of the Data – Implications 
Correlation Diagram could be as follows, a user 
might be identified that is: Verbalizer (V) – Wholist 
(W) with regards to the Learning Style, has an 
Actual Cognitive Processing Speed Efficiency 
of 1000 msec, and a fair Working Memory Span 
(weighting 5/7), with regards to his Cognitive 
Processing Speed Efficiency, and (s)he has a High 
Emotional processing. The tags affected, accord-
ing to the rules created and the Data – Implications 
Correlation Diagram, for this particular instance 
are the: Images (few images displayed), Text (any 
text could be delivered), Info Quantity (less info 
since his cognitive processing speed efficiency is 
moderate), Links – Learner Control (less learner 
control because he is Wholist), Additional Navi-
gation Support (significant because he has high 
emotional processing), and high aesthetics (to 
give more structured and well defined informa-
tion, with more colors, larger fonts, more bold 
text, since he has high emotional processing). 
At this point it should be mentioned that in case 
of internal correlation conflicts primary impli-
cations take over secondary ones. Additionally, 
since emotional processing is the most dynamic 
parameter compared to the others, any changes 
occurring at any given time are directly affecting 
the yielded value of the adaptation and person-
alization rules and henceforth the format of the 
content delivered.

Based on the abovementioned considerations 
an adaptive Web-based environment is over-
viewed, trying to convey the essence and the 
peculiarities encapsulated. The current system, 

AdaptiveWeb1 is a Web application that can be 
ported both to desktop computer and mobile 
devices. It is composed of four interrelated com-
ponents2, each one representing a stand-alone 
Web-based system, outlined below (see Figure 
4 – Germanakos et al, 2007b; Germanakos et 
al, 2007c).

1. The User Profiling Construction component. 
The user gives his / her traditional and Device 
Characteristics and further the component 
extracts the User Perceptual Preference 
Characteristics by completing a number 
of real-time tests (attention and cognitive 
processing efficiency grabbing psychometric 
tools) as well as answer some questionnaires 
for generating his / her cumulative profile.

2. The Semantic Web Editor. The provider will 
create his / her own content by defining the 
content as semantic objects and metadata 
for describing data and the relation between 
them.

3. The Adaptation and Personalization com-
ponent. It runs the “mapping rules” process 
applied to the provider’s content according 
to the user’s comprehensive profile.

4. The AdaptiveWeb User Interface, Adap-
tiveInteliWeb. It provides a framework where 
all personalized Web sites can be navigated. 
Using this interface the user will navigate 
through the provider’s content (normal and 
personalized mode), with the necessary 
learner and navigation support provided 
based on his / her profile.

The AdaptiveWeb system is currently at its final 
stage. All the components, except the Semantic 
Web Editor have been developed and smoothly 
running. For this reason, all the tests implemented 
so far, to prove components efficiency as well 
as the effect of our cognitive three-dimensional 
model described above into the Web, have been 
based on predetermined online contents in the 
field of eLearning and eCommerce multimedia 
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environments respectively. The current system 
has been evaluated both at system’s response time 
performance and resources consumption, as well 
as with regards to users’ learning performance and 
satisfaction, with really encouraging results as it 
is described into the following two sections.

As it concerns how the AdaptiveWeb system 
could support mobile applications, it should be 
considered that the main requirement of providing 
information “anytime, anywhere and anyhow” 
is not an easy task. Nevertheless, this adapt-
able provision of information may be rendered 
possible through personalization techniques. 
Such applications should be characterized by 
flexibility, accessibility, quality and security in 
a ubiquitous interoperable manner (Germanakos 
et al, 2005b).

Excluding the issue of security which is not 
at the scope of our research, user interfaces must 

be friendlier by a) enabling active involvement 
(information acquisition), b) giving the control to 
the user (system controllability), c) providing easy 
means of navigation and orientation (navigation), 
d) tolerating users’ errors and supporting system-
based and context oriented correction of  users’ 
errors, and e) finally enabling customization of 
multi-media and multi-modal user interfaces to 
particular user needs (De Bra & Nejdl,  2004).

Intelligent techniques have to be implemented 
in order to enable the development  of an open 
Adaptive Mobile Web (De Bra & Nejdl, 2004), 
having as  fundamental characteristics the direct-
ness, high connectivity speed, reliability,  avail-
ability, context-awareness, broadband connection, 
interoperability, transparency  and scalability, 
expandability, effectiveness, efficiency, person-
alization, security and privacy (Lankhorst et al, 
2002; Volokh, 2000).

Figure 4. AdaptiveWeb system architecture



  ���

Incorporating Human Factors in the Development of Context-Aware Personalized Applications

Specifically, our proposed three-dimensional 
model by definition addresses users’ needs, and 
aims to provide a friendlier and more flexible user 
interface in any context-aware environment that 
involves interaction and information processing. 
Navigation support and access to information 
are core elements of our approach at the level of 
system design; consequently the overall quality 
of users’ experience with mobile applications can 
be considered as interrelated with the satisfaction 
of their perceptional needs (UPPC model).

The experiments that are presented in the 
following sections demonstrate that the factors 
that are included in the three-dimensional model 
have a main effect on users’ interactions with the 
information space. Additionally, it is possible to 
increase the efficiency of these interactions, which 
also is a key issue in mobile applications. The 
open architecture of the system and the intelligent 
techniques that are employed also make possible 
the integration of the AdaptiveWeb filter into a 
multi-modal mobile environment that would serve 
as an application area for future experimenta-
tion that could lead to levels of satisfaction and 
information assimilation similar to those of our 
already conducted research.

empiri Cal  evalua tion of  
the proposed model  in an 
edu Cational  environment

Due to the fact that there is an increased interest 
on distant education via the Web, we have decided 
to implement the first phase of our experiments in 
an e-Learning environment, with the correspond-
ing characteristics and constraints imposed by its 
nature. In this case, we were able to control fac-
tors such as previous knowledge and experience 
over distributed information, as well as the given 
interaction time of the users with the system, since 
learning in the context of a specific course is a far 
more controlled condition than Web browsing.

This section presents the results from experi-
ments that were conducted in the context of an 
educational Web-setting, which support our ap-
proach in terms of optimizing users’ performance 
in the sense of information comprehension.

sampling and procedure

All participants were students from the Universi-
ties of Cyprus and Athens; phase I was conducted 
with a sample of 138 students, whilst phase II with 
82 individuals. 35% of the participants were male 
and 65% were female, and their age varied from 17 
to 22 with a mean age of 19. The environment in 
which the procedure took place was an e-learning 
undergraduate course on algorithms. The course 
subject was chosen due to the fact that students of 
the departments where the experiment took place 
had absolutely no experience of computer science, 
and traditionally perform poorly. By controlling 
the factor of experience in that way, we divided 
our sample of the first phase in two groups: al-
most half of the participants were provided with 
information matched to their cognitive style, while 
the other half were taught in a mismatched way. 
In the second phase, the sample was divided in 
six, with a matched and mismatched condition 
for each factor. We expected that users in the 
matched condition, both in phase I and phase 
II, would outperform those in the mismatched 
condition.

In order to evaluate the effect of matched 
and mismatched conditions, participants took an 
online assessment test on the subject they were 
taught (algorithms). This exam was taken as 
soon as the e-learning procedure ended, in order 
to control for long-term memory decay effects. 
The dependent variable that was used to assess 
the effect of adaptation to users’ preferences was 
participants’ score at the online exam.

At this point, it should be clarified that match-
ing and mismatching instructional style is a pro-
cess with different implications for each dimension 
of our model. These are described below:
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• Matched Cognitive Style: Presentation and 
structure of information matches user’s 
preference

• Mismatched Cognitive Style: Presentation 
and structure of information does not coin-
cide with user’s preference

• Matched VWMS: Low VWMS users are 
provided with segmented information

• Mismatched VWMS: Low VWMS users 
are provided with the whole information

• Matched CPSE: Each user has in his disposal 
the amount of time that fits his ability

• Mismatched CPSE: Users’ with low speed 
of processing have less time in their disposal 
(the same with “medium” users.

• Matched Emotional Processing: Users with 
moderate and high levels of anxiety receive 
aesthetic enhancement of the content and 
navigational help

• Mismatched Emotional Processing: Users 
with moderate and high levels of anxiety 
receive no additional help or aesthetics

q uestionnaires

In this specific e-learning setting, Users’ Percep-
tual Preferences were the sole parameters that 
comprised each user profile, since demographics 
and device characteristics were controlled for. In 
order to build each user profile according to our 
model, we used a number of questionnaires that 
address all theories involved.

• Cognitive Style: Riding’s Cognitive Style 
Analysis, standardized in Greek and inte-
grated in .NET platform

• Cognitive Processing Speed Efficiency: 
Speed and accuracy task-based tests that 
assess control of processing, speed of pro-
cessing, visual attention and visuospatial 
working memory. Originally developed in 
the E-prime platform, we integrated them 
into the .NET platform.

• Core (general) Anxiety:  Spielberger’s State-
Trait Anxiety Inventory (STAI) – 10 items 
(Only the trait scale was used).

• Application Specific Anxiety: Cassady’s 
Cognitive Test Anxiety scale – 27 items 
(Cassady, 2004).

• Current Anxiety: Self-reported measures of 
state anxiety taken during the assessment 
phase of the experiment, in time slots of 
every 10 minutes – 6 Time slots.

• Emotion Regulation: This questionnaire was 
developed by us; cronbach’s α that indicates 
scale reliability reaches 0.718.

r esults

As expected, in both experiments the matched 
condition group outperformed those of the mis-
matched group (Tsianos et al, 2007). Table 1 shows 
the differences of means (one way ANOVA) and 
their statistical significance for the parameters 
of Cognitive Style (CS), Cognitive Processing 
Speed Efficiency (CPSE), and Emotional Pro-
cessing (EM).

As hypothesized, the mean score of those that 
received matched to their cognitive style environ-
ments is higher than the mean score achieved 
by those that learned within the mismatched 
condition (F(2,113)=6.330, p=0.013). This supports 
the notion that cognitive style is of importance 
within the context of Web-education and that this 
construct has a practical application in hyperme-
dia instruction. The same applies with the case 
of Cognitive Processing Speed Efficiency: F(2, 

81)=5.345, p=0.023). It should at least be of some 
consideration the fact that in case designers’ 
teaching style mismatched learners’ preference, 
performance may be lowered.

In the case of Emotional Processing, results 
show that in case an individual reports high 
levels of anxiety either at the Core Anxiety or 
the Specific Anxiety questionnaire, the matched 
condition benefits his/her performance (F(2, 

81)=4.357, p=0.042).
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The relatively small sample that falls into each 
category and its distribution hamper statistical 
analysis of the working memory (WM) parameter. 
In any case, the difference between those with 
high WM and those with low WM, when both 
categories receive non-segmented (whole) content, 
approaches statistical significance: 57.06% for 
those with High WM, 47.37% for those with Low 
WM, Welch statistic= 3.988, p=0.054.

This demonstrates that WM has indeed some 
effect on an e-learning environment. Moreover, 
if those with low WM receive segmented infor-
mation, then the difference of means decreases 
and becomes non-significant (57.06% for High 

WM, 54.90% for those with Low WM, Welch 
statistic=0.165, p=0.687).

All the aforementioned differences between 
the matched and the mismatched condition are 
illustrated in Figure 5.

Correlations and statistics of  
emotional processing Constructs

The emotional processing factor is discussed 
further due to the fact that it can be applied in 
various environments that relate to performance 
but do not require extended use of cognitive 
resources.

Table 1. Differences of means for cognitive style and cognitive processing speed efficiency

Match
Score

Match
n

Mis-match
Score

Mis-
match

n
F Sig.

CS 66.53% 53 57.79% 61 6.330 0.013

CPSE 57.00% 41 48.93% 41 5.345 0.023

EP 57.91% 23 48.45% 29 4.357 0.042

Figure 5. Differences of matched and mismatched condition regarding each personalization param-
eter
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It is observed in Table 2 that all types of anxi-
ety are positively correlated with each other and 
are negatively correlated with emotion regula-
tion. These findings support our hypothesis and 
it can be argued that our theory concerning the 
relationship between anxiety and regulation has 
a logical meaning (Lekkas et al, 2008). In Tables 
3 and 4 we can see an even stronger relationship 
between emotion regulation and core and specific 
anxiety respectively. A statistically significant 
analysis of variance for each anxiety type shows 
that if we categorize the participants according 
to their emotional regulation ability, then the 
anxiety means vary significantly with the high 
regulation group scoring much higher than the low 
one. Finally, in Table 5 we can see that the two 
conditions (matched aesthetics/mismatched aes-
thetics) are differentiating the sample significantly 

always in relation with performance. Participants 
in the matched category scored higher than the 
ones in the mismatched and additionally lower 
anxious (core or specific or both) scored higher 
than high anxious, always of course in relation 
to match/mismatch factor.

We also found that participants with low appli-
cation specific anxiety perform better than partici-
pants with high specific anxiety in both matched 
and mismatched environments. Additionally, In 
categories that a certain amount of anxiety exists, 
match-mismatch factor is extremely important for 
user performance. Participants with matched en-
vironments scored highly while participants with 
mismatched environments had poor performance. 
Emotion regulation is negatively correlated with 
current anxiety. High emotion regulation means 
low current anxiety and low emotion regulation 

Table 2. Correlations of types of anxiety and emotion regulation

Core Anxiety Application Specific 
Anxiety

Current 
Anxiety

Emotion 
Regulation

Core Anxiety 1 .613(**) .288(**) -.569(**)

Application Specific Anxiety .613(**) 1 .501(**) -.471(**)

Current Anxiety .288(**) .501(**) 1 -.094

Emotion Regulation -.569(**) -.471(**) -.094 1

**  Correlation is significant at the 0.01 level (2-tailed).

Table 3. Analysis of variance between emotion regulation groups and core anxiety means

Sum of Squares df Mean Square F Sig.

Between Groups 4.316 2 2.158 18.554 .000

Within Groups 10.700 92 .116

Total 15.015 94

Table 4. Analysis of variance between emotion regulation groups and specific anxiety means

Sum of Squares df Mean Square F Sig.

Between Groups 8.345 2 4.173 15.226 .000

Within Groups 25.213 92 .274   

Total 33.558 94    
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means high current anxiety. Finally, current 
anxiety is indicative of performance. High current 
anxiety means test scores below average while 
low current anxiety means high scores.

extending the proposed  
user model  in g eneri C  
w eb environments

The second phase of our research was to apply 
our evaluated information processing model in a 
setting other than educational. For the purposes 
of such an empirical validation, we created an 
adaptive version of a commercial site3, in order 
to investigate users’ possible responses to a per-
sonalization process as the aforementioned.

At this point we should mention that our 
methodology in this preliminary study is not yet 
concrete, since we have no objective dependent 
variables to indicate users’ performance, but 
only their self-reported levels of satisfaction and 
a measurement of the amount of time spent for 
the completion of a set of simple tasks.

sampling and procedure

A between participants experimental design was 
adopted; almost half of the participants were 
provided with the original Website, whereas the 

other half navigated through a personalized ver-
sion. In order to motivate them to explore the site 
at a satisfactory level they were asked to perform 
a set of simple tasks. Specifically, the Web pages 
they visited in each condition presented a number 
of laptops, and their tasks were to find informa-
tion in order to answer a 7 item questionnaire 
concerning which laptop model is most suitable 
for a specific use.

The experiment was conducted with a total 
sample of 144 users; 19 users were excluded from 
the analysis process since they were considered to 
have spent insufficient time navigating in the en-
vironment they were allocated in. All participants 
were students from the University of Cyprus; their 
age varied from 19 to 23, with a mean of 20 years. 
Approximately 40% were male and 60% female. 
All of them were quite proficient in the use of the 
English language, and due to their academic status 
were familiar with technological issues such as 
those involved in our study- though since this was 
a comparative study between two environments, 
both of these factors were not expected to have 
a main effect. 

After completing the task questionnaire, users 
were asked to fill in a satisfaction questionnaire.4 
The amount of time that was required for each 
user to complete the tasks was also measured.

Table 5. Multifactorial ANOVA (Factors—Core Anxiety, Application Specific Anxiety and Aesthetics)
Dependent Variable: Score %

Source Type III Sum of 
Squares df Mean Square F Sig.

(a)

Matched 
Aesthetics 1097.361 1 1097.361 4.238 .043

core_groups * specific_groups*
Matched 

Aesthetics
983.259 1 983.259 3.797 .055

(a)  R Squared = .102 (Adjusted R Squared = .017)
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personalization r ules

For this preliminary study, the parameters that 
constituted each user’s profile were cognitive 
style and visual working memory span (VWMS). 
According to these factors, the implications were 
similar to those described above for the case of the 
educational setting. The imager/verbalizer dimen-
sion of cognitive style affected the representation 
of the Web content (pure text or diagrammatical 
presentation), whilst the holist/analyst dimension 
had an effect on the structure of the environment 
and the number of links. Holists also had an extra 
navigational and tabbing tool.

For the case of users with low VWMS, instead 
of segmenting the content (which was already 
rather clear cut and susceptible to cognitive style 
differences in terms of structuring the navigational 
patterns), we provided users with an additional 
tool that served as an extra buffer for storing 
information that was considered to be relevant 
to the tasks involved.

preliminary r esults

The levels of satisfaction that users reported were 
identical in both conditions. There was absolutely 
no difference between the two conditions, as 
perceived by the users, since their overall mean 
in a scale from 1 to 5 was 3.2, with very little 
dispersion.

Even if the personalized environment was 
rather burdened with personalization tools and 
was more complicated, users didn’t seem to be 
discouraged; this could be interpreted as positive, 
presuming of course that in the intrinsic level 
of information processing there could be some 
improvement. Still, since there is no objective 
dependent variable indicating performance in 
this study, we can only conclude that the extra 
Web-site features did not have a negative effect 
on perceived ergonomics and usability.

There were however differences in the amount 
of time that users spent navigating in the envi-
ronments before they decided to fill in the task 
questionnaire. By dividing users in four catego-

Table 6. Post hoc analysis of differences between user groups with regards to navigating time
Dependent Variable: timeTukey HSD 

(I) matched (J) matched Mean
Difference (I-J) Std. Error Sig.

pers_low pers 1.29899 .84696 .421

raw 1.43759 .88778 .372
raw_low 3.01974(*) .95669 .011

pers pers_low -1.29899 .84696 .421
raw .13860 .69557 .997

raw_low 1.72074 .78162 .129

raw pers_low -1.43759 .88778 .372
pers -.13860 .69557 .997

raw_low 1.58214 .82567 .227
raw_low pers_low -3.01974(*) .95669 .011

pers -1.72074 .78162 .129

raw -1.58214 .82567 .227

 * The mean difference is significant at the .05 level.
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ries, according to the level of personalization 
provided or not, statistically significant differ-
ences were found. The division was as follows: 
non-personalized environment for users with low 
visual working memory span (VWMS), non-per-
sonalized environment for users with normal or 
high VWMS, personalized environment for users 
with normal or high VWMS and personalized 
environment for users with low VWMS; there 
is some linearity in the sense that the degree of 
personalization involved increases from the first 
to the fourth group. Post hoc analysis of variance 
has shown that there was a difference in naviga-
tion time spent between users in the first and the 
fourth group (see Table 6).

The interpretation of this finding is somehow 
ambiguous. It perhaps implies that users did indeed 
make use of the additional tool, and were willing 
to spend more time navigating in the specific Web-
environment. Taking into consideration the fact 
there were no time limits imposed and users’ were 
free to leave the session whenever they wished 
to, there could be a positive interpretation of this 
finding. On the other hand, in the absence of an 
objective measurement of the quality of informa-
tion processing, there cannot be any conclusive 
results extracted.

For the time being, we have found that restruc-
turing a generic Web environment according to 
users’ preferences and altering the typical methods 
of information representation in the Web does 
not have a negative effect on users’ perceived 
satisfaction. The next experimental sessions will 
necessarily include a measurement of accuracy 
in fulfilling the tasks, in order to examine the 
depth of comprehension that was achieved in both 
conditions (personalized-raw). Moreover, a within 
participants experimental design seems more 
objective, in order to control for elusive confiding 
variables among different participants.

disCussion

Considering the user as a vital part of what is 
considered as context in HCI may improve the 
quality of services offered, especially if the aim 
is learning or higher order information processing 
is involved. It makes sense that if one examines 
the characteristics of a device or the location of 
the user in providing context aware services, the 
same should be applied with the case of human 
factors. In the same way that a device has a certain 
processing ability, individuals differ in their per-
ceptual and processing preferences and abilities. 
Therefore, it could be supported that an essential 
part of HCI context are the users themselves.

The empirical study on the field of e-learning 
presented above demonstrates that an “intrinsic” 
context aware application (in our perspective) is 
proven helpful for users and an actual benefit is 
objectively measured. All things considered, such 
a statistically significant effect that is consistent to 
the psychological theories supporting it is rather 
encouraging for the notion of expanding individual 
differences theories to various research areas.

The case of the Web-environment, on the other 
hand, yields rather ambiguous results. Users do 
not seem to distinguish between the personalized 
and the raw environment in terms of preference, 
while a specific group of users spent more time 
navigating within the environment in the per-
sonalized condition. That may be positive if the 
goal is educational or commercial, though in the 
event of a costly mobile access that might not be 
desirable.

The next step of our work, besides improving 
the methodology of our experiments in a com-
mercial Web environment (introducing objective 
measurements of task accuracy), is the integra-
tion of the remaining parameters of our proposed 
model as personalization factors in the Web. With 
regards to emotional processing, we are setting 
out a research framework that involves the use 
of sensors and real-time monitoring of emotional 
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arousal (Galvanic Skin Response and Heart Rate). 
As a matter of fact, the use of sensors is closely 
related to existing context aware systems research, 
and as mentioned in the definitions that were re-
ferred to in the introduction of this chapter, users’ 
physiological state is also an issue of context.

Thus, describing the user as context requires 
a multi dimensional model of representation, 
which should incorporate cognitive and emotional 
characteristics that seem to have a main effect 
in interacting with applications that involve in-
formation processing. It is not argued of course 
that demographical and “traditional” profiling 
characteristics are of lesser importance; our 
proposed model could have a modular role in a 
setting that defines context in a variety of ways, 
by adding another dimension focused on intrinsic 
processes.

In the introductory section of this chapter 
we also mentioned the utter goal of setting a 
framework of guidelines that address individual 
differences. At this point of research, it seems 
that these differences are indeed important, and 
the way that theory was put into practice in our 
system did seem to be functional. There are of 
course many considerations regarding the general-
ization of this approach, and further experimental 
evaluation is required; still, especially within an 
educational environment, we have clear indica-
tions that context related information such as 
user’s intrinsic characteristics may be used in a 
meaningful manner.
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