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Preface

The topic of identifying objects that stand out from the norm in a data set is an
exciting one in the field of data mining. Detecting such objects, known as outliers,
is important for many applications such as fraud detection, network analysis, etc.
Given the significance of outlier detection in real life scenarios, we chose to focus
on this challenging research topic in this book.

Contents of this book are mainly derived from the research work carried out
towards Ph.D. thesis of the first author at Indian Institute of Science (IISc),
Bangalore, under the supervision of the co-authors. The book itself is the outcome
of the recommendation made by Prof. Lakhmi C. Jain, University of Canberra,
suggesting us to produce a monograph based on our understanding of this research
area.

The first part of the book touches upon the significant aspects of the problem that
are useful in carrying out further research on related issues. We introduce the
concept of outliers through some theoretical ideas, along with our understanding of
its practical significance. We discuss various methodologies for outlier detection
and present our experience specific to some problem settings.

The second part deals with the problem of outlier detection in networks, high-
lighting the need for analyzing various kinds of interaction networks that enable
exchange of information among people. In this connection, we explain the concept
of anomalous sub-graphs in a communication network/graph. We furnish our
research results obtained using various algorithmic schemes along with the details
of a few recent techniques for detection of anomalous sub-graphs.

Thus, the objective behind producing this book is to shed light on various issues
that researchers working in outlier detection generally face, and share some inter-
esting developments and references to the latest results in this area. We hope that
the book would be useful to researchers working in data mining as a guidepost.

Bengaluru, India N. N. R. Ranga Suri
September 2018 Narasimha Murty M

G. Athithan
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Part I
Techniques for Outlier Detection

The emphasis here is on exploring the practical significance of the outlier detection
problem in real life applications and understanding the intricacies involved in
dealing with this problem. Accordingly, initial chapters deliberate on various
research issues associated with outlier detection along with a review of the current
literature available in this regard.

In subsequent chapters, some of the key research issues are dealt with presenting
various techniques developed addressing these issues. Each chapter presents the
theoretical background related to the specific issue being addressed, followed by the
description of a few prominent algorithms developed in this regard. Empirical study
of these algorithms using benchmark data sets is also furnished towards the end of
every chapter to provide a deeper understanding of the outlier discovery process
involved.



Chapter 1
Introduction

Abstract This chapter introduces the notion of outlier and its essential properties.
It presents a characterization of outliers based on their size, diversity and role in a
given context. It also provides a theoretical perspective on the significance of outliers
along with the practical need for their detection.

1.1 What is an Outlier?

An object in a data set is usually called an outlier if

• It deviates from the normal/known behavior of the data,
• It assumes values that are far away from the expected/average values, or
• It is not connected/similar to any other object in terms of its characteristics.

So, an outlier generally exhibits some abnormality or some kind of out of the way
behavior. Even intuitively, such an outlier behavior can play an important role in the
decision making process, leading to the following.

1. It can make an individual assume a leadership role and influence others to follow.
For example, lateral thinking is one such case.

2. It may play a disturbing role in summarizing the overall behavior of a community
of people/entities.

Thus, an outlier can play either a positive role or a negative role based on the appli-
cation under consideration.

From a theoretical perspective, it is possible to introduce various definitions for
outliers based on distinct observed characteristics of the data objects. One such
definition states that outlier is an object that deviates so much from other objects
as to arouse suspicion that it is generated by a different mechanism. This definition
basically captures the severity of deviation of an object leading to an impression that
such an object is altogether different from the others.

© Springer Nature Switzerland AG 2019
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In general, the notion of outliers refers to data objects that deviate significantly
from the normal data. The degree of interestingness of such objects can be derived
based on a suitablemeasure of their deviation. The objects that are interesting enough
to the analyst are of significance in the analysis process.

1.2 Characterization of Outliers

As stated above, the deviating behavior of outliers can be attributed to various
observed properties of the data. Each such property can lead to a specific way of
characterization of outliers as explained below.

1.2.1 Size-Based

It is possible to have outliers of varied sizes based on the number of objects involved.
Therefore, in an abstract sense, an outlier may quantitatively correspond to one of
the following scenarios.

• a single object, or
• a small subset of objects, or
• a community/group of objects, or
• an entire network/graph

Figure 1.1 illustrates the case of a singleton outlier where only one object is
involved, in a 2-dimensional feature space. Referring to the data distribution, one
can notice the presence of two prominent clusters and an isolated object that is far
away from the clusters. Therefore, this object turns out to be an outlier.

Fig. 1.1 A single outlier in a
data set
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Fig. 1.2 Multiple outliers in
a data set

Q
R

P

Multiple outliers
Attribute 1

A
ttr

ib
ut

e 
2

Fig. 1.3 A sample outlier
community

V

V

V2
V

i

V1

n

3

It is possible to have more than one outlier in a data set as depicted in Fig. 1.2.
There are three isolated objects that are outliers in this case, in addition to the clusters
noted above. So, it is possible for a subset of the data to be outliers.

According to network theory, the degree distribution of social networks typically
follows a power-law as they belong to the class of scale-free networks. As a result,
the number of nodes with degree k will be proportional to k−α and typically α is
found to be in the range [2, 3]. Further, large communities in a network are also
expected to satisfy the power law degree distribution.

Now, consider a community made up of a collection of n nodes that are of the
same degree as in the community shown in Fig. 1.3. More specifically, every node
in this example has degree ‘2’. For a sufficiently large value of n, such a community
turns out to be an outlier as the degree distribution of nodes in this community does
not satisfy the power law. Similar situation may arise for an entire network, making
it an outlier. Thus, it is possible to have an entire community in a social network to
be characterized as outlier.

1.2.2 Diversity-Based

Based on the definition of outlier given in Sect. 1.1, one can characterize the same
using the notion of diversity as given below.
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Table 1.1 A sample 2-dimensional data set

Sl. No. 1 2 3 4 5 6 7 8 9 10

Object (1, 1) (2, 2) (2, 1) (6, 1) (6, 2) (7, 2) (6, 6) (6, 7) (7, 6) (10, 19)

1. In the case of normally distributed collection of data, it could be an object that
is positioned away from the mean based on the variance/covariance structure.
For example, in a uni-variate normal distribution, the values in the range [μ −
3σ,μ + 3σ ] account for 99.73%. So, any object/value falling outside this range
may qualify to be an outlier as it is away from the mean.

2. In data clustering, outliers can impact the resulting grouping structure in an
unfavorable manner. For example, consider a two-dimensional data set having
10 objects as shown in Table 1.1.
Referring to this data, one can visualize 3 clusters each having three objects.
Let the initial cluster representatives/centroids for 3 clusters be (1, 1), (6, 7) and
(10, 19) respectively. In a typical k-means iteration, one assigns each of the
remaining objects (seven of them here) to a cluster based on similarity between
the object and the centroid of the cluster. Thus, object assignment to clusters
results in the following grouping of objects.

• C1: {(1, 1), (2, 2), (2, 1), (6, 1)} and its mean is (2.75, 1.25).
• C2: {(6, 7), (6, 2), (7, 2), (6, 6), (7, 6)} with (6.4, 4.6) as its mean.
• C3: {(10, 19)} with (10, 19) as its mean/centroid.

On the other hand, if one ignores the outlier object (10, 19), one would have got
the following clustering of the objects by selecting (1, 1), (6, 1) and (6, 7) as
initial cluster centroids.

• C1: {(1, 1), (2, 2), (2, 1)}
• C2: {(6, 1), (6, 2), (7, 2)}
• C3: {(6, 7), (6, 6), (7, 6)}
Looking at these two sets of clustering results, the latter one is intuitively more
appealing than the one obtained earlier where the outlier formed a singleton
cluster. So outliers can affect the performance of clustering algorithms. Here
an outlier is an object that is in a very sparse region. Thus, diversity here is
characterized by sparsity of the data.

3. An outlier web site can affect the ranking of web pages produced by a search
engine. If a search engine ranks pages on fast-loading sites significantly higher
than pages on slow-loading sites, then a page on a site which is significantly
fast-loading compared to others can get a better ranking. So, here also an outlier
site can adversely affect the rankings of a search engine.
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4. In the field of information retrieval, it is common to remove stop words or fre-
quently used words before indexing of the documents, with the intent of reducing
the space and time requirements. For example, in a collection of English docu-
ments, words like the, of, is are too frequent and occur in every document. So,
frequent wordswill not be useful for discrimination among the documents. Typi-
cally, the number of frequent words is small and the number of rare words is very
large. So, it is good to remove rare words also from the index for reducing the
dimensionality of the representation vector. Thus, in this context both frequent
and rare words are like outliers.
This is reflected in the weighing process used to indicate the importance or other-
wise of each of the words in the document collection. The most popular weighing
method for document indexing is the TF-IDF scheme. For a collection of n doc-
uments with a vocabulary size of l, the weighing components are characterized
as follows:

a. Term Frequency (TF): This indicates the frequency of a word wi , i ∈
{1, 2, . . . , l} in a document d j , j ∈ {1, 2, . . . , n}, denoted as t fi j . It gives
more importance to the frequent words over the rare words.

b. Inverse Document Frequency (IDF): If a word wi occurs in ni of the n
documents, then I DFi = log( nin ). This term annihilates the frequent words
and gives more importance to rare words. If a frequent word occurs in all
the n documents, then its IDF value is log( nn ) = 0.

Finally, the weight of a wordwi in a document d j is given by t fi j ∗ I DFi , a prod-
uct of the twogiving largerweights tomedium frequencywords. This is intuitively
appealing as the medium frequency words form the backbone for effective com-
munication and are important in discriminating documents as characterized by
the TF-IDF scheme. Here, diversity is characterized in terms of the frequency of
the words occurring in a document. Thus, words that are either too frequent or
too rare are treated as outliers.

Thus, in many such applications outliers can have diverse end effects requiring suit-
able characterization of the diversity noticed so as to manage the same in an effective
manner.

1.2.3 Role-Based

It is commonly perceived that outliers have an undesirable or negative impact on the
data processing activity. Some such examples are presented in the previous subsec-
tion. However, there are several situations in which the outliers can play a positive
role, as narrated below.

• Out of the box thinking is useful for coming up with novel research contributions.
Such a thinking pattern is of outlying nature due to its uniqueness.
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• In a community of the social elements, it is possible to have a person/entity that is
too central or influential. Such a person turns out to be an outlier. However, for the
purpose of promoting a product, the influential individual can play a pivotal role
as he can positively influence a large section of the persons in his community.

• In classification based on support vectormachines (SVMs), the classifier learns the
support vectorswhich form a subset of the training set of patterns. Here, learning is
meant for adjusting theweight vector of the linear discriminant function associated
with the SVM.All the other patterns (non-support vectors) are discarded or ignored
in this process. Typically, support vectors are either boundary patterns or outliers.
Thus, outliers are useful for making the classifier learn the patterns by using the
subset data.

1.3 Significance of Outliers

It is important to distinguish outliers from random noise typically seen in real life
data, as both these kinds of objects are characterized by their deviation from normal
data. Further, the issue of what constitutes a sufficient deviation for an object to be
considered as an outlier is often a subjective judgment based on the interest of the
analyst.While the noise in itselfmay not be interesting to the analyst, its identification
and removal continues to be an important data mining task. Thus, both noise and
outlier detection problems are equally important for effective data analysis. In this
context, the best way to find outliers and distinguish them from noise is to use the
feedback from previously known outlier examples of interest.

In unsupervised scenarios, noise represents the semantic boundary between nor-
mal data and true outliers. Thus, it is modeled as a weak form of outliers. From
a theoretical perspective, supervised detection algorithms are expected to be more
effective, as the characteristics of known examples can be used to sharpen the search
process towards more relevant outliers. Therefore, the crux of the problem is that
outliers need to be unusual in an interesting way, and the supervision process guides
what one might find interesting. While the unsupervised methods can be used either
for noise removal or outlier detection, the supervised methods are more suited for
application-specic outlier detection.

1.3.1 A Theoretical Perspective

It is understood that many real world applications are faced with the problem of
identifying complex rare events, which are characterized by contextual combinations
of specific actions, often performed by multiple agents. This basically involves two
important data exploratory tasks: (a) discovering previously unknown event types,
and (b) detecting instances of these event types in the data.
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Fig. 1.4 Transformation
from Outliers to Events of
Interest Subjective assessment

Impose domain semantics

Events of Interest in a Domain (E)

Outliers Discovered in Data (O)

Domain Specific Anomalies (A)

Towards the discovery of complex rare events, a three-level abstraction of such
events is envisaged, with domain specific assessment being the essential mechanism
of transformation between these levels, as shown in Fig. 1.4. This is because events
of interest in an application are characterized not by their rarity but rather by their
inexplicability in terms of applicable real-world behaviors that are known a priori. In
such application scenarios, outlier detection techniques act as useful starting points
for a larger discovery process. Further, it is argued that the associated explanation
plays key role in inferring the underlying intent and identifying the actions linked
to a particular event of interest. For example, an event could be benign (simply a
coincidence) or malicious depending on the explanation and the context.

According to this perspective, one can think of the following levels of abstraction
regarding different types of events.

• Outliers: Unusual data objects that are statistically rare but may or may not result
from the same generative processes as other data objects.

• Anomalies: Data objects that have resulted from a distinct generative process that
may or may not appear in the data as outliers.

• Events of interest: Anomalies that are caused by some type of behavior in the real
world that is of concern for the application.

It is important to note that outliers are always definedwith respect to some baseline
population. Basically, it is a relative assessment of objects within a set. Further, an
outlier must be described not only in terms of its likelihood, but also in terms an
analyst can understand for determining whether that outlier is significant in a given
context. Thus, the set of anomalies identified (A) specific to an application domain
turns out to be a subset of the outliers discovered in the corresponding data (O),
i.e. A ⊂ O . Likewise, determining the events of interest from the set of anomalies
requires subjective assessment based on the domain knowledge.

At present, domain specific assessment of outliers can only be done manually
due to practical limitations of the methods established so far. Adding automated
assessment capabilities will enable systems to more accurately distinguish events
of interest from other anomalies and enable human analysts to focus on follow-up
investigations for those situations most demanding and worthy of their attention.
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1.3.2 The Practical Requirement

As defined above, outliers represent valuable information about the evolving nature
of the underlying physical phenomenon. They need to be seen as early indicators of
the potential change in the behavior of the system. If the perceived change through
the detection of outliers happens to be unfavorable (malicious), then one should keep
a mitigation plan handy. It is for ensuring this preparedness by the system to cope
up with the changes happening over time, outlier detection becomes an essential
component of its functionality. It is a kind of self health check of the system and
triggers necessary corrective action in time to avoid any plausible adverse effects of
such a change. It ismore so,when the system is designed to serve real life applications
with low tolerance towards unintended effects.

Systems dealing with financial transactions, citizen health, and critical infrastruc-
ture need to perform continuous check of their status for ensuring graceful degrada-
tion in case of any inconsistent or emergency situations. Such situations can be pre-
dicted through early detection of outlier/anomalous behavior of the systememploying
necessary algorithmic schemes as per the nature of the end application. Therefore,
exploring various computational aspects of the outlier detection problem becomes
essential in order to determine a suitable method for a given application context.

1.4 Summary

Agentle introduction to the notion of outliers is provided in this chapter in the context
of data mining. Outliers are fundamentally identified by their deviation with respect
to normal data. Such data objects can be characterized in multiple ways, such as the
number of objects involved (size), the different types of their nature (diversity), the
specific actions they result in (role).

The significance of outliers is brought out in a theoretical sense as well as its
requirement from a practical perspective. Basically, the foundation for progressing
towards the detection of outliers in data is laid in this chapter.

1.5 Bibliographic Notes

The field of data mining has been growing rapidly due to its widespread use in sev-
eral real life applications [5]. The concept of outliers in data is an abstract theory
and its interpretation relies on the context. Among various definitions proposed for
outliers, the one given in [6] is a popular one. The practical significance of the outlier
phenomenon in several real life scenarioswas nicely narrated in [4]. Though the devi-
ating nature of objects makes them outliers at large, the issue of what constitutes a
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sufficient deviation is often a subjective judgment, as pointed out in [1]. An introduc-
tion to the notion of anomaly along with a review of various techniques for anomaly
detection was provided in [4].

As brought out in [9], several real world applications are facedwith the problem of
identifying complex rare events, which are characterized by contextual combinations
of specific actions. In this regard, a three-level abstraction was proposed on the types
of events that one may encounter in real life. The key link between these levels
happens to be the domain specific explanation regarding the events.

As explained in diversity-based characterization of outliers, word frequency in
documents plays a major role for applications related to information retrieval [8]. In
this direction, a novel method for identifying semantically deviating outlier docu-
ments was proposed recently [10]. Similarly, sparsity of data impacts the outcome
of data clustering process, more so when the data consists of outlier objects [7]. One
more topic referred to in this chapter is the support vector machines (SVMs), as
described in [3].
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Chapter 2
Outlier Detection

Abstract This chapter deals with the task of detecting outliers in data from the data
mining perspective. It suggests a formal approach for outlier detection highlighting
various frequently encountered computational aspects connected with this task. An
overview of this book with chapter-wise organization is also furnished here giving
an idea of the coverage of the material on this research domain.

2.1 Introduction

Traditionally, the purpose of knowledge discovery and data mining process is to
extract novel and valid patterns from the data. Such patterns are expected to be
understandable and useful to the person handling the discovery task. They can be
represented as association rules, classification rules, cluster descriptions, sequential
patterns, time series, contingency tables, etc. They are expected to cover a majority
of the objects in the data. On the other hand, outliers are the minority set of objects
in the data that deviate significantly from the rest of the data. This deviation may
be perceivable directly at times or may need some computational model to ascertain
the same. Irrespective of the means of understanding the deviating behavior of data
objects, their presence in the data has some serious practical implication. Therefore,
outlier mining/detection aims at discovering such objects in data.

It is not possible to impose a crisp mathematical definition on outliers, as their
detection is more of a subjective decision rather than a routine assessment. Accord-
ingly, one should look for a capable detectionmethodmatching with the semantics of
the specific application context. A simple method for determining outliers is to pro-
duce the box plot of the data graphically. A box plot depicts numerical data through
their distribution in different quartiles, as shown in Fig. 2.1. Such a plot is also known
as box-and-whisker diagram, as it can have lines extending vertically from the boxes
(whiskers) indicating the possible variability outside the upper and lower quartiles.

The space between distinct parts of the box reflects the spread of values in the
data. Through a visual examination of the data using the box plot, it is possible to
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Fig. 2.1 A sample box plot
indicating a possible outlier
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determine the inter-quartile range (IQR) and other statistical estimators. Also, box
plots can be drawn either horizontally or vertically depending on the representation
needed.

In a box plot, the bottom and top portions correspond to first and third quartiles
respectively, and the dividing band inside the box is the second quartile (the median).
The ends of the whiskers may point to different possibilities among the following.

• The minimum and maximum values in the data
• One standard deviation above and below the mean of the data
• The 9th percentile and the 91st percentile
• The smallest value within 1.5I QR of the lower quartile, the highest value within
1.5I QR of the upper quartile.

Based on the above description of box plots, any data item not included within the
value range covered by the whiskers is shown with a special symbol (‘*’) to signify
it as a possible outlier. One such sample data point is shown in Fig. 2.1 at the top of
the plot.

2.1.1 Problem Definition

Accurate and efficient detection of outliers present in a data set is ever challenging as
there is no universal definition ascribed to outliers. As a result, it is up to the person
dealing with this problem to consider a fitting definition and develop an acceptable
method addressing the requirements. Given a multidimensional data set, an outlier
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may be deviating with respect to one of the given dimensions. It is also possible that
a data object can be an outlier in the joint distribution of two or more attributes, not
necessarily being an outlier when individual attributes are considered. For example,
a person might have a low income but have large debt!

Given the above understanding, the outlier detection problem can be broadly
defined as: given a set of data objects, find a specific number of objects that are
considerably dissimilar, exceptional and inconsistent with respect to the remaining
data. This definition basically captures distinct ways of an object displaying unusual
characteristics.

Many datamining algorithms try tominimize the influence of outliers or eliminate
them altogether. However, this could result in loss of important hidden information
as per the well known fact that one person’s noise could be another person’s signal.
Thus, the outliers themselves may be of particular interest, as in the case of fraud
detection, where they may indicate some fraudulent activity. Besides fraud detection
in financial applications, niche marketing and network anomaly detection are other
prominent applications of outlier detection, making it an important data-mining task.
Depending on the application domain, outlier detection has been variously referred
to as novelty detection, chance discovery, exception mining, anomaly detection in
networks, etc. A connected field of research is activity monitoring with the purpose
of detecting illegal access. This task consists of monitoring an on-line data source in
the search for unusual behavior.

Over the years, outlier detection has emerged as a significant data mining task due
to the general perception that outliers represent evolving novel patterns in data. With
widespread use of data mining techniques in diverse application domains, a slew
of methods exist today for outlier detection catering to various application-specific
requirements. Therefore, picking a competent method becomes a challenge in its
own right as it decides the course of the detection process as well as the ultimate
outcome.

At an abstract level, outlier detection methods can be classified into two main cat-
egories: parametric (distribution/model based) and non-parametric (distance based).
A parametric or statistical approach assumes a distribution or probability model for
the given data and identifies outliers with respect to this model using discordance
tests. However, it is found that model-based detection of outliers has various practical
limitations. To counter the limitations associated with the statistical methods, non-
parametric methods such as distance-based ones are introduced. Thus, it is possible
to avoid the expensive task of fitting a model for the data in this regard.

The surge in the number of research efforts towards outlier detection can be
attributed primarily to its relevance in numerous real life applications ranging from
simple relational data analysis to great scientific discoveries dealing with huge astro-
nomical data. Other significant applications are connected with biological data anal-
ysis and fraud detection in financial data, etc.

Similarly, anomaly detection in networks has been an emerging data mining
application involving various outlier detection techniques. Anomalies in a net-
work signify irregularities in several real life applications such as extremely cross-
disciplinary authors in an author-paper network, intrusions in a computer network,
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and several others. In addition to revealing suspicious, illegal and/or dangerous
behavior, anomaly detection is useful for spotting rare events. Thus, anomaly detec-
tion in networks turns out to be a key data mining task in varied application contexts
dealing with network data.

2.1.2 Significance of Outlier Detection

Outlier detection is interesting to many researchers as a data cleaning task for explor-
ing the set of normal objects as the candidate set for frequent item mining and class
profile building. Of late, it has been gaining more prominence as a potential data
discovery task for anomaly detection, novelty detection, etc.

Prior research in this regard talks about the practical significance of the outlier
phenomenon in real life scenarios. Similarly, the growing number of research works
being published on this research topic is a candid indicator of the importance asso-
ciated with this task in the field of data mining. In this regard, a few of the recent
applications involving outlier detection methods are listed below.

• Identifying misinformation and misbehavior on the web
• Anomaly detection from system logs in complex computer systems
• Finding irregularities in electrical consumption on smart grids
• Modeling antisocial behavior in online discussion communities
• Characterizing a malignant tumor in medical images for diagnosis
• Predicting illegal insider trading in stock market data
• Anomaly detection in heterogeneous information networks
• Evaluating the potential of insider threats in organizations
• Detecting traffic anomalies in urban interstate systems
• Illegal reseller identification by Internet marketplaces like Amazon.

A vast majority of themethods developed for outlier detection have been designed
to work with the data described using real valued attributes. However, almost all real
world data sets contain a mixture of both nominal (categorical) and real valued
attributes. The nominal attributes are typically ignored or incorrectly modeled by
existing approaches. Non-availability of a well defined proximity metric on categor-
ical data is other major concern. Therefore, developing efficient methods for outlier
detection in categorical data has been a challenging task with several potential appli-
cations in real world data mining systems.

Outlier detection is typically viewed as a binary classification task. It may be
divided into three main categories: supervised learning (when examples of both nor-
mal and outlier classes are made available), one-class classification (where examples
of only the normal class are present) and unsupervised learning (when no labeled
examples are available). The third category, dealing with unsupervised detection of
outliers in data, is generally ill-posed. However, an unsupervised learning method
like clustering comes handy to identify objects exhibiting deviating characteristics.
Further, fraud detection and anomaly detection are important applications where
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unsupervised learning is more natural and popular. So, it looks more promising to
develop methods based on unsupervised learning for detecting outliers in data.

Most of the latest work connected to outlier detection is due to the thrust emerging
from various novel graph mining applications such as anomaly detection in network
data. However, many of the existing anomaly detection approaches focus on link
and node behavior anomalies. Only a few recent methods explore the network in
search of subgraph anomalies of a specific type. Hence, it is required to develop a
generic method discovering arbitrary anomalous subgraphs in any input graph. This
is another significant research direction with potential applications in diverse fields.

There has been a tremendous growth in the presence of network data sets recording
the interaction and/or transactions among a set of entities such as personal commu-
nications, on-line social network interactions, web traffic between servers and hosts,
and router traffic among autonomous systems, etc. A characteristic feature of these
activity networks is the time dependent change in their structure. These temporal
dynamics are critical to model and predict the network changes over time. Although
some prior work on the analysis of dynamic networks exist, they don’t address the
issue of uncovering the behavioral patterns of nodes in the graph and modeling how
these patterns change over time.

On the other hand, it is observed that unusual behavior often propagates along
the network during its evolution and persists in time. Hence, a naive adaptation
of existing methods to dynamic networks would require searching in the combined
exponential space of possible subgraphs and quadratic space of time intervals, which
would be prohibitive on most real world network instances given their growing
sizes. This emphasizes the need for developing competent methods for discovering
anomalies/unusual behavior in dynamic networks.

2.2 Important Computational Aspects

Motivated by the plethora of applications requiring the outlier detection capability,
some of the significant research gaps alongwith the associated challenges in this field
of research are examinedbelow.This exploration is aimed at highlighting the practical
significance of various computational aspects that one may come across typically
when dealing with the outlier detection problem. Thus, the idea here is to point out
what one should be concerned with in order to develop efficient techniques for outlier
detection. The subsequent chapters of this book delve on these computational aspects
individually and also discuss some of the related algorithmic developments.

2.2.1 Impact of the Type of Data Attributes

The data one encounters with regard to outlier detection could be either categorical
or numerical. Several algorithms that are popularly used on numerical data can’t
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be used on categorical data. For example, the popular k-means clustering algorithm
can’t be used on categorical data. Also, k-means algorithm is not the right candidate
for clustering high-dimensional data. Because, in the k-means algorithm a pattern is
assigned to that cluster whose centroid is closest to the pattern.

As stated above, a majority of the outlier detection methods mainly deal with
numerical data. However, the data pertaining to several real life applications tend to
be categorical in nature with high dimensionality. Therefore, it is necessary to devise
acceptable techniques to process data described using categorical attributes. In the
context of outlier detection, the effectiveness of the detection algorithm strongly
depends on the interpretation or one’s perception about outliers in the sense of cate-
gorical attributes. So, it becomes imperative to have an intuitive definition for char-
acterizing outliers and develop the detection algorithm accordingly. When dealing
with categorical data, one can try to find out objects that are deviating with respect
to a single attribute or in the joint distribution of multiple attributes.

2.2.2 Unavailability of Labeled Training Data

It is known that any machine learning activity primarily belongs to one of the two
learning modes: supervised and unsupervised. The exact nature of the learning task
is decided based on the availability of labeled data. When the data is provided with
necessary class labels for the training purpose, the supervised learning techniques
are applicable. On the other hand, the unsupervised techniques do not require labels
and they try to distinguish between the objects belonging to distinct groups (classes)
based on their intrinsic characteristics.

As discussed in the previous section, outlier detection is generally considered as
an unsupervised learning task due to lack of awareness on the kind of outliers present
in the data. In such a situation, data clustering turns out to be the obvious choice to
explore the inherent structure of the data. More specifically, clustering algorithms
belonging to the k-means family are preferred due to their computational efficiency.
Such a clustering structure is expected to show clear demarcation between outliers
and normal objects in its grouping process. Additionally, clustering-based methods
can detect data objects that deviate in the joint distribution of two or more attributes.
This kind of scenario is typically noticed when dealing with categorical data.

2.2.3 Crisp Labeling Versus Relative Ranking of Outliers

A detection method aimed at finding out a certain category of objects in the data
can produce its result in two possible ways. It can either label the objects as crisply
belonging to the desired category or arrange the objects based on their relative belong-
ingness to the desired category. Of course, the latter option depends on the ability of
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the detection method in computing the requisite measure as a continuous valued one.
Applying a satisfactory threshold on this measure of belongingness, one can always
produce crisp result if required.

In the context of outlier detection, it is more meaningful to rank the data objects
based on their degree of deviation rather than making a binary decision on whether
or not an object is an outlier. Consequently, one can produce a ranking of the data
objects based on their relative deviation captured by means of the clustering struc-
ture. Alternatively, ranking of objects can be attempted based on their outlier score
determined by the frequencies of attribute values. In case of categorical data, this
approach seems more natural for identifying the objects that deviate with respect to
one or more attributes. Also, one can consider generating multiple rankings of the
objects based on different deviation measures and finally fuse all of them to produce
a likely set of outliers in the data.

2.2.4 Exploring Outliers in High Dimensional Spaces

Data pertaining to several real life applications, such as the biological data and
market-basket data, are comprised of prohibitively large number of features. One
naturally looks for a small subset of features that preserves the properties of the
data without loss of any important information. This calls for the process of fea-
ture selection so as to reduce the impact of the high dimensionality on the learn-
ing task such as data clustering. It is important to note that clustering algorithms
depend on proximity between pairs of patterns in order to divide them into groups.
When a pattern X is represented as a high-dimensional vector, it is difficult to distin-
guish between its nearest and farthest neighbors due to the curse of dimensionality.
So dimensionality reduction is essential before applying several of the clustering
algorithms.

From the outlier detection point of view, it is experimentally found that one can
develop optimal algorithms by looking for outliers in subspaces of the data. This is
because the objects deviating with respect to a subset of features get buried in the
high dimensional spaces thereby hindering their detection process. Feature selection
is thus aimed at curbing the undesirable effects of data dimensionality on the outlier
detection process.

Employing feature selection as a means for dimensionality reduction requires
formulation of acceptable measures for assessing the relevance and redundancy of an
attribute/feature towards the outlier detection task.As it is learnt that the unsupervised
learning paradigm is better suited for outlier detection, one needs to follow a similar
approach for feature selection as well. Prior work on dealing with categorical data
suggests to employ information theoretic measures defined based on the concept
of discrete random variable. It basically indicates that one can consider Mutual
Information (MI) based characterization of the features for filtering them objectively.
Ultimately, the lowdimensional representation is expected to produce superior outlier
detection performance over the full dimensional representation.
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2.2.5 Dealing with Uncertainty in the Learning Process

Unsupervised learning tasks employing k-means algorithm typically produce non-
overlapping, clearly separated (‘crisp’) clusters with bivalentmemberships: an object
either belongs to or doesn’t belong to a cluster. However, many real life applications
are characterized by representations involving overlapping clusters. Mining outliers
in data is one such application, as it has to deal with uncertainty regarding the
membership of outlier objects to one of the normal groups of objects. In this context,
a soft computing approach based on rough sets happens to be a better choice.

A rough clustering algorithmworks by incorporating the lower and upper approx-
imation properties of rough sets. In this process, objects assigned to the lower approx-
imation of a cluster belong certainly to that cluster. However, cluster membership
of the objects assigned to the upper approximation is uncertain, hence they belong
to at least two clusters. Thus, the uncertainty regarding the crisp membership of
objects can be resolved by using rough clustering principles. In a theoretical sense,
the members of upper approximation of a cluster tend to have high chance of getting
detected as outliers.

Given the above discussion, it is important to look at both hard and soft clustering
algorithms for outlier detection. For example, the hard k-means clustering algorithm
and its soft versions like rough k-means (RKM) algorithm are worth exploring. The
RKM algorithm basically involves two crucial computational steps: (i) determin-
ing the object assignment to various clusters, and (ii) modified centroid computa-
tion. Similarly, other soft computing approaches based on fuzzy sets and genetic
algorithms are also attractive choices for carrying out outlier detection.

2.2.6 Detecting Anomalies in Network/Graph Data

Data connected with a number of real life applications is networked in nature, such as
computer communication networks, social networks of friends, the citation networks
of documents, hyper-linked networks of web pages. Exploring rare connections and
emerging scenarios in such data is important from a practical perspective. Such
an analysis is intended to unearth possible anomalous activities by the entities in
the network. In this connection, anomaly/outlier detection in graphs turns out to
be an important pattern discovery activity. The crux of this process lies in the way
the anomalous behavior of the network entities is characterized as a graph pattern
and also the specific method required for detecting such patterns. Though building
necessary algorithmic methods for this purpose looks non-trivial from graph mining
point of view, one can extend the concepts and techniques developed for outlier
detection in multi-dimensional vector data to the case of network data. Thus, this
activity assumes significance as an emerging application area for exploiting various
established outlier detection techniques.
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A critical look at the related literature reveals that a slew of methods deal with
the detection of anomalous nodes and/or anomalous edges. Only a fewmethods look
for anomalous subgraphs, that too based on some assumptions and constraints on
the detection logic. Such methods lack generality and universal applicability by their
design and hence leave scope for more innovation in this regard. Therefore, it is
important to have a generic method for detecting arbitrary subgraphs of the input
graph as possible anomalies. In this context, it is noted that detecting communi-
ties in networks helps in better understanding the underlying connection semantics
of large networks. Among various methods available for community detection, the
Non-negative Matrix Factorization (NMF) technique is an interesting one due to its
powerful interpretability and close relationship to the clustering methods. Commu-
nities or subgraphs produced by this technique are expected to be better candidates
for detecting various types of anomalies in graph data.

2.2.7 Characterizing Anomalies in Dynamic Networks

In today’s world, people are actively engaging themselves over the on-line social
networks as means of communication regarding their recent achievements/activities,
and also for expressing their opinions on some trending topics of interest. A key
property associated with such networks is that they evolve over time due to addi-
tion/deletion of individuals in the network. Likewise,many communication networks
are dynamic in nature with time varying characteristics and other observed phenom-
ena. It becomes imperative to handle such networks for objective analysis and dis-
cover various evolving graph patterns possibly detecting various types of anomalies
present.

Thus, the aim here is to characterize the time varying nature of the anomalies
present in dynamic networks that reflect the changing real life scenarios.An important
activity in this regard is to uncover the temporal behavioral patterns of the nodes in
a graph. This requires exploring various kinds of temporal anomalies that could be
seen with dynamic networks and also come up with a formal categorization of them
with the required semantic foundation. Also, one should validate these theoretical
ideas with empirical findings using qualified benchmark network data sets.

2.3 Organization of this Book

This book essentially suggests some elegant methods for various computational
aspects concerned with the outlier detection task in the field of data mining. Accord-
ingly, it comprises nine chapters in addition to introduction to outliers and outlier
detection, as outlined below.
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• Chapter3—Research Issues in Outlier Detection: This chapter gives an overview
of the outlier detection problem. A taxonomy of various methods available for
outlier detection is presented giving an abstract view of the solution space. Then,
it enlists various research issues identified in this study along with some references
to the relevant work. It also talks about some recent trends in this regard.

• Chapter4—Computational Preliminaries: This chapter is meant for providing an
outline of various definitions, methodologies and best practices related to outlier
detection, specific to the work reported in this book. To start with, it gives a quick
view of various proximity measures defined over categorical data along with the
mathematical notation followed in this work. Then, a summary of the basic con-
cepts connected to matrix algebra is provided as relevant for the outlier discovery
task. Subsequently, a few fundamental ideas related to Information Theory are
furnished with emphasis on the mutual information measure defined on discrete
random variables. Next, the pre-processing steps to prepare both multi dimen-
sional data sets and graph/network data sets for outlier detection are furnished.
Finally, various measures for characterizing the performance of a binary classifier
are covered, with emphasis on outlier detector.

• Chapter5—Outliers in Categorical Data: This chapter deals with the development
of algorithms for efficient detection of outliers in categorical data.At the beginning,
it introduces the outlier detection problem in the categorical data scenario high-
lighting various computational challenges posed by the same. As outlier detection
is best attempted using clustering based techniques, various algorithms for cluster-
ing categorical data are discussed. Then, the computationalmodel developed based
on ranking schemes is explained with necessary theoretical foundations. Subse-
quently, some of themethods for outlier detection in categorical data are discussed.
Finally, an experimental understanding of these methods on benchmark data sets
is provided along with sensitivity study of the ranking-based algorithm.

• Chapter6—Outliers in High Dimensional Data: This chapter deliberates on the
development of an unsupervised feature selection algorithm addressing the dimen-
sionality aspect of the data. It first provides a brief introduction to the issues relating
to outlier detection in high dimensional data. It then talks about variousmethods for
feature selection using Mutual Information (MI) based measures. Then, it covers
the measures developed for assessing the relevance and redundancy of categorical
features and a method for feature selection employing these measures aimed at
outlier detection. Finally, this chapter demonstrates the impact of feature selection
on the outlier detection performance over some benchmark data sets.

• Chapter7—Outlier Detection using Rough Sets: This chapter points out the issue
of uncertainty in the outlier detection process by developing a possible soft com-
puting approach based on rough sets. First, it introduces the concept of rough sets
as per the set theoretic formulation. Then, it describes the rough k-means algo-
rithm developed based on the rough clustering principles. Subsequently, a few
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rough-sets based algorithms for clustering categorical data are put forward. This
includes the rough k-modes method, along with an experimentation over bench-
mark categorical data sets.

• Chapter8—Mining Anomalies in GraphData: This chapter discusses useful appli-
cations of the outlier detection principles towards graph mining problems, such
as anomaly detection in network/graph data. The necessity for analyzing network
data is brought out at the beginning of this chapter. Then, the basics of NMF tech-
nique are presented signifying its relevance for exploring communities present
in a network/graph. This chapter highlights the role of community detection in
network data as a more effective way towards anomaly detection. It describes an
algorithm for finding subgraph anomalies that are arbitrary subgraphs of the input
graph. Details of an experimental study using this algorithm along with the results
obtained are furnished towards the end.

• Chapter9—Analyzing Dynamic Networks: This chapter highlights the need for
analyzing dynamic networks and suggests that understanding community evolu-
tion is a means of achieving this. It then talks about modeling of dynamic networks
using Statistical and Game theoretic perspectives as the basis. Subsequently, it
presents some recent applications of dynamic network analysis techniques in var-
ied application contexts.

• Chapter10—Detecting Anomalies in Dynamic Networks: This chapter deals with
the problem of anomaly detection in evolving networks by emphasizing its impor-
tance in several contemporary applications. It describes amethod of characterizing
the outlier dynamics in evolving networks/graphs along with a categorization of
them. An experimental study of this method is furnished bringing out the empirical
findings. Finally, this chapter gives details of a few recent applications of dynamic
network anomaly detection.

• Chapter11—Summary and Future Work: A summary of the important aspects
discussed in this book is presented at the beginning of this chapter. It then brings
out a discussion on some key aspects of the outlier discovery task. Finally, it
suggests some possible research directions for future work connected with the
specific research problems described across various chapters of this book.

2.4 Summary

A few insights on the outlier detection problem from a theoretical perspective are
presented in this chapter. The significance of dealing with this problem for various
practical applications is highlighted giving a list of active real life examples requir-
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ing outlier detection capability. Then, some of the important computational aspects
associated with outlier detection task are discussed in brief. Finally, chapter-wise
organization of this book is produced for giving an overview of the material covered
within.

2.5 Bibliographic Notes

Fundamental principles of data mining were presented in [38] giving details of vari-
ous tasks involved.A formal definition for outlier detection problemwas given in [15]
based on the deviating nature of the outliers with respect to rest of the data. This task
has gained significance in the data mining context as one person’s noise could be
another person’s signal [22]. A simple technique for identifying outliers in univariate
data is to use box-plots [18] with appropriate threshold values. Depending on the tar-
get application, outlier detection finds applicability in various forms such as novelty
detection [27], chance discovery [28], exception mining [37], anomaly detection in
networks [8, 29], search for unusual behavior [13], etc. A comprehensive discus-
sion on anomalies, novelty detection, and one-class classification was put forward
in [5]. Similarly, a support vectors based method for novelty detection was discussed
in [35]. Likewise, a method was proposed for outlier detection with globally optimal
exemplar-based Gaussian Mixture Model (GMM) [42].

Outlier detection finds relevance in numerous real life applications such as sci-
entific discoveries dealing with huge astronomical data [10]. A methodology for
identifying misinformation and misbehavior on the web was proposed [24]. In a
related effort, a technique for modeling the antisocial behavior in online discus-
sion communities was brought out [11]. Similarly, a query-based method for outlier
detection was proposed to deal with heterogeneous information networks [23].

Some of the research efforts [2, 4, 9, 20, 40, 41] reflect the importance associated
with the outlier detection problem in the field of data mining. For example, anomaly
detection in network data is useful for spotting rare events [3, 7, 31], hyper-linked
networks of web pages [21], etc. Thus, outlier detection gained prominence as a
potential data discovery task [8, 17].

In high-dimensional spaces, it is difficult to distinguish between the nearest and
the farthest neighbors of a data object [6]. Therefore, design of optimal algorithms by
looking for outliers in subspaces of the data [1] should be considered. In the context
of categorical data, there exist information theoretic methods for carrying out feature
selection [12, 32]. As the nature of outlier objects is not known a priori, developing
methods based on unsupervised learning is more practical for outlier detection [16].
Detection methods based on data clustering [19, 34] are capable of separating out
the outliers from the normal data. Also, it is more meaningful to rank the data objects
based on their degree of deviation rather than making a binary decision on whether
or not an object is an outlier [30].

There prevails uncertainty in the outlier detection process through clustering. This
is because several real life applications are characterized by representations involv-
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ing overlapping clusters [26]. In such a situation, soft computing approaches are the
natural choices due to their popularity in different applications. Recently, a soft com-
puting approach based on fuzzy sets is designed addressing the event-triggered fault
detection problem for discrete time fuzzy systems in network environments [36].
Likewise, there exists a genetic algorithm that performs simultaneous outlier detec-
tion and feature selection on the data [39]. Thus, it is possible to find many such
novel data mining methods employing different soft computing techniques to handle
the uncertainty present in the outlier detection process in a pragmatic manner.

Detecting communities in networks helps in better understanding the underlying
characteristics of large networks [14]. Due to some computational advantages, the
NMF technique [25] happens to be an attractive choice for detecting the communi-
ties present in a network. In case of dynamic network analysis, a naive adaptation
of existing methods would be prohibitive computationally on most real world net-
work instances [29]. Therefore, exploring the behavioral patterns of the nodes in
a network/graph and modeling how these patterns change over time is the key for
effective analysis [33].
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Chapter 3
Research Issues in Outlier Detection

Abstract This chapter provides an overview of the outlier detection problem and
brings out various research issues connected with this problem. It presents a detailed
survey of the available literature on this problem with respect to the research issues
identified. Basically, this chapter sets the direction for the material presented in the
rest of the chapters of this book.

3.1 Introduction

Recent developments in the field of data mining have led to the outlier detection
process mature as one of the important tasks in data analysis. Due to its significance
in various contemporary applications, outlier detection (also knownas outliermining)
continues to be an active research problem.

Aspresented in the previous chapters, outliers are data objects that are significantly
different from the rest of the data. Outlier detection or outlier mining refers to the
process of identifying such rare objects in a given data set. Although rare objects are
known to be fewer in number, their significance is high compared to other objects,
making their detection an important task. The general requirement of this task is
to identify and remove the contaminating effect of the outlying objects in the data
and as such to purify the data for further processing. However, with the evolving
perspective on the role played by outliers, it turned out to be an interesting discovery
task.

The presence of an outlier in a data set shows up itself explicitly in some form or
the other when the data is visualized in a suitable manner. For example, data objects
P and Q in Fig. 3.1a are two deviating objects as evident from a visual examination
of the data depicted. However, in the case of objects P1 and P2 shown in Fig. 3.1b,
identifying them as outliers requires additional effort due to their position in relation
to the rest of the data. Therefore, depending on the relative position and grouping
of outliers in data, specialized techniques may be required for their characterization
leading to their detection.
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Fig. 3.1 Outliers in data: two sample scenarios

A number of algorithmic techniques exist addressing the outlier detection prob-
lem. A chronological view of them indicates that the initial work in this regard is
based on the statistical methods. According to these methods, outliers are obser-
vations that appear to be statistically inconsistent with the remainder of the data.
Typically, statistical methods are parametric in nature and they assume a known
underlying distribution or statistical model of the data. As a result, outliers turn out
to be the objects that have low probability of belonging to the underlying model.
However, these approaches are found to be ineffective even for moderately high
dimensional data due to the difficulty in finding a right model. Thus, the statistical
methods are known to be infeasible from a practical perspective.

Basically, there are two essential considerations for selecting an acceptable
methodology for outlier detection: (i) selecting an algorithm that can accurately
model the data distribution and (ii) selecting a suitable neighborhood of interest for
characterizing an outlier. Once these aspects are addressed in a right manner, the
actual detection process can be carried out seamlessly.

A taxonomy of various outlier detection methods divides them two broad groups:
parametric and non-parametric techniques. It focuses mainly on statistical methods
for univariate andmultivariate outlier detection. Looking fromadifferent perspective,
these methods can be divided into following three categories based on the kind of
data modeling techniques employed by them.

• Statistical methods: These methods are the earliest ones used for outlier detec-
tion. Many of the statistical techniques are based on single dimensional or at best
univariate model of the data, whereas, most of the recent applications require
modeling multi-dimensional data for achieving outlier detection capability.

• Neural network-based methods: These methods are generally non-parametric and
generalizewell to unseen patterns and are capable of learning complex class bound-
aries.However, the data set has to be traversed numerous times to allow the network
to converge and model the data correctly.



3.1 Introduction 31

• Machine learning-based methods: Most statistical and neural methods require
computation of vector distances over the data and have no mechanism for process-
ing categorical data. Decision trees are used to detect outliers in categorical data
as they do not require any prior knowledge of the data. Another machine learning
technique exploited for outlier detection is rule-based systems which are similar
to decision trees.

In addition to the above categories of techniques, some methods employ hybrid
techniques also for achieving the outlier detection capability.

Though various such studies on outlier detection talk about some of the important
aspects of the outlier detection process, it is pertinent to have a comprehensive view
of various research issues of interest in this connection. One may notice that these
issues have the potential to drive the current research work in this area. Thus, it is
important to understand these issues in detail and develop techniques addressing the
challenges posed by each one of them.

3.2 Important Research Issues

Outlier detection has emerged as an important data analysis task for various appli-
cations in diverse domains. As a result, choosing an appropriate detection method
meeting the application requirements turns out to be a non-trivial task. Also, various
applications deal with varying types of data in terms of the nature, dimensionality
and size. Typically, the requirements of the detection method are driven by the nature
of the end application. Thus, researchers dealing with these applications are often
faced with new technological challenges in finding the right solutions.

In view of the above, a thorough exploration of the problem space identifies the
following research issues as the significant ones concerning to outlier detection.
These issues correspond to three key directions of exploration such as algorithm
related, data dependent and application specific aspects of outlier detection, as listed
below.

1. Algorithm related issues

• Method of detection
• Learning scheme involved

2. Data dependent issues

• Type of data attributes
• Size and dimensionality

3. Application specific issues

• Nature of the application
• Mode of analysis
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Fig. 3.2 Research issues in outlier detection

One can visualize a number of possible research directions corresponding to each
one of the issues listed above. A sample set of them, though not exhaustive, are shown
in Fig. 3.2 for brevity. A detailed discussion on these research issues is presented in
subsequent sections.

Not withstanding the issues listed above, one may come across more such issues
in future as this research domain evolves and the variety of applications widens. At
present, this exploration is meant to give a reasonable understanding of the problem
to enable further research in this area.

3.2.1 Method of Detection

A number of algorithmic methods are devised for detecting outliers in data over the
time. However, no single method stands for universal applicability due to variability
in the application context. Hence, depending on the specific application requirement
a suitable detection strategy is considered among the available options.

As per the taxonomy mentioned in the previous section, outlier detection tech-
niques can be broadly divided into parametric and non-parametric varieties, as shown
in Fig. 3.3. The statistics-based methods that assume a model for the data belong to
the parametric variety. Typically, one has tomodel the data using a statistical distribu-
tion, and data objects are determined to be outliers depending on how they appear in
relation to the postulatedmodel. On the other hand, most of the non-parametricmeth-
ods rely on awell-defined notion of distance tomeasure the separation between a pair
of data objects. The non-parametric variety includes distance-based, density-based,
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Fig. 3.3 A taxonomy of the outlier detection methods

and clustering-based methods. As already understood, statistical methods have prac-
tical limitations due to which their usage is restricted to certain instances, whereas,
much of the current research is focused towards non-parametric methods driven by
rapid developments taking place in the area of data mining.

3.2.1.1 Distance-Based Methods

In order to overcome the problems associated with statistical methods, distance-
based methods are developed based on data mining principles. According to an early
method of this variety, a data object is treated as outlier if no more than k objects in
the data set are at a distance of d or less from that object. This task is achieved using a
simple nested-loop method requiring O(rN 2) computations in the worst case. Here,
r is the dimension of the data and N is the number of objects in the data set. This
way of finding outliers does not need prior knowledge of data distribution that the
statistical methods do. However, this algorithm requires the user to specify a distance
threshold d and a value for the parameter k to determine outliers.

A number of improvements over the above method are available making use of
different criteria for measuring the distance in order to qualify an object as outlier.
The objective in this regard is to reduce the cost of nested-loop computation using
applicable simplification as may be the case.

1. Distance to the kth nearest neighbor: Intuitively, this distance is indicative of how
much of an outlier a data object is. For example, referring to Fig. 3.1a, object P
is a much stronger outlier than Q. Essentially, one can rank each object based on
its distance to its kth nearest neighbor, and then consider a desired number of top
ranked outliers from this ranked list.

2. Average distance to the k-nearest-neighbors: Similar to the above refinement, one
can produce a ranked list of objects using this criteria for distance measurement
and find outliers of desired number.

3. Sum of the distances to its k-nearest-neighbors: The sum computed for each
object is assigned as its weight. Data objects with high weights are considered as
outliers.
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All the above techniques are based on identifying the nearest neighbors of a data
object so as to determine the objectswith only a few neighbors as outliers. Though the
underlying principle is the same, the set of outliers generated using these techniques
could be considerably distinct. This observation is depicted in Fig. 3.4, in which
both the objects P1 and P2 have 8 nearest neighbors each shown inside the dashed
circles. However, they may not get the same outlier rank due to the differences in the
detection strategies.

The advantages of distance-based methods are that no explicit distribution needs
to be defined to determine unusualness, and that they can be applied to any feature
space for which a distance measure can be defined. Thus, distance-based methods
find applicability in several contexts as the de-facto methods for outlier detection.
However, these methods may not exhibit optimal results when the input data has
varying local densities.

3.2.1.2 Density-Based Methods

Density-based approaches for outlier detection are developed to deal with the local
density problems of the distance-based methods. In a typical density-based frame-
work, there are two parameters that define the notion of density of an object.

• A parameter MinPts specifying the minimum number of objects, and
• A parameter specifying the volume under consideration.

These two parameters determine a density threshold for the algorithm to operate.
To detect density-based outliers, it is necessary to compare the densities of different
sets of objects in the data.

Local Outlier Factor (LOF) is a density-based outlier detection approach employ-
ing Local Reachability Density (LRD) of data objects as the density measure. The
LRD of an object p, denoted as LRDMinPts(p), is given by the inverse of the average
reachability distance based on theMinPts-nearest neighbors of that object. Thus, the
LOF of an object p is computed as the average of the ratio of the LRD of its nearest
neighbors (NMinPts(p)) and that of the object, as given below.
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LOFMinPts(p) =
∑

q∈NMinPts(p)
LRDMinPts(q)
LRDMinPts(p)

|NMinPts(p)| (3.1)

LOF method determines the likelihood of a data object being a local outlier.
ThoughLOFmethod does not suffer from the local density problem, selectingMinPts
for determining the nearest neighbors of an object is non-trivial.

Fig. 3.5 gives an example scenario involving some density-based outliers. Using
the nearest neighbor based methods, object P1 may not be detected as outlier as it has
some objects in its proximity, while P2 gets detected as outlier as all its neighbors
are far away. However, the LOF-based detection finds both P1 and P2 as outliers as
both of them get high LOF values compared to rest of the objects.

The computation of LOF values for all the objects in a data set requires a large
number of k-nearest-neighbors searches and can be computationally expensive. To
improve upon this aspect, many variants of the LOFmethod are available with certain
modifications to the object density characterization.

1. Using micro-clusters: A micro-cluster MC(n, c, r) is a summarized representa-
tion of a group of n data objects which are likely to belong to the same cluster.
Here, c is the mean/center and r is the radius of the cluster.

2. Multi-granularity DEviation Factor (MDEF): Any data object whose MDEF
value deviates much from the local averages can be considered as outlier. Let
the r-neighborhood of an object Pi be the set of objects within distance r of
Pi. Then, the MDEF at radius r of an object Pi is the relative deviation of its
local neighborhood density from the average local neighborhood density in its r-
neighborhood. Thus, an object whose neighborhood density matches the average
local neighborhood densitywill have anMDEFof 0. In contrast, outlierswill have
MDEFs far from 0. The MDEF measure copes with local density variations in
the feature space and can detect both isolated outliers as well as outlying clusters,
such as cluster C2 shown in Fig. 3.5.

3. Local distribution based: This approach is also meant for finding local outliers
from the local distribution of the data of interest. One can extract three local fea-
tures namely local-average-distance, local-density, and local-asymmetry-degree.
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Local outliers are detected from the viewpoint of local distribution characterized
by these features. Though it is similar to LOF, the use of local-asymmetry-degree
improves over the discriminating power of LOF in detecting outliers.

3.2.1.3 Clustering-Based Methods

Clustering-based approaches for outlier detection are motivated by the imbalance
in the distribution of outliers versus normal objects in a data set. This imbalance
prevails in the data as outliers typically correspond to only a small fraction of the
total data. Addressing this requirement, clustering-based outlier detection tends to
consider clusters of small sizes as clustered outliers. The advantage of clustering-
based approaches is that they don’t have to be supervised.Moreover, these techniques
can be used in an incremental mode, i.e., after establishing the clusters, new data
objects can be inserted into the system and tested for outliers.

Though many of the clustering algorithms are capable of finding outliers in data,
they cannot provide an assessment of the degree of deviation/novelty score of the
objects. Therefore, it is required to extend the basic clustering techniques to handle
the outlier detection task by incorporating suitable scoring schemes for measuring
the deviation of objects. As per the definition, every cluster-based outlier should be
local to some specific cluster in the clustering structure. For example, referring to
Fig. 3.1b, object P1 is local to cluster C1 and P2 is local to C2. Thus, the objects P1

and P2 turn out to be cluster-based local outliers.
Given below are some of the clustering-based techniques for detecting local out-

liers and outlying clusters in data.

1. Modified k-means clustering: This is a two-phase method that identifies small
clusters as outliers using minimum spanning trees. However, a measure for iden-
tifying the degree of each object being an outlier is not available with this method.
Furthermore, the procedure for distinguishing small clusters from the rest is not
incorporated with this algorithm.

2. Cluster-Based Local Outlier Factor (CBLOF): This method determines local
outliers by establishing clustering structure of the data using a one pass clustering
technique. The CBLOF of an object is measured by considering both the size of
the cluster that the object belongs to and the distance between the object and its
closest big cluster.

3. Single linkage hierarchical clustering: This method works based on the self-
consistent outlier reduction approach. This method can deal with data sets
comprising diluting clusters, i.e., clusters that possess scattered objects in their
periphery.

4. Quantization and implied distancemetrics: This is a linear timemethod for outlier
detection that includes a direct quantization procedure and discovers outlying
clusters explicitly. It requires only two sequential scans for analyzing disk resident
data sets, as it does not perform object level comparisons and only stores the cell
counts.
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5. Density-based subspace clustering: This technique defines outliers with respect
to maximal and non-redundant subspace clusters. Basically, subspace clustering
aims at finding clusters in any subspace of a high-dimensional feature space and
hence may result in some overlapping clusters in different subspaces.

6. Local density based spatial clustering: This method gives importance to the local
data behavior and detects outliers using the LOF-based computation. It defines
a new measure called Cluster-Based Outlier Factor (CBOF), which captures the
essence of cluster-based outliers. The higher the CBOF of a cluster is, the more
abnormal that cluster would be.

3.2.2 Learning Scheme Involved

Outlier detection algorithmsof both predictive (supervised) and direct (unsupervised)
varieties exist. Looking at various forms of the outlier detection problem in varied
application settings, it is possible to group various methodologies into three broad
categories based on the type of learning scheme involved.

1. Determine outliers with no prior knowledge of the data: This is essentially a
learning approach analogous to unsupervised learning such as clustering. This
approach considers the data as a static distribution and flags the most remote
points as potential outliers.

2. Model both normality and abnormality: This approach is analogous to super-
vised learning and requires pre-labeled data corresponding to both normal and
abnormal classes.

3. Model only normality or in a few cases model abnormality: This approach is gen-
erally known as novelty detection. It is analogous to a semi-supervised detection
as the normal class is taught, and the algorithm learns to recognize abnormality
on its own.

In general, the kind of outlier detection algorithm required could be determined
based on the nature of the data. Additionally, themethod of detection also impacts the
type of learning technique to be considered. While supervised measures determine
similarity based on class information, data-driven measures determine similarity
based on the data distribution. In principle, both these ideas can be combined to
evolve hybrid methods.

3.2.2.1 Supervised Learning Techniques

Neural networks and decision trees are two common forms of predictive outlier
analysis. As already known, supervised neural networks process numerical data and
decision tree-based methods deal with categorical data.

Supervised learning methods typically build a prediction model for rare objects
based on labeled data, and use it to classify each object as being an outlier or a
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normal object. These approaches face the problem of imbalanced class distribution
in data, which in turn may affect the performance of the underlying classification
model.Major disadvantages with supervised techniques include the necessity to have
labeled data and the inability to detect new classes of rare objects.

3.2.2.2 Direct Techniques

Direct techniques (unsupervised), which include statistical, proximity (distance),
density and clustering based techniques, are employed when labeled training sets
are unavailable. Although typically more complex than predictive techniques, direct
methods are less constrained, as the discovery process is not dependent upon any
pre-defined models.

Unsupervised learning methods detect outliers characterized by their deviation
from the normal data based on a suitable measure. The success of these methods
depends on the choice of proximity measure, feature selection and weighting, etc.
Thesemethods suffer fromapossible high rate of false positives, as previously unseen
data tend to get recognized as outliers.

3.2.3 Type of Data Attributes

A set of data objects may be described using attributes that are purely numerical or
a mix of numerical and categorical varieties. Detecting outliers in numeric data is a
fairly well addressed problem, while detecting outliers in categorical data is actively
being pursued due to various computational challenges posed by such data.

The fundamental issue in this regard is that various values of a categorical attribute
cannot be ordered. Due to this limitation, one cannot define a requisite proximity
measure over categorical data. Therefore, the only possibility is to consider the
occurrence frequencies of distinct attribute values in a data set in defining such a
measure. Proximity measures thus defined are known as data drivenmeasures as they
incorporate data specific details in their definition. Recent research in this direction
has resulted in defining various data driven similarity measures. These measures are
useful in designing various algorithms for outlier detection in categorical data.

Let D = {X1,X2, . . . ,Xn} be a data set having n data objects described using m
categorical attributes {fi, f2, . . . , fm}. The following is a brief on some of the tech-
niques for detecting outliers in categorical data.

1. A Greedy method determines outliers by computing the entropy of the data,
denoted as E(D), based on the entropy values corresponding to each feature
fj. According to this method, a data object with maximum contribution to the
entropy value gets labeled as the first outlier. It goes on identifying the outliers
in successive iterations. Hence, this method requires a number of scans over the
data set in order to discover a desired number of outliers.
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2. Addressing the above issue, a method working based on Attribute Value Fre-
quencies (AVF) of data computes the scores of objects AVFScore(Xi) using the
frequency counts. As per this method, objects with low scores are considered as
outliers. This implies that objects with rare attribute values turn out to be outliers.

Many suchmethods exist based on diverse algorithmic strategies such as distance-
baseddetection, clustering-baseddiscovery, etc.However,more innovative efforts are
being reported recently giving scope for developing effective and efficient algorithms
in this regard.

3.2.4 Size and Dimensionality of Data

Most applications today deal with large volumes of high dimensional data making
it a computationally challenging task. To cope with this real life requirement, many
of the techniques evolved for outlier detection are extended to deal with large data.

1. ScaN with prIoritized Flushing (SNIF) technique detects outliers in data by pro-
cessing arbitrarily large data sets through prioritized flushing. This technique
associates each object with a priority, and, whenever the memory becomes full,
flushes the objects with the lowest priorities. Priorities are assigned based on the
likelihood that an object will be an outlier or not, with relatively less number of
neighbors. The objective is to discover all the outliers with I/O overhead linear
in the data size. It completes mining outliers by scanning the data at most twice,
and sometime, even once.

2. Recursive Binning and Re-Projection (RBRP) technique partitions the data into
multiple bins such that objects that are close to each other are likely to be assigned
to the same bin. This is achieved by applying a recursive procedure similar to
divisive hierarchical clustering. It then scans through each bin sequentially to find
the approximate nearest neighbors of a data object. To facilitate faster convergence
of scanning, objects in each bin are organized as per their order in the projection
along the principal component of the objects in the bin. The objective is to achieve
near-linear time performance by limiting the number of distance comparisons
required in determining the nearest neighbors of an object so as to find out distance
based outliers.

More such efforts on detecting outliers in high dimensional data are under progress
for developing efficient techniques catering to various practical requirements.

3.2.4.1 Indexing Structures for Large Data

A frequently used idea across various outlier detection methods is to estimate the
density of nearest neighbors of an object so that objects in low density regions
get detected as outliers. For efficiently determining the nearest neighbors, spatial
indexing structures such as kd -tree and X -tree are of immense use.
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• kd-tree: This data structure is useful for several applications, such as searches
involving a multidimensional search key. A kd -tree uses only splitting planes
that are perpendicular to one of the coordinate system axes. For example, in a
3-dimensional kd -tree (also known as 3d -tree), the root cell is divided into eight
leaf cells through a 3-level splitting. Every node of a typical kd -tree, from the
root to the leaves, stores a point. As a consequence, each splitting plane must go
through one of the points in the tree.

• X -tree (eXtended node tree): This is a spatial access method that supports efficient
query processing for high dimensional data. An X -tree consists of three different
types of nodes: data nodes, directory nodes, and super-nodes. A data node contains
rectilinear Minimum Bounding Rectangles (MBRs) together with pointers to the
actual data objects, and the directory nodes contain MBRs together with pointers
to subMBRs. The purpose of a super-node is to avoid splits in the directory that
would result in an inefficient directory structure. The alternative to using larger
node sizes are highly overlapping directory nodes which would require to access
most of the child nodes during the search process.

For low-dimensional data, use of indexing structures can work extremely well and
potentially scales as Nlog(N ) if the index tree can find an example’s nearest neigh-
bors in log(N ) time. However, index structures break down as the dimensionality
increases. Therefore, sequential scanning over the index tree is a possibility in such
situations.

3.2.4.2 Dealing with Dimensionality

Typically, the non-parametric algorithms attempt to detect outliers in data by com-
puting the inter-object distances in full dimensional space. However, it is known that
in very high dimensional spaces the concept of similarity may not be meaningful
anymore as the data are very sparse. As a result, proximity based detection may flag
every data object as a potential outlier. Also, many methods tend to miss out some
outliers that are embedded in subspaces, as they cannot be seen when working with
the entire feature space for detection.

The following is a short description on some of the early efforts on dealing with
the dimensionality aspect towards outlier detection in data.

1. Low-dimensional projections: This method considers a data object as outlier, if it
is present in a local region of abnormally low density in some lower dimensional
projection space.

2. Evolutionary search: This technique works almost like a brute-force implemen-
tation over the search space in terms of finding projections with very negative
sparsity coefficients, but at a much lower computational cost.

3. Multiple projections: The idea is to project the data onto [0,1] intervalwithHilbert
space filling curves such that each successive projection improves the estimate
of an example’s outlier score in the full-dimensional space.
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4. Feature bagging: This approach considers an ensemble of outlier detection algo-
rithms with every algorithm using a small subset of features that are randomly
selected from the original feature set. As a result, each detector identifies different
outliers and also assigns an outlier score to every data object. These scores are
then combined to find the overall outliers in the data. It is worth noting here that
the problem of combining outlier detection algorithms however differs from that
of classifier ensembles.

3.2.5 Nature of the Application

The specific nature of the end application requiring outlier detection capability is
another influential aspect that restricts the set of feasible techniques for consideration.
For the applications requiring real time response, the detection algorithms must be as
quick as possible. In case of applications that are evolving in nature, the algorithms
must account for this characteristic. In cases where accuracy is of primary concern,
the same has to be ensured in choosing a detection method for outlier mining.

• Stream data applications: Many of the recent applications deal with data streams,
where data arrive incrementally over time. Detecting outliers in stream data poses
additional challenge as one cannot keep the entire data in memory for analysis.
A technique dealing with data streams detects distance-based outliers using the
slidingwindowmodel. Thismodel is appropriate as streammonitoring applications
are usually interested in analyzing the most recent behavior. The notion of one-
time outlier query is introduced in this technique in order to detect outliers in the
current window at arbitrary points in time.

• Disk resident data applications: For the applications operating on disk resident
data, cluster-based outlier detection methods or the methods using quantization
with a few scans over the data are preferred.

• Time-series data applications: Applications dealing with time-series data are
another prominent variety. One such frequently encountered time-series appli-
cation is analyzing the transactions of a financial market. As this analysis has
direct bearing on the economic growth and further monetary policies, it assumes
importance. Detecting suspicious objects as outliers is difficult using informal
inspection and graphical displays, without due understanding of the application
related semantics.

In addition to the above characteristics, some applications require the outlier
discovery to happen as an on-line activity, so as to initiate necessary remedial action at
the earliest. However, other applications may allow the same to happen offline taking
cues from other related information sources. Accordingly, design of the discovery
method should consider these details as appropriate.
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3.2.6 Mode of Analysis

Mode of analysis basically refers to the manner in which the outlier detection pro-
cess is carried out on data, such as online and offline activity, as shown in Fig 3.2.
The requirement for online analysis typically arises in case of applications providing
various web-based services such as banking, trading, shopping, ticket booking, etc.
The specific requirement from the detection algorithm point of view is that it should
complete the designated activity at a speed matching with the application function-
ality. This means to say that the analysis process should be carried out in a seamless
manner, without bothering the consumers of the service. In addition to data analysis,
a typical online shopping application has to monitor a number of computing cores
and devices involved in serving the requests from thousands of users.

On the other hand, offline analysis has the advantage of dealing with a much
involved outlier detection method, as it can only result in some preventive action
being initiated to restrict the occurrence of anomalous events in future. It is gener-
ally expected to be a diagnosis process for explaining something that has already
happened. It is also possible to build a repository of the detected signatures of such
anomalies so that the same can be leveraged in defining an effective prevention
strategy subsequently.

3.3 Illustration of Outlier Discovery Process

This section is meant for the beginners to this area of research who would want to
get a quick understanding of the outlier discovery/mining process. It presents two
illustrations of outlier detection using benchmark data sets taken from UCI Machine
Learning repository. One data set each corresponding to numerical and categorical
types of attributes is considered to give a practical view of analyzing such data for
outlier mining.

The general practice in outlier detection is to determine the amount of deviation
of each data object using a suitable method and then arrange the data in a ranked
list based on the measured deviations. The performance of a detection algorithm can
be evaluated by counting the number (q) of actual outliers present among the top p
objects of the ranked outlier sequence. Here, p is the total number of known/desired
outliers in the data. Then, the accuracy of the detection method is given by the ratio
of q to p, i.e. q

p .

3.3.1 Experiments on Numerical Data

Sample experimentation over numerical data is carried out using a small data set
named Iris, which consists of 150 objects belonging to 3 different classes: Iris-
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Table 3.1 Sample experimentation on numerical data using Orca method

Dataset # Objects in
data

Class-wise
data
distribution

# Actual
outliers (p)

Top-p
objects in
ranked list

# Actual
outliers
detected (q)

Detection
accuracy
(q/p)

Iris 105 50 (Setosa)
50
(Versicolor)
5
(Virginica)

5 101, 42, 104
103, 16

3 60.0%

setosa, Iris-versicolor and Iris-virginica. Each class contains 50 objects described
using 4 continuous attributes. Tomake it suitable for outlier detection and to introduce
imbalance in the size, every 10th object of the Iris-virginica class is considered, thus
making it only 5 objects of this class being present in the modified data set of 105
objects. The small class objects are considered as outliers and the rest 100 objects as
normal ones.

The Orca method, which determines outliers by measuring the distance of a data
object to its nearest neighbors, is considered in this experimentation. Accordingly,
performance of this method in detecting outliers is shown in Table 3.1. The indices
of the top p objects in the ranked outlier list are shown explicitly. The indices corre-
sponding to the actual/known outliers among these objects are shown in bold face.

Having seen the general methodology, one can attempt to discover outliers using
any other detection method in a similar manner.

3.3.2 Experiments on Categorical Data

Twooutlier detectionmethods specifically dealingwith categorical attributes, namely
AVFandGreedy are considered in this experimentation.Wisconsin breast cancer data
set, described using 10 categorical attributes, is utilized in this work. This data con-
sists of 699 objects belonging to two different classes 2 (benign) and 4 (malignant).
All the objects with missing attribute values are removed from this data. During
data pre-processing for outlier detection, every sixth malignant object in the set is
retained. As per the general practice, data objects belonging to the smallest class are
considered as outliers. Accordingly, there are 39 (8%) malignant objects treated as
outliers and 444 (92%) benign objects considered as normal objects in the processed
data.

Observations in this regard are given in Table 3.2 using AVF and Greedymethods.
To illustrate the discovery process, number of true outliers predicted by thesemethods
corresponding to various top portions (p values) of the ranked list are shown. One
can interpret from this tabulation that for p = 56, both these methods could predict
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Table 3.2 Observations on
categorical data for outlier
detection

Sl.No. Top portion
considered (p)

# outliers detected (q)

Greedy method AVF method

1 4 4 4

2 8 7 7

3 16 15 14

4 24 22 21

5 32 27 28

6 40 33 32

7 48 36 36

8 56 39 39

all the designated outlier objects (malignant objects) in the data. However, for other
reported values of p, slight difference can be noted in their performance indicating
the variation specific to the methodologies considered.

3.4 Emerging Technology Trends

With the view of presenting the emerging technology trends connected with outlier
detection, some of the recent methodologies indicative of these trends are discussed
below. The basic idea is to appreciate the research efforts in formulating various
forms of the outlier detection problem in varied application domains.

3.4.1 Anomaly Detection in Discrete Sequence Data

A discrete (or symbolic) sequence is an ordered set of events such that the events are
symbols taken from a finite alphabet. For example, a gene is a sequence of nucleic
acids. In contract to detecting point-based anomalies by assessing the deviation of
individual objects, anomaly detection in discrete sequences looks for anomalous
subsequences and patterns with anomalous frequency of occurrence. Typical appli-
cations of such a problem include detecting anomalies in data pertaining to operating
system calls, biological sequences, flight safety domain, etc. A point to be noted here
is that the nature of sequence data and the nature of anomalies can differ fundamen-
tally across domains.
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Considering various methods developed for anomaly detection dealing with dis-
crete sequence data, a typical classification divides them into the following three
distinct categories. These categories correspond to various possible ways of formu-
lating the anomaly detection problem for discrete sequences.

• Sequence-based: An entire sequence is considered as anomalous if it is signifi-
cantly different from normal ones.

• Contiguous subsequence-based:Acontiguous subsequencewithin a long sequence
is treated as anomalous if it is found to be distinct from other subsequences within
the same sequence.

• Pattern-based formulation: A given test pattern is anomalous if its frequency of
occurrence in a test sequence is significantly different from its expected frequency
in a normal sequence.

It is possible to apply these techniques to other related problems such as online
anomaly detection and time series anomaly detection.

3.4.2 Fast Memory Efficient Outlier Detection in Data
Streams

Outlier detection in streaming data is challenging due to the size of the data to be
analyzed and such data cannot be stored in memory for long. The high rate at which
stream data are generated increases the complexity of the problem further. The way
out in this regard is to design efficient algorithms with limited memory usage to the
extent possible.

A fast memory efficient local outlier detection method named as MiLOF deals
with data streams. It extends the iLOF method to compute Local Outlier Factor
(LOF) values of objects in an incremental manner. In contrast to unbounded memory
requirement of iLOF algorithm, this method executes within limited memory. It
stores only a fraction m << n of the n objects that are present up to time T .

MiLOF method allocates one part of the memory to store b data points, and
the remaining part to store k summaries of older data points. For each input object
observed, its LOF value is computed and inserted in to working memory. Once the
assigned memory limit is reached, the first b

2 data points in the memory are replaced
with their summary, in the form of a set of k prototype vectors determined using
k-means clustering algorithm. This algorithm ensures that the number of data points
stored in memory to detect outliers is no more than m = b + k.

MiLOF method is further refined using a flexible k-means algorithm leading
to higher outlier detection accuracy. The intuition behind the improved clustering
algorithm is to reduce the density of outlier regions. This is achieved by keeping
the summary of inliers in working memory, thereby assigning higher LOF values to
future outliers. This in turn results in better distinguishability of outliers from inliers
boosting their detection accuracy.
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3.5 Summary

The outlier detection problem is presented in detail and various research issues that
are of interest in designing suitable algorithms for this problem are also discussed.
An unified view of the problem along with the issues concerned is furnished in this
chapter to enable a holistic understanding of this emerging research area. Going
by this idea, various important practical aspects of this problem are presented cor-
responding to each one of the research issues identified. Towards the end, a few
current technology trends on outlier detection are presented by discussing some
recent methodologies in this regard. More details including the recent developments
connected to some of these issues are presented in the subsequent chapters.

3.6 Bibliographic Notes

The initial work on outlier detection was based on statistical methods [8, 16]. How-
ever, many of the statistical techniques deal with only single dimensional or at best
univariate [8] model of the data. The survey presented in [30] brings out various
forms of the outlier detection problem in different application settings. In addition
to the anomaly detection scenario, it also discussed the use of outlier detection in
medicine, pharmacology, etc. It groups the outlier detectionmethodologies into three
broad categories. Similarly, an introductory material on outlier detection presented
a taxonomy of various detection methods, which were divided into two broad cate-
gories: parametric and non-parametric techniques [10]. Similarly, a keen exploration
of the outlier detection problem resulted in the identification of the core research
issues in this regard as explained in [45].

Connected with the non-parametric techniques for outlier detection, a distance-
based method was proposed [33] using a simple and intuitive definition for outliers
involving a nested-loop algorithm. Addressing high computational cost of this algo-
rithm, a modified formulation [42] used the distance to the kth nearest neighbor
of a data object. To improve the computational efficiency, micro clustering phase
of BIRCH algorithm [49] was utilized to quantize the space in near linear time
and follow a cell-based approach for the computation. A scheme for measuring the
average distance to the k-nearest-neighbors of a data object was considered [34]
subsequently. In other such effort, the algorithm proposed in [5] for detecting out-
liers in large and high-dimensional data finds the weight of an object as the sum of
the distances to its k-nearest-neighbors. It avoids the distance computation of each
pair of objects by using the space-filling curves to linearize the data set. Another
nested-loop algorithm, with quadratic time complexity in worst case, was found to
give near linear time performance when the data were presented in random order [9].
It is also possible to prune the data in addition to randomizing it.

Referring to density-based methods for outlier detection, the Local Outlier Factor
(LOF) [16] method employs Local Reachability Density (LRD) of data objects to
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measure their density. LOF method determines the likelihood of a data object being
a local outlier. The notion of local outliers is based on the same theoretical foun-
dation of the density-based clustering algorithm known as Density Based Spatial
Clustering of Applications with Noise (DBSCAN) [22]. Later on, an improvised
method was proposed [32] using the concept of micro-clusters introduced in BIRCH
algorithm [49]. A cut-plane solution was proposed in this work to deal with overlap-
ping micro-clusters. A cut-plane for two micro-clusters, denoted as cp(MCi,MCj),
is a hyper-plane that is perpendicular to the line between ci and cj and divides the
line into exactly two halves. Similarly, a method named as LOcal Correlation Inte-
gral (LOCI) [40] works based on a deviation measure called the Multi-granularity
DEviation Factor (MDEF). This method provides an automatic data driven cut-off
for determining outliers by taking into account the distribution of distances between
pairs of objects. Another variant of the LOF method is the local distribution based
algorithm [51], which is also meant for finding local outliers. It was claimed that this
technique outperforms LOF in identifying meaningful and interesting outliers.

With regard to clustering-based methods, algorithms such as BIRCH [49] and
DBSCAN [22] are robust and as such tolerant to outliers but were specifically opti-
mized for clustering large data sets. The computations are performed over tree struc-
tured indices and cluster hierarchies. A two-phase algorithm [31], making use of a
modified k-means algorithm, clusters the data in order to find outliers. Addressing
the drawbacks of the above algorithm, another local outlier detection method was
developed [29] using the Cluster-Based Local Outlier Factor (CBLOF). The first
step in this method is to establish a clustering structure of the data using a one pass
clustering technique known as Squeezer algorithm [29]. An improved single linkage
hierarchical clustering-based method given in [3] works based on a self-consistent
outlier reduction approach. A linear time algorithm [17] was developed using quanti-
zation and implied distance metrics. A density-based subspace clustering method [7]
defined outliers with respect to maximal and non-redundant subspace clusters. The
subsequent technique is to detect cluster-based outliers using a local density based
spatial clustering algorithm [21].

On the issue of the learningmethod involved, it is understood that outlier detection
methods belong to both supervised and unsupervised learning varieties [47]. A neural
networks-based technique, known as replicator neural network [27] works based on
the observation that a trained neural network will reconstruct some small number of
objects poorly, and these objects can be considered as outliers. The outlier factor for
ranking the data is measured according to the magnitude of the reconstruction error.
A detailed survey on the use of neural networks for outlier detection was presented
in [39]. An unsupervisedmethod employing Support VectorMachines (SVMs) based
on p-kernels was developed for anomaly detection [38]. Similarly, a semi-supervised
method for detecting outliers in data was proposed in [23, 52].

Similarly, the type of data attributes is a significant issue due to which the process
of detecting outliers in categorical data gained prominence [19, 24, 30]. As brought
out in [14], various categories (values) of a categorical attribute cannot be ordered.
Therefore, recent research in this direction resulted in defining some data driven
similarity measures [15]. The replicator neural networks based method [27], is one
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of the early methods for detecting outliers in categorical data. Similarly, cluster-
based outlier detection method presented in [29] works based on the notion of local
outliers. A greedy method presented in [28] computes the entropy of a categorical
data set to determine outliers. On the other hand, AVF algorithm [35] was developed
using the attribute value frequencies of a data set.

Regarding the size aspect of data, a technique named as ScaN with prIoritized
Flushing (SNIF) [46] detects outliers through prioritized flushing. Some of the meth-
ods discussed in [37] for mining massive data sets can be inherited to carry out out-
lier detection involving large data. Similarly, the recursive binning and re-projection
(RBRP) technique [25] is a distance-based outlier detection method dealing with
large, high dimensional data sets. For efficiently identifying the nearest neighbors of
a data object to determine its density, spatial indexing structures such as kd -tree [11],
X -tree [12] are popularly used by researchers. It is stated [1, 13] that in very high
dimensional spaces, the data are very sparse and the concept of similarity may not
be meaningful anymore.

Addressing the curse of dimensionality, a method [1] was developed using low-
dimensional projections to find outliers in the projected space. The technique pro-
posed in [2] deals with high dimensional applications effectively by using an evolu-
tionary search technique. Amethod using multiple projections onto the interval [0,1]
with Hilbert space filling curves was presented in [4]. A feature bagging approach
for detecting outliers in very large, high dimensional data [36] was designed by
considering an ensemble of outlier detection algorithms.

Finally, the nature of application is yet other significant issue regarding out-
lier detection. Accordingly, a technique dealing with data streams detects distance-
based outliers using the sliding window model [6]. Similarly, a method for contin-
uous angle-based detection of outliers in high-dimensional data streams was pro-
posed [48]. In the category of time-series data applications, financial market data
are often affected by either missing or erroneous data objects, or unknown external
events which can have a large impact on individual objects [26]. Similarly, a frame-
work for discovering periodic outlier patterns in time-series sequences was presented
in [43]. With regard to developing online anomaly detection methods, a solution was
described in [50] formonitoringmillions of cores in services and billions ofWindows
devices involved in Microsoft Store application.

For a quick illustration of the outlier discovery process, sample experimentation
over benchmark data sets taken from UCI Machine Learning repository [20] is pro-
vided in this chapter. In case of numerical data, the Orca method [9] is considered
as it is a distance-based method for outlier detection.

One may find numerous recent developments with regard to outlier detection as
the active directions to pursue. The survey presented in [18] gives a glimpse of various
methods developed for anomaly detection dealing with discrete/symbolic sequence
data. A fast memory efficient local outlier detection method MiLOF was proposed
recently [44] extending the iLOF algorithm [41].
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Chapter 4
Computational Preliminaries

Abstract This chapter presents the mathematical notation followed to represent the
data and the computational measures defined on the data. Basics of matrix algebra
and information theory are furnished as they form the building blocks of the com-
putational model followed here. The standard procedure for preparing data sets of
various types to perform outlier detection is also covered. In essence, the objective
is to present the computational preliminaries necessary for developing various algo-
rithmic methods for outlier detection in multi-dimensional record data as well as
anomaly detection in network/graph data.

4.1 Basic Notation and Definitions

This section covers the mathematical notation used for representing the categorical
data, which is one of the key research issues addressed in this book. It also presents
certain computational measures defined on categorical data that are frequently used
in carrying out an analysis of such data.

4.1.1 Outliers versus Anomalies

As described in Sect. 2.1.2, anomalies in a network signify irregularities in numer-
ous real life applications. In most of the cases, anomaly detection is intended to
understand evolving new phenomena that is not seen in the past data. A standard
method for detecting anomalies is to create a model of the normal data and compare
the future observations against the model. However, as the definition of normality
differs across various problem domains, the problem of anomaly detection turns out
to be a more challenging and involved process. A generic computational approach is
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to look for outliers in a given data set. Thus, much of the research related to outlier
detection has evolved in the context of anomaly detection.

As mentioned above, outlier detection has several useful implications in various
real life applications. Successful detection of outliers helps in better determination
of various anomalous scenarios where the underlying system may tend to malfunc-
tion or may exhibit some unexpected behavior. Thus, outlier detection in data leads
to anomaly identification in practical systems. There may exist subtle differences
between an outlier and an anomaly in the way they are perceived in varied appli-
cation contexts. However, from the data mining point of view, both these kinds of
objects display similar characteristics in terms of their deviation from the normality,
quantified using an acceptable measure. Hence, no distinction is made between these
two types of objects in terms of their detection in a data set.

4.1.2 Representing Data

Data pertaining to many real world applications is described mainly by various
categorical (also known as nominal) attributes. Unlike continuous valued attributes,
categorical attribute values cannot be naturally mapped on to a scale, making most
continuous data analysis techniques inapplicable in dealing with such data. Thus,
it is important to develop requisite categorical data analysis techniques by defining
necessary distance (dissimilarity) measures on categorical attributes. The notation
given below is followed to refer to a categorical data set throughout this book.

Let D = {X1, X2, X3, . . . , Xn} be a set of n data objects, described using m
categorical attributes A1, A2, . . . , Am . Each attribute Ar has a domain of values,
DO M(Ar ). Each data object Xi is represented as [xi,1, xi,2, . . . , xi,m], where xi,r ∈
DO M(Ar ) for 1 ≤ r ≤ m. For any two data objects Xi and X j , Xi = X j if and only
if xi,r = x j,r for all 1 ≤ r ≤ m.

For various data mining tasks such as outlier detection, distance (dissimilarity)
computation between a pair of data objects is vital. A simple object-to-object distance
between two categorical objects Xi and X j can be defined as

d(Xi , X j ) =
m∑

r=1

δ(xi,r , x j,r ) (4.1)

where

δ(xi,r , x j,r ) =
{
0, if xi,r = x j,r ,

1, if xi,r �= x j,r .

It is understood that the above function d, known as overlap measure, defines a
metric on the set of categorical objects. It is also known that d is a kind of generalized
Hamming distance. In case of binary attributes, the overlap measure exactly matches
with Hamming distance.



4.1 Basic Notation and Definitions 55

4.1.3 Data-Driven Proximity Measures

The above overlap metric and its variants assume that all the values of a categorical/
nominal attribute are of equal distance from each other, whereas, it is known that
various categories (values) of a categorical attribute cannot be ordered. Therefore,
it is not possible to represent categorical value pairs with differing degrees of sim-
ilarities required in defining suitable proximity measure to deal with the real world
applications. For example, considering a real life attribute taste, it is more meaning-
ful to have the value sour closer to sweet than to bitter. As a result, a real valued
distance metric is often preferred over a Boolean one. Hence, it is important to take
into account the occurrence frequencies of distinct attribute values in a data set for
defining a proximity measure over categorical data. Proximity measures thus defined
are known as data-driven measures as they incorporate data-specific details in their
definition.

Though the problem of defining suitable proximitymeasures over categorical data
is widely addressed, only the recent research in this direction has made a thorough
exploration of certain data-driven similarity measures.

Some of the well known data-driven categorical similarity measures are listed
below.All thesemeasures have the general formula to compute the similarity between
two objects Xi and X j as

S(Xi , X j ) =
m∑

r=1

1

m
Sr (xi,r , x j,r )

1. Eskin Measure:

Sr (xi,r , x j,r ) =
{
1, if xi,r = x j,r

n2
r

n2
r +2 , otherwise

(4.2)

where nr is the number of values of the categorical attribute Ar .

2. Inverse Occurrence Frequency (IOF) Measure:

Sr (xi,r , x j,r ) =
{
1, if xi,r = x j,r

1
1+lg f req(xi,r )∗lg f req(x j,r )

, otherwise (4.3)

where f req(xi,r ) is the number of objects in the data set D with the category
value xi,r for the attribute Ar .

3. Lin’s Measure:

Sr (xi,r , x j,r ) =
{
2 lg p(xi,r ), if xi,r = x j,r

2 lg(p(xi,r ) + p(x j,r )), otherwise
(4.4)

where p(xi,r ) = f req(xi,r )

n .
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For supervised learning problems involving categorical data with class labels,
the Value Difference Metric (VDM) is a suitable one. According to this metric, the
distance between any two objects Xi and X j is given by

V DM(Xi , X j ) =
m∑

r=1

ψ(xi,r , x j,r ) (4.5)

where
ψ(xi,r , x j,r ) =

∑

ck

(P(ck |xi,r ) − P(ck |x j,r ))
2

and

P(ck |xi,r ) = f reqck (xi,r )

f req(xi,r )

where f reqck (xi,r ) is the number of objects belonging to class ck with the category
value xi,r for the categorical attribute Ar . Similarly, f req(xi,r ) is the number of
objects in the data set D with the category value xi,r for the attribute Ar .

4.1.4 Dissimilarity Measure for Clustering

Data clustering is a frequently used unsupervised learning technique in many appli-
cations such as outlier detection in data. In this context, the dissimilarity measure
expressed in Eq. 4.1 above is too simple to be used for clustering-based applications,
as it does not apply to the case of dissimilarity between a cluster and a single object or
another cluster. For this reason, the dissimilarity measure given below is befitting for
clustering tasks as it incorporates the attribute value frequencies in its computation.

1. Let Zl = [zl,1, zl,2, . . . , zl,m] be the representative of the lth cluster in the clus-
tering process, obtained using an acceptable cluster initialization method. Then,
the object-to-cluster distance between a data object Xi and Zl is given by

d(Zl , Xi ) =
m∑

r=1

φ(zl,r , xi,r ) (4.6)

where

φ(zl,r , xi,r ) =
{
1, if zl,r �= xi,r ,

1 − |cl,r |
|cl | , otherwise.
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where |cl | is the number of objects in the lth cluster and |cl,r | is the number of
objects with category value xi,r for the r th attribute in that cluster. Data-driven
measures of this kind determine similarity based on the data distribution.

2. The notion of density in the context of categorical data is generally used to refer
to the data objects with same values corresponding to a majority of the attributes
as that of the object in question. Accordingly, the density of a data object Xi can
be computed as

densi ty(Xi ) = 1

mn

m∑

r=1

f req(xi,r ) (4.7)

where f req(xi,r ) denotes the number of objects in a data set D with the value
xi,r for the r th attribute. The density of an object is a characteristic measure of
its neighborhood. The general assumption is that there are no identical objects in
the given data set.

4.2 Basics of Matrix Algebra

Adata set D consisting of n data objects each described usingm attributes is typically
represented as a data matrix as given below.

D =

⎡

⎢⎢⎣

x11 x12 . . . x1m

x21 x22 . . . x2m

. . . . . . xi j . . .

xn1 xn2 . . . xnm

⎤

⎥⎥⎦ (4.8)

Here, D turns out to be a rectangular matrix of size n × m. Many of the data manip-
ulation functions such as eigenvector computation and principal component analysis
can be carried out based on the data matrix.

The following algebraic properties of matrices are useful for data analysis.

1. The columnspace of a matrix A, denoted by R(A) is the span of its columns.
2. The nullspace N (A) of a matrix A ∈ Rm×n is the set of all vectors that equal 0

when multiplied by A. The dimensionality of the nullspace is known as nullity
of the matrix A.

N (A) = {x ∈ Rn : Ax = 0} (4.9)

3. The rank of a matrix A ∈ Rm×n is the size of the largest subset of columns of A
that constitute a linearly independent set, i.e.,

rank(A) ≤ min(m, n) (4.10)
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4. Given a square matrix A ∈ Rn×n , λ is said to be an eigenvalue of A and vector−→x the corresponding eigenvector if A−→x = λ
−→x . Solving the following charac-

teristic equation of A gives its eigenvalues.

|A − λI | = 0 (4.11)

Then, the rank of A is given by the number of non-zero eigenvalues of A.
5. The trace of a square matrix is the sum of its diagonal entries.

tr(A) =
n∑

i=1

Aii (4.12)

The trace of A can also be determined using the eigenvalues of A as

tr(A) =
∑

i

λi (A) (4.13)

6. The determinant of a square matrix is equal to the product of its eigenvalues.

det (A) =
∏

i

λi (A) (4.14)

7. A symmetric matrix A is positive semi-definite if for all x ∈ Rn ,

xT Ax ≥ 0. (4.15)

This is denoted as A � 0. All eigenvalues of such a matrix turn out to be non-
negative.

8. Similarly, a symmetric matrix A is positive definite if for all nonzero x ∈ Rn ,

xT Ax > 0. (4.16)

This is denoted as A 	 0.
9. A square matrix A is said to be diagonalizable if ∃ S such that

A = SΛS−1 (4.17)

where

• The columns of matrix S correspond to the eigenvectors of matrix A,
• Λ is a diagonal matrix of the eigenvalues of matrix A.

The diagonalization condition holds good only when eigenvalues of matrix A
are distinct and thus matrix S becomes invertible.



4.2 Basics of Matrix Algebra 59

10. The Singular Value Decomposition (SVD) of an mxn matrix A is given by

A = UΣV T (4.18)

where

• U ∈ Rm×m , the columns of U are known as the left singular vectors of A.
• Σ ∈ Rm×n , is a rectangular diagonalmatrixwith each element being the square
root of an eigenvalue of AAT or AT A.

• V ∈ Rn×n , the columns of V are known as the right singular vectors of A.

There are many more interesting and useful properties related to matrix algebra that
one may refer to some detailed material on this subject.

4.3 Basics of Information Theory

The number of applications employing Information Theory principles for accom-
plishing the computational objectives is ever increasing. This is due to the ease of
understanding and elegant formulation of various quantitative measures defined on
the basis of random variable concept.

Let x be a discrete random variable that can take any value from the finite set
{x1, x2, . . . , xk}. Then, the following properties hold good for x .

1. The probability of x assuming value x j is denoted as

p(x j ) = Pr [x = x j ], j = 1, 2, ..., k. (4.19)

2. The following two conditions must hold for any random variable x .

p(x j ) ≥ 0 and
k∑

j=1

p(x j ) = 1. (4.20)

3. The expected value or mean (μ) of x is given by

E[x] =
k∑

j=1

x j p(x j ) (4.21)

Here, μ represents the arithmetic average of the values in a large random sample.
4. According to Information Theory, entropy measures the uncertainty associated

with a random variable. The entropy H(x) of a discrete random variable x is
given by

H(x) = −
∑

j

p(x j ) log(p(x j )) (4.22)
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where p(x j ) is the marginal probability value of the variable x corresponding to
its j th value.

5. Similarly, Mutual Information (MI) corresponds to the interdependence between
two random variables x and y, defined as

I (x, y) = H(x) + H(y) − H(x, y) (4.23)

6. Given two discrete random variables x and y, their MI value can be computed as

I (x, y) =
∑

i

∑

j

p(xi , y j )log
p(xi , y j )

p(xi )p(y j )
(4.24)

where p(x, y) is the joint probability distribution and p(x), p(y) are marginal
probability distributions. These values can be determined by counting method.

4.4 Data Set Preparation for Outlier Detection

Researchers dealing with outlier detection task are often faced with the problem of
not finding any relevant data sets for evaluating the methods developed by them.
This is because there are no known public domain benchmark data sets consisting
of outliers naturally. As a result, one has to settle with some alternate means of eval-
uating their methods following some best practices. This is to say that experimental
evaluation of any machine learning method requires benchmark data sets with the
desired characteristics. Therefore, preparing the data sets as per the format demanded
by the algorithmic implementation is necessary to carry out discovery of outliers in
data.

4.4.1 A Critical Look

Most published works on outlier detection resort to the use of data sets from specific
applications or just employ synthetic data. This results in the following practical
problems in their evaluation of the methods.

• Inability to assess the complexity of the anomaly detection problem based on a
standard set of properties of the data,

• Unable to generate new data sets (aside from subsampling) that may differ in
controlled ways, required for algorithmic validation.

• As synthetic data sets carry no real world validity to the anomalies, algorithms
found to work satisfactorily on such data have no guarantee of displaying similar
performance with real world data.
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As the goal of outlier detection is to identify data objects that are semantically
distinct from the normal objects, it necessiates the following three requirements for
the benchmark data sets.

• Normal data objects should be drawn from a real-world generating process.
• Anomalous data objects should also be from a real-world process that is semanti-
cally distinct from the process generating the normal objects.

• Many benchmark data sets are needed to ensure generality and prevent over fitting
of an anomaly detection algorithm.

• Benchmark data sets should be characterized in terms of well defined and mean-
ingful problem dimensions that can be systematically varied.

To address these issues, one can transformclassification data sets into ground-truth
benchmark data sets for anomaly detection. In this connection, the following four
problem dimensions may be considered for creating families of anomaly detection
problems from real world data sets.

• Point difficulty: It indicates the level of difficulty in detecting an anomalous data
point in a data set. A large value of its distance from the rest of the data implies
high chance of it becoming an outlier.

• Relative frequency: It is the fraction of the incoming data objects that are (true)
anomalies. As per the literature, the relative frequency value is typically found to
be in the range [0.01, 0.1].

• Semantic variation: It is a measure of the degree to which the anomalies are
generated by more than one underlying process. Alternatively, a measure of clus-
teredness can also be employed for this purpose.

• Feature relevance: It is important to vary the set of features to manipulate both the
power of the relevant features and the number of irrelevant (noise) features.

After defining normal versus anomalous data objects on a real data set, a specific
benchmark data set can be generated by choosing suitable values for each one of the
above listed problem dimensions.

4.4.2 Preparing Categorical Data Sets

The standard practice to test the effectiveness of an outlier detection algorithm is to
employ the procedure consisting of the data preparation steps as shown in Fig. 4.1.

1. The first and simple step is to eliminate all the objects with missing attribute
values in the data. In some application contexts, variable imputation is preferred
in place of missing values, rather than eliminating such objects.

2. The next step is to identify a minority class(es) (with number of objects around
5–10% of the number of objects in the entire data) in the data set and designate
the objects belonging to such minority class(es) as outliers for enabling outlier
detection.
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Fig. 4.1 Steps in data
preparation for outlier
detection

Missing Attribute Values

Identify Small Sized Class and

Remove Data Objects with

through Object Selection

Categorical Data Set

Prepared Data Set

Designate it as Outlier Class

Impose Imbalance in Distribution

3. Another significant preprocessing step is to consider only a subset of the objects
belonging to the designated outlier class(s) in order to induce a kind of imbalance
in the distribution of normal vs outlier objects in the prepared data set. This is
because imbalance in the distribution of objects is a qualifying characteristic of
the data sets consisting of outliers naturally.

4.4.3 Preparing Network/Graph Data Sets

Representing network data in the form of a graph is a natural and more meaningful
way to dealwith such data. In order to apply the outlier detection principles formining
network/graph data, one needs to consider benchmark graph data sets from a suitable
repository, such as the Stanford Network Analysis Platform (SNAP). A graph data
set can be captured in two fundamental ways: adjacency matrix or adjacency list.
More recent representation followed for capturing large graphs is known as edge
file, which contains a list of < source, destination > node pairs indicating various
edges constituting the graph.

Some of the methods directly deal with the edge file of a graph and produce the
corresponding results.When it is required to perform some algebraic transformations
on the input graph, the edge file needs to be transformed to a matrix representation,
typically the adjacencymatrix of the graph. Other aspects requiring some attention in
this context are the direction of edges, the weight of an edge, and the labels associated
with nodes/edges of the given graph. One has to explicitly specify the guiding policy
on dealing with self loops and parallel edges (multiple edges between the same pair
of nodes) in their implementation of the graph manipulation algorithm. One other
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issue that is of concern to many in this field is regarding node and edge identifiers
used to refer to various nodes and edges of a graph. It is often convenient to refer to
the nodes/edges using some continuous valued identifier rather than a random valued
one.

4.5 Performance Measurement

Let us consider outlier detection as a classification problemwith two classes: outliers
(p) and normal objects (n). Also, consider the hypothesized classes as: outliers (p*)
and normal objects (n*). If an object is positive and it is classified as positive by
the algorithm then it is counted as a true positive. Similarly, other three parts of the
two-by-two confusion matrix (also called a contingency table) shown in Fig. 4.2 can
also be described.

As a standard practice, the following mathematical notation is followed through-
out this book for measuring the performance of any outlier detection algorithm.

• P = Number of positive (outlier) objects in a data set.
• N = Number of negative (normal) objects in a data set.
• P∗ = Number of objects hypothesized as positives (outliers) by the algorithm.
• N ∗ = Number of objects hypothesized as negatives (normal) by the algorithm.

The performance of a binary classifier can be characterized using the measures fur-
nished in Table 4.1.

As already discussed, outlier detection is a binary classification task with serious
class imbalance. This is because only a minority (about 5% of the total objects) of the
objects are outliers in a typical data set. In view of this large class skew, the entirety
of outlier class distribution is typically ‘swallowed’ by the tail of the normal class
distribution as shown in Fig. 4.3. Thus, this skew virtually eliminates the ability to
bring out accurate predictions.

Fig. 4.2 Confusion matrix
associated with a classifier
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Table 4.1 Performance measures for a binary classifier

1. True Positives (TP) = Number of actual positive objects (outliers)
present among the hypothesized positives

2. False Positives (FP) = P∗ − T P

3. False Negatives (FN) = P − T P

4. True Negatives (TN) = N − F P

5. TP Rate (TPR) = T P
P (also called recall or hit rate)

6. FP Rate (FPR) = F P
N

7. FN Rate (FNR) = F N
P

8. TN Rate (TNR) = T N
N

9. Precision = T P
T P+F P

10. Recall = T P
P (same as TPR)

11. Accuracy = T P+T N
P+N

12. F-measure = 2
1/precision+1/recall

13. Sensitivity = recall

14. Specificity = T N
F P+T N= 1 − F P R

Fig. 4.3 A sample 2-class
data distribution with large
class skew
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So, it is important to reveal the false positive rate also along with the detection
rate when reporting the performance of an outlier detection algorithm. A way of
doing this is to visualize the performance using the Receiver OperatingCharacteristic
(ROC) curve, which is a non-parametric performance measure. The ROC curve is
an interesting measure as it decouples the classifier performance from class skew.

The ROC curve corresponding to a classifier can be generated using the True
Positive Rate (TPR) (also known as the Detection rate in this context) and the False
Positive Rate (FPR) measures as depicted in Fig. 4.4. An ROC curve depicts relative
trade offs between benefits and costs. More specifically, one point in ROC space is
better than another if it is to the top-left (TPR is higher, FPR is lower, or both) of the
first. The diagonal line T P R = F P R represents the strategy of randomly guessing
a class. A classifier that produces a point in the lower right triangle can be negated
to result in a point in the upper left triangle.
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Fig. 4.4 A sample plot with
various ROC curves
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Other known measures of reporting the performance of a classification algorithm
include Area Under the ROC Curve (AUC) and Precision-Recall Curve (PRC), etc.
AUC is typically used for quantifying the ROC curve and PRC is employedwhenever
ROC is found not worthy for some application specific reasons. In such situations, the
area under the PRC curve is considered as an evaluation statistic rather than the area
under the ROC curve. Another interesting performance measure is the Equal Error
Rate (EER). As per the definition, the EER value of a recognition system corresponds
to the error value at which the False Positive Rate (FPR) and the False Negative Rate
(FNR) of that system are equal.

4.5.1 Comparison of Classifiers

Measuring the generalization ability of a classifier is important to assess if it can
perform sufficiently enough for practical use. When there are multiple classifiers
available on the same learning task, preference will be given to the one with superior
performance. This requires to compare the classifiers for understanding their relative
performance levels for the specific learning task.

4.5.1.1 Cross Validation

The general practice when building classifiers is to split the labeled data (of size
n objects) into two parts. First part, called as training set, is used for establishing
the classifier. Second part, referred to as test/validation set, is used to assess the
learning capability. A more practical approach is to carry out k-fold cross-validation
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by randomly dividing the labeled data into k disjoint subsets of each having n
k objects.

Now, learning task is repeated k times, each time holding one of the subsets out for
validation purpose and training the classifierwith all the remaining data.Accordingly,
learning performance is measured by taking the average value over k runs. The
recommended size for validation set is 0.1 ∗ n, which gives it the name 10-fold cross
validation.

4.6 Summary

The following salient aspects of the outlier detection problem are discussed here as
relevant for bringing out preliminary experimental studies on the same.

• Firstly, the computational notation followed in this book along with some defini-
tions are presented by describing various dissimilarity/ distance measures defined
over categorical data.

• Then, the basics of matrix algebra and information theory are furnished as they
are the building blocks of the computational model followed here.

• Next, the best practices followed for preparing various benchmark data sets are
discussed. This includes both relational data sets aswell as graph data sets, required
for experimenting with the algorithms covered in this book.

• A Few general observations and some common concerns when dealing with graph
data sets are brought out here.

• Finally, the standard procedure formeasuring the performance of a binary classifier
is presented. The details on generatingROCcurves for reporting the results attained
using various outlier detection algorithms are also included.

4.7 Bibliographic Notes

Detection of outliers/anomalies assumes significance in several real life applications
such as credit card fraud in financial networks, extremely cross-disciplinary authors
in an author-paper network, intrusions in a computer network, unexpected planetary
movements in astronomical data [4, 6, 15, 18], etc.

Due to various research issues posed by categorical attributes describing a data
set, carrying out anomaly/outlier detection on such data turns out to be challenging
[2, 5]. In this context, the overlap metric [11] is a natural choice to measure the
distance between a pair of categorical data objects. However, a drawback of the
overlap measure is that it doesn’t distinguish between the values taken by a cate-
gorical attribute. Hence, defining data driven similarity/ distance measures based on
the frequency distribution of different attribute values will be more useful. From a
practical point of view, it is felt that a real valued distance metric is often preferred
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over a Boolean one [7]. To this effect, the material presented in [3] made a thorough
exploration of various data-driven similarity measures pertaining to categorical data.

Subsequently, a new dissimilarity measure suitable for clustering tasks was pro-
posed in [17] by incorporating the attribute value frequencies. Value Difference
Metric (VDM) was introduced in [19] to deal with supervised learning problems
involving categorical data with class labels.

A method for generating a specific benchmark data set with vital characteristics
was presented in [9] for the anomaly/outlier detection problem. This method consid-
ers four problem dimensions and assigns suitable values to each one for generating
necessary data. As pointed out in [13], outlier detection is a binary classification
task with serious class imbalance. To reflect this fact in the data preparation process
aimed at outlier detection, it is required to induce imbalance in the distribution of
normal vs outlier objects during the data preprocessing stage [12].

Typically, the effectiveness of an outlier detection algorithm can be tested by
employing the procedure suggested in [1]. It can also be assessed by visualizing the
performance using the Receiver Operating Characteristic (ROC) curve [10], which is
a non-parametric performance measure. Alternatively, one can consider Area Under
the ROC Curve (AUC) and Precision-Recall Curve (PRC) [8] and also Equal Error
Rate (EER) [14] for measuring the performance of classification algorithms. With
regard to carrying out anomaly detection on network/graph data, one can consider
benchmark graph data sets provided by the Stanford Network Analysis Platform
(SNAP) repository [16].
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Chapter 5
Outlier Detection in Categorical Data

Abstract This chapter delves on a specific research issue connected with outlier
detection problem, namely type of data attributes. More specifically, the case of
analyzing data described using categorical attributes/features is presented here. It is
known that the performance of a detection algorithm directly depends on the way
outliers are perceived. Typically, categorical data are processed by considering the
occurrence frequencies of various attributes values. Accordingly, the objective here is
to characterize the deviating nature of data objectswith respect to individual attributes
as well as in the joint distribution of two or more attributes. This can be achieved by
defining the measure of deviation in terms of the attribute value frequencies. Also,
cluster analysis provides valuable insights on the inherent grouping structure of the
data that helps in identifying the deviating objects. Based on this understanding, this
chapter presents algorithms developed for detection of outliers in categorical data.

5.1 Introduction

As stated earlier, the aim of this study is to identify data objects that deviate signifi-
cantly from the rest of the data. Detection of such deviating objects or rare objects and
exceptions in data is the purpose of outlier analysis. This has numerous applications
in various domains such as fraud detection in financial transactions and intrusion
detection in computer networks, etc.

The type of attributes describing data is a key issue among the ones identified
connected with outlier detection. More specifically, data described using qualitative
(categorical) attributes is the focus of this study. The importance of dealing with
categorical attributes is evident from the observation that data pertaining to several
real world applications are described using such attributes. This emphasizes the need
for developing suitable algorithms for detecting outliers in categorical data.
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5.1.1 Categorical Attributes

The scale ofmeasure indicates the nature of informationwithin the values assigned to
variables/attributes. There are four scales of measurement popularly used: nominal,
ordinal, interval and ratio.

Nominal scale differentiates various values based only on their names. Examples
of this type are color, direction, language, etc. Mathematical operations permitted on
this type of values and their central tendency are listed in Table 5.1.

Ordinal scale allows to rank order the values to produce a sorted sequence. It
includes dichotomous values (such as ‘true’, ‘false’) and also non-dichotomous data
comprising a spectrum of values (such as ‘excellent’, ‘very good’, ‘good’, ‘satisfied’,
‘poor’ for expressing one’s opinion).

Interval scale allows for measuring the degree of difference between two values.
For example, location information of places indicated using Cartesian coordinates
can be used to determine which place is closer to a specified place. Mode, median
and arithmetic mean are the central tendency measures applicable on this type of
data.

Ratio scale measures values by estimating the ratio between a magnitude of a
continuous quantity and a basic unit of the same type. All statistical measures can
be computed on this type of data as necessary mathematical operations are defined
for this data, as indicated in Table 5.1.

A categorical variable/attribute, belonging to the nominal scale, takes one of a
limited number of possible values. The central tendency of the values of a categorical
variable is given by its mode. Though numeric values may appear corresponding to
a categorical variable, they each represent a logically separate concept and cannot be
processed as numbers. In computer science, categorical variables are referred to as
enumerated types. The term categorical data applies to data sets that contain one or
more categorical variables. Categorical data are also known as nominal or qualitative
multi-scale data in different application contexts.

A categorical variable that can take on exactly two values is known as dichoto-
mous (binary) variable. The ones with more than two possible values are called as
polytomous variables. Regression analysis on categorical variables is accomplished
through multinomial logistic regression.

The acceptable values of a categorical (qualitative) attribute are represented by
various categories, as illustrated in Table 5.2. The information on the occurrence

Table 5.1 Details on various scales of measure

Scale Property Mathematical operations Central tendency

Nominal Membership =, �= Mode

Ordinal Comparison >, < Median

Interval Difference +, − Mean

Ratio Magnitude x, / Geometric mean
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Table 5.2 Example categorical attributes with sample values

Attribute name Categories (acceptable values)

Color Green, red, blue, …

Direction North, east, west, south

Weather Sunny, cloudy, raining, …

… …

frequencies of various categories of a categorical attribute in data is demanded by
many data-dependent tasks such as outlier detection.

As already known, the characteristics of a categorical data set can be summarized
using the following details.

1. Size of the data set (n)
2. Number of attributes (m)
3. Number of values taken by each attribute (|DOM (Ar)|,∀r)
4. Frequencies of various values of each categorical attribute (freq(xi,r),∀i, r)

It is possible to define any computational method on categorical attributes using
the above abstract model.

The simplest way to find similarity between two categorical attributes is to employ
theoverlapmeasure (Eq. 4.1). Thismeasure treats twocategorical attributes as similar
if their values are identical, and dissimilar otherwise. A drawback with this measure
is that it doesn’t distinguish between the different values taken by an attribute. All
matches, as well as mis-matches are treated as equal.

Referring to the sample data set shown in Table 5.3, it is obvious that certain
combination of the values of the categorical attributes {Model,Color} describing the
data aremore frequent than the others. Bringing in the frequency details into account,
it is possible to determine which of the objects are more similar and also the degree
of their similarity.

Table 5.3 Frequency distribution of a sample 2-D car data (for illustration)

Model/Color Black White Grey

Maruti-Swift 20 35 45

Tata-Sumo 10 75 15

Honda-City 40 25 35

Toyota-Corolla 35 25 40

Volkswagen-Polo 25 20 55
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5.1.2 Challenges with Categorical Data

Though there exist a number ofmethods for outlier detection in numerical data, only a
limited number of them can process the data represented using categorical attributes.
Outlier detection in categorical data is an evolving problem due to the computational
challenges posed by the categorical attributes/features. The fundamental issue in this
regard is the difficulty in defining a proximity measure over the categorical values.
This is due to the fact that the various values that a categorical variable can assume
are not inherently ordered. As a result, many data mining tasks such as determining
the nearest neighbor of a categorical object turn out to be non-trivial. Active research
happening in this direction is indicative of the importance associated with this aspect.
Depending on the application context, supervised measures determine similarity
based on class information, while data-driven measures determine the same based
on the data distribution.

Many a time, when dealing with data having categorical attributes, it is assumed
that the categorical attributes could be easily mapped into numeric values. However,
there are instances of categorical attributes, where mapping to numerical attributes
is not a straightforward process, and the results greatly depend on the mapping that
is used. Consequently, methods such as those based on distance or density measure-
ments are not acceptable, requiring necessary modification in their formulations.

5.2 Clustering Categorical Data

Clustering is an important data mining task required in numerous real life applica-
tions. Due to the difficulties in analyzing categorical data, as discussed in the previous
section, performing cluster analysis on such data turns out to be an involved activity.
However, as an unsupervised learning task, it helps in understanding the inherent
grouping structure of the data for the purpose of outlier detection. In that sense,
cluster analysis assumes significance towards detecting outliers in the data.

Prior research in this direction has brought out some interesting algorithms for
clustering categorical data. A glimpse of some of these algorithms is provided below
to facilitate effective data analysis.

5.2.1 ROCK Algorithm

RObust Clustering using linKs (ROCK) algorithm works based on the notion of
links between data objects, rather than applying any metric to measure the similarity.
The number of links between a pair of objects is given by the number of common
neighbors of the objects. The rationale is that data objects belonging to single cluster
will in general have a large number of common neighbors, and consequently more
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links. Therefore, merging clusters/objects with the most number of links first during
clustering process will result in more meaningful clusters.

The neighbors of a data object are those that are considerably similar to it. Mea-
suring similarity could be done using one of the well-known distance metrics (like
L1,L2) or even non-metric (a distance/similarity function provided by a domain
expert).

Consider a data set D = {X1,X2, . . . ,Xn} consisting of n objects. Let
link(Xi,Xj) represent the number of common neighbors between two objects Xi

and Xj. Since the idea is to have each cluster with a high degree of connectivity, it is
required to maximize the sum of link(Xq,Xr) for data object pairs (Xq,Xr) belonging
to a single cluster and at the same time minimize the sum of link(Xq,Xs) for (Xq,Xs)

in different clusters. This leads to the following criterion function to be maximized
over k clusters.

Et =
k∑

i=1

ni ∗
∑

Xq,Xr∈Ci

link(Xq,Xr)

n1+2f (θ)

i

(5.1)

Here, Ci denotes cluster i having ni data objects. It is to be noted that the total
number of links involving a pair of objects in cluster Ci is divided by the expected
total number of links in Ci, to prevent all data objects getting assigned to a single
cluster.

Similarly, for a pair of clusters (Ci,Cj), the number of cross links between them
link[Ci,Cj] is determined using the expression given below.

link[Ci,Cj] =
∑

pq∈Ci,pr∈Cj

link(Xq,Xr) (5.2)

Then, the goodness measure g(Ci,Cj) for merging clusters Ci, Cj is computed as

g(Ci,Cj) = link[Ci,Cj]
(ni + nj)1+2f (θ) − n1+2f (θ)

i − n1+2f (θ)

j

(5.3)

The denominator in the above equation represents the expected number of cross links
or links between pairs of objects each from a different cluster. The pair of clusters
for which the goodness measure is maximum is the best pair to be merged at any
given step.

According to this method, the larger the number of links between a pair objects,
the greater is the likelihood that they belong to the same cluster. Thus, clustering
using links injects global knowledge into the clustering process and is thus more
robust. This is in contrast to the similarity-based local approach taking into account
the characteristics of the data objects in pairs.

ROCK is a hierarchical clustering algorithm that accepts as input the set S of n
sampled data objects to be clustered (that are drawn randomly from the original data
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set), and the desired number of clusters, k. Subsequently, the clusters obtained with
the sampled data are used to assign the rest of the data objects to relevant clusters.

ROCK algorithm has a worst-case time complexity of O(n2 + nmmma + n2

log(n)). Here, mm is the maximum number of neighbors, ma is the average num-
ber of neighbors and n is the number of data objects. Similarly, the space complexity
of this algorithm is O(min{n2, nmmma}).

5.2.2 Squeezer Algorithm

Squeezer algorithmperforms clustering of categorical data by reading the data objects
one by one. It assigns the first object to the initial cluster. Subsequently, further objects
are either put into existing clusters or assigned to a new cluster depending on their
similarity to the existing clusters. As a result, it doesn’t require the number of desired
clusters as an input parameter.

Let D = {X1,X2, . . . ,Xn} be a data set having n data objects described using m
categorical attributes {A1,A2, . . . ,Am}. Given a cluster Cj, the set of values of the
attribute Ai with respect to Cj is denoted as VALi(Cj). Also, the support of a value
ai of the attribute Ai with respect to cluster Cj, denoted as Sup(ai), is the number of
objects in Cj having the value ai corresponding to the attribute Ai.

This algorithm determines the summary of every cluster consisting of m element
pairs of attribute values and their corresponding supports.

Sum(Cj) = {VSi|1 ≤ i ≤ m}where VSi = {(ai, Sup(ai))|ai ∈ VALi(Cj)}. (5.4)

Summary of a cluster is the data structure used to compute the similarity between a
data object and a cluster. A similarity threshold s is used to determine whether a data
object is to be put into an existing cluster or assigned to a new cluster.

In the worst case, Squeezer algorithm has time complexity ofO(nkpm) and space
complexity of O(n + kpm). Here, k is the final number of clusters formed and p is
the distinct values of a categorical attribute. It is assumed that every attribute has the
same number of distinct attribute values, for simplification.

This algorithm is highly efficient for disk resident data sets as it makes only one
scan over the data set for clustering the entire data. So, it is suitable for clustering
data streams.

5.2.3 k-ANMI Algorithm

The k-ANMI algorithm is a k-means like clustering algorithm for categorical data.
It directly optimizes the mutual information sharing based objective function. The
goodness of clustering in each step is evaluated using Average Normalized Mutual
Information (ANMI) measure, borrowed from cluster ensemble.
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In information theory, mutual information is a symmetric measure to quantify the
statistical information shared between two distributions. Let A and B be the random
variables described by the cluster labeling λ(a) and λ(b), with k(a) and k(b) groups
respectively. Let I(A,B) denote the mutual information between A and B, and H (A)

denote the entropy of A. The [0, 1]-normalized mutual information between A and
B is given by

NMI(A,B) = 2I(A,B)

H (A) + H (B)
(5.5)

Let n(h) be the number of objects in cluster Ch according to λ(a), and let ng be
the number of objects in cluster Cg according to λ(b). Let n(h)

g be the number of
objects in cluster Ch according to λ(a) as well as in cluster Cg according to λ(b). The
[0, 1]-normalized mutual information criteria φ(NMI) is computed as follows.

φ(NMI)(λ(a), λ(b)) = 2

n

k(a)∑

h=1

k(b)∑

g=1

n(h)
g logk(a)k(b)

n(h)
g n

n(h)ng
(5.6)

Therefore, the average normalized mutual information (ANMI) between a set of
m labellings, Λ, and a labeling λ̄ is defined as follows.

φ(NMI)(Λ, λ̄) = 1

m

m∑

q=1

φ(NMI)(λ̄, λ(q)) (5.7)

The optimal combined clustering λ(k−opt) will be the one that has the maximal
averagemutual informationwith all individual partitioning λ(q) given that the number
of consensus clusters desired is k. Therefore, the optimal clustering is computed as

λ(k−opt) = arg maxλ̄

m∑

q=1

φ(NMI)(λ̄, λ(q)) (5.8)

where λ̄ goes through all possible k-partitions.
k-ANMI algorithm takes the number of desired clusters (say k) as input and

iteratively changes the cluster label of each data object to improve the value of
the objective function. For each object, the current label is changed to each of the
other (k − 1) possible labels and the ANMI objective is re-computed. If the ANMI
value increases, the object’s label is changed to the best new value and the algorithm
proceeds with next object. A sweep over the data gets completed when all objects are
checked for possible label changes. If at least one label change happens in the current
sweep, a new sweep is initiated. The algorithm terminates when a local optimum is
reached for the objective function.

This algorithm is easy to implement, requiring multiple hash tables as the only
major data structure. More precisely, for a clustering task with m attributes and k
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clusters, it needs (k + 1)m has tables. Through the use of these hash tables, ANMI
value could be derived without accessing the original data set, for computational
efficiency.

This algorithm has time complexity O(tnk2mp2) in worst case. Here, t is the
number of iterations the algorithm runs and p is the number of values each attribute
has. Similarly, the space complexity is O(mkp + nm). It is important to note that
the computational complexity of k-ANMI algorithm is linear in both the number of
objects (n) and the number of attributes (m). So, it can be employed for clustering
large categorical data sets.

5.2.4 k-modes Algorithm

The k-modes algorithm extends the k-means paradigm to categorical domain by
employing a suitable dissimilarity measure defined over categorical attributes. It
replaces means of clusters with modes, and uses a frequency based method to update
modes in the clustering process to minimize the associated cost function.

Compared to k-means method, there are three major modifications incorporated
with k-modes method to make it work over categorical data.

1. Dissimilaritymeasure: LetX ,Y be two data objects described usingm categorical
attributes {A1,A2, . . . ,Am}. The dissimilarity between X and Y can be measured
by counting the total mis-matches of the corresponding attribute categories as
given in Eq. 4.1. Alternatively, dissimilarity can also be measured by taking into
account the frequencies of categories in the data set as follows.

dχ2(X ,Y ) =
m∑

j=1

(nxj + nyj )

nxjnyj
δ(xj, yj) (5.9)

Here, nxj , nyj are the number of objects in the data set that have categories xj and yj
for the attribute Aj. Note that dχ2(X ,Y ) is called as chi-square distance. It gives
more importance to rare categories than frequent ones. So, it is useful in finding
out the under-represented object clusters such as fraudulent claims in insurance
databases.

2. Mode of a set: Let D = {X1,X2, . . . ,Xn} be a data set of n data objects described
using m categorical attributes. A mode of D is a vector Z = {z1, z2, . . . , zm} that
minimizes the following.

dist(D,Z) =
n∑

i=1

d(Xi,Z) (5.10)

Here, d is the dissimilaritymeasure as defined above or any othermeasure defined
over categorical attributes. It is important to note thatZ is not necessarily an object
in D and also the mode of a data set is not unique.
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3. Use of frequency-based method to update the cluster modes iteratively.

Let {S1, S2, . . . , Sk} be a partition of the data set, where Sl �= φ for 1 ≤ l ≤ k, and
{Z1,Z2, . . . ,Zk} be the modes of {S1, S2, . . . , Sk} respectively. Then, the overall cost
of the partition is given by

E =
k∑

l=1

n∑

i=1

yi,ld(Xi,Zl) (5.11)

Here, yi,l is an element of the partition matrixYnxl and d is the dissimilarity function.
Based on the three building blocks detailed above, the k-modes algorithm consists

of the following steps for performing clustering of categorical data.

1. Select k initial modes, one for each cluster.
2. Allocate an object to the cluster whose mode is the nearest to it according to d .

Update the mode of the cluster after each allocation.
3. After all objects are allocated to clusters, re-compute the dissimilarity of objects

against the current modes. If an object is found such that its nearest mode belongs
to another cluster rather than its current one, re-allocate the object to that cluster
and update the mode of both clusters.

4. Repeat step-3 until no object has changed clusters over the entire data.

The initial modes of the algorithm can be selected either by considering the first
k distinct objects from the data set or using any other more involved process. The
advantage with this algorithm is its scalability to large data sets.

5.2.4.1 Cluster Initialization Method

A suitable cluster initialization ensures smooth convergence of the k-means family
of clustering algorithms. Accordingly, a well known cluster initialization method for
categorical data is discussed here. It results in a set of k clusters {C1,C2, . . . ,Ck}
with their representatives (modes) denoted as {Z1,Z2, . . . ,Zk}.

This initialization method starts with the data object with maximum density (see
Eq. 4.7) as the first cluster representative. For selecting the remaining (k − 1) ele-
ments of the initial cluster representatives set Z , both the density and the distance
between objects (see Eq. 4.1) are utilized as per the steps furnished below.

1. Set the first cluster representative, Z = {X 1
i }, where X 1

i ∈ D is the object with
the maximum density.

2. For the second cluster representative, Z = Z ∪ {X 2
i }, where X 2

i ∈ D satisfies
d(X 2

i ,Xm) ∗ density(X 2
i ) = max|D|

i=1{d(Xi,Xm) ∗ density(Xi)|Xm ∈ Z}.
3. Similarly, for the kth cluster representative, Z = Z ∪ {X k

i }, where X k
i ∈ D satis-

fies d(X k
i ,Xm) ∗ density(X k

i ) = max|D|
i=1{minXm{d(Xi,Xm) ∗ density(Xi)}|

Xi ∈ D}.
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5.3 A Ranking-Based Characterization of Outliers

Characterizing the deviating nature of data objects in categorical space is paramount
to evolve accurate and efficient algorithms for their detection.

Going by the general practice, it is more meaningful to rank the data objects based
on their degree of deviation rather than making a binary decision on whether or not
an object is an outlier. Also, in many application domains dealing with large data,
it is pertinent to identify the set of most likely outliers, as it gives opportunity for
carrying out further analysis on the ranked objects. With this view, the characteriza-
tion presented here leverages ranking concept for determining the set of most likely
outliers in a given data set.

5.3.1 Exploring the Categorical Space

It is known that the performance of any outlier detection algorithm directly depends
on the way outliers are perceived. So, a definition for outliers in terms of the attribute
value frequencies of the categorical data is considered here. This definition relies on
the intuition that an outlier has to display its deviating characteristics from the rest
of the data in terms of irregular/peculiar value(s) corresponding to one or more of
its attributes. Naturally, the frequency count of such an irregular value happens to
be much less than that of the regular values. Thus, infrequent attribute values are
regarded as manifestations of the presence of outliers in data.

As per the above approach, a data object X in a categorical data set D turns out
to be an outlier in the following manner.

• Type-1 Outlier: The attribute values describing object X are relatively infrequent.
• Type-2 Outlier: The combination of the categorical values describing object X is
relatively infrequent, though each one of these values are frequent individually.

These scenarios can be illustrated in a hypothetical manner as shown in Fig. 5.1,
for a simple data set described using two categorical attributes. Here, data objects
are depicted in categorical space based on the distinct values each attribute has in
the data. Referring to this figure, object O1 turns out to be an outlier of Type-1 as
its value corresponding to Attribute-2 is infrequent. On the other hand, though both
the attribute values of object O2 are frequent individually, their combination is not
frequent, making it an outlier of Type-2. For object O3, though it qualifies to be of
Type-2, it is primarily of Type-1 due to its infrequent attribute values. Hence, no
distinction is made between objects O1 and O3 in this methodology.

The methods designed based on frequencies of attribute values are good at detect-
ing outliers of Type-1. However, they fail to detect Type-2 outliers due to their
characterizing feature. On the other hand, clustering-based methods are capable of
detecting outliers of Type-2, but may fail in dealing with Type-1 as these outliers
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Fig. 5.1 Scenarios of outlier
occurrence in categorical
space
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tend to be part of a valid big cluster due to their proximity to such clusters. For exam-
ple, object O1 in Fig. 5.1 may become part of its nearest cluster when clustering is
performed. Ideally, an algorithm for outlier detection is expected to identify outliers
of both types.

5.3.2 Methodology for Characterization

Consider a data set D comprising n objects described using m categorical attributes.
The basic idea is to capture all possible types of outliers considering their occurrence
scenarios in the categorical space. Also, such a characterization is to be done based
on the frequency counts of the values of categorical attributes describing the data. In
this connection, the definition of outliers given above looks more appealing.

In order to determine the most likely set of outliers in the data, a clustering-based
methodology is presented here. For the sake of illustration, let us assume a clustering
structure of some hypothetical categorical data as shown in Fig. 5.2. To start with,
some important definitions constituting this characterization are given below.

1. A cluster Ci is considered as a big cluster if it has at least α% of the number of
objects in D. Thus, the set of big clusters BC in a clustering process is given by

BC = {Ci|size(Ci) ≥ (α ∗ 0.01 ∗ n)} (5.12)

where size(Ci) indicates the number objects present in cluster Ci and value of α

is determined specific to the data set at hand.
2. The cluster distance of an object Xi is measured as the distance between Xi and

its closest big cluster as,

cdist(Xi) = minl d(Zl,Xi),∀Cl ∈ BC (5.13)
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Fig. 5.2 Illustration of
cluster distance computation
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where Zl is the representative of cluster Cl and the distance function d refers to
the one given in Eq. 4.6.

The computation of cluster distance of an object Xi in a clustering scenario,
involving big as well as small clusters, is depicted in Fig. 5.2. In this case, the big
cluster with its mode represented by Z3 turns out to be the nearest big cluster to object
Xi, as distance d3 happens to be the smallest of the distances {d1, d2, d3}.

The following two aspects define the necessary conceptual details required to
determine the most likely outliers in a data set.

1. As per Eq. 4.7, the density of a data object is measured based on the frequencies
of its attributes values. One can note that the density of an outlier will be generally
low, as the attribute values of such an object tend to be less frequent compared to
the values describing normal ones. Thus, density can be looked at as a measure
of the relative frequency of the values of a data object. The less the density is, the
more likely the object gets detected as outlier. Based on this understanding, the
data objects can be arranged in ascending order of their density values, with the
least density object displaying themost deviating characteristics. Such a sequence
of objects is called as frequency-based ranking of data.

2. Similarly, it is possible to identify small clusters possibly having outlier objects
that tend to locate away from big clusters, as shown in Eq. 5.12. Therefore, the
distance between a data object and its closest big cluster is an indicative measure
of its deviating behavior. The more this distance is, the more likely the object
gets detected as outlier. Based on this rationale, the clustering-based ranking of
data objects is determined. More precisely, clustering-based ranking is obtained
by arranging the objects in decreasing order of their cluster distance values.

According to the above two ranking schemes, each object X ∈ D gets its cor-
responding ranks based on its density and its cluster distance values. Given that,
outliers of Type-1 can be detected using the frequency-based ranking, and Type-2
using the clustering-based ranking. Now, a consolidated set of outliers of both types,
designed as the likely set (LS), can be determined using these two ranking schemes.
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Fig. 5.3 Determining the likely set of outliers in data

To determine p most significant outliers in data, consider the set of indices of p
top ranked objects in the frequency-based ranking as R1. Similarly, the set of indices
of p top ranked objects in the clustering-based ranking is denoted as R2, as shown
in Fig. 5.3. Now, the likely set of outliers is constructed as, LS = R1 ∪ R2. Though
there are several possible ways of fusing two rank lists, simple set union can produce
the likely set satisfactorily.

5.4 Algorithms for Detecting Outliers

As stated earlier, most of the methods for outlier detection are designed to deal
with data sets described by numerical attributes, or ordinal attributes that can be
directly mapped into acceptable numerical values. Only a limited number of the
approaches can process categorical data. This is due to the challenges posed by the
categorical attributes in defining requisite measures/metrics for exploring the data.
However, with emphasis on this aspect of the outlier detection problem, there are
some interesting methods employing different detection strategies. Some of the well
known approaches among them for outlier detection in categorical data are discussed
below.

5.4.1 Greedy Algorithm

Conventional approaches for exploratory data mining applications do not handle
categorical data in a satisfactory manner. To address this gap, the problem of outlier
detection in categorical data is defined as an optimization problem in terms of finding
a sub-set of k objects such that the expected entropy of the resultant data set after
the removal of this sub-set is minimized.

However, an exhaustive search through all possible solutions with k outliers for
the one with the minimum objective value is costly since there are (n, k) possible
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solutions with n objects and k outliers. So, a fast greedy algorithm for mining outliers
under the same optimization model is presented here.

For a discrete random variable X with S(X ) being the set of values that it can take,
p(x) being the probability distribution function, the entropy of X can be computed
using Eq. 4.22.

Given a data set D of n objects {X1,X2, . . . ,Xn}, where each object is described
usingm categorical attributes {f1, f2, . . . , fm}, then the entropy ofD can be computed
as

E(D) = E(f1) + E(f2) + E(f3) + · · · + E(fm) (5.14)

Here, E(fj) indicates the entropy value (as in Eq. 4.22) corresponding to the
attribute/feature fj of the data set D. The above expression holds good with the
assumption of independent attributes.

Given an integer k, the idea is to determine a subset D
′ ⊂ D with size k, in such

a way that the entropy of the resulting set (D − D
′
) is minimized. According to this

idea, a data object with maximum contribution to the entropy value gets labeled as
the first outlier. It goes on identifying the outliers in successive iterations at the rate
of one outlier per iteration. Hence, this algorithm requires a number of scans over
the data set resulting in a time complexity of O(nkm).

5.4.2 AVF Algorithm

Attribute Value Frequency (AVF) algorithm is a fast and scalable outlier detection
strategy for categorical data. It is developed based on the intuition that outliers are
those objects that are infrequent in the data set. Moreover, an ideal outlier object
in a categorical data set is one whose each and every attribute value is extremely
irregular (or infrequent). The infrequent-ness of an attribute value can be determined
by counting the number of times it appears in the data set.

Considering the above discussion, the AVFmethod works based on the frequency
counts of the attribute values. Given a data set with n data objects and m categorical
attributes, this method computes the frequency-based score of an object Xi as

AVFScore(Xi) = 1

m

m∑

j=1

Freq(xij) (5.15)

where Freq(xij) is the number of times the jth attribute/feature value of the object Xi

appears in the data set.
As per this method, objects with low AVF-scores are considered as outliers. Once

the scores of all the data objects are calculated, one can designate the k objects with
the smallest AVF-scores as outliers.

The computational complexity of this algorithm is O(nm). It scales linearly with
the number of data objects and attributes, and works with a single scan over the data
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set. It does not need to create or search through different combinations of attribute
values.

5.4.3 ROAD Algorithm

As per the characterization of outliers presented in the previous section, the compu-
tational flow of a ranking-based algorithm for unsupervised detection of outliers is
shown in Fig. 5.4. Basically, this algorithm performs its computations in two phases.
In the first phase, it computes the object density values and also explores a clus-
tering of the data. Using the resultant clustering structure, the set of big clusters is
identified in order to determine the distance between various data objects and their
corresponding nearest big clusters. In the second phase, frequency-based rank and
clustering-based rank of each data object are determined. Subsequently, a unified set
of the most likely outliers is determined using these two individual rankings. Thus,
it is named as Ranking-based Outlier Analysis and Detection (ROAD) algorithm.

Clustering categorical data is an important computational step of the ROAD algo-
rithm, as it is meant for identifying Type-2 outliers which are relatively more difficult
to detect when compared to Type-1 outliers. This is because, Type-2 outliers display
their deviation in the joint distribution of two or more attributes. Accordingly, the
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Fig. 5.4 Computational flow of ROAD algorithm
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effectiveness of the specific clustering method employed for this purpose determines
the detection performance.

In practice, one can use any established method like ROCK algorithm for clus-
tering categorical data. However, it is recommended to use the k-modes method due
to its efficiency as a member of the k-means family. Moreover, the cluster initial-
ization method presented in Sect. 5.2.4.1 makes it more effective. Hence, using the
k-modes algorithm along with the categorical dissimilarity measure given in Eq. 4.6
is expected to exhibit better results.

The data processing steps constituting the ROAD algorithm are furnished below.
The initial five steps constitute the first phase known as ‘computational phase’ as it
primarily computes various quantities on the basis of the input data. The later three
steps correspond to the second phase called as ‘ranking phase’, which determines
the rank of each data object corresponding to each ranking scheme based on the
quantities computed in the previous phase.

1. Compute density(Xi) of each data object Xi ∈ D using Eq. 4.7.
2. Determine the initial set {Z1,Z2, . . . ,Zk} of k cluster representatives.
3. Perform k-modes clustering on D with the distance measure in Eq. 4.6.
4. Determine the set of big clusters BC as given in Eq. 5.12.
5. For each object Xi, determine its cluster distance cdist(Xi) as per Eq. 5.13.
6. Determine the frequency-based rank freq_rank(Xi) of each object Xi ∈ D.
7. Determine the clustering-based rank clust_rank(Xi) of each object Xi ∈ D.
8. Construct the likely set LS using the two ranked sequences, for a given p value.
9. Output the the set LS of most likely outliers identified.

Considering various simplifications on the algorithmic steps, the computational
complexity of ROAD algorithm turns out to be O(nm + nlog(n)). It is important to
note that this complexity is not affected by the number of outliers to be found.

5.5 Experiments on Benchmark Data

Experimental study of the outlier detection algorithms on benchmark data includes
six frequently used categorical data sets taken fromUCIMLRepository. Each data set
consists of labeled instances belonging to two different classes. As per the standard
procedure explained in Sect. 4.2.2, objects with missing attribute values are removed
and objects belonging to small sized class in every data set are considered as outliers.
Though these designated outliers are not outliers in real sense, they are considered
so for experimental purpose. In order to impose imbalance in the number of objects
belonging to normal and outlier categories, only a selected sub-set of the objects
belonging to outlier class are considered, by taking every fifth object of the designated
outlier class. Table 5.4 summarizes the benchmark categorical data sets considered
in this investigation.
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Table 5.4 Details of benchmark categorical data sets

Name of the
data set

Dimension Outlier class
label

# Outlier
objects

# Normal
objects

# Total objects

Chess
(End-Game)

36 Nowin 305 1669 1974

Tic-Tac-Toe 9 Negative 66 626 692

Breast Cancer
(W)

10 4 (malignant) 47 444 491

Congressional
Votes

16 Republican 21 124 145

Breast Cancer 9 Recurrence-
events

16 196 212

Mushroom 22 p (poisonous) 783 4208 4991

As the algorithms considered for this study work in unsupervised learning mode,
they do not require labeled data. However, class labels are used to assess their perfor-
mance in mining outliers. A comparative view of the performance of these methods
is also presented here.

As described in Sect. 5.1, a categorical attribute Ai can take a set of discrete values
(categories) represented by DOM (Ai). The cardinality of the attribute domains of 9
categorical attributes describing the Breast Cancer data set are shown in Table 5.5
for a better understanding.

Table 5.5 Categorical
attributes describing Breast
Cancer data

Sl.No. Attribute name Arity

1 Age 9

2 Menopause 3

3 Tumor-size 12

4 Inv-nodes 13

5 Node-caps 2

6 Deg-malig 3

7 Breast 2

8 Breast-quad 5

9 Irradiat 2
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5.5.1 Performance Measurement

Tomeasure the detection accuracy of ROAD algorithm, the number of actual outliers
(as per the designated outlier class labels) present among the elements of the likely
set is considered. Following this measure, the results obtained on the benchmark
data sets are reported in Table 5.6 under the column labeled ‘Combined’. For a
comparative view, performance of the AVF and the Greedy algorithms on the same
data is indicated here. The best performance obtained corresponding to each data set
is shown in bold font.

From this experimentation, one canunderstand that theROADalgorithmexhibited
better results over the other two methods. This is due to the additional capability of
this algorithm in detecting outliers belonging to Type-2. To understand this better,
the number of Type-1 and Type-2 outliers detected are shown separately in Table 5.6.
The number in brackets under the column labeled ‘Type-2’ indicates the value of the
parameter k using which these results are obtained. A fixed value 5 is used for the
other parameter α of the algorithm.

As described in Sect. 4.5, experimental results of outlier detection algorithm are
typically reported using ROC curves. For increasing values of top portions (p) of the
ranked outlier list, TPR and FPR values are determined to produce corresponding
ROC curves of all the three algorithms. The curves thus generated on the benchmark
data sets are shown in Fig. 5.5 for a quick understanding of their overall performance.

5.5.2 Sensitivity Study

The sensitivity of ROAD algorithm is explored here with respect to its parameters,
namely k and α. The impact of these parameters on the performance of the algorithm

Table 5.6 Performance comparison on benchmark data sets

Name of the
data set

# Outliers
present (p
value)

# Outliers detected (among the top p objects)

ROAD algorithm AVF
algorithm

Greedy
algorithmType-1 Type-2 Combined

Chess
(End-Game)

305 78 115 (8) 126 78 90

Tic-Tac-Toe 66 17 30 (14) 37 17 8

Breast Cancer
(W)

47 37 32 (3) 42 37 41

Congressional
Votes

21 16 2 (2) 18 16 16

Breast Cancer 16 4 5 (3) 5 4 3

Mushroom 783 454 132 (8) 575 454 340
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Fig. 5.5 Performance comparison using benchmark data sets

is measured using the Equal Error Rate (EER) measure, as described in Sect. 4.5.
In this study, sensitivity of the algorithm is explored using Tic-Tac-Toe data shown
in Table 5.4. The effect of varying the number of clusters k (keeping the value of
α fixed at various values 5, 7 and 9) is as shown in Fig. 5.6a. This figure indicates
that with increasing k value, the performance of ROAD algorithm has improved, as
characterized by low EER values. However, arbitrarily high values of k may result
in more number of small sized clusters, or the clustering step may not converge.

The observations made in a similar study with respect to parameter α, for various
fixed values of k, are shown in Fig. 5.6b. According to this figure, with the increase
in the value of α, the number of big clusters has reduced and this has negative impact
on the performance, more so for high values of k. Moreover, with high values of α,
there may not be any big clusters left out reducing the number of Type-2 outliers
detected to zero. On the other hand, a very low value of α is not desirable as it cannot
differentiate even the known small clusters from big ones. It is important to note that
the parameters k and α are not independent. Thus, the set of allowable values for α

depends on the value assigned to k.
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Fig. 5.6 Sensitivity analysis on Tic-Tac-Toe data set

5.6 Current Research Trends

Having seen numerous methods for outlier detection in categorical data, it is time
to look at the current research trends based on some recent research efforts towards
this problem.

5.6.1 Outlier Detection in Categorical Data Using
Holoentropy

An information theoretic outlier detection method based on the concept of weighted
holoentropy combines the entropy and the total correlation measures with attribute
weighting for identifying exceptional objects. The rationale behind this method is
to assign weights to the individual attributes so as to give more importance to those
attributes with small entropy values for increasing the impact of removing an outlier
candidate that is outstanding on those attributes. Hence, the weight computation for
the attribute entropy employs a reverse sigmoid function of the entropy itself.

Based on the above description, a novel definition for outliers turns out to be the
set of objects with greatest decrease in the weighted holoentropy value when deleted
from the original data set. Similarly, the outlier factor computation is also modified
to include weighted holoentropy by defining approximate differential holoentropy.
As a result, the outlier factor (OF) of an object Xi is computed as

OF(Xi) =
m∑

r=1

OF(xi,r) =
m∑

r=1

{
0, if freq(xi,r) = 1,
wψ(Ai).δ[freq(xi,r)], else. (5.16)
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This method, named as Information Theory Based Step by Step (ITB-SS), deter-
mines an anomaly candidate set (AS) and an upper bound on the number of likely
outliers (UO). In order to determine the final set of outliers, only the objects in
the AS set are examined thereby reducing the time complexity of the algorithm to
O(om(UO)), where o is the number of outliers to be identified and m is the data
dimensionality. Through an empirical study, it is found that the averageUO is about
0.21n, where n the number of objects in the data. However, the number of objects
UO to be examined increases significantly for large data sets.

5.6.2 Detecting Outliers in Categorical Data Streams

Most of the techniques detecting anomalies in data streams are either distance-based
or cluster-based. Both these varieties require distance computation to achieve their
intended purpose. Due to the known limitations of categorical attributes, these meth-
ods lack the ability to handle such data in a proper manner. To effectively solve
this problem, the concept of mining closed frequent patterns is employed. Based on
this idea, the method designed for identifying outliers in categorical data streams
is named as Detecting Outliers in Sliding Window over Categorical Data Streams
(DOSW_CDStream).

In the context of data streams, support of an item set X turns out to be the ratio of
the number of categorical data that contain X to the width of the sliding window w.
An item set X can be considered as closed frequent pattern over the current sliding
window, if its support is greater than the minimum support and there is no super-set
of X with same support value.

The width of the sliding window is determined by two sliding end points. In this
model, old data objects are thrown out as the new data arrive. The current sliding
window consisting of w data objects is denoted as

SWn−w+1 = {Tn−w+1,Tn−w+2, . . . ,Tn} (5.17)

Here, n indicates the current time. In order to determine outliers, this method intro-
duced a formula named as Weighted Closed Frequent Pattern Outlier Factor (WCF-
POF). For an arbitrary categorical data object Ti, its outlier factor is measured as

WCFPOF(Ti) =
∑

P⊆Ti,P∈CFPS(DS,minsup) sup(P) ∗ (|P|/|Ti|)
|CFPS(DS,minsup)| (5.18)

where, CFPS(DS,minsup) is the set of closed frequent patterns in the current win-
dow, |P| is the length of closed frequent patternP andminsup is theminimum support
specified by the user. A smaller value of this outlier factor indicates a greater possi-
bility of the corresponding object being an outlier. This method first determines all
the closed patterns and then computes their outlier factors. The summary details are
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stored in an index structure, which can be updated by a decay function. Finally, top-k
outliers are determined based on a ranking over the outlier factor values. The compu-
tational cost of this method is noted as O(CFPS + w ∗ N + 2w + (2w ∗ log(2w))).

5.7 Summary

An important research issue concerning the outlier detection problem, namely deal-
ing with data described using categorical attributes is studied here. A majority of
the outlier detection methods mainly deal with numerical data. However, data per-
taining to several real life applications tend to be categorical in nature with high
dimensionality. So, it is necessary to have relevant techniques to process such data.

Addressing this requirement, some important research efforts that have gone in
this direction are discussed in this chapter.

• Issues and challenges in dealing with categorical data analysis are highlighted.
• Emphasizing on the role of clustering as an unsupervised learning task, a few
algorithms for clustering categorical data are presented.

• A ranking-based characterization of outliers in categorical space is presented along
with the associated methodology.

• A sample set of algorithms for detecting outliers in categorical data are presented
along with a discussion on the detection strategies employed by each method.

• Experimental study using benchmark categorical data sets is presented to facilitate
a practical view of the outlier detection problem.

Towards the end, a brief discussion on a few current research trends regarding the
outlier detection problem is presented.

5.8 Bibliographic Notes

Outlier detection problemhas numerous applications such as fraud detection in finan-
cial transactions and intrusion detection in computer networks, etc [6, 18]. Various
research issues are involved in outlier detection and so various methods were devel-
oped employing varied detection strategies [7, 17, 23, 27, 30, 33]. Clustering-based
methods [21, 29] try to identify various groups of objects based on their intrinsic sim-
ilarity in order to isolate objects with deviating characteristics. The LOF method [4]
is a frequently used one for detecting local outliers in numerical data.

As stated at the beginning, the theme of this chapter is to delve on the methods
dealing with categorical attributes. As brought out in [3], the characteristics of a
categorical data set can be summarized using a simplified representation. The main
computational challenge in this regard is that various values taken by a categorical
variable are not inherently ordered [2]. Thus, evolving necessary methods to deal
with categorical data is a non-trivial task.
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Similar to LOF, a method named as Cluster Based Local Outlier Factor (CBLOF)
was proposed [15] for detecting local outliers in categorical data. Subsequently,
an approach of comparing against marginal distributions of attribute subsets was
proposed [9] in an effort to identify anomalies in categorical data in an unsupervised
manner. Another such effort is the Greedy algorithm [14], based on the concept
of entropy of a data set. In order to detect p outliers in a data set, this algorithm
requires p scans over the data, which is computationally expensive for large data
sets. Addressing this issue, the AVF algorithm [22] was proposed using the attribute
value frequencies. Each data object is assigned a frequency score and objects with
low scores are considered as outliers. Though this algorithm can identify objects with
infrequent attribute values as outliers, it doesn’t explore the case of outliers arising
due to infrequent combination of attributes with frequent values.

A distance-based method for outlier detection in high-dimensional categorical
data was proposed in [23] using the notion of common neighbor of a pair of objects.
According to this method, the distance between two objects Xi and Xj is defined as

dist(Xi,Xj, θ) = 1 − log2 |CNS(Xi,Xj, θ)|/ log2 |D|

where
CNS(Xi,Xj, θ) = NS(Xi, θ) ∩ NS(Xj, θ).

Here, θ is a user defined threshold, NS(Xi, θ) is the set of neighbors of Xi. Though
this method captures dissimilarity between objects driven by the global data distri-
bution, its time complexity turns out to be quadratic in the number of objects. A
genetic approach for outlier detection in projected space was proposed [1], which is
applicable for both numeric and categorical data. Another recent effort is the SCF
(Squares of the Complement of the Frequency) algorithm proposed in [29] using the
attribute value frequencies like the AVF algorithm.

Given the unsupervised nature of the outlier detection problem, clustering-based
methods are natural choices. Robust Clustering using linKs (ROCK) algorithm [13]
works based on the notion of links between data objects, rather than applying any
metric to measure the similarity. Squeezer algorithm [32] performs clustering of
categorical data by reading the data objects one by one. The k-ANMI algorithm [16]
is a k-means like clustering algorithm that directly optimizes the mutual information
sharing based objective function.

It is known that the performance of any outlier detection algorithm directly
depends on the way outliers are perceived [8]. Therefore, a customized definition
meeting the specific requirements of an application is necessary to proceed with the
detection of outliers. As brought out in [24], it is more meaningful to rank the data
objects based on their degree of deviation. Accordingly, a ranking-based formalism,
named as ROAD algorithm, for outlier detection in categorical data was presented
in [26, 28] using data clustering as the basis. The objective was to capture all possi-
ble types of outliers considering their occurrence scenarios in the categorical space.
In this connection, the k-modes algorithm [19] was employed for clustering due
to its efficiency as a member of the k-means family [20] of algorithms. Moreover,
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employing the cluster initialization method [5] along with the categorical dissimi-
larity measure [25] made it more effective.

Experimental study of these methods can be carried out on various benchmark
categorical data sets available at UCIMLRepository [10]. Typically, results of outlier
detection algorithm are reported using ROC curves [12]. Likewise, the impact of the
algorithmic parameters on its performance can be measured using the Equal Error
Rate (EER) measure [21].

Some of the recent methods for dealing with categorical data are also presented
in this chapter. An information theoretic outlier detection algorithm was proposed
recently [31] bydefining the concept ofweightedholoentropy. Similarly, an algorithm
for identifying outliers in categorical data streams was formulated in [30] based on
the concept of mining closed frequent patterns.
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Chapter 6
Outliers in High Dimensional Data

Abstract This chapter addresses one of the research issues connected with the out-
lier detection problem, namely dimensionality of the data. More specifically, the
focus is on detecting outliers embedded in subspaces of high dimensional cate-
gorical data. To this effect, some algorithms for unsupervised selection of feature
subsets in categorical data domain are furnished here. A detailed discussion on devis-
ing necessary measures for assessing the relevance and redundancy of categorical
attributes/features is presented. Experimental study of these algorithms on bench-
mark categorical data sets explores the efficacy of these algorithms towards outlier
detection.

6.1 Introduction

Data pertaining to many real life applications like market-basket data, biological
data and computer network data tend to be high dimensional in nature. Such data
are typically described by a number of categorical features, in addition to numeric
attributes. This requires outlier detection methods that can scale well with the data
dimensionality. Data sparseness in high dimensional space makes the task of outlier
detection more challenging as the notion of distance between objects can not be
measured in a meaningful manner.

Given the above practical scenario, the way out is to develop requisite algorithms
by looking for outliers in subspaces of the data. As depicted in Fig. 6.1, different
views of the same set of data in various subspaces reveal interesting observations.
More precisely, note the fact that the designated outlier objects A and B are separable
from the rest of the data only in some views. The rationale behind this phenomena is
that these outliers are embedded in subspaces of the data and so they can be seen only
in some specific views of the data. When projecting the data to such low dimensional
views, the specific feature subset selected for representing the data determines how
well the outliers can be detected. So, the key aspect here is to construct the desired
low dimensional representations of data by selecting the features that are of relevance
to the outlier detection task.
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Fig. 6.1 Various views of outliers with different selected feature subsets

Also, high dimensionality of data makes the outlier detection more challenging
due to the presence of noisy and irrelevant features that degrade the performance
of the detection process. In such a situation, the suggested course of action is to
resort to feature subset selection by employing necessary measures for determining
the usefulness of the selected features. The following aspects of the outlier detection
problem highlight the need for feature selection and suggest the nature of solution
required for this task.

• It is known that outlier detection is a class imbalanced data problem. Due to the
skewness in the data distribution, majority of the objects belong to the normal class
and only a few objects turn out to be outliers. Due to this, looking for outliers in
high dimensional data becomes a challenge.

• Outlier detection is generally considered as an unsupervised learning problem due
to lack of prior knowledge about the nature of various outlier objects. Moreover,
unlabeleddata are available in abundance,while obtaining labeleddata is expensive
in most of the applications.

• Most often it is the case that the input data pertaining to several real life applications
consists of categorical attributes. So, necessary measures in the categorical space
need to be devised for carrying out feature selection on such data.

This motivates the need for an efficient unsupervised method for selecting features of
relevance to outlier detection when dealing with high dimensional categorical data.

With increasing number of attributes/features (m) describing the data, one needs to
explore an exponential number (2m − 1) of possible subspaces. This makes the task
of feature selection practically impossible due to prohibitively high computational
effort involved. Addressing this issue, various sequential-search-based approxima-
tion schemes are evolved such as the best individual features and the sequential
forward search.

In pattern recognition applications, optimal characterization condition often
means minimal classification error. This condition usually requires the maximal
statistical dependency of the target class on the data distribution in the selected sub-
space. This can be realized by selecting the features with the highest relevance to the
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target class. Also, it is observed that the combinations of individually good features
do not necessarily produce good learning performance. In this context, it is noted
that the m best features are not the best m features. This is due to the redundancy
present among the subset of features selected. To handle this situation, it is essential
to select features with minimal redundancy while ensuring their relevance to the
learning task.

6.2 Pattern Analysis in High-Dimensional Spaces

One of the early studies that tried to explain the problems associated with high
dimensional data is the curse of dimensionality. In simple terms, as the dimension-
ality increases the domain of the pattern vector space becomes so huge that a finite
collection of data points drawn from this space provides only a sparse representation.
Using such a small data set for training a classifier or a clustering model often poses
a challenge to the machine learning community. An associated issue in training clas-
sifiers is the peaking phenomenon, which means the performance of many classifiers
peaks for a certain number of features and then decreases as more features are added.
It is known that the number of training patterns required per class is 5 to 10 times
the dimensionality of the data, as per an empirical observation.

Another important result is associated with the behavior of distances between
pairs of objects in high-dimensional spaces. As the dimensionality keeps increasing,
the following property holds for any object X in the high-dimensional pattern space.

d(X ,Xn)

d(X ,Xf )
→ 1 (6.1)

where Xn is the nearest neighbor of X , Xf is the farthest neighbor of X , and d is the
distance function. Further, it is known that L1 norm is more effective compared to
the popular Euclidean or L2 norm. Prior work is available on exploring the role of
fractional norms. For example, the p fractional distance between any two objects Xi

and Xj in an m-dimensional space is given by

dp(Xi,Xj) =
[

m∑
k=1

|xik − xjk |p
] 1

p

where 0 < p < 1 (6.2)

6.3 Feature Selection Using Mutual Information

In pattern recognition, eachdata object is representedusing a set of features/attributes.
The objective is to select features that enable better discrimination among the objects
belonging to distinct classes. Thus, feature selection is the process of identifying
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a subset of the given features according to some criteria for removing irrelevant,
redundant or noisy features. This is an active research problem in data mining as it
speeds up the learning process through dimensionality reduction and improves the
learning accuracy by removing the noisy features.

More formally, given a labeled data set D with n data objects described using m
features {f1, f2, . . . , fm}, and the target classification variable c, the feature selection
problem is to find a subspace of k features (with k < m) that optimally characterizes
the classification (c). There are basically two approaches for feature selection, namely
wrapper methods and filter methods.

1. A wrapper method for feature selection convolves with a classifier aiming to
minimize the classification error of the particular classifier. Usually, wrapper
methods yield high classification accuracy for a particular classifier with high
computational complexity and less generalization of the selected features on
other classifiers.

2. On the other hand, a filter method selects features by testing whether some preset
conditions about the features and the target class are satisfied. In practice, filter
approaches have much lower complexity than wrapper methods. The features
thus selected are expected to yield comparable classification errors for different
classifiers.

A wrapper method in turn can be realized in two distinct ways: forward feature
selection and backward feature elimination. Depending on the specific application
requirement, an acceptable choice can be made between filter and wrapper methods
for feature selection. However, for the purpose of outlier detection, wrapper methods
cannot be considered due to the unsupervised nature of learning involved.

Referring to Information theory, Mutual Information (MI) is a measure of the
interdependence between two random variables, as computed using the expression
given in Eq.4.24. MI-based methods exist for measuring the relevance and redun-
dancy among features for feature selection. In the case of labeled data, computing the
joint MI between a multi-dimensional feature vector ({fi, fj}) and the class variable
(c) is impractical. In such a situation, it is feasible to compute only the pair-wise MI
values such as I(c; fi) and I(fi; fj). The idea here is that MI measures the information
content of a given feature with regard to the learning task at hand. Based on this idea,
various MI-based methods are developed for feature selection to accomplish varied
learning tasks.

A deeper look at MI philosophy reveals that this has two distinguishing properties
in comparison with other dependency measures: (i) the capacity of measuring any
kind of relationship between two random variables and (ii) its in-variance under
space transformations, which are invertible and differentiable such as translations,
rotations, and any transformation that preserves the order of the original elements of
the variables. Thus, MI turns out to be an attractive option for feature selection, as
each feature is considered to be a random variable.
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6.3.1 mRMR Algorithm

The minimal-Redundancy-Maximal-Relevance (mRMR) criterion based method is
aimed at selecting good features according to the maximal statistical dependency
criterion (Max-Dependency) based on Mutual Information. As Max-Dependency
criterion is hard to implement, an alternative is to select features based on maximal
relevance criterion (Max-Relevance). It is likely that features selected according to
Max-Relevance could have high redundancy (dependency) among them. To combat
this problem, minimal redundancy (Min-Redundancy) condition is included in this
method to select mutually exclusive features. Thus, this algorithm uses a series of
intuitive measures of relevance and redundancy to select promising features for both
continuous and discrete data sets.

According to this algorithm, feature selection is performed in an incremental
manner by selecting one feature at a time. Having selected a set Sk−1 of (k − 1)
features, the one that maximizes the following expression is selected next as the kth
feature.

G = I(fi; c) − 1

k − 1

∑
fs∈Sk−1

I(fi; fs) (6.3)

The computational complexity of this incremental search method is O(|S|.m).
Here,m is the number of features/attributes describing the data setD. Two significant
aspects of the mRMR feature selection method are as follows.

1. Through a theoretical analysis, it is shown that mRMR method is equivalent to
Max-Dependency for first-order feature selection.

2. A two-stage algorithm combining mRMR with other feature selection methods
(such as wrappers) shows that the space of candidate features selected by mRMR
is more characterizing.

As the mRMR method takes the difference between the relevance term and the
redundancy term (given in Eq.6.3), it may so happen that a redundant feature having
relatively large relevance gets selected as one of the top features. Though imposing
a greater penalty on the redundancy term would lessen this problem, it cannot be
avoided completely. An alternative approach is to examine the relevance and the
redundancy of a feature independently and establish its utility for a specific learning
task. This is the basic idea followed in the design of the feature selection method
named as NMIFS-OD, presented in the following section, for accomplishing outlier
detection.

6.3.2 NMIFS Algorithm

The mutual information between two features fi and fj can be written in terms of their
entropies and their conditional entropies as given below.
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I(fi; fj) = H (fi) − H (fi|fj) = H (fj) − H (fj|fi) (6.4)

From the above formulation, MI can take values in the range 0 ≤ I(fi, fs) ≤
min{H (fi),H (fs)}. This implies that theMI between two randomvariables is bounded
above by the minimum of their entropies. As the entropy of a feature could vary
greatly, so is the MI value. To restrict the MI value to the range [0, 1], it should
be normalized with their corresponding entropy. This compensates for the MI bias
towards multivalued features.

Therefore, the normalized mutual information (NMI) between two features fi and
fj is given by

NMI(fi, fj) = I(fi, fj)

min{H (fi),H (fj)} (6.5)

Improving over the mRMRmethod for feature selection, the redundancy between
the ith feature and the subset of already selected features S = {fj}with j = 1, . . . , |S|,
is measured by taking the average of normalized MI computed pair-wise, as shown
below (Eq.6.6). Accordingly, the criterion used by this algorithm is to select the
feature that maximizes the following measure.

G = I(c; fi) − 1

|S|
∑
fj∈S

NMI(fi; fj) (6.6)

The second term on the right hand side is a kind of correlation measure, that is
symmetric and takes values in [0, 1]. A value ‘1’ suggests that feature fi is highly
correlated to all features in the selected subset S.

Based on the above selection criterion, the Normalized Mutual Information Fea-
ture Selection (NMIFS) algorithm is as follows.

1. Initialization: Set F = {fi|i = 1, . . . ,N } initial set of N features, and S = {φ},
empty set.

2. Calculate the MI with respect to the classes: Calculate I(fi; c), for each fi ∈ F .
3. Select the first feature: Find f̂i = maxi=1,...,N {I(fi; c)}.

Set F ← F \ {f̂i}; set S ← {f̂i}.
4. Greedy Selection: Repeat until |S| = k.

• Calculate the MI between features: Calculate I(fi; fj) for all pairs (fi, fj) with
fi ∈ F and fj ∈ S, if it is not available.

• Select next feature: Select feature fi ∈ F that maximizes the measure in
Eq.6.6. Set F ← F \ {fi}; set S ← {fi}.

5. Output the set S containing the selected features.

The main computation involved with this algorithm is the concurrent sorting
of each pair of features, which is required to estimate the NMI values. Thus, the
computational complexity of NMIFS algorithm is known to be O(nlog(n)).



6.4 Unsupervised Feature Selection for Outlier Detection 101

6.4 Unsupervised Feature Selection for Outlier Detection

Based on the theoretical foundations outlined in the previous sections, it is clear
that mutual information based characterization is an interesting approach for feature
selection. Given the specific requirements of the outlier detection problem, an unsu-
pervised feature selection method based on mutual information is discussed here to
handle high dimensional categorical data.

This method essentially uses NMI for characterizing the redundancy among var-
ious features. This is basically a filtering method that establishes the utility of a
categorical feature in accomplishing the outlier detection task through feature-wise
entropy computation. Features thus selected are expected to highlight the deviations
characterizing the outliers with minimum redundancy among them.

Let the input be an m-dimensional data set D consisting of n data objects with
the descriptive features F = {f1, f2, . . . , fm}. The objective is to determine a feature
subset Fs ⊂ F with as low redundancy as possible among the selected features, so
as to detect the outliers present in the input data in an efficient manner. Accordingly,
the outlier detection process involves two major computational tasks as shown in
Fig. 6.2.

The first task is to carry out feature selection on the input data to determine a
relevant subset of features Fs. As a result, a low-dimensional version of the input
data is produced by dropping the irrelevant features. The next task is to employ
a suitable outlier detection algorithm on this low-dimensional categorical data to
establish the utility of the selected features. This can be accomplished by picking a
requisite algorithm from the available methods.

With the above overview, the details on the relevance assessment and redundancy
computation performed by this method are presented below.

6.4.1 Relevance Assessment

A way of assessing the relevance of a categorical feature/attribute for outlier detec-
tion is to measure its entropy value. The rationale behind this process is that a feature
contributing more to the detection of outliers (relevance) tends to have less entropy
value (more skewed distribution of the values that it takes) as opposed to a feature
primarily characterizing the normal objects. Though a similar situation may arise

Feature Selectioin

 Outlier
DetectionDimensional

  Data

  High
Outliers

Entropy based
 Relevance
  Ranking

 MI based
Redundancy
Computation

Fig. 6.2 Outlier detection through unsupervised feature selection
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when the data set is having an attribute value with lower count without having any
outliers, one can assume that it doesn’t occur naturally. Hence, the following rela-
tionship can be seen between the relevance Rel(fi) of a feature fi and its entropy value
H (fi).

Rel(fi) ∝ 1

H (fi)
(6.7)

where the entropyH (fi) of the feature fi is given byEq.4.22. From this understanding,
it is clear that the most relevant features for outlier detection are the ones with least
entropy values.

6.4.2 Redundancy Computation

Based on the mutual information measure, this method has the following mathemat-
ical expressions devised for computing the redundancy of a single feature as well as
a subset of features.

1. Redundancy of a feature fi with respect to another feature fj is given by the
normalized mutual information (NMI) between these two features.

R(fi, fj) = NMI(fi, fj) (6.8)

where NMI(fi, fj) is determined using Eq.6.5 as both fi and fj are categorical
attributes/features.

2. The average redundancy of a feature fi with respect to a set of features Fs is
computed as the average of pair-wise redundancy values of fi with respect to
each feature fj ∈ Fs as

AR(fi,Fs) = 1

|Fs|
∑

∀fj∈Fs

R(fi, fj) (6.9)

3. The average redundancy of a set of featuresFs is determined by taking the average
of the average redundancy values of every feature fi ∈ Fswith respect to the subset
Fs \ {fi} of features as given below.

AAR(Fs) = 1

|Fs|
∑

∀fi∈Fs

AR(fi,Fs \ {fi}) (6.10)

6.4.3 NMIFS-OD Algorithm

Given a data set D consisting of n objects described with a set F of m categorical
attributes/ features, the objective is to determine a subset Fs ⊂ F of the features such
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that the selected features are relevant to the outlier detection task and have less redun-
dancy among them. Towards this objective, the Normalized Mutual Information-
based Feature Selection for Outlier Detection (NMIFS-OD) algorithm attempts to
perform feature selection on categorical data employing the relevance assessment
and the redundancy computation described above.

The NMIFS-OD algorithm deals with the relevance check and the redundancy
evaluation of a feature independently.Within these two steps, relevance assessment is
given priority over redundancy evaluation. Accordingly, the feature selection process
progresses in an incremental manner till the average redundancy among the selected
subset Fs of features is within the set threshold or all the input features are exhausted.
The computational steps involved in this algorithm are listed below.

1. Compute entropy H (fi),∀fi ∈ F using Eq.4.22.
2. Compute the average redundancy AAR(F) using Eq.6.10.
3. Assign a value for redundancy threshold: thresh ← AAR(F) (suggested).
4. Arrange features F ′ = {f ′

1 , f
′
2 , ..., f

′
m} in ascending order of entropy values.

5. Initialize selected list with first feature Fs ← {f ′
1 }.

6. Repeat the following steps for i = {2, . . . ,m}
• If (H (f ′

i ) 
= 0) then compute AR(f ′
i ,Fs) using Eq.6.9.

• If (AR(f ′
i ,Fs) ≤ thresh) then set Fs ← Fs ∪ {f ′

i }
7. Output the set Fs containing the selected features.

This algorithm produces a subset Fs of k features (where k < m) with less redun-
dancy by applying a threshold (thresh) on the allowed maximum redundancy among
the selected features. Hence, determining an appropriate value for this parameter in
turn determines the qualifying features. The average redundancy of all the features
of the input data, i.e. AAR(F) is considered as the reference value for threshold selec-
tion, as this is a reasonable indicator of the intrinsic characteristic of the data. Not
withstanding this suggested value, one may consider a satisfactory value based on
the specific application requirement.

With applicable simplification to the above computational steps, the time complex-
ity of NMIFS-OD algorithm turns out to be linear in terms of n. Thus, this algorithm
is feasible for feature selection in large data sets. The following list indicates some
of the noteworthy properties of this algorithm.

• Decoupling relevance from redundancy: Unlike other algorithms, the relevance
check and the redundancy evaluation of a candidate feature are carried out inde-
pendently.

• Relevance takes priority over redundancy:Determining the relevance of a feature is
attempted before evaluating its redundancywith emphasis on the intended learning
task, i.e., outlier detection in this case.

• Deterministic relevance/redundancy computation: Unlike the case of continuous
valued features, entropy andmutual information computations on discrete features
don’t require any density estimation. To that extent, the computations involvedwith
this algorithm are deterministic in nature.
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6.5 Experimentation on Benchmark Data

Experimental study is carried out to explore the performance of the algorithms dis-
cussed in the previous section for feature selection. More specifically, this study is
meant for demonstrating the impact of the unsupervised feature selection on outlier
detection using the resultant low dimensional data. So, data sets with reasonably high
dimensionality are needed for this investigation. Accordingly, six real life categorical
data sets from UCI ML Repository are chosen as furnished in Table6.1.

Following the standard procedure for data preparation, processed data sets are
obtained as shown in Table6.2. To induce class imbalance in the data, only a subset
(every 5th object) of the designated outlier class objects are considered across all data
sets. Lymphography data are the only exception to this object subset selection as this
data set has only six objects corresponding to the designated outlier class(es). In case
of Promoters Genes data and Splice-Junction data, the instance name field (second
column) is removed in pre-processing, resulting in 57 and 60 features respectively.
As the feature selection algorithms considered here work in unsupervised learning
mode, they don’t demand labeled data. However, class labels are used to measure
their performance in detecting outliers using the low dimensional data.

Table 6.1 Details of high dimensional categorical data sets

Data set name # Features # Objects # Classes

Mushroom 22 8124 2

Chess (KR/KP) 36 3196 2

Splice-junction 61 3190 3

Lymphography 18 148 4

Promoters genes 58 106 2

SPECT heart 22 80 2

Table 6.2 Details of normal and outlier objects in data sets

Data set name Normal class # Normal objects Outlier class # Outlier objects

Mushroom e 4208 p 783

Chess (KR/KP) Won 1669 Nowin 305

Splice-Junction EI,IE 1535 N 331

Lymphography 2,3 142 1,4 6

Promoters genes + 53 − 10

SPECT heart 0 40 1 8
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6.5.1 Outcome of Feature Selection

The initial part of this study is to perform feature selection using NMIFS-OS algo-
rithm on the benchmark data. Accordingly, Fig. 6.3 shows the ranked sequence of
features in ascending order of their relevance, with the most relevant feature being
ranked first. Each feature in this ranked sequence is examined for its possible inclu-
sion in the selected set as per the redundancy criterion of the algorithm. All such
selected features in the ranked sequence are marked with a ‘*’ symbol on the corre-
sponding impulse representation.

It is important to note that corresponding to two data sets shown in Fig. 6.3, the
first feature in the relevance rank list is not selected as its entropy value is ‘0’. This is
because this particular attribute/feature is having a single value throughout the data
set. It is dropped by the feature selection algorithm as such a feature is anyway not
a good candidate for the discrimination of outliers from the normal objects. Also,
the details on the average redundancy values and the values assigned for redundancy
threshold (thresh) corresponding to various data sets are furnished in Table6.3.
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Fig. 6.3 Relevance based ranking of features with their selection status



106 6 Outliers in High Dimensional Data

Table 6.3 Redundancy threshold values assigned for various data sets

Data set name # Features
(original)

Average
redundancy

Theshold value
assigned

# Features
(selected)

Mushroom 22 0.236 0.236 13

Chess (KR/KP) 36 0.072 0.03 16

Splice-junction 60 0.01 0.008 24

Lymphography 18 0.087 0.1 12

Promoters genes 58 0.072 0.09 41

SPECT heart 22 0.103 0.1 6

6.5.2 Outlier Detection Performance

After performing feature selection on each one of the data sets, the resultant low
dimensional data sets are subjected to outlier detection. At this stage, it is possible
to employ any detection method working with categorical data. One such method
discussed in Sect. 5.4, namely AVF method is considered in this experimentation.

For the purpose of comparing the performance of NMIFS-OD algorithm towards
feature selection, the Information Gain-based Feature Selection (IGFS) method is
considered. Information Gain (IG) based method is known to be one of the best
performing methods for feature selection in class imbalanced problems like outlier
detection. IG basically measures the difference between the entropy of the class
labels (c) and the conditional entropy of the class labels given a feature fi.

IG(c, fi) = H (c) − H (c|fi) (6.11)

The entropy value is measured using the expression given in Eq.4.22. IG is max-
imal for equal probable classes, and uncertainty is minimal. Since the IG-based
selection is performed in supervised setting, it is considered as the baseline for com-
parison in this experimentation.

As per the general practice, results of the outlier detection process are reported
using ROC curves. The ROC curves obtained using AVF method on the low dimen-
sional data as well as on the original data are furnished in Fig. 6.4. Low dimensional
data obtained using both the feature selection methods, namely NMIFS-OD and
IGFS are utilized here with the same number of selected features. The exact number
of features selected corresponding to each data set is indicated in the legend in paren-
thesis. Thus, the effectiveness of NMIFS-OD algorithm is evident from the superior
or comparable performance obtained with the reduced set of features vis-a-via the
full set.
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Fig. 6.4 Effect of feature selection on outlier detection

6.5.3 Effect of Number of Features Selected

An interesting aspect to explore is the effect of number of features selected on the
outlier detection process. To facilitate this study, a micro array gene expression data
set with reasonably high dimensionality (namely Lung cancer data) is considered.
This data is discretized (as 3-states) and made available after pre-processing, as per
the details furnished in Table6.4.

Experimentation on this data set is carried out using NMIFS-OD algorithm by
varying the redundancy threshold parameter to produce different sized selected sets
of features. The outlier detection results using AVF algorithm on the low dimen-
sional Lung cancer data corresponding to various cardinalities of the selected feature
subsets are shown in Fig. 6.5. Referring to this figure, it is clear that more outliers
are detected corresponding to feature subset cardinalities between 40 and 250 than
with the original feature set of 325, and the highest is obtained with 41 features. This
study suggests that a suitable low-dimensional representation of the data can yield
improved outlier detection performance.
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Table 6.4 Details of lung cancer data set

# Objects Dimension # Classes Designated
normal class

Designated
outlier class

73 325 7 7 and 4 3

Fig. 6.5 Effect of the
number of features selected

6.6 Summary

Dimensionality of the data is an important research issue related to outlier detection.
This issue can be handled through the process of feature selection to reduce the
effective dimensionality. Salient aspects of thematerial presented here are as follows:

• Feature selection is a means of combating the high dimensionality of the data, as
dimensionality impacts the outlier detection performance.

• Mathematical formulation devised based on Information Theoretic principles is
an interesting approach for measuring relevance and redundancy of a feature.

• A few of the algorithms for feature selection employing mutual information are
discussed bringing out their computational properties.

• Selection of relevant features aimed at outlier detection can be carried out by
employing an unsupervised feature selection method.

• The case of high dimensional categorical data can be handled by evaluating redun-
dancy among features using Mutual Information (MI) based computation.

• The NMIFS-OD algorithm is a feature filtering method to select relevant features
one-by-one in an incremental manner.

• The usefulness of feature selection for outlier detection is experimentally shown
using benchmark categorical data sets.
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6.7 Bibliographic Notes

High dimensional data has several problems associated with it leading to the curse
of dimensionality [2]. A related issue in training classifiers is the peaking phe-
nomenon [11, 13]. As the dimensionality keeps increasing, the notion of nearest
neighbor loses its significance [3]. The work on determining the inter-object dis-
tances in high dimensional space explored the role of fractional norms [12].

Addressing high dimensionality of data, one can develop requisite algorithms
by looking for outliers in subspaces of the data [1]. With increasing number of
attributes/features describing the data, one needs to explore an exponential number
of possible subspaces [22]. The solution for this problem is to perform feature subset
selection [9, 28] employing necessary measures for determining the usefulness of
the selected features.

There are a number of efforts made in the recent past for performing outlier
detection in high dimensional data [20]. A near-linear time approximation algorithm
for angle-based outlier detection in high-dimensional data was proposed in [29].
Similarly, a ranking-based method for detecting outliers in high dimensional data
was proposed in [23]. A method for detecting outlying subspaces corresponding to
high-dimensional data was proposed in [38]. The computational method based on
random projection technique [35] preserves the distances from various data objects
to their k-nearest neighbors while projecting to a low-dimensional space. Another
approach for dealingwith high-dimensional spaces applies eigenspace regularization
on the training set in order to extract a relevant set of features for outlier detection [24].
Subsequently, a feature selection method applying a non-linear transformation in a
feature-wisemanner using kernel-based independencemeasureswas developed [37].
Similarly, many methods were proposed [14, 17, 22, 25] for detecting outliers based
on the subspace clustering concepts. However, most of thesemethods work primarily
with numerical data.

Outlier detection is a known class imbalanced data problem [26] by nature. Sim-
ilarly, for dealing with imbalanced text classification problems, it was suggested to
carry out feature selection to combat the class imbalance problem [5]. However, fea-
ture selection for outlier detection should take into account the specific computational
aspects of this problem.

A wrapper-based feature selection method was proposed in [15] for building clas-
sification models on binary class imbalanced data. Subsequently, a comparison of
the methods evolved for imbalanced data classification problems employing various
features selection metrics was presented in [30, 36]. Similarly, an approach employ-
ing feature bagging technique was proposed [19] by combining the results obtained
from multiple instances of the outlier detection algorithm applied using different
subsets of the features set.

Applying the information theory principles [18], entropy based formulations for
varied pattern recognition tasks were developed [31]. Similarly, various mutual
information based techniques were proposed for feature selection [7, 27, 34] in
the recent days. However, all these methods are applicable mainly for supervised
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learning problems. The Laplacian score-based method proposed in [10] and the
feature similarity based method presented in [21] perform feature subset selection
in unsupervised manner. Similarly, another feature selection method was proposed
recently for dealing with the problems having multi-cluster data [4]. Though these
methods can be employed for unsupervised learning tasks, their computation deals
with only numerical data and their performance on class imbalanced data needs to
be explored.

Addressing the gaps associated with the above techniques, an unsupervised
method for feature selection namedNMIFS-ODwas proposed [32, 33] by employing
mutual information. Efficacy of this method towards outlier detection was demon-
stratedusingAVFalgorithm [16] over the lowdimensional data produced correspond-
ing to various benchmark categorical data sets taken from UCI ML Repository [6].
Information Gain (IG) based method, known to be one of the best performing meth-
ods for feature selection in class imbalanced problems [36], was considered as the
baseline for the comparative study. Typically, outlier detection results are reported
using the ROC curves [8], as the recommended method. So, the same was followed
for producing the results of the NMIFS-OD method as well.
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Chapter 7
Outlier Detection Using Rough Sets

Abstract Clustering-based methods for outlier detection are preferred in many
contemporary applications due to the abundance ofmethods available for data cluster-
ing. However, the uncertainty regarding the cluster membership of an outlier object
needs to be handled appropriately during the clustering process. Addressing this
issue, this chapter delves on soft computing methodologies based on rough sets for
clustering data involving outliers. In specific, the case of data comprising categorical
attributes is looked at in detail for carrying out outlier detection through clustering by
employing rough sets. Experimental observations on benchmark data sets indicate
that soft computing techniques indeed produce promising results for outlier detection
over their counterparts.

7.1 Introduction

Outlier detection is an important data mining task with various detection methods
developed employing varied algorithmic strategies. Among them, clustering-based
methods are frequently used due to the availability of a number of algorithms address-
ing various aspects of the process. Also, these algorithms are good at identifying the
inherent clusters (groups) in the data, thereby enabling the detection of outliers more
effectively.

When dealing with the outlier detection problem, there may be uncertainty pre-
vailing in crisp labeling of a data object as a normal one or an outlier, as the exact
semantics of the notion of outlier is context dependent. Hence, data clustering involv-
ing outliers has to deal with the ambiguity regarding the membership of an outlier
object to one of the normal groups (or clusters) of objects, as depicted in Fig. 7.1. In
such a situation, it may be difficult to differentiate distinct objects, and so one may
find it convenient to consider granules for its handling. Granulation is a computing
paradigm that is abstracted from natural phenomena. The structure of granulation
can often be defined employing the soft computing approaches like rough sets, fuzzy
sets or their combination. Due to this, soft computing approaches are the preferred
choices for performing various computing tasks involving uncertainty/vagueness.

© Springer Nature Switzerland AG 2019
N. N. R Ranga Suri et al., Outlier Detection: Techniques and Applications,
Intelligent Systems Reference Library 155,
https://doi.org/10.1007/978-3-030-05127-3_7

113

http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-030-05127-3_7&domain=pdf
https://doi.org/10.1007/978-3-030-05127-3_7


114 7 Outlier Detection Using Rough Sets

Fig. 7.1 Uncertainty in
clustering of data involving
outliers
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Therefore, rough sets based approach is considered for outlier detection through
data clustering.

One can notice considerable progress in applying rough sets theory for performing
various computing tasks over numerical attributes. However, it is still challenging to
deal with categorical data due to non-availability of requisite measures defined on
such data. So, the objective is to look for some means of addressing this problem,
emphasizing the need for rough sets based clustering methods for detecting outliers
in categorical data.

7.2 Rough Set Theory

The purpose of developing Rough set theory is to deal with vagueness in the data.
This theory relies on the assumption that with every object of the universe there is
a certain amount of associated information expressed by means of some attributes.
Objects with the same description are considered as indiscernible. While fuzzy sets
deal with such data using a partial membership function, rough sets express the same
by the boundary region of a set.

A rough set is a set of objects which cannot bewith certainty classified asmembers
of the set or its complement using the available knowledge. Thus, associated with
every rough set (C), there is a pair of precise sets known as lower approximation
(C) and upper approximation (C) of the set. The basic idea is to separate discernible
objects from indiscernible ones and to assign them to lower and upper approximations
of the set respectively. The main advantage of rough set theory in data analysis is that
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it does not need any preliminary or additional information about data, like probability
distributions in statistics, a grade of membership in fuzzy set theory.

The concept of rough sets can be defined quite generally by means of topological
operations interior and closure, called approximations. Consider a set of objects U
called the universe and an indiscernibility relation R ⊆ U ×U , representing the lack
of knowledge about elements of U . Assume that R is an equivalence relation and X
is a subset of U . Now, the set X can be characterized with respect to R as follows.

• The lower approximation of X w.r.t. R is the set of all objects, which can be for
certain classified as X .

• The upper approximation of X w.r.t. R is the set of all objects which can be possibly
classified as X .

• The boundary region of X is the set of all objects, which can be classified neither
as X nor as not-X .

The set X is crisp (with respect to R) if its boundary region is empty, and X is
rough otherwise. The equivalence classes of R, called granules, represent elementary
portion of knowledge that one can perceive due to R. Then, the approximations of
a set X can be expressed in terms of these granules of knowledge as given below.
These approximations are depicted graphically in Fig. 7.2.

• R-lower approximation of X : Union of all granules which are entirely included in
the set. R∗(X) = ∪x∈U {R(x) : R(x) ⊆ X}

• R-upper approximation of X : Union of all granules which have non-empty inter-
section with the set. R∗(X) = ∪x∈U {R(x) : R(x) ∩ X �= ∅}

Fig. 7.2 Lower and upper
approximations of a rough
set

approximation
The upper

approximation
The lower

The Set

Granules of knowledge Set of objects
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• R-boundary region of X : The difference between the upper and the lower approx-
imation. RNR(X) = R∗(X) − R∗(X)

Two major characteristics of rough set theory are handling uncertainty and pro-
viding a mathematical framework for granular computing. Granular computing (also
known as perception-based computing) is a nature inspired computing paradigm that
performs computation and operations on information granules, i.e. clump of similar
objects or data points. Granular computing involves two main aspects: (i) formation,
representation, and interpretation of granules (algorithmic aspect), and (ii) problem
solving using granules (semantic aspect). According to this philosophy, the lower
approximation of a rough set contains granules that completely belong to the set, and
the upper approximation contains granules that partially or completely belong to the
set.

Over the time, rough set theory alongwith granular computation has evolved as an
attractive soft computing tool providing a stronger framework to achieve tractability
and robustness, with close resemblance to human like decision making. The main
advantage with this theory is its ability in clearly distinguishing between vagueness
and uncertainty. Vagueness is the property of sets and can be described by approxima-
tions, whereas uncertainty is the property of elements of a set and can be expressed
by the rough membership function. Though rough set theory has an overlap with
several other theories dealing with imperfect knowledge (such as evidence theory,
fuzzy sets), it is regarded as an independent and complementary discipline.

7.2.1 Characterizing Outliers Using Rough Sets

According to rough sets, a data table (also known as information system) can be
represented as a quadruple I S = (U, A, V, f ), where

• U = {X1, X2, . . . , Xn} is non-empty finite set of objects (universe).
• A = {A1, A2, . . . , Am} is a non-empty finite set of attributes.
• V is the union of attribute domains, i.e., V = ∪m

i=1DOM(Ai ), where DOM(Ai )

denotes the domain of attribute Ai .
• f : U × A → V is an information function such that for any Ai ∈ A and Xi ∈
U, f (Xi , A j ) ∈ DOM(A j ).

It is possible to define the concept of outliers using the above representation.Given
an Information System (IS), for a data object Xi ∈ U , if Xi has some characteristics
that differ greatly from those of other objects in U , in terms of the attributes in A,
Xi is called an outlier in U with respect to the IS.

It is known that distance-based approaches for determining unusualness do not
require explicit distribution. So, the following two distance measures are provided
to facilitate detection of outliers. These measures presented in Sect. 4.1 are redefined
here to incorporate rough set theory principles.
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1. Given an information system I S = (U, A, V, f ) representing a categorical data
set, the overlap measure (given in Eq.4.1) to compute the distance between any
two objects Xi , X j ∈ U using rough sets can be computed as

�(Xi , X j ) = |{Ar ∈ A : xi,r �= x j,r }| (7.1)

where � : U ×U → [0,∞] is a function, and xi,r and x j,r are the values of
objects Xi and X j respectively corresponding to attribute Ar . In fact, the pair-
wise distances between objects can be obtained from the discernibility matrix of
the information system. If details regarding the attribute weight are also available,
the weighting factor can be incorporated with the overlap measure. However, it is
assumed that all attribute values are of equal distance from each other, and thus
cannot represent value pairs with differing degrees of similarities.

2. Similarly, theValueDifferenceMetric (VDM)over nominal/categorical attributes
(given in Eq.4.5) can be modified as given below to produce rough sets-based
version. Given a decision table DT = (U, A ∪ B, V, f ), where A is the set of
condition attributes and B is the set of decision attributes, theVDMvalue between
any two objects Xi , X j ∈ U is computed as follows

V DMR(Xi , X j ) =
∑

Ar∈A

dAr (xi,r , x j,r ) (7.2)

where

dAr (xi,r , x j,r ) =
∑

E∈U/I nd(B)

(
|[xi,r ] ⋂

E |
|[xi,r ]| − |[x j,r ] ⋂

E |
|[x j,r ]| )2

where [xi,r ] is an equivalence class of I N D(Ar ) that contains object Xi . For
any E ∈ U/I N D(B), all elements in E have the same decision attribute values.
|[xi,r ]| is the number of all objects in U that have the value xi,r on attribute Ar .
This implies that [xi,r ] ⋂

E is the set of all objects in U that have the value xi,r
on attribute Ar and belong to decision category E .

Thoughmeasures like the ones presented above are intended to facilitate distance-
based outlier detection, clustering-based methods are found to be more prevalent.
So, it is important to understand the mechanism of employing rough sets for data
clustering.

7.3 Rough Clustering

The primary objective of rough clustering is to improve the data clustering process
in terms of assigning objects to various clusters in a meaningful manner (soft mem-
bership as opposed to crisp assignment). It is expected to handle the uncertainty in
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dealing with objects that fall on the boundary of two or more clusters. This require-
ment gains significance when there are outliers present in the data, as such objects
display this kind of phenomenon more prominently.

The objective in this regard can be met by introducing lower and upper approxi-
mation of rough sets during the clustering process, as depicted in Fig. 7.1. The upper
and lower approximations of a cluster thus associated are required to satisfy the
following fundamental properties of rough sets.

• A data object can be a member of one lower approximation at most.
• A data object that is a member of the lower approximation of a cluster is also
member of the upper approximation of the same cluster.

• A data object that does not belong to any lower approximation is a member of at
least two upper approximations of two different clusters.

7.3.1 RKM Algorithm

In contrast to rough sets theory relying on the classic set theory, rough clustering
is inspired by intervals. The rough k-means (RKM) algorithm is an effort in this
direction by suitably modifying two important aspects of the traditional k-means
clustering method: (a) calculation of the centroids and (b) assigning data objects to
clusters. The initial version of the RKM algorithm underwent certain enhancements
for improving its efficiency. According to the improvised version of this algorithm,
the core clustering steps are carried out as given below.

1. Computing centroids of rough clusters: Let Z j = {z j,1, . . . , z j,r , . . . , z j,m} be the
centroid of a rough cluster C j . Then, Z j is given by

• If (C j �= ∅ and C j − C j = ∅) then z j,r =
∑

Xi ∈C j
xi,r

|C j | .

• If (C j = ∅ and C j − C j �= ∅) then z j,r =
∑

Xi ∈(C j−C j )
xi,r

|C j−C j | .

• else z j,r = wlow

∑
Xi ∈C j

xi,r

|C j | + wup

∑
Xi ∈(C j−C j )

xi,r

|C j−C j | .

Here, 0 ≤ wlow ≤ 1 and 0 ≤ wup ≤ 1 are the weights assigned to the lower
approximation and the upper approximation of the rough cluster respectively,
s.t. wlow + wup = 1.

2. Assigning objects to rough clusters: Let d(Z j , Xi ) be the distance between a data
object Xi and the centroid Z j of a rough cluster C j .

• Determine the nearest centroid Z j , s.t. d(Z j , Xi ) = min1≤ j≤kd(Z j , Xi ) (see
Fig. 7.3).

• Determine the centroids Zl’s of the clusters that are also close to Xi . Let
T = {l : d(Zl , Xi )/d(Z j , Xi ) ≤ ε and l �= j}. Then,

I f T �= ∅ then [Xi ∈ C j and Xi ∈ Cl,∀l ∈ T ] else [Xi ∈ C j and Xi ∈ C j ].
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Fig. 7.3 Determining the
nearest cluster centroid
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Here, ε ≥ 1 is a roughness parameter that determines the set T of near clusters
to object Xi . If T is empty, then it means that the data object under consideration
is close to only one of the rough clusters.

Numerous methods for discovering local outliers are produced with necessary
refinements to the RKM algorithm. One of them works based on the idea that the
importance of the degree of concentration of the objects in the area where they reside
towards the centroid computation is different.Anothermethod tries to identify objects
that belong to one or more clusters by virtue of their position in the problem space,
using evidential clustering principles.

7.4 Rough Clustering for Categorical Data

Amajority of the rough clusteringmethodsworkwith data described using numerical
attributes. Therefore, it is pertinent to explore rough sets based mechanism for carry-
ing out clustering on categorical data. As alreadymentioned, dealingwith categorical
data poses certain challenges in devising necessary computational measures needed
to build any data processing algorithm. In view of this, it is mandatory to develop nec-
essary algorithms by employing the occurrence frequencies of various values of the
categorical attributes describing the data. Some of the algorithms developed based on
this philosophy are presented here to perform rough clustering on categorical data.

For the purpose of describing the algorithms, consider a categorical data set D =
{X1, X2, X3, . . . , Xn} consisting of n objects andm categorical attributes. Each data
object is represented as a multi-dimensional vector Xi = [xi,1, xi,2, . . . , xi,m].

7.4.1 MMR Algorithm

The Min-Min-Roughness (MMR) algorithm is a rough sets based hierarchical clus-
tering algorithm for categorical data. It is a top-down approach for clustering by
iteratively dividing the set of objects D with the goal of achieving better clustering
crispness. It determines the clustering attribute by Min-Roughness (MR) criterion as
per the theoretical foundation given below.
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As presented in Sect. 7.2.1, any categorical information system (IS) in which
each row representing a data object can be expressed using I S = (U, A, V, f ).
Considering a subset of attributes B ⊆ A, one can define an indiscernible relation
I nd(B) = {(Xi , X j ) ∈ U ×U |∀Ar ∈ B, xi,r = x j,r }, where xi,r and x j,r indicate
the values of objects Xi and X j corresponding to the attribute Ar . This indiscernible
relation I nd(B) divides the universe of objects U into a family of disjoint blocks
called as equivalence classes. It should be noted that two objects belonging to the
same equivalence class are indiscernible with respect to the attribute subset B.

For any subset of objects Y of the universe U , the accuracy of approximation of
Y with respect to a subset of attributes B ⊆ A is given by

αB(Y ) = |B(Y )|
|B̄(Y )| . (7.3)

Given an attribute Ar ∈ A, V (Ar ) refers to the set of values of Ar . Let Y be an
equivalence class of U |I nd(Ar ), which means Y be a subset of objects having one
specific value of V (Ar ). The roughness of Y with respect to Aq ∈ A, where Aq �= Ar ,
is measured as follows.

R{Aq }(Y ) = 1 − α{Aq }(Y ) = 1 − |Aq(Y )|
| Āq(Y )| . (7.4)

Then, the mean roughness of attribute Ar with respect to attribute Aq , where Aq �=
Ar , is given by

RoughAq (Ar ) =
∑

Y∈U |I nd{Ar } R{Aq }(Y )

|V (Ar )| (7.5)

Now,Min-Roughness (MR) of an attribute Ar is theminimum of themean roughness
measured with respect to all the attributes of the data.

MR(Ar ) = minAq∈A∧Aq �=Ar {RoughAq (Ar )} (7.6)

The MR-criterion determines the best crispness possible with each attribute, and the
algorithm determines the best candidate for split among all attributes. This algorithm
takes the number of clusters (k) as input and terminates the iterative process when
the number of clusters reaches this value.

The MMR algorithm working on the basis of above mathematical formulation
involving rough sets has the following advantages.

1. It can handle uncertainty in data while performing clustering.
2. It is robust as it produces stable results with only one input (i.e., # clusters).
3. It can also handle large categorical data sets for clustering.

Typically, hierarchical clustering on data involves two important steps: (i) search
for the partitioning attribute, (ii) selecting a leaf node for further clustering. MMR
algorithm accomplishes this by employing the concept of roughness for partitioning
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and choosing the leaf node with more objects for further splitting. However, the
following are the disadvantages associated with this clustering algorithm.

1. The roughness criterion used for partitioning cannot reflect the discernibility
power to the boundary objects.

2. The leaf node selection mechanism of MMR algorithm may possibly generate
undesirable clustering results.

7.4.2 RKModes Algorithm

Given a categorical data set D with n objects, the objective is to produce k rough
clusters {C1,C2, . . . ,Ck} represented by their modes {Z1, Z2, . . . , Zk} respectively.
The Rough k-modes (RKModes) algorithm is designed to meet this objective by
modifying the basic k-modes method working with categorical data. The RKModes
method identifies the inherent grouping structure of the data in accordance to the
rough clustering principles.

The flow of computation constituting this algorithm is shown in Fig. 7.4, indi-
cating an iterative process. Also, the requisite symbolic notation for describing this
algorithm is furnished in Table7.1 confining to rough set theory.

Clustering with categorical data using rough sets requires certain computational
measures suitably defined on such data to perform the following steps.

Fig. 7.4 Flow of
computation with RKModes
algorithm

Assign Objects to Clusters

Compute Density of Objects

Categorical Data

Rough Clusters

Compute New Cluster Modes

Determine Attribute Frequencies

Initialize Cluster Modes

Assign Objects to Clusters
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Table 7.1 Symbolic notation
used in RKModes algorithm

Symbol Meaning

n Number of data objects in D

m Dimensionality of the data

k Number of clusters desired

Xi i th object in the data set D

C j j th cluster in the clustering process

Z j Representative/mode of j th cluster

C j Upper approximation of cluster C j

C j Lower approximation of cluster C j

ε Parameter determining cluster
assignment

wlow Weight of the lower approximation

wup Weight of the upper approximation

• Dissimilarity measure over categorical data: This is required to measure the dis-
tance between a data object Xi and a cluster C j (with its mode Z j ) for assigning
data objects to their nearest rough clusters. This is accomplished by using the
distance measure given in Eq.4.6 that works with categorical data.

• Determining new cluster centroids (modes): The procedure suggested in Sect. 7.3.1
is modified by incorporating the frequency counts of various categorical attribute
values of the objects assigned to distinct approximations of the rough clusters
during the iterative process.

Similar to other algorithms belonging to the k-means family, RKModes method
also has to deal with the issue of cluster initialization. In this regard, the cluster
initialization method described in Sect. 5.2.4.1 is considered. This method works
with categorical data by computing the density of various data objects as given in
Eq.4.7.

In addition to the symbolic notation given in Table7.1, let f reqlowj (xi,r ) and
f requp

j (xi,r ) denote the number of objects in the lower and upper approximations
of j th cluster respectively with the value xi,r for the attribute Ar . These representa-
tions are required to formulate the RKModes algorithm consisting of the following
computational steps.

1. Compute densi ty(Xi ) of each data object Xi ∈ D.
2. Determine the initial set of k cluster modes Z = {Z1, Z2, . . . , Zk}.
3. Assign data objects to rough clusters.

• Compute cluster-to-object distance d(Zl , Xi ) as per Eq.4.6.
• Determine object assignment as given in Sect. 7.3.1.

4. Count cluster-wise attribute value frequencies f reqlowj (xi,r ) and f requp
j (xi,r ).

5. Compute the newmode Z∗
j ← Xi of each clusterC j , s.t.maxXi∈C j densi t y j (Xi ),

where densi ty j (Xi ) is the density of data object Xi w.r.t. cluster C j given by
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• if (C j �= ∅ and (C j − C j ) = ∅) then densi ty j (Xi ) = 1
m

∑m
r=1(

f reqlowj (xi,r )

|C j | ).

• if (C j = ∅ and C j �= ∅) then densi ty j (Xi ) = 1
m

∑m
r=1(

f requp
j (xi,r )

|C j | ).

• else densi ty j (Xi ) = 1
m

∑m
r=1(wlow

f reqlowj (xi,r )

|C j | + wup
f requp

j (xi,r )− f reqlowj (xi,r )

|C j−C j | ).

where wlow + wup = 1.

6. Repeat steps 3–5 until convergence (cluster assignment doesn’t change).
7. Output k rough clusters with their final modes.

The iterative process in the above algorithm converges either after repeating for
a predefined number of times or if the cluster assignment of objects doesn’t change
much over successive iterations. It is important to note that there is no explicit overall
objective function computed by this algorithm. It only tries to maximize the density
values of themodes of the clusters until convergence. Also, depending on the specific
values set for the two parameters wup and wlow of the algorithm, the outcome of the
clustering process may vary significantly. Applying necessary simplification on the
algorithmic steps, the computational complexity of the RKModes method is found
to be O(nm).

7.5 Experiments on Benchmark Data

As stated at the beginning of this chapter, the grand objective is to detect outliers
in categorical data by employing clustering-based methods. This in turn is expected
to exploit the benefits offered by rough clustering. In line with this objective, an
empirical study is attempted here in two parts: (i) clustering of categorical data using
RKModes algorithm, and (ii) determine outliers from the clustering output using an
acceptable outlier detection method.

This experimental study is carried out by employing six frequently used categori-
cal data sets taken fromUCIMLRepository, as per the details furnished in Table7.2.
To enable outlier detection on these data sets, the standard data preparation procedure
is applied resulting in the processed data.

7.5.1 Outcome of Data Clustering

The utility of a clustering algorithm can be evaluated using a well known measure
named as overall purity of clusters. The purity of a cluster C j is given by p j/n j ,
where p j is the number of objects with class label that dominates clusterC j and n j is
the number of objects in that cluster. Then, the overall purity is given by

∑k
j=1 p j/n,

where n is the total number of objects. As per this measure, a higher value of overall
purity indicates a better clustering result, with perfect clustering yielding a value of
1.0 (100%).



124 7 Outlier Detection Using Rough Sets

Table 7.2 Details of benchmark categorical data sets

Name of data set Dimension Outlier class # Normal objects # Outlier objects

Chess (KR/KP) 36 Nowin 1669 305

Tic-Tac-Toe 9 Negative 626 66

Breast Cancer (W) 10 4(malignant) 444 47

Congressional
Votes

16 Republican 124 21

Breast Cancer 9 Recurrence-events 196 16

Mushroom 22 Poisonous 4208 783

As shown in Fig. 7.1, some of the data objects get assigned to the boundary
regions of the clusters during rough clustering. Such objects cannot be considered in
the inference process due to the undecidability regarding their cluster membership.
Hence, the objects that belong to a cluster with certainty (lower approximation) only
determine its purity. Accordingly, the overall purity of rough clustering is given by∑k

j=1 p j/
∑k

j=1 n j , where n j is the number of objects in the lower approximation
of cluster C j .

To enable this investigation, two of the roughness parameters of the RKModes
algorithm are set to fixed values as: wlow = 0.7 and wup = 0.3. Similarly, the other
roughness parameter ε needed for assigning objects to rough clusters is also set to
a fixed value 1.1. Clustering results obtained with only two categorical data sets are
presented here for brevity. The results corresponding to Mushroom data in terms of
the purity of each cluster, are furnished in Table7.3. Similarly, clustering results of
Breast Cancer (Wisconsin) data are shown in Table7.4.

For a comparative view of the performance, twomore rough clustering algorithms
namely the Min-Min-Roughness (MMR) method and the Maximum-Total-Mean-
Distribution-Precision (MTMDP) method are included in this experimentation. As
already discussed, the MMR method produces rough set-based hierarchical cluster-
ing of data by determining the clustering attribute using the MR (Min-Roughness)
criterion. Similarly, theMTMDPmethod also performshierarchical clustering of data
based on probabilistic rough set theory, with significantly better clustering results
over MMR method.

Theoverall purity values obtainedwith rough clustering algorithms alongwith that
of the standard k-modes algorithm are shown inTable7.5. The empirical observations
indicate superior performance of the RKModes algorithm over standard k-modes
method. One can attribute this performance improvement to the use of rough sets for
clustering, as the core computations are similar in both the cases.
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Table 7.3 Clustering results on Mushroom data (with k = 20)

Cluster number # Objects Class-wise distribution Purity (%)

Poisonous Edible

1 602 0 602 100

2 614 614 0 100

3 288 0 288 100

4 1296 1296 0 100

5 768 0 768 100

6 56 8 48 85.7

7 101 5 96 95

8 192 0 192 100

9 48 0 48 100

10 288 288 0 100

11 192 0 192 100

12 664 0 664 100

13 36 36 0 100

14 610 610 0 100

15 258 184 74 71.3

16 225 255 0 100

17 16 0 16 100

18 32 32 0 100

19 648 0 648 100

20 104 72 32 69.2

Table 7.4 Clustering results on breast cancer data (with k = 2)

Cluster number # Objects Class-wise distribution Purity (%)

Benign Malignant

1 490 448 42 91.4

2 68 0 68 100

Table 7.5 Performance comparison of clustering algorithms

Data set name # clusters (k) % Overall purity obtained

RKModes MTMDP MMR k-modes

Breast cancer
(W)

2 92.5 88 79 85.12

Mushroom 20 98.3 98 84 93.45
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Table 7.6 Outlier detection results using Rough ROAD framework

Data set # Outliers # Outliers detected

Rough ROAD ROAD

Chess (KR/KP) 305 131 126

Tic-Tac-Toe 66 38 37

Breast Cancer (W) 47 44 42

Congressional Votes 21 19 18

Breast Cancer 16 6 5

Mushroom 783 609 575

7.5.2 Outlier Detection Results

Detection of outliers based on the rough clustering output is carried out by employ-
ing the Ranking-based Outlier Analysis and Detection (ROAD) algorithm. Of the
two ranking schemes constituting this algorithm, one of them involves a cluster-
ing step using the standard k-modes method. In place of this method, the current
study uses the RKModes method with the ROAD framework, hereafter referred to
as ‘Rough ROAD’. Outlier detection results obtained on benchmark data sets using
this framework are furnished in Table7.6.

For a comparative view, the performance of the detection algorithm in both the
settings (with and without rough clustering) is presented using the ROC curves, as
shown in Fig. 7.5. This assessment indicates that detecting outliers based on rough
clustering has indeed better performance across all benchmark data sets considered
in this study.

7.5.2.1 Sensitivity Analysis

There are three roughness parameters associatedwith the RKModes algorithm. Vary-
ing the value of parameter ‘ε’ has its impact on the rough characteristics of the
algorithm, thereby on the overall outlier detection performance. To illustrate this
impact, further experimentation is carried out on Mushroom data. Fig. 7.6 shows
the number of outliers detected corresponding to different values of ‘ε’. The other
roughness parameters are set to fixed values (wlow = 0.7 and wup = 0.3). Similarly,
the parameter specific to ROAD framework is set as α = 2.

In continuation of this investigation, the impact of the other roughness parameters,
namely wlow and wup is explored. As per the ROAD framework, the clustering step
is responsible for detection of Type-2 outliers. Hence, the impact is demonstrated by
furnishing the number of Type-2 outliers detected corresponding to various values
of wlow on Breast Cancer (Wisconsin) data, as shown in Fig. 7.7. This study indicates
that a higher value of weight assigned to lower approximation of rough clusters has
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Fig. 7.5 Performance comparison of the rough ROAD framework

Fig. 7.6 Outlier detection
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data with varying ε
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enabled detection of more Type-2 outliers. However, this behavior may not be con-
sistent across various data sets as it can vary depending on the intrinsic characteristics
of the data.
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Fig. 7.7 Number of Type-2
outliers detected with
varying wlow

Fig. 7.8 Outlier detection
accuracy with varying k
value

7.5.2.2 Effect of Number of Clusters

It is known that the performance of the k-means family of algorithms is severely
affected by the value assigned to k, namely the number of clusters. So, the perfor-
mance of RKModes algorithm for outlier detection (with Rough ROAD framework)
corresponding to different values of k on Mushroom data set is shown in Fig. 7.8.
Similar to sensitivity analysis, the number of Type-2 outliers detected in this process
is indicated in Fig. 7.9 for a better understanding of the impact of varying k value.
This experimentation suggests that the performance peaks for certain k value and
decreases later on as the clusters get degenerated.
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Fig. 7.9 Number of Type-2
outliers detected with
varying k value

7.6 Summary

Among variousmethods for detecting outliers in data, clustering-based ones aremore
frequently used. The uncertainty prevailing in clustering data involving outliers is
addressed by considering a soft computing approach based on rough sets theory. In
this connection, some of the recent methods developed based on this philosophy are
presented. The RKModes algorithm works based on the standard k-modes algorithm
by incorporating rough sets principles for clustering categorical data. The superior
clustering performance of theRKModes algorithm in turn leading to improved outlier
detection result (using ROAD framework) is evident from the experimental study
carried out over benchmark data sets. The sensitivity analysis included as a part of
this study indicates the impact of various roughness parameters on the algorithm
performance.

7.7 Bibliographic Notes

To deal with uncertainty regarding the class membership of data objects, one can
consider the concept of granulation defined based on soft computing approaches like
rough sets, fuzzy sets [15]. So, soft computing approaches have become preferred
choices when it is required to handle uncertainty/vagueness [1, 7, 12, 16]. Rough
set theory [18] was basically developed to deal with vagueness in the data. For the
purpose of data analysis, rough set theory does not need any preliminary information
about data, like probability distributions in statistics, a grade of membership in fuzzy
set theory [20].

As per rough sets theory, an information system can be represented as a quadruple
I S = (U, A, V, f ). Based on this model, the notion of sequence-based outlier was
conceptualized in [5] along with an expression for computing the outlier factor of
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such an object with deviating behavior. The definition of discernibility matrices
was proposed in [21]. Given an information system, it is possible to calculate the
corresponding discernibilitymatrix indicating the pair-wise distances among the data
objects.

The idea of developing a rough clustering methodology was initially thought of in
the context of webmining [9]. The requirement was to deal with bad/ incomplete data
arising in web browsing and web logging domain due to a variety of reasons inherent
to that domain. As a result, RKM algorithm was developed for carrying out rough
clustering [11] by modifying the k-means clustering algorithm [4]. Subsequently,
various refinements of the RKM algorithm were brought out [10, 19]. In connection
with rough clustering, the fundamental properties of rough sets to be satisfied by the
upper and lower approximations of a cluster were given in [19].

A method of discovering local outliers based on rough clustering was proposed
[14] by refining RKM algorithm. The refinement was based on the idea that the
importance of the degree of concentration of the objects in the area where they
reside towards the centroid computation is different. As per this idea, the density
of each data object is computed using the Gauss kernel function. Then, the cluster
centroids are calculated using the density-based weight values of the objects. Thus,
this method performs a clustering of the given data. Subsequently, the outlier score
of each object in a certain cluster is computed to determine various cluster-based
local outliers. However, the weight computation using the Gauss kernel function is
fit only for numeric data.

Another enhancement of RKM algorithm was proposed [6] for outlier detection
based on the evidential clustering principles [13]. Evidential clustering identifies
objects that belong to one or more clusters by virtue of their position in the problem
space. As this algorithm also works with data described using numerical attributes
only, there is scope for developing a suitable method to detect outliers in categorical
data.

Motivated by this requirement, the RKModes algorithm [22, 24] was developed
based on the k-modes methodology [3] by incorporating the rough clustering princi-
ples. In an earlier effort, the Min-Min-Roughness (MMR) algorithm [17] was devel-
oped to produce rough set-based hierarchical clustering of data. This method deter-
mines the clustering attribute (for splitting the clusters) using the Min-Roughness
criterion. Similarly, Maximum-Total-Mean-Distribution-Precision (MTMDP) algo-
rithm [8] also performs hierarchical clustering of data based on probabilistic rough
set theory, with significantly better clustering results over MMR method.

To explore the effectiveness of the rough clustering method towards outlier detec-
tion, the ROAD algorithm [23] was considered for determining outliers in categorical
data based on the clustering results produced by the RKModes algorithm [24]. An
experimental study was carried out in this regard on benchmark categorical data sets
taken from UCI ML Repository [2] and the results obtained were encouraging.
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Part II
Applications of Outlier

Detection in Graph Data Mining

This part addresses some of the emerging applications of outlier detection principles
in analyzing graph/network data. In particular, the idea is to detect various
subgraphs of the input graph/network data that display deviating characteristics
when compared to other parts of the input graph. Anomalous subgraphs of this kind
are of great interest for analyzing various kinds of network data such as IP-based
computer networks, biological networks, social interactions over the web, etc. With
increasing number of real life applications dealing with network data, the anomaly
detection task is becoming more significant. Accordingly, the kinds of challenges
posed by these applications are also on the rise. To cope up with this ever increasing
demand for developing innovative techniques to deal with varied application sce-
narios, it becomes imperative to continuously devise novel methods in a pragmatic
manner.

In line with the above deliberations, some emerging application scenarios along
with suitable techniques for anomaly detection are presented in this part. In specific,
this part is divided into three contributory chapters discussing different algorithmic
methods for analyzing both static and dynamic network applications.



Chapter 8
Mining Anomalies in Graph Data

Abstract Mining graph data is an important data mining task due to its significance
in network analysis and several other contemporary applications. With this back-
drop, this chapter explores the potential applications of outlier detection principles
in graph/network data mining for anomaly detection. One of the focus areas is to
detect arbitrary subgraphs of the input graph exhibiting deviating characteristics. In
this direction, graph mining methods developed based on latest algorithmic tech-
niques for detecting various kinds of anomalous subgraphs are explored here. It also
includes an experimental study involving benchmark graph data sets to demonstrate
the process of anomaly detection in network/graph data.

8.1 Introduction

Graph mining is one of the most explored and continuously evolving research areas
in the domain of data mining. Graph mining is popular across a slew of applications,
as graph-based representation is the primitive structure to model several real world
applications in a natural way. Such a representation reduces the complexity involved
in understanding a larger problem and thus helps in finding an acceptable solution
in a seamless manner.

Among various established graph mining tasks, the significant ones are frequent
subgraph discovery, identification of dense subgraphs, graph pattern matching, com-
munity/group detection.

1. Subgraph Discovery: Subgraph discovery is a well explored task in the graph
mining area that is further divided into various specialized tasks depending on
the features of the subgraphs to be discovered. Two related tasks in this regard
are frequent subgraph discovery and dense subgraph discovery.

• Frequent subgraph discovery (FSD) is defined as the process of finding out the
subgraphs with multiple instances within a given graph or a set of graphs. The
complexity of this task is evident from the diversity of approaches employed
in developing various algorithms for this purpose. These algorithms are exten-
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sively used in various application domains such as computational biology (for
discovering motif structure of protein interactions and finding residue pack-
ing patterns from protein structures) and in chemical carcinogenesis. These
algorithms are found to be useful in security threat assessment and analysis
of information networks as well.

• Similarly, dense subgraph discovery (DSD) looks for components of a graph
with high edge density in comparison to all other subgraphs of the graph.
Dense regions in a graph have a number of useful characteristics such as
having small diameters and being robust, that make them attractive in several
complex applications modeled using graph-based representation.

2. Graph Pattern Matching: Graph matching is the process of finding the occur-
rences of a given pattern (also known as query graph) in a large reference graph.
The size of the pattern graph with respect to the reference graph is expected to
be small. Labeled graphs simplify the process of graph matching as the initial
condition for a vertex match would be the label match between them, which in
turn would prune out many unfit candidates. This is followed by an assessment of
the structural similarity, which is the key process for finding a match in unlabeled
graphs. Different algorithmic methods exist for establishing structural similarity
on graph data trying to find a match, if one exists.

3. Community Detection in Graphs: Detecting communities in graph data is an
important graph mining task in the context of social networks. According to Net-
work theory, communities in a graph represent groups of nodes with dense con-
nectivity within each group. Numerous methods are developed for this purpose
based on various algorithmic approaches such as network modularity, centrality
measures, eigenvectors, resistor networks, and simulated annealing.

8.1.1 Anomalies in Graph Data

An emerging research problem related to graph mining is to discover anomalies in
graph data. The objective is to identify the subgraphs displaying anomalous charac-
teristics in the given graph. From the analysis perspective, various graph anomaly
patterns may be of interest in different application contexts as listed below.

1. For example, a star structured subgraph may indicate a telemarketer, or a port
scanner scenario in computer networks. These are some typical scenarios that an
analyst may be interested in graph data. However, in a large graph, it may not
be possible to find a subgraph with exact star connectivity. Hence, any subgraph
with almost a similar connectivity structure is a good enough pattern of interest.
Such a pattern is named as near star subgraph as shown in Fig. 8.1a.

2. Similarly, a clique structured subgraph may indicate a close group of individuals
in a social network. Consequently, a near clique subgraph as shown in Fig. 8.1b
may be another pattern of interest.
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Fig. 8.1 Sub-graph
anomalies of interest in
graph data

(a) Near star                                (b) Near clique

3. Likewise, a hierarchical structure among a set of nodes in a communication
network forms a tree like pattern. In this connection, a near tree subgraph turns
out to be of interest.

Thus, theremay exist a number of interesting subgraph connectivity patterns in graph
representation of real life data. Anomaly detection in graphs is aimed at detecting
various such interesting subgraph patterns with implicit semantics, making it an
important graph mining task.

8.2 Analyzing Graph/Network Data

Graph/Network data is ubiquitous with real life applications due to the proliferation
of Internet and networking technologies. As a result, one would need the state-
of-the-art techniques for analyzing such data to draw meaningful observations on
the respective application process and to improve it further. In this connection, it
becomes imperative to have efficient algorithmic schemes so as to keep pace with
the rapidly changing technologies. As networks are generally modeled using graph-
based representation, the discussion here makes use of these terms ‘network’ and
‘graph’ as synonyms.

There are a slew of methods to perform graph data analysis catering to varied
application contexts. Typical analysis process looks at individual nodes, edges, and
their connectivity structure and also substructure level view depending on the need.
Some of the well known analysis methods on graph data are presented below for
brevity.

8.2.1 Neighborhood-Based Analysis

Exploring the neighborhood is a means of understanding the inter-connectivity
present in graph/network data and drawing cues for further analysis of the data.
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Fig. 8.2 Examples of (anomalous) subgraphs of different types

The collection of links/edges incident on a node in a graph happens to be the atomic
entity for consideration towards characterizing the neighborhood.

When attempting to carry out neighborhood based analysis on graph data, the
notion of egonet (short form of ego-network) appears handy. Formally, the ego-
network of a node (ego) is defined as the induced subgraph of its 1-step neighbors,
as shown in Fig. 8.2a.

Basically, egonet encompasses the nodes that are directly connected (first-level)
to the node under consideration along with the edges incident among them. Expand-
ing further, one can explore the 2-step (second-level) neighbors of a node which are
incident on its 1-step neighbors. Likewise, it is possible to establish ‘k-step neigh-
borhood’ of a node considering all its neighbors up to k-steps away and all the
connections among these nodes. Given that real-world graphs have small diameter,
a small value of k is good enough to reveal the required information about the net-
work structure. Thus, the multi-level neighborhood view acts as first hand analysis
on graph data emphasizing the inherent connectivity/link structure.

As per the ‘OddBall’method for anomaly detection in graphs, a number of features
(such as number of nodes, one or more eigenvalues, number of triangles, etc.) can be
used to characterize the neighborhood (egonet) of a node. Thus, every node becomes a
point in the feature space enablingmulti-dimensional analysis on the same. However,
the idea is to select features that will lead to patterns of normal behavior (power laws)
that most nodes obey, expect for a few anomalous nodes. Informally, a node (ego)
of a given network is anomalous if its neighborhood significantly differs from those
of the others.

Among various observed patterns characterizing normal behavior of real graphs,
the important one is defined based on the number of nodes (Ni ) and the number
of edges (Ei ) present in an egonet Gi . This pattern essentially implies that there
exists the following power law relationship between Ni and Ei , named as the Egonet
Density Power Law (EDPL).

Ei ∝ Nα
i , 1 ≤ α ≤ 2. (8.1)
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Typical value of the exponent α is found to be in the range [1.10, 1.66] for real data. A
scatter plot of Ei versus Ni can be produced by establishing the least squares (LS) fit
on themedian values corresponding to each bucket of points given by the logarithmic
binning on the Ni axis. A point on the line with slope ‘2’ indicates a clique subgraph.
Similarly, a point on the line with slope ‘1’ represents a star subgraph. Consequently,
the elementary anomalous subgraphs such as near cliques and near stars can be
identified by subjecting the egonets of the nodes to satisfy the EDPL power law. It
is possible to measure the amount of deviation from the power law relationship to
assess the significance of each such anomalous subgraph.

In addition to these two varieties of anomalous subgraphs, the ‘OddBall’ method
caters to the detection of other graph anomalies such as heavy vicinity and domi-
nant edges in weighted graphs. However, the scope of this chapter is limited to the
discussion on simple undirected graphs without weights, mutiple edges, etc.

8.2.2 Community Detection for Analysis

Accordingly to Network theory, community structure exploration is considered as
the fundamental analysis technique that sheds light on the internal structure of a
large-scale network. In this connection, communities in a network/graph represent
densely connected groups of vertices, with only sparser connections between groups.
An illustration of communities present in a sample network is shown in Fig. 8.3.

The ability to detect such groups is significant in several real life applications. For
example, groups within the world-wide-web might correspond to sets of web pages
on related topics. Similarly, if a metabolic network is divided into groups, it could

Fig. 8.3 Typical
communities in a sample
graph/network data
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provide evidence for a modular view of the dynamics of the network. Thus, finding
tightly knit groups in a network can convey useful information for its analysis.

There are two main research directions for discovering groups in networks: (i)
graph partitioning, and (ii) block modeling, hierarchical clustering, or community
structure detection. In principle, both these lines of thought are solving the same
problem, albeit by somewhat different means. The community structure problem
differs from graph partitioning in that the sizes of the communities are not normally
known in advance.

It is assumed that the network of interest divides naturally into subgroups and
the analyst’s job is to find these groups. The number and size of the groups are
thus determined by the network itself. One has to admit the possibility that no good
division of the network exists and an outcome is considered interesting based on the
information that it provides about the network topology.

A good division of a network into communities is the one in which there are fewer
than expected edges across communities. True community structure in a network
can be quantified by themodularitymeasure. Modularity of a network is the number
of edges falling within groups minus the expected number in an equivalent random
graph/network. Themodularity can be either positive or negative,with positive values
indicating a possible community structure. Thus, one can search for community
structure in networks having (large) positive modularity, if it exists.

In addition to the modularity based approach for community detection, there
exist various other methods employing different techniques such as minimum-cut,
hierarchical clustering, Girvan-Newman approach, statistical inference, etc.

8.3 Basics of NMF Technique

The Non-negative Matrix Factorization (NMF) technique is inspired by psycholog-
ical and physiological evidence for ‘parts-based representations of objects’ in the
human brain. Based on this philosophy, it is designed to produce factors of a matrix
representing a set of objects as G ≈ WH .

While other factorization methods like Principal Component Analysis (PCA) and
Vector Quantization (VQ) learn holistic objects, the NMF technique learns localized
features that correspond to parts of the object. The non-negativity constraints lead to
parts-based representation by allowing only additive combinations to form a whole
object.

Given a set of n objects represented using m attributes, the data matrix G will
be of n × m size. This matrix is then approximately factored into an n × r matrix
W and an r × m matrix H . Usually the rank r of the factorization is chosen so that
(n + m)r < nm, resulting in a compressed version of the original data matrix. One
can understand from this factorization that each object vector is approximated by
a linear combination of the columns of W , with the weights given by H matrix.
Therefore, W can be regarded as containing a basis that is optimized for the linear
approximation of the given data. Good approximation can be achieved if the basis
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vectors discover structure that is latent in the data. Each column of H is called an
encoding, and is in one-to-one correspondence with an object in the input set. In this
manner, the NMF technique can be applied for statistical analysis of multivariate
data.

An implementation of the NMF method consists of iterative update rules for W
and H matrices as given below.

Wik ← Wik

∑

j

Vi j

(WH)i j
Hk j and Hkj ← Hkj

∑

i

Wik
Vi j

(WH)i j
(8.2)

The iterative approximation process converges to a local maximum of the following
objective function ensuring non-negativity constraints. It is guaranteed to converge
because this function is convex in H given W .

F =
n∑

i=1

m∑

j=1

[Gi j log(WH)i j − (WH)i j ] (8.3)

The above objective function measures the likelihood of generating the objects in G
from the basis W and encoding H . The exact form of the objective function is not
as crucial as the non-negativity constraints for the success of the NMF algorithm in
learning parts. However, the update rules given above for W and H are specific to
this objective function. For example, a squared error objective function leads to a set
of update rules different from the ones given above.

NMF technique has gained practical significance due to its powerful interpretabil-
ity and close relationship with the clustering methods. Sparseness of the data is
another important aspect managed effectively by the NMF technique.

8.3.1 NMF Method for Community Detection

There exist numerous methods for detecting communities in graph representation
of network data based on various algorithmic strategies. However, the one employ-
ing NMF technique has caught the attention of researchers due to its computational
advantages. Some of the striking features of NMF that make it suitable for the com-
munity detection task are as follows.

• Intuitively, itmakesmore sense for eachnodeof graphG to be associatedwith some
small subset of a large number of communities, rather than just one community
or all the communities.

• The NMF representation contains both a basis and encoding that are naturally
sparse, which is crucial for a parts-based representation.

Based on the above discussion, it is pertinent to consider NMF technique as the
most applicable one for community detection. Given an input graph with N nodes,
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its adjacency matrix (G) captures the pair-wise connectivity among all the nodes of
the graph. In order to discover the communities present in this graph, its adjacency
matrix can be factorized as G ≈ WH , by subjecting it to the NMF procedure. To do
this, it is required to assign a desired value for the number of communities (indicated
by k) to be detected. This basically produces a mapping W of the nodes in the
graph to various communities {G1,G2, ...,Gk} with varying degree of membership
as determined by the factorization process.

⎡

⎢⎢⎣

g11 g12 . . . g1N
g21 g22 . . . g2N
. . . . . . gi j . . .

gN1 gN2 . . . gNN

⎤

⎥⎥⎦ ≈

⎡

⎢⎢⎣

w11 w12 . . . w1k

w21 w22 . . . w2k

. . . . . . wi j . . .

wN1 wN2 . . . wNk

⎤

⎥⎥⎦ ×

⎡

⎢⎢⎣

h11 h12 . . . h1N
h21 h22 . . . h2N
. . . . . . hi j . . .

hk1 hk2 . . . hkN

⎤

⎥⎥⎦ (8.4)

Here, a value wi j ∈ W (with 0 ≤ wi j ≤ 1) indicates the degree of membership of the
node ni in G to the community G j . Each column of W matrix corresponds to one
community with varying membership values of the nodes in G.

Applying an acceptable threshold (say t) on the degree of membership of various
nodes in G, crisp communities (subgraphs) with binary membership values wb

i j can
be determined.

wb
i j =

{
1, if wi j ≥ t,
0, otherwise.

(8.5)

Identifying crisp communities is useful in applications requiring to divide the nodes
of the graph into disjoint groups.

8.4 Mining Anomalous Sub-graphs via Community
Detection

Referring to the earlier discussion, it is understood that the power law relationship-
based approach is applicable to identify anomalous subgraphs that are egonets struc-
turally. However, there may be some anomalous subgraphs which are arbitrary sub-
graphs of a given graph. For example, an arbitrary subgraph shown in Fig. 8.2b
qualifies to be an anomalous subgraph (near clique) that is not an egonet structurally.
Therefore, a generic approach to identify all possible anomalous subgraphs is essen-
tial. In this direction, the methodology presented here is intended to detect near
clique and near tree types of anomalies. In contrast to a near star anomaly, a near
tree anomaly represents a rooted hierarchical structure, which is not an egonet.

In order to detect near tree type of anomalies, the set of connected subgraphs
is required. As listing out all possible connected subgraphs of a large graph leads
to combinatorial explosion, the same is achieved through community detection as
explained in the previous section. Then, each one of these subgraphs can be subjected
to the power law relationship based anomaly detection mechanism.
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Fig. 8.4 Mining anomalous subgraphs through community detection

The process flow involved with this approach for mining anomalous subgraphs
through community detection is shown in Fig. 8.4. There are three building blocks
in this method as described below.

1. Find out the communities/subgraphs using the NMF procedure:
Communities present in network/graph data can be detected by performing the
NMF procedure on the adjacency matrix G, employing a user defined value for
the number of communities (k). This is followed by membership thresholding
to produce crisp communities. The resulting subgraphs are basically induced
subgraphs corresponding to the nodes contained by the crisp communities.

2. Apply the subgraph constraints to produce candidate set of subgraphs:
Let Ni be the number of nodes and Ei be the number of edges present in a
community/subgraph Gi . The following two constraints are defined to prune
the set of crisp subgraphs thereby producing the candidate set of l (0 ≤ l ≤ k)
subgraphs/communities.

• Sub-graph size constraint: The minimum number of nodes required in a sub-
graph for it to be considered as non-trivial is set as ‘3’, i.e., Ni ≥ 3.

• Sub-graph connectivity constraint: The minimum number of edges needed in
a subgraph with Ni nodes for it to be connected is given by Ei ≥ (Ni − 1).

The first constraint is a filtering step on the number of nodes in a subgraph indi-
cating the necessary condition for considering the same in further processing.
Notwithstanding the minimum value suggested above, one can choose a higher
value for this purpose depending on the requirement. Similarly, the second con-
straint ensures that the subgraph under consideration is a connected one (a tree at
least). In case, if a candidate subgraph contains any unconnected nodes (pendant
vertices), the same can be deleted as long as the size constraint is satisfied post
deletion.

3. Determine the ranked list of anomalous subgraphs based on SDPL relationship:
Anomalous characteristics of subgraphs can be assessed by resorting to the power
law relationship. In the context of mining anomalous arbitrary subgraphs, this
relationship is named as Sub-graph Density Power Law (SDPL). By imposing
the SDPL relationship on the candidate subgraphs, a scatter plot of Ei versus Ni

on the log-log scale can be produced. Each one of these subgraphs becomes a
2-dimensional point in this scatter plot, and the least squares line fitting can be
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done over these points. From this plot, the anomaly score of a subgraph Gi can
be computed by measuring its distance to the fitting line as given below.

out_score(Gi ) = max(Ei ,CNα
i )

min(Ei ,CNα
i )

log(|Ei − CNα
i | + 1) (8.6)

A ranked sequence of anomalous subgraphs can be produced by arranging them
in decreasing order of their score values.

8.4.1 ADG-NMF Algorithm

Given a graph with N nodes and E edges represented by its adjacency matrix G, the
objective is to bring out a ranked list of anomalous subgraphs present in this graph
using the methodology shown in Fig. 8.4. The corresponding algorithm, named as
Anomaly Detection in Graphs using NMF technique (ADG-NMF), comprises the
following computational steps.

1. Factorize the adjacency matrix using NMF procedure as G ≈ WH .
2. Determine k communities {G1,G2, ...,Gk} using W matrix.
3. Apply the membership threshold t on W to generate crisp communities.
4. Apply the subgraph constraints to determine the candidate set.
5. Produce Ei versus Ni scatter plot along with least squares fitting line.
6. Measure the deviation of each candidate subgraph Gi using Eq. 8.6.
7. Obtain a ranked sequence of the subgraphs as per their outlier scores.

TheADG-NMFalgorithm attempts to analyze graph/network data towards detect-
ing anomalies that are arbitrary subgraphs of the input graph G. With the application
of two subgraph constraints presented in the previous section, the resultant commu-
nities are expected to be of reasonable size and connectivity.

8.5 Experimentation on Benchmark Data

An experimental study is carried out using ADG-NMF algorithm over benchmark
graph data sets taken from the SNAP repository. As the basic task is to detect the
communities determined by the connectivity structure, the graphs employed in this
experimentation are undirected and without any weights on the edges. Details of
these data sets are furnished in Table 8.1. These graph data sets are suitably prepared
for anomaly detection.

The graph of routers comprising the Internet can be organized into subgraphs
calledAutonomous Systems (AS). EachAS exchanges traffic flowswith some neigh-
bors (peers). It is possible to construct a communication network of who-talks-to-
whom from the BGP (Border Gateway Protocol) logs. This data set is collected from
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Table 8.1 Experimental setting for anomaly detection in graph data sets

Data set name # Nodes (N ) # Edges (E) Parameter values Observations

# Comm. (k) Membership
threshold (t)

# Candidate
subgraphs
(l)

Highest
score

Facebook-107 1,034 53,498 100 0.01 100 4.1549

AS-2000 6,474 13,895 500 0.001 50 2.6012

University of Oregon route views project. The experiments in this chapter are car-
ried out on ‘as20000102’ graph from the Autonomous Systems collection, denoted
as ‘AS-2000’ data set hereafter. This graph data consists of 1,323 self loops and the
same are removed as part of data preparation, resulting in only 12,572 edges in the
processed data.

Similarly, Facebook data set consists of social circles (or friends lists) of various
users of this social network. The social network graph of the node with id ‘107’ is
considered in this investigation, as it is the largest graph in terms of the number of
nodes among the graphs provided. It is referred to as ‘Facebook-107’ data set in this
experimentation. No pre-processing is required on this graph, as it does not contain
any self loops or parallel edges.

8.5.1 Anomaly Detection Results

To start with, ‘Facebook-107’ graph is subjected to ADG-NMF algorithm for sub-
graph anomaly detection resulting in the scatter plot as shown in Fig. 8.5a. This
plot represents the anomalous subgraphs in the form of triangle points, with the area
of each triangle point representing the amount of deviation of the corresponding
subgraph, as measured using Eq. 8.6. Triangle points below the fitting curve (solid
line) indicate near tree anomalies, while the ones above the fitting curve indicate
near clique anomalies. This is because of the high edge density of the subgraphs
corresponding to the triangle points above the reference line. Similar investigation
is carried out on AS-2000 data set producing the results as shown in Fig. 8.5b.

The ADG-NMF algorithm involves two parameters in its computation, namely
the number of communities/subgraphs (k) and the threshold on the degree of node
membership (t). Accordingly, Table 8.1 provides the values assigned to the parame-
ters in this experimentation. It also indicates the number of candidate subgraphs (l)
surviving after applying the subgraph size and connectivity constraints on the crisp
communities. Also shown is the highest anomaly score obtained corresponding to
each graph data set.
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(a) Facebook-107 graph (b) Autonomous Systems graph

Fig. 8.5 Scattor plots indicating anomalous subgraphs in graph data

Table 8.2 Egonet type anomalous subgraphs detected in AS-2000 graph

(330): nodes=7, edges=20 (439): nodes=8, edges=19

Based on the discussion above, some of the near clique variety of anomalous
subgraphs detected in AS-2000 data set are shown in Table 8.2. Referring to the
figures embedded in this table, one can understand that these subgraphs are of egonet
type in their connectivity structure, resembling the near clique pattern.

Apart from this, some of the near tree variety of subgraphs foundwith both the data
sets are furnished in Table 8.3. The number shown within parenthesis corresponding
to each subgraph represents its identifier as per the community detection output.
These near tree anomalies are arbitrary subgraphs of the respective input graphs
that the ADG-NMF algorithm could find, in addition to the ones having egonet type
structure.
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Table 8.3 Arbitrary anomalous subgraphs found with benchmark data
Facebook-107 graph Autonomous Systems graph

(10): nodes=22, edges=40 (14): nodes=93, edges=116

(78): nodes=30, edges=95 (237): nodes=128, edges=131

8.6 Recent Applications

There are numerous real life applications built based on the anomaly/outlier detection
principles. Many of them leverage the methodologies developed for data represented
using graphs as most of the real world data are inherently linked. Connectivity analy-
sis based techniques offer modularity, thereby leading to the development of scalable
algorithms capable of dealing with large data, which is a requirement in most of the
application contexts.
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8.6.1 Detecting Suspicious Following Behavior in SNs

In a Social Network (SN) of type who-follows-whom, like Twitter, the number of fol-
lowers indicate the significance associated with a node/individual, leading to poten-
tial benefits. As a result, every node tends to attract more followers to boost its
in-degree. In the business world, some companies abuse this social phenomenon by
creating fake accounts that act as zombie followers, i.e. accounts who mindlessly
follow others, resulting in a distorted social scenario.

Addressing this problem, a recent method detects the behavior that the zombie
followers must have to achieve their business advantage. According to this method,
the behavior of the zombie followers exhibits the following properties:

• Synchronized: They often follow the very same accounts and
• Abnormal: Their behavior pattern is very different from the majority of follower
nodes.

Given a directed graph of N nodes in the node setU , find a set of zombie followers
Uzom . p(u) represents the feature vector of the node u. Similarly, F(u) denotes the
set of node u’s followees and d(u) = |F(u)| represents u’s out-degree.
• The synchronicity of node u is defined as the average similarity of the feature
vectors between each pair of u’s followees (v, v′):

sync(u) =
∑

(v,v′)∈F(u)×F(u) p(v).p(v′)
d(u) × d(u)

• The normality of node u is defined as the average similarity of the feature vectors
between each pair of u’s followees and other nodes (v, v′):

norm(u) =
∑

(v,v′)∈F(u)×U p(v).p(v′)
d(u) × N

As per the above formalism, the outlier nodes (zombie followers) are those nodes
with largest synchronicity scores and smallest normality scores. One can test this
method using any large real world who-follows-whom network data, such as Twitter.

8.6.2 Spotting Misbehavior in LBSNs

Location Based Social Networks (LBSNs) are a new class of social networks that
allow users to voluntarily share their location, through check-ins. The location infor-
mation can enable a number of novel services to the users. Some service providers of
LBSNs offer monetary incentives for users to adopt their usage. As a result, people
are tempted to exploit the underlying system and generate false information with
fake check-ins.
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Addressing the problem of identifying such anomalies in LBSNs, a methodology
works based on tensor decomposition technique. It is known that an n-mode tensor
is a generalization of a matrix (2-mode tensor) in n dimensions. According to this
method, the spatio-temporal information associated with the problem is modeled as
a 3-mode (user, venue, time) tensor T. Hence, T(i, j, k) = 1 iff user i was at venue j
at time k. Otherwise, T(i, j, k) = 0. Discretizing time in bins of one day, this value
can indicate the number of check-ins user i made at venue j on day k.

Employing the Canonical Polyadic (CP) decomposition on the tensor produces a
sum of F components as

T ≈
F∑

f =1

a f ◦ b f ◦ c f (8.7)

where a f ◦ b f ◦ c f (i, j, k) = a f (i)b f ( j)c f (k). This means, each component of the
decomposition is a rank one tensor corresponding to one of the three modes of the
tensor T: a corresponds to the users, b corresponds to the venues, and c corresponds
to the days.

As a result of this decomposition, one can expect near bipartite cores (in three
modes) of peoplewho check-in at certain places for a certain period of time.Due to the
time dimension included in this modeling, it is possible to detect certain anomalous
check-in patterns such as:

• The temporal evolution of a group of users and venue being almost perfectly
periodic, resembling the behavior of a bot.

• A user that has checked-in to a (small) number of venues many times, with an
intention of gaining more incentives.

In summary, the above described method is generic in the sense that it does not
target any specific misbehavior. It attempts to detect interesting and potentially mis-
behaving patterns in LBSNs by formulating this problem as a tensor decomposition
task.

8.6.3 Anomaly Detection in Attributed Graphs

Graphs in which vertices are associated with attributes and events are known as
attributed graphs. For example, in a social network, the vertices indicating various
users could be annotated by the level of income he/she is earning. A probabilistic
method named as ‘gAnomaly’ models generative processes of vertex attributes and
divides the graph into regions that are governed by background and anomaly process.
According to this method, an anomaly is a connected subgraph whose distribution
of attributes significantly differs from the rest of the graph. This method attempts to
find connected substructures exhibiting aberrant distribution of attributes. It basically
employs a two-component mixture model on an undirected vertex attributed graph
G = (V, E, A). Here, V is the set of vertices, E is the set of edges and A is a function
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that maps a vertex to an attribute value. For ease of understanding, it is assumed that
there is only one attribute taking binary values A = {1(black), 0(white)}. Anomaly
detection is carried out by assigning each vertex to one of the mixture components.

Let V (0) be the set of majority (background) vertices, and V (1) the set of anomaly
vertices. V = V (0) ⋃

V (1), and V (0) ⋂
V (1) = ∅. Given a vertex vi , it belongs to

class V (k), k = {0, 1} with probability θ
(k)
i . Let P be a mixture model interpreting

the overall distribution for a vertex, then

P(vi ) =
1∑

k=0

θ
(k)
i P (k)(vi ) (8.8)

where {θ(0)
i , θ

(1)
i } is the vertex-dependent mixture weights and θ

(0)
i + θ

(1)
i = 1. P (0)

is the background model, and P (1) is the anomaly model.
To determine the best componentmodel to describe each vertex, themodel is fitted

with the observed data and the total likelihood is computed. Simply maximizing the
likelihood over-looks the network structure. Hence, a network regularization method
is employed to smoothen the connectivity in each mixture component. Depending
on the application and the information propagation mechanism, different variations
of the network regularizer can be considered.

To account for the real-world networks scenarios, the gAnomaly method com-
prises an iterative procedure for anomaly detection. In each iteration, the two-
component mixture model is applied on the current graph, and the vertices are
classified into anomaly and background. Only the anomaly-induced subgraph is fed
into the next iteration. This process continues until an anomaly with desirable size
and attribute distribution is found. It is interesting to note that gAnomaly method
is extensible to multiple attribute graphs and also to multiple levels of anomalies.
Through experimentation, it is noticed that the performance of gAnomaly depends
on the structure and pattern distribution within the network.

8.6.4 Detecting Internet Routing Anomalies

Border Gateway Protocol (BGP) handles exchange of external routing information
across the autonomous systems (AS) on the Internet. A network prefix represents a
set of consecutive IP addresses pertaining to a network. The process of originating
prefixes of a network by an unauthorized network is known as prefix hijacking, which
is a serious security concern relating to network service availability as well as data
privacy. This kind of an attack could be intentional or unintentional, possible due to
non-availability of authentication mechanism in BGP protocol.

Multiple originAS (MOAS) events occurs when the same prefix appears to belong
to at least two different ASes. In contrast to these small scale anomalies, large scale
anomalies represent large routing deviation between ASes and links.
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‘BGPGraph’ approach detects these routing anomalies by employing information
theory and a hierarchical graph visualization scheme. This approach works based on
AS graph built from AS connectivity structure. It maps the node/edge weights to
visualization space and displays the AS graph in a hierarchy of coarse to fine details.
Entropy measure is considered to compute the information content of the graph
that is currently visualized. It basically defines a global anomaly metric based on
entropy measurement as given in Eq. 8.9 for estimating the anomalous behavior of
the network at different points in time, thereby identifying the deviating points for
further examination.

A = we ∗ Ae + wm ∗ Am (8.9)

Here, Ae is a metric to determine large scale anomalies, while Am captures small
scale anomalies. we, wm are the weights used to establish the combined impact of all
possible anomalies.

Using the abovemetric, bar plots indicating the anomaly score of the BGP activity
can be generated over a specified period of time. On determining the significant
anomalous regions using this plot, the analyst can examine the network visualization
to determine exact details leading to anomalous behavior.

The analytical potential of this approach can be tested on BGP routing data con-
nected with RIPE project. This data comprises a list of 12 known anomalous BGP
events such as the AS-9121 incident that occurred due to BGP router misconfigura-
tion on 24th December 2004. This method can point out some unknown anomalies
also due to its embedded ability to detect small as well as large scale routing events.
Through visualization of the BGP graph, it is possible to identify the ASes respon-
sible for the detected anomalies.

8.6.5 Anti-sparse Representation for Detecting DoS Attacks

A new outlier detection method based on anti-sparse representation (also known as
l∞-norm minimization), which is an useful technique for vector quantization and
control engineering applications. It deals with the non-smooth objective function by
employing a new smoothing approach with descent methods. Anti-sparse represen-
tation transforms the input signal to spread evenly over the representation elements.
Due to this favorable property, it is considered as a natural scheme for binarization.
Binarization embeds anti-sparse input vector toHamming space binary vector to have
computational gain. Embedding maps query vectors to the target vector in order to
perform fast and efficient comparison.

A binarization scheme with anti-sparse signal can be created as: b(k) = sign(x),
where x is the anti-sparse representation of relevant input vector k. A promising
use of anti-sparse representation is for applications based on approximate nearest
neighbor (ANN) search.

Distance-based outlier detection is known to be a computationally efficient
approach that determines an outlier depending on the distance to its nearest neigh-
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bors. The idea here is to identify approximate nearest neighbor for a query vector (q)
and determine whether it is an outlier or not. Using anti-sparse based ANN search,
the similarity between query and target can be computed as maximum inner product
search (MIPS) between two binary vectors, as defined below.

NN (b(q)) = arg maxy∈Rmb(q)T b(y). (8.10)

Input vectors satisfying NN (b(q)) < s are considered as outliers, where s is the
similarity threshold. It is important to note that similarity between input vectors is
computed here, instead of distance measure.

Denial-of-Service (DoS) attacks are simple and powerful attempts to make a net-
work resource inaccessible. As the behavior of such an attack doesn’t fit the expected
nature of the network, DoS attacks can be considered as outliers/anomalies. There-
fore, anti-sparse representation based outlier detection approach described above is
applicable here for detecting DoS attacks on a network. Considering m and n to
represent the dimension of the input vector (number of features) and the length of
binarized anti sparse signal respectively, the detection performance can be measured
against the under determinacy value (ρ = m

n ) of the representation.
One can test this method using KDDCup-99 data set for detecting various known

types of DoS attacks such as ‘back’, ‘land’, ‘pod’, ‘teardrop’, etc. An experiment
using a subset of the data containing 6000 normal and 1000 outliers (DoS attacks)
resulted in detection accuracy of above 98% with n = 4m (i.e. ρ = 1

4 ).

8.6.6 Network Anomaly Detection by IP Flow Graph Analysis

Detecting network anomalies at the earliest and resolving them quickly is one of
the main challenges to the network administrator. This challenge is due to increased
complexity of network management with the network growth. More specifically,
anomalies generated by DoS attacks is expected to increase as a result of increasing
cyber threats to IP networks.

An automated network anomaly detectionmethodmodels the network flows using
graph representation. Analyzing flow graph is useful to identify potential misuse
of network resources, bottlenecks and policy violations. Detecting anomalies of
this kind based on network traffic features looks for variations in the number of
source/destination IP addresses and source/destination ports that a network device
uses. These variations can bemeasured using Tsallis entropy for detecting anomalous
network flows.

According to this method, all the network flows collected in the interval t is repre-
sented by a directed graph G = (D, F). Here, D represents the network devices/IP-
addresses, while the set F depicts the flows sent and received by devices. An edge
(di , d j ) represents a set of flows grouped by the source address and the destina-
tion address. The total number of devices (vertices of the flow graph) is given by
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nD = |D|. Then, the probabilities of the four selected flow properties of the grouped
flows in each edge are computed.

Given theprobabilities p1, p2, ..., pn ,with 0 ≤ pi ≤ 1 theTsallis or non-extensive
entropy is defined as following.

Hq(p1, p2, ..., pn) = 1

q − 1
(1 −

N∑

i=1

pqi ) (8.11)

In the above equation, q is the entropic parameter. When q > 1, higher proba-
bilities contribute more than the lower one to entropy result. The opposite situation
occurs when q < 1. For anomaly detection, the parameter q allows the network
administrator to configure the sensitivity of the anomaly detector.

Due to the large number of source ports involved in a typical DDoS attack, the
entropy of this flow property turns out to be high compared to the other ones. Through
flow graph analysis, it is possible to depict the data such as number of bytes, packets,
and flows sent and received by each device/IP address, in order to identify misuse of
network resources and bottlenecks.

Through experimental study on real life network flow data collected using
NFDUMP tool (with NetFlow v9 interface), it is found that larger values of entropic
parameter (like q ≥ 1.5) do not give much gain for anomaly detection. On the other
hand, when q is less than zero the sensitivity of the detector increases significantly.
This method can also help to rank and present the most network resources requested
by various network entities for necessary planning to ensure continued services to
the users with quality.

8.7 Summary

The problem of detecting anomalous entities in network/graph data as a potential
approach for effective analysis is addressed in this chapter. By applying outlier
detection principles in graph data mining, it is possible to characterize the devi-
ating nature of nodes/edges/subgraphs present in a graph. The salient aspects of the
material presented in this chapter are as follows.

• Various data mining techniques on network/graph data such as discovering fre-
quent subgraphs, identifying dense components, establishing graph pattern match
and community detection are discussed.

• Graph analysis techniques based on ego-network notion and community detection
are presented in detail.

• The Non-negative Matrix Factorization (NMF) technique as a way of determining
the decomposition of a data matrix is presented. Suitability of this technique for
discovering communities in a social graph is also looked at.

• A recent method, named as ADG-NMF, for mining anomalous subgraphs in graph
data through community detection using the NMF technique is discussed. This
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method attempts to find subgraph anomalies by subjecting the detected commu-
nities to the EDPL power law constraint and also measures their anomaly scores.

• ADG-NMF method can detect any arbitrary subgraph with anomalous character-
istics, covering both near clique and near tree types of patterns present in the input
graph.

• Experimental results over benchmark graph data sets indicate that there exist var-
ious types of subgraph anomalies in real life social graphs and their detection is
important for effective graph analysis for deriving the required semantics inherent
to the data.

• Highlighting this aspect, some of the methods developed in the recent past by
employing anomaly-based analysis of network/graph data addressing various real
life computing requirements are also presented in this chapter.

8.8 Bibliographic Notes

Graph mining is one of the most explored and continuously evolving research areas
in the domain of data mining [1, 5]. Graph mining is popular across a slew of
applications in real world [13, 20, 33].

Discovering frequent subgraphs and dense subgraphs are two important data min-
ing tasks on network/graph data. A comparative survey of algorithms for frequent
subgraph discovery was brought out in [15], by proposing a taxonomy of these algo-
rithms based on three essential factors that connect the algorithms and their solutions
to the application requirements. Similarly, one can find dense components in real-
world graphs as they are often sparse globally and dense locally [28]. Dense compo-
nents can be seen in several real world networks such as social networks, world wide
web, biological systems, etc. [7, 17]. Accordingly, one may come across different
formulations of the dense subgraph detection problem. It is known that clique, quasi-
clique and k-densest subgraph detection formulations are NP-hard [28]. Addressing
this issue, an algorithm for finding dense subgraphs using spectral graph theory prin-
ciples was proposed recently [31]. This algorithm first determines primitive dense
elements and then merges them iteratively to form higher-level dense components
resulting in cliques/near-cliques.

Graph pattern matching and community detection are the other important graph
mining tasks. An approach for multi-labeled graph matching was presented in [14]
for finding the matches of a labeled query graph. Communities in a network/graph
represent groups of nodes with close connectivity within them. A comprehensive
exposition of the process of community detection in social networks can be found
in [8].
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In addition to above graph analysis tasks, anomaly detection in network/graph
data is an emerging process with numerous applications. Anomalies in a graph can
be found at different granularity such as anomalous nodes/edges/subgraphs. There
are some research efforts made in the recent past for detecting various types of
anomalies in graph data. The method proposed in [23] is an early one using the
minimum description length (MDL) principle. The main idea of this method was
that subgraphs containing many common substructures are generally less anoma-
lous than subgraphs with a few common substructures. Thus, it is qualified mainly
for applications involving many common substructures such as the graphs describ-
ing the atomic structure of various chemical compounds. An algorithm for finding
node groups and anomalous edges based on information theoretic principles was
proposed [4]. Similarly, the method proposed in [26] is meant for anomalous link
(edge) discovery defining a novel edge significance measure.

A recent work on anomaly detection in graph data [2], makes use of the notion
of ego-network (egonet) of a node (ego) for graph analysis. This method, named as
‘OddBall’, presents the Egonet Density Power Law (EDPL) relationship satisfied by
various ego-networks of a social graph. This relationship basically captures the edge
density of the egonets. Any variation from the expectation indicates two possibilities:
the edge density is either too high or very low. Then, it determines the amount of
deviation corresponding to each egonet as its distance to the least squares fitting
line. Thus, this method could detect subgraph anomalies of various types such as
near-clique, near-star, heavy vicinity, dominant edge, etc.

The Non-negative Matrix Factorization (NMF) technique [18] is a promising
approach for finding non-negative factors of a data matrix. It was employed in sev-
eral social network applications in different contexts [30], due to its powerful inter-
pretability and close relationship with data clustering methods. In this direction, the
method proposed in [35] is a recent one employing NMF technique for detecting
communities in graph/network data. In subsequent efforts, a similar approach was
devised to identify various connected subgraphs of an input graph by applying an
acceptable threshold on the membership values produced by the NMF-based decom-
position [32]. The crisp communities thus identified were subject to the power law
relationship (described above) with the view of determining their deviating charac-
teristics. Thus, this method (named as ADG-NMF) attempted to discover anomalous
subgraphs in network/graph data.

Experimental observations reported in this chapter are obtained using benchmark
graph data sets taken from the SNAP repository [19]. Among the network/graph
data sets considered here, Facebook data is a popular one with published results on
discovering social circles [22].

Many recent applications can be found based on the idea of anomaly detection
in graph/network data. A method was proposed recently [12] to study and detect the
behavior that the zombie followers must have to achieve their business advantage.
A novel methodology was proposed recently [25] employing tensor decomposi-
tion technique to detect anomalies in LBSNs. As part of this method, Canonical
Polyadic (CP) decomposition [10] was applied on the tensor to produce a sum of
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F components. A probabilistic method named as gAnomaly [21], models gener-
ative processes of vertex attributes in order to identifying graph-based anomalies.
‘BGPGraph’ [24] approach was proposed for detecting various routing anomalies
employing information theory and a hierarchical graph visualization scheme. This
approach was demonstrated on BGP routing data connected with RIPE project [27],
using a list of 12 known anomalous BGP events [16]. A new outlier detection method
based on anti-sparse representation was proposed in [34], which is useful for vector
quantization and control engineering applications. Similarly, an automated network
anomaly detection method was proposed [3] by modeling the network flows using
graph representation.

Referring to the recent works on detecting anomalies in graph data, an unsuper-
vised algorithm was proposed based on graph kernel concept [36]. Similarly, one
more approach is the query-based evolutionary graph cuboid outlier detection [6].
In other such effort, a local learning based approach was developed for mining out-
lier subgraphs from network data sets [9]. From the fraud detection point of view, a
graph-based detection technique in the face of camouflage was present recently [11].
Similarly, a study of various interesting graph patterns and anomalies present in real
world graphs along with their applications was furnished in a very recent publica-
tion [29].
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Chapter 9
Analyzing Dynamic Networks

Abstract This chapter highlights the importance of analyzing dynamic networks
and gives details of various applications requiring this capability. It also furnishes
a few recent algorithmic approaches for analyzing such networks in a pragmatic
manner.

9.1 Introduction

Many real world networks evolve over time indicating their dynamic nature to cope
up with the changing real life scenarios. As network evolution happens distinctly
in different application domains, exploring varying semantics of the evolution pro-
cess forms the crux of dynamic network analysis. Evolution in graphs/networks
happens by way of adding new edges and/or deleting old ones over time. Various
methodologies exist for understanding the application-specific insights of evolution
in graphs/networks. As stated earlier, the discussion here makes use of these terms
‘network’ and ‘graph’ as synonyms.

According to literature, analysis of evolving networks can be broadly divided into
two major categories.

• Maintenance methods: Thesemethodsmaintain/update the results of the data anal-
ysis process continuously and incrementally over time. Otherwise, the results will
become stale over time as the network evolves.

• Evolution analysis methods: These methods are meant to model the change, rather
thanmaintaining the results, by directly quantifying and understanding the changes
occurring in the network.

One more categorization of these methods can be thought of based on how fast
the network evolution takes place.

• Slowly evolving networks: These are the networks that evolve slowly over time.
Snapshot analysis can be very effective for such networks with the possibility of
performing offline analysis directly. Given network snapshots at times t1 and t2, the
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results of the data analysis algorithmare adjusted at each snapshot by incrementally
adjusting the results from the previous snapshot.

• Streaming networks: These are the networks that are created by transient interac-
tions, typically represented as graph streams, requiring real-time analysis capabil-
ity due to the inability to hold the entire graph on the disk.

From the analysis point of view, detecting the communities present in a net-
work is interesting, especially when they are deemed to be produced by a generative
methodology such as data clustering (unsupervised model). This is because the tem-
poral variation of the generative behavior of the network can help in understanding
the overall network evolution. Thus, the community detection task can be seen as a
bridge between the two modes (first categorization) of analysis.

As amatter of fact, certain evolutionary clusteringmethods can perform clustering
and evolution analysis simultaneously. Tightly integrated methods of this kind are
useful in understanding the nature of the underlying evolution. In general, most of
the methods dealing with popular data mining tasks such as clustering, classification
and outlier detection on dynamic networks enable evolution analysis in a manner.

• Clustering: One of the earliest methods for evolutionary clustering is an on-line
algorithm that performs a trade-off between the cost of maintaining the clusters
accurately and the cost of deviating from the historical data. Similarly, yet another
method for evolutionary clustering uses a probabilistic mixture model to charac-
terize the clusters in a heterogeneous network. It employs a smoothness criterion
to determine soft clusters over successive snapshots. It also explores various prop-
erties of clusters, such as consistency and clustering quality, to characterize the
nature of the evolution of the clusters.

• Classification: Addressing the node classification problem in evolving networks, a
random walk-based approach uses the fraction of nodes visited belonging to each
class to predict the class label of remaining nodes. A dynamic inverted index is
maintained to perform the random walk efficiently.

9.2 Understanding Graph Evolution

The changes taking place in the graph connectivity structures due to evolution can
be characterized by measuring some graph properties such as centrality, community
behavior, minimum description length (MDL), shortest paths, etc. The evolutionary
behavior can be modeled using the methods that rely upon the key laws satisfied by a
wide variety of social networks.Most evolution analysis laws are derived analytically
from the notion of preferential attachment. According to this notion, the likelihood
of receiving new edges by a node increases with its degree. If π(k) is the probability
that a node attaches itself to another node with degree k, then this probability π(k)
is related to k as π(k) ∝ kα , where α is a parameter whose value is dependent on
the underlying domain. For example, α ≈ 1 for scale-free networks, in which only
addition of edges happens.
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If n(t) is the number of nodes in an evolving network at time t and e(t) is the
number of edges, then the network exhibits a densification power law as e(t) ∝
n(t)α . Here, α takes a value between 1 and 2. As the network densifies, the average
distances between the nodes reduce leading to shrinking diameter of the graph, but
bounded from below. Densification also results in the emergence of a giant connected
component due to the principle of preferential attachment as explained above.

On the phenomenon of group formation in social networks, it is found that the
propensity of individuals to join communities depends on the network structure. This
is influenced by two factors: (i) the number of friends one has within the community,
and (ii) the way they are connected with one another. Other related studies reveal the
effect of both extrinsic and intrinsic factors to group formation in social networks.

9.2.1 Community Evolution

Community-based approaches are the natural choices for carrying out evolution
analysis due to the ability of clusters (communities) in summarizing the network
structure. Based on the properties observed regarding the evolution of small and
large communities, it is understood that large groups typically persist longer if they
are capable of dynamically altering their membership. A related study says that the
evolution of communities is gradual and individuals do not tend to change their home
community too quickly in most cases.

One of the challenges in community-based analysis of dynamic networks is estab-
lishing a proper match of the communities over various snapshots in time. To address
this issue, soft clustering methods are introduced that assign probabilities of mem-
bership of each node to different clusters. The basic of idea of this method is to
perform clustering on temporal snapshots of the network by maintaining continuity
among the clusters so as to compare the clusters found in the next snapshot with their
counterparts in the current snapshot. This work suggests that temporal community
structure analysis can reveal global and local structural properties of networks. In
the matching process, the clusters/communities that do not match the ones in the
previous snapshot are named as evolutionary community outliers.

9.3 Modeling Dynamic Networks

Networks provide a useful and effective way of leveraging large-scale event data
for interacting with agent-based models. Nodes are analogous to agents representing
individuals in a network. There are two foundational network data representation
methods: dense representation using data matrices, and sparse representation using
edge/link lists. Social networks are typically represented using edge lists due to their
sparse connectivity attributing them the scale-free network behavior.
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Various statistics can be used to characterize the networks at different levels
of granularity. At the overall network level, these statistics include density, link
count, isolate node count, component count, clustering coefficient, average distance,
diameter, etc. At the node level, they include various centrality measures based on
degree, betweenness, eigenvector, closeness, etc.

Based on the node statistics and the type of network being analyzed, it is possible to
identify the key or influential entities in a network. The behavior of these key entities
can be characterized by considering various known patterns such as brokers, bridges,
structural holes in networks. In addition, it is possible to match the influential entities
to these known behaviors and network features using various centrality measures as
given below.

1. Degree centrality of a node can be useful for identifying resource-rich individuals
in a network.

2. High betweenness centrality of a node signifies its ability to connect disparate
groups.

3. Eigenvector centrality indicates agents with strong social capital due to their
connections to high degree central nodes.

4. Closeness centrality testifies nodes being able to utilize several varied resources
very quickly.

In addition to dealing with simple nodes and edges, modern network analysis
often finds it useful to associate descriptive attributes/characterizations to nodes.
This in turn can help the analyst in partitioning the nodes and facilitating a visual
examination of networks by coloring the nodes based on their attribute values.

Comparing networks is another useful analysis task to assess how likely one net-
work structure is to appear as the result of certain transformation on another network
structure. However, standard statistical approaches are not acceptable for compari-
son of network structures due to the fact that neither the independence nor identical
distribution assumptions hold good. ThoughHamming distance computed on vector
representations of networks is useful for understanding the overall difference among
them, it doesn’t provide any meaningful structural comparison. Therefore, one has
to employ a more sophisticated technique for accomplishing this task.

In general, networks are known to be complex objects and hence it is difficult
to analyze them in an objective manner. However, understanding the dynamic evo-
lution of networks has matured as an important interdisciplinary research problem
with applications in economics, physics and computer science. Therefore, having
a model of network formation becomes the key enabler for carrying out efficient
network analysis. In this regard, one can look at two promising approaches to model
the evolution of social and economic networks: (i) random graph theory and (ii)
evolutionary game theory.

Economists interpret network structures as equilibrium phenomena of strategi-
cally acting players who create and destroy links according to their own incentives.
They employ game theoretical concepts tomodel this phenomena. On the other hand,
physicists consider networks as an outgrowth of complex system analysis aimed at
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understanding and characterizing the statistical regularities of large stochastic net-
works.

9.3.1 Statistical Model of Networks

This approach is typically based on the principles of random graph theory. Ran-
dom graph models provide a flexible framework to construct statistical ensembles of
networks to model them. Erdos-Renyi graph or Bernoulli graph is an important ran-
dom graph model built on the assumption that edges are formed independently with
probability p ∈ [0, 1]. The advantage with this model is its simplicity in describing
a complete random graph with two parameters: the size of population (N ) and the
edge-success probability (p). However, it lacks correlation across links in its network
formation process.

Similar to random graphs, real world networks are observed to have small average
path lengths (small world phenomena leading to six degrees of separation), higher
clustering coefficients, exhibit homophily (links between nodes of similar kind are
more likely) and often satisfy a power law degree distribution.

From the practical point of view, a model of dynamic network formation should
capture two important aspects: (i) the volatility of network (links are deleted and
formed over time), and (ii) the likelihood that a link is formed or destroyed. Link
creation results in the network expanding at a constant rateλ ≥ 0 over time. Similarly,
link destruction also happens at a constant rate ξ ≥ 0. In principle, the intensities
of link creation and destruction can be asymmetric across various pairs of nodes.
This enables in modeling the formation of directed as well as undirected networks
encountered in real life.

In a typical network, it may be the case that the vertices can be classified into
groups. In this connection, a prevalent fact in social networks is the phenomenon
of homophily, which means vertices of similar characteristics are more likely to get
connected with each other. Based on this phenomenon, block-models categorize the
vertices of a network into groups with each group having its own law of network for-
mation. Networks of this type are called asmulti-type random networks in economic
theory.

9.3.2 Game Theoretic Model of Networks

The statistical model described above is useful to describe how networks form and
evolve. However, it cannot explain why networks form and evolve in real life. To
complete the study of network formation, it is required to understand the forces that
drive the nodes to connect to each other. Economic and game theoretic reasoning
provides the necessary explanation of this phenomena. According to this reasoning,
networks are interpreted as equilibrium outcomes implemented by rational players.



164 9 Analyzing Dynamic Networks

As per game theory, two individuals are connected with each other because of a
payoff or utility derived from these connections. This theory seems more realistic as
it allows us to rationalize the observed network structure in terms of socioeconomic
behavior. It also allows the researchers to understand the mechanism underlying
the formation of a network. A pure statistical approach cannot provide this kind of
‘micro-foundation’ of how these observed networks are actually formed.

An important equilibrium notion connected with strategic network formation is
the concept of pairwise stability. It considers the differential impact of an added link
on the utility of the involved parties. A network is pairwise stable if (i) no player has
an incentive to delete one of her links and (ii) there does not exist a pair of players
who want to form a mutually beneficial link. One practical limitation of pairwise
stability is that it only considers single link changes in each updating step. The
stability concept can be extended to consider the formation of mutually beneficial
links as well as the deletion of more than one link in one period.

9.4 Applications of Dynamic Network Analysis

Due to the ubiquitous nature of dynamic networks, one is often posed with the chal-
lenge of analyzing such networks in connection with several contemporary applica-
tions. Though the exact method of analysis varies depending on the specific appli-
cation, the general requirement happens to be understanding the inherent semantics
of the network. In this regard, some of the recent applications dealing with dynamic
network analysis with focus towards anomaly/outlier detection are presented below
to highlight their significance in practice.

9.4.1 Ranking Suspicious Entities in Time-Evolving Tensors

An important research problem in the context of web-services and online social net-
works is to detect the fraudsters that are trying to attack the systems providing these
services. Typically, fraudulent activities take the form of lockstep or highly synchro-
nized behavior such as multiple users liking the same set of pages on Facebook. Such
a behavior results in dense blocks in matrices/tensors corresponding to these activi-
ties due to reuse of resources necessary for the fraud to take place. Among various
consumers of the online services, it is essential to know which of them are more
suspicious for initiating a directed action on such individuals from system security
point of view.

A recent approach for scoring entities based on their participation in suspicious
dense blocks has brought out a set of axioms that any ideal individual scoring metric
should satisfy. It provides a framework to make use of temporal information that
generally exists in all the real-world data sets in the form of timestamps of various
events.
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As presented in Sect. 8.1, dense subgraph discovery (DSD) is an important graph
mining task as dense subgraphs (dense blocks) in real-world data tend to reflect
fraudulent lock-step behavior. A revised form of this task is to detect dense-blocks in
multi-aspect data for spotting groups synchronized in multiple aspects, such as IPs,
review scores and review keywords. In this context, assessing the anomalousness of
individuals is complementary to detecting dense blocks, which correspond to group
activities.

The data from a social networking website or a web service can be represented
as a k-way timed tensor. Such tensors can be processed by converting the numerical
time stamp to interpretable categorical features as given below.

• 0th-order features: This is generated by bucketizing the time stamp into number of
days, hours, minutes, etc., elapsed from the first observation made. The temporal
resolution is chosen depending on the typical level of time variation present in the
data.

• 1st-order features: This is determined by computing the log-bucketized inter-
arrival time between two consecutive timestamps of the same user.

• Temporal folding features: To detect fraudsters showing periodic behavior, three
temporal folding features of the timestamps are considered: (i) day of the week,
(ii) hour of the day and (iii) hour of the week.

Having determined the categorical features to represent the data, the block level
suspiciousness score of a subblock γ of a tensor χ can be computed using one of the
following three computational methods.

1. Arithmetic(gari ): compute the arithmetic average mass of the block.
2. Geometric(ggeom): compute the geometric average mass of the block.
3. Density(gsusp): compute the K L-divergence (Kullback Leibler) between the dis-

tribution of the mass in the subblock with respect to the distribution of the mass
in the tensor.

The approach presented here is based on the δ-contribution of each entity towards
the block suspiciousness score. The δ-contribution of an entity i in mode m(i) of a
block γ is computed as the difference between the suspiciousness score of block γ

before and after removing entity i from the block as given below.

δγ (i) = g(γ ) − g(γ \ i) (9.1)

To aggregate the δ-contribution over the entire list of blocks B, one can consider
two specific metrics: (i) sum of the δ-contributions and (ii) maximum of the δ-
contributions. The second metric assigns each individual/entity the maximum block
suspiciousness score out of all the blocks it is part of. This metric is found to be the
best performing one on real world data sets.

fχ (i) = maxγ∈B(δγ (i)) (9.2)
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In brief, the algorithm for determining suspicious entities in a time evolving tensor
consists of the following steps.

1. Find M top suspicious dense blocks using one of the computational methods.
2. For every entity i that has occurred at least once in any of these blocks, compute

the individual suspiciousness score δγ (i) by determining its marginal contribu-
tion towards that specific block.

3. Determine the overall marginal contribution fχ (i) of each entity i by taking the
maximum of its marginal contributions across all M blocks.

9.4.2 Interactive Outlier Analysis over Dynamic Data sets

Distance-based methods for outlier detection are the oldest and most explored ones.
However, selecting parameter values suited for detecting outliers matching the user
intent is not easy. In this regard, an interactive outlier analysis method named as
ONION enables the users to choose applicable parameter values so as to detect
outliers as per their requirement. More specifically, this method employs distance-
based detection which classifies an object as an outlier if the number of objects that
are within a circle (sphere) of radius r centered on the object is less than k. Therefore,
choosing satisfactory values for the parameters r and k is critical for this method to
be effective.

ONION analyzes data sets in advance and constructs index structures assuming
its parameters to be within certain ranges k ∈ [kmin, kmax ] and r ∈ [rmin, rmax ]. It
helps users to choose specific values of the parameters within their dynamic ranges.
Let us denote the distance between an object O and its k-th nearest neighbor by Dk

O .
Then, the object O gets classified into one of the following categories.

1. Always Inlier (IL): If Dkmax
O ≤ rmin then O turns out to be an inlier.

2. Always Outlier (OL): If Dkmin
O > rmax then O is classified as outlier.

3. Outlier Candidate (OC): Dkmax
O > rmin or D

kmin
O ≤ rmax then O becomes a can-

didate outlier.

Given the above classification of objects, indexing of objects in OC category
helps in identifying which of them will be outliers/inliers for each selection of the
parameters k and r within their respective dynamic ranges. Basically, the ONION
framework supports the following three types of outlier analyzes on data.

1. Comparative Outlier analysis (CO): Given a set of objects Oin which the user
wants to detect as outlier, this framework identifies the set of other objects which
also become outliers when objects in Oin are outliers.

2. Outlier-centric Parameter Space Exploration (PSE): The idea here is to find the
set of parameter value pairs (k, r) which make the set of outliers as close as the
user specified set Oin of objects.
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3. Outlier Detection (OD): For a given pair of parameter values (k, r), the frame-
work determines the set of outliers accordingly.

To support above listed interactive analysis, this framework makes use of three
types of index structures named as ONION space (O-space), parameter space (P-
space) and data space (D-space). In this manner, the ONION framework enables
interactive outlier analysis trying to match with the users intent. However, it assumes
the underlying data sets to be static and updates to the data sets are not accounted
for in its methodology.

Given the dynamic nature of several real life data sets, it becomes inevitable to
deal with such data for outlier analysis. When the data set is dynamic, one needs to
deal with insertions, deletions and modifications of objects in the data. Also, such
operations may cause changes to outlier/inlier status of existing objects in the data
set in addition to the newly inserted or modified objects.

Catering to the above requirement, the method named as Dynamic Interactive
Outlier (DIO) analysis works based on the computational model of the ONION
framework. As per this method, the P-space index structure offers better performance
over O-space and incremental update of D-space is found to be computationally
challenging. Thus, the focus of DIO method is on extending the P-space analysis to
dynamic data sets. Basically, it is required to update the index structure depending
the current status of the objects in the dynamic data set and the same is performed
as per the steps given below.

• Find the objects whose state changes depending on inserts, deletes and modifica-
tions, namely determine the updated OC set based on the changed status of the
objects.

• Refresh P-space as per the revised OC set of objects.

Thus, the DIO method efficiently achieves P-space updation by making use of a
grid structure and the extended object table to enable interactive outlier analysis on
dynamic data sets.

9.4.3 Multi-level Analysis on Volatile Graphs

Amulti-level analysis approach named as metric forensics for mining volatile graphs
comprises three distinct components: (a) a suite of graph metrics, (b) a collection of
analysis techniques, and (c) a multi-level approach.

According to this method, a volatile graph is defined to be a stream of duration-
stamped edges in the form: < vsrc, vdst , st_time, duration >, with potentially infi-
nite number of nodes, and edges may appear and disappear. For example, IP-to-IP
communication graphs and physical proximity graphs (such as blue-tooth connec-
tions) are of this kind. Similarly, a snapshot graph Gi is defined by its vertices Vt

and edges Et , which are active at time t . Due to the high volatility of the data, it
is not worthwhile to consider the snapshot graphs in isolation. Hence, a summary
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Table 9.1 A subset of the
global graph metrics Sl.No Metric name Time complexity

1 Number of active vertices O(1)

2 Number of active edges O(1)

3 Average vertex degree O(1)

4 Average edge weight O(1)

5 Maximum vertex degree O(NT )

graph GT = (VT , ET ) is constructed to summarize all snapshot graphs during a time
period T by employing a competent strategy.

The purpose of this method is to characterize a given volatile graph and detect
interesting events that deviate from the usual behavior. This is achieved by computing
and monitoring a suite of graph metrics that are classified into three groups based
on their topological granularity: (i) global, (ii) community, and (iii) local. These
metrics are of varying levels of complexity and computational intensity. As listed in
Table 9.1, the global metrics generally measure high-level properties of the graph,
while the local ones include centrality measures of the individual vertices.

The collection of analysis techniques employed here belong to three categories,
namely single metric analysis, coupled metric analysis and non-metric analysis.

1. Single metric analysis techniques include log plots, outlier detection techniques
such as Local Outlier Factor, etc.

2. On the other hand, coupled metric analysis techniques consider two or more
metrics in unison and subject them to correlation analysis, with the metric values
not satisfying their typical relationship being tagged as an interesting event.

3. Typical non-metric analysis includes visualization tools and attribute data inspec-
tion.

The genesis of this method is to enable multi-level analysis of the input sum-
mary graphs in three distinct dimensions: (1) time, (2) topology and (3) analysis
automation.

1. The temporal granularity is adjusted bymodifying the interval between summary
graphs.

2. At the coarsest level of topology, only the global metrics computed on each sum-
mary graph are considered for analysis. When an interesting event is discovered
at this level, it follows a drill down approach to examine the offending graph
using more sophisticated analysis techniques at the next (finer) level.
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3. Analysis automation dealswith assessing the applicability of a particular analysis
task at different levels of analysis. Typical analysis tasks include eigen analysis,
correlation analysis, fractal dimension analysis, etc.

As part of the multi-level analysis, this method is capable of highlighting four
types of interesting phenomena in volatile graphs:

• Elbow: In eigen analysis, the special regions in the λ2 versus λ1 plot, where λ1

is stable and λ2 is changing, or vice-verse, appear like elbow patterns. It occurs
when the dominant phenomenon and the secondary phenomenon swap their roles.

• Broken correlations: In correlation analysis, the region where λ1 is stable but λ2

is changing, λ1 will not be correlated to any graph metric in that region result-
ing in broken correlation. Such a scenario signifies the existence of meta-level
correlations between broken correlations and elbow patterns.

• Prolonged spikes: In fractal dimension analysis, when the fractal dimension of
a graph metric suddenly drops down, the corresponding scenario is referred to
as prolonged spike. Such a pattern indicates an activity that has low-volume, but
persists for a long time.

• Lightweight stars: In the vertex level local analysis, certain vertices form very big
star-like structures with very low total edge-weights. Such patterns are referred to
as lightweight stars.

One can observe the patterns described above in real life data by considering relevant
data sets such as the IP traffic of an enterprise network.

9.4.4 Role-Based Analysis of Networks

An important task regarding the analysis of dynamic networks is to understand the
roles of the objects involved in the network formation and exploring their evolving
patterns. Learning the temporal structural behavior of individual nodes automatically
and also identifying unusual patterns are of considerable interest to network analysts.

The general approach for role-based network analysis is to define different roles
based on some specific topological properties. The behavioral roles are defined as a
combination of similar structural features that are learned from the initial network.
Thus, each role represents a distinct structural pattern, and two nodes with similar
connectivity pattern belong to the same role.

9.4.4.1 Discovering Structural Roles using NMF

Representation, tracking and analysis of the structural dynamics of large networks
is essential for exploring the global network dynamics as well as the local node
dynamics. This in turn enables identification of interesting node and network pat-
terns such as stationary and non-stationary roles, spikes/steps in role-memberships,
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increasing/decreasing role trends. A methodology developed for accomplishing this
task, named as ROLE-DYNAMICS, relies upon the following rationale.

• The importance of the learned structural patterns fluctuate and eventually change
entirely over time. The frequency of the fluctuations and changes depends com-
pletely on the dynamical system. For instance, the structural behavioral dynamics
present in the Twitter social network at its inception are most likely different from
the structural dynamics observed today.

• The node structural behavioral dynamics are non-stationary, i.e., they change or
fluctuate over time. For example, the structure induced by emails for a given user
may appear contrasting during office hours from the rest of the day.

Given a sequence of graphs, the ROLE-DYNAMICSmethod automatically learns
a set of representative features, extracts these features fromeach graph, then discovers
behavioral roles, and iteratively extracts these roles from the sequence of node-by-
feature matrices over time. Various computational steps constituting this method are
furnished below.

1. Graph representation: The representative features such as the degree features and
the ego-net features are considered in this method. (By recursively combining
these features, the regional features capturing the behavioral information are
produced.) At time point t , a node by featurematrix Vt of size nt × f is extracted
from the corresponding graph instance, where nt is the number of active nodes
and f is the number of features. The sequence of node-by-feature matrices for
the graph sequence is denoted as {Vt : t = 1, . . . , tmax }.

2. Role discovery: Structural roles are discovered using the representative graph
features by employing the Non-negative Matrix Factorization(NMF) technique
in association with Minimum Description Length (MDL) principle. For a non-
negative matrix Vt ∈ �nt× f and a positive integer r < min(nt , f ), the factor
matricesGt ∈ �nt×r and F ∈ �r× f are found such that the following functional
is minimized.

f (Gt ,F) = 1

2
‖Vt − GtF‖2F

TheMDLprinciple is used to automatically select the number of behavioral roles
r such that the model complexity (# of bits) and model errors are balanced. This
way of detecting roles in a network has two advantages: (i) it doesn’t require
prior knowledge of the kinds of roles that may exist, and (ii) it appropriately
assigns a mixed membership of the roles to each node in the network.

3. Global network dynamics: The above formulation of role discovery can be used
to analyze network dynamics. An alternative and better approach is to learn
a single global set of roles and track them as they change over time. Accord-
ingly, a global set of features ψ∗ = ψ1 ∪ ψ2 ∪ · · · ∪ ψtmax is constructed using
the set of features ψt corresponding to the graph instance at time t . Then,
the sequence of node-by-feature matrices Vt ∈ �n× f are extracted. A single
global node-by-feature matrix Vg ∈ �(n×tmax )× f is constructed by stacking the
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individual node-by-feature matrices. Employing the NMF technique mentioned
above, matrix factorization is carried out as Vg ≈ ξFg . Then, the node-role
memberships ξ = {Gt : t = 1, . . . , tmax } are iteratively estimated using Fg and
Vg = {Vt : t = 1, . . . , tmax }. The matrix Gt indicates the current role member-
ship of each active node at time t .

4. Local node dynamics: The structural patterns of individual nodes are tracked
using the relative role importance measure given by xt = GT

t e/nt . Where, e is
a vector of ones and GT

t indicates the transpose of the node-by-role matrix at
time t . This measure implies when a node has increasing or decreasing trends of
structural behavior, as well as periodicity, or if the node dynamics are relatively
stable. In addition to tracking, one can even detect the time at which the dynamics
of a node change.

Given a time-series of role memberships for an individual node, one can identify
the unique roles for that node and detect when its behavior deviates from its past
behavior. Thus, it is possible to detect node anomalies in a dynamic network. Sim-
ilarly, one can even detect network anomalies if the behavior of the entire network
deviates like that of a node.

9.4.4.2 A Probabilistic Approach for Learning Object Roles

A more recent work on role-based analysis of dynamic networks says that defining
roles based on topological properties has certain drawbacks as listed below.

• The topological properties in each task are selected subjectively.
• It may not be possible to characterize complex roles using any existing topological
property.

• Applicability of the methods developed for static networks towards analyzing
dynamic networks.

In view of the above issues, a possible solution is to consider the latent feature
representation of object roles. According to this method, objects of similar roles will
have close latent feature representations. This method considers the role of an object
as a part of its properties that determine to what extent and how the object impacts
the other objects in the formation and the dynamics of the network. This method
performs the following three tasks on dynamic networks.

• Learning the role of each object at each snapshot of the dynamic network
• Analyzing how object roles evolve over time and
• Predicting the object roles at the (t + 1)-th snapshot of the network using the first
to the t-th snapshots.

1. Role learning on static networks: The probabilistic method extracts the latent
feature representationΛn×r (here n is the number of nodes and r is the number of
roles) of object roles as well as the role interaction matrix H from an observable
link matrix E of a static network as follows.
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p(Λ, H |E, σ 2) = p(E |Λ, H, σ 2)p(Λ)p(H)

p(E)
(9.3)

In supervised setting, it is assumed that there are several labeled objects at the
first time point to guide the learning of each type of object roles and to maximize
the margin between different object roles. Let Ym×c be the label matrix of the
first snapshot, where m is the number of the labeled objects. Let Wr×c be the
feature coefficient matrix which measures the contribution of each future in Λ

to the object role classes. Given E and Y , the latent feature representation Λ of
object roles, the interaction matrix H and the coefficient matrix W for learning
object role classes onΛ can be obtained bymaximizing the following expression
(from Eq. 9.3)

p(Λ, H,W |E,Y ) = p(E |Λ, H)p(Y |Λ,W )p(Λ)p(H)p(W )

p(E)
(9.4)

2. Role detection and analysis on dynamic networks: The probabilistic model
described above is extended for detecting and analyzing object roles on dynamic
networks. Let Ei denote the observed link matrix and the pair of low-rank
matrices Di = {Λi , Hi }, which approximates Ei , captures the role of each object
and the interaction patterns of these roles at time point i . Given previously
extracted feature D1:i−1 and the current observable network Ei , one can learn
the current latent object roles Λi and their interaction pattern Hi by maximizing
the expression given below.

p(Λi , Hi , Ei , Di−1) � p(Ei |Λi , Hi )p(Λi )p(Hi )p(Λi |Ω i
Λ,Σ i

Λ)p(Hi |Ω i
H ,Σ i

H ) (9.5)

Here, Ω i
Λ and Ω i

H are the Gaussian priors, which are the best estimations of
Λi and Hi based on D1:i−1, respectively. Σ i

Λ = diag{Σ i
Λ1

,Σ i
Λ2

, . . . , Σ i
Λr

} and
Σ i

H = diag{Σ i
H1

,Σ i
H2

, . . . , Σ i
Hr

} are the corresponding variance matrices.

The solutions for the optimization problems given in Eqs. 9.4 and 9.5 can be
obtained using the variational Bayesian inference technique. Then, the condi-
tional probability p(Fj |Vi ) that object Vi belongs to the role class Fj is estimated
and each object is assigned to the class in which the object has the highest prob-
ability. The trend of varying p(Fj |Vi ) over different time points reveals the
dynamic patterns of object roles.

3. Prediction on dynamic networks: Given the first t observable snapshots of a
dynamic network, the object roles at time point (t + 1) can be predicted by
maximizing the following expression.

p(Λt+1|E1:t ) =
∑

Λt

p(Λt+1|Λt )p(Λt |E1:t ) (9.6)

Here E1:t are all observable and Λt has already been extracted.
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9.5 Summary

Exploring the evolution of dynamic graph/network is an important research problem
with widespread applications. Analysis of dynamic networks can be attempted at
different levels of granularity such as nodes, communities, etc. However, carrying
out evolution analysis based on the communities present in a network is more natural
as they summarize the network structure effectively. Employing an acceptable model
for characterizing the network formation is essential for understanding its dynamics.
While the statistical models describe how networks form, game theoretic reasoning
provides the necessary explanation for this phenomena as the equilibrium outcomes
implemented by rational players.

Some of trending applications of dynamic network analysis in real life are pre-
sented in this chapter indicating the specific methodology adopted in each case.

• Detection of fraudsters in connectionwith web services and online social networks
is important for initiating a directed action on them from system security point
of view. This can be achieved through dense block identification and ranking of
the individuals involved based on their suspicious scores computed using a fitting
metric.

• Interactive analysis of outliers in dynamic network data facilitates the analyst to
detect the outliers matching with his expectation. This is enabled through cus-
tomized assignment of values to the parameters of the outlier detection algorithm
based on the pre-determined dynamic ranges of values for each one of the param-
eters.

• IP-to-IP communication graphs and physical proximity graphs such as blue-tooth
connections are volatile in nature.Analysis of suchvolatile graphs canbe attempted
by constructing summary of the snapshot graphs pertaining to a specific time
period. Then, necessary graph metrics can be computed based on the summary to
detect any interesting event that deviates from the usual behavior.

• Understanding the roles of the objects involved in the network formation and
exploring their evolving patterns is a relatively new approach for dynamic network
analysis. This enables the exploration of the global network dynamics aswell as the
local node behavior. A way of discovering these behavioral roles is to iteratively
process the snapshot graphs over time using competent techniques such as NMF.

9.6 Bibliographic Notes

Various methodologies were proposed for understanding the application-specific
insights of evolution in graphs/networks [25]. Similarly, a detailed survey of the
methods for analyzing evolvingnetworkswas brought out in a recent publication [12].
Some of the details regarding representation of networks and carrying out certain
computational task over dynamic networks was presented in [21].
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From the analysis point of view, detecting the communities present in a network [8]
is interesting. Likewise, evolutionary clustering is another interesting mechanism for
dynamic network analysis. The on-line clustering algorithm proposed in [6] is one
of the earliest methods for evolutionary clustering. Similarly, the method proposed
in [9] is a tightly integrated model that can simultaneously perform clustering and
evolution analysis. It uses a probabilistic mixture model to characterize the clusters
in a heterogeneous network.

Typical data mining tasks such as classification and clustering on the network data
enable some or the other form of analysis on the dynamic network. Belonging to the
variety of classification methods, a random walk-based approach was proposed [1]
for the node classification problem in evolving networks. A soft clusteringmodel that
assigns probabilities of membership of each node to different clusters was proposed
in [9]. Subsequently, a method for detecting evolutionary community outliers was
presented in [10]. It was shown in [22] that large groups typically persist longer
and it was observed that the evolution of communities is gradual [26]. A method
of identifying key/influential entities in a network using various centrality measures
defined on the nodes was presented in [28].

A detailed survey on the evolution of social networks can be found in [18]. An
interesting trend in evolving social networks/graphs is densification with shrinking
diameters caused by addition of new edges [19]. This phenomena can be explained
based on the evolution analysis laws derived analytically from the notion of prefer-
ential attachment [2]. In the context of social networks, the study presented in [3]
shows that the propensity of individuals to join communities depends on the network
structure.

A discussion on modeling the evolution of dynamic networks using stochastic
processes and evolutionary game theory was presented in [12]. It highlighted the
potential connections between these two seemingly different modeling strategies for
network formation and evolution.

There are numerous trending applications of dynamic network analysis in various
real life scenarios. An approach for scoring entities based on their participation
in suspicious dense blocks was developed [16] by proposing a set of axioms that
any ideal individual scoring metric should satisfy. Similarly, an interactive outlier
analysis method named as ONION enables the users to choose applicable parameter
values so as to detect outliers as per their requirements [5]. A method for carrying
out Dynamic Interactive Outlier (DIO) analysis [24] was proposed based on the
computational model of the ONION framework to deal with the analysis needs
of dynamic data sets. Likewise, a multi-level analysis approach named as metric
forensics was proposed [4, 13] for mining the volatile graphs encountered in many
real life applications.

An important task regarding the analysis of dynamic networks is to understand
the roles of the objects involved in the network formation and exploring their evolv-
ing patterns [20]. A non-parametric approach named as ROLE-DYNAMICS was
proposed in [23] for representing, tracking and analyzing the structural dynamics
of large networks. This method makes use of representative features such as the
degree features and the ego-net features, as described in [15]. Based on these rep-
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resentative graph features, the methodology presented in [14] discovers structural
roles using the Non-negative Matrix Factorization(NMF) technique [17] with Min-
imum Description Length (MDL) principle. Another effort on role-based analysis
of dynamic networks pointed out that defining roles based on topological properties
had certain drawbacks [20]. A novel framework was proposed based on the latent
feature representation of object roles. This framework is based on the variational
Bayesian inference technique [7] so as to find solution of the optimization problems
related role detection leading to efficient analysis of dynamic networks. Similarly, a
methodology for learning linguistic descriptors of user roles in online communities
was discussed in [27]. Likewise, a more recent technique for role discovery in graphs
was proposed employing the global features [11].
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Chapter 10
Detecting Anomalies in Dynamic
Networks

Abstract This chapter dealswith an important analysis task over dynamic networks,
namely exploring the time varying characteristics of anomalies present in such net-
works. In this direction, a graph mining based framework is considered that takes a
sequence of network snapshots as input for analysis. It defines various categories of
temporal anomalies typically encountered in such an exploration and characterizes
them appropriately to enable their detection. An experimental study of this frame-
work over benchmark graph data sets is presented here to demonstrate the evolving
behavior of the anomalies detected as per the categories defined.

10.1 Introduction

Graph based representation of network structure gave rise to the rapid proliferation
of research work on social network analysis. Similarly, graph based representation is
preferred for modeling the dynamism inherent to many real life applications such as
pervasive computing. Thus, graph mining plays an important role in any meaningful
analysis of the network data. An emerging research problem related to graph mining
is to discover anomalies (also known as outliers) present in the graph representa-
tion of network data. Due to the networked nature of the data pertaining to several
real life applications such as computer communication networks, social networks of
friends, the citation networks of documents, hyper-linked networks of web pages,
etc., anomaly/outlier detection in graphs turns out to be an important pattern discov-
ery activity. It provides the basis for realizing certain application specific tasks such
as fraud detection in on-line financial transactions, intrusion detection in computer
networks, etc.

In case of Internet Protocol (IP) networks comprising several individual entities
such as routers and switches, the behavior of the individual entities determine the
ensemble behavior of the network. In this context, network anomalies typically refer
to circumstances when network operations deviate from normal behavior, resulting
in numerous unusual traffic patterns noticeable in such network data. These traffic
patterns arise due to different types of network abuse such as denial of service attacks,
port scans, and worms; as well as from legitimate activity such as transient changes
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in customer demand, flash crowds, or occasional high-volume flows. These traffic
anomalies pose major security concern to the network administrators and it is often
difficult to detect them, more so in evolving networks.

Connectedwith any dynamic network, the underlying graph representation under-
goes time dependent changes in its connectivity structure. This will have a conse-
quence on the local connectivity and thus influences the temporal behavior of various
graph entities such as nodes, edges and subgraphs. As a result, a graph entity that
qualifies to be an outlier (irregular connectivity pattern) at the current instance may
no more continue to be the same at a later point of time due to the changes in
connectivity structure of the graph. Additionally, some new irregularities may arise
in a different portion of the graph hinting at the presence of some new outliers. If
the graph connectivity structure is altered further, some intermediate outliers may
cease to exist and further new types of outliers may start appearing in the graph.
Thus, it is important to track such evolving scenarios for a subjective analysis of the
graph representation towards understanding and characterizing the outlier dynam-
ics. Accordingly, the study of evolving graphs/networks has been an active research
problem.

Motivated by the above discussion, a framework for characterizing temporal
anomalies in evolving networks is presented in this chapter. This involves identifying
various graph outliers and characterizing their dynamics across multiple instances
of the graph representation of a dynamic network at various points of time during its
evolution. Accordingly, the underlying algorithm detects various temporal outliers
in a dynamic graph and produces a semantic categorization of the detected outliers
based on different categories of temporal outliers defined.

10.2 Outlier Detection in Graph Data

As brought out earlier, the essential graph mining task here is to detect various
anomalies/outliers present in the graph representation of network data. A recent
method for discovering different types of anomalies in graphs makes use of the
notion of egonet. The egonet of a node is defined as the induced subgraph of its 1-
step neighbors as shown in Fig. 8.2a. According to this method, the number of nodes
Ni and the number of edges Ei of the egonet Gi of node i in a graph G = (V, E)

follow a power law relationship. Consequently, two types of anomalous egonets,
named as near cliques and near stars, are determined by measuring the amount of
deviation from the power law relationship.

Similarly, a method for spotting significant anomalous regions in dynamic net-
works determines the anomalous score of a weighted edge in an undirected con-
nected graph based on a statistical measure. The aim of this method is to find con-
tiguous regions having adjacent anomalous edges forming large regions of higher
score, named as Significant Anomalous Regions (SAR) in a dynamic network. The
anomaly score of such a region is quantified by aggregating the scores of the par-
ticipating edges. Given an edge-weighted graph G = (V, E,W ), the anomaly score
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of a temporal network region R = (G ′, [i, j]), where G ′ = (V ′, E ′) is a connected
subgraph of G, in the time interval [i, j] is given by

scoreG(R) =
∑

e∈E ′

j∑

t=i

wt (e) (10.1)

where wt (e) is anomaly score associated with an edge e at time point t .
This method is basically an edge-centric approach where the anomalous scores of

edges determine the anomalous regions in a graph. Also, computing aggregate score
over timemay not highlight the temporal characteristics of the primitive outliers such
as node/edge outliers in a graph.

10.3 Characterization of Outliers in Evolving Networks

Given the graph representation of network data, there may exist various types of
graph outliers in the form of node outliers, edge outliers and subgraph outliers as
discussed in the previous section. The process of graph evolution over time results
in some interesting observations in terms of these graph outliers. A framework for
capturing this phenomenon is presented here, as shown in Fig. 10.1. The rationale
behind this setting is to explore various types of outliers present in a graph at various
points of time independently and then to characterize them based on their appearance
at different points of time during the network evolution.

10.3.1 Categories of Temporal Outliers

The symbolic notation along with some definitions demanded by the methodology
for detecting temporal outliers in dynamic networks is furnished here.

Let G = {G1,G2, . . . ,GN } be a dynamic graph data set comprising of N
instances of an evolving graph corresponding to the analysis time period [t1, tN ] cov-
ering N discrete time points. Similarly, letΨi = {ψi,1, ψi,2, . . . , ψi,k} denote the top-
k outliers present in the graph instanceGi at time point ti and Si = {si,1, si,2, . . . , si,k}
be their outlier scores respectively. Based on this, the necessary terminology is given
below.

• Temporal outlier: A graph-based outlier that is present in one or more instances
of an evolving network/graph.

• Cumulative outlier score: The cumulative outlier score of a temporal outlier is
computed using its outlier scores at different points of time during the analysis.

The exact computation of the cumulative outlier score depends upon the specific
algorithmic logic considered based on the application context. The set of temporal
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Fig. 10.1 Framework for
analyzing time varying
outliers
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outliers detected by the method under consideration is indicated by Ω and Φ =
{φ1, φ2, . . . } represents the cumulative scores of these outliers.

In order to characterize the dynamics of the temporal outliers, a categorization
based on their time varying characteristics is brought out first. In this regard, every
category of temporal outlier that is noticed during the graph evolution is assigned
an explicit label to mark it distinctly depending on its behavior. In order to capture
various behavioral patterns of the temporal outliers and to convey the underlying
semantics associatedwith each such pattern, the following five categories of temporal
outliers are defined.

1. Halting outlier: A temporal outlier OH that may cease to exist over time during
the network evolution.
∃ t j ∈ [t3, tN ] s.t. (OH ∈ Ψp, ∀tp ∈ [t1, t j )) ∧ (OH /∈ Ψ j ).

2. Emerging outlier: A temporal outlier OE that starts appearing at some point of
time.
∃ ti , t j ∈ [t2, tN ] s.t. (OE /∈ Ψp, ∀tp ∈ [t1, ti ]) ∧ (OE ∈ Ψq , ∀tq ∈ [ti+1, t j ]) ∧
(t j > ti+1).

3. Alternating outlier: A temporal outlier OA that is noticed at different points of
time intermittently.
∃ ti , t j , tk ∈ [t1, tN ] s.t. (OA ∈ Ψi ) ∧ (OA /∈ Ψ j ) ∧ (OA ∈ Ψk) ∧
(OA ∈ Ψp, ∀tp ∈ (ti , t j )) ∧ (OA /∈ Ψq , ∀tq ∈ (t j , tk)) ∧ (tk > t j > ti ).
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Fig. 10.2 Dynamics of
various categories of
temporal outliers
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4. Repeating outlier: A temporal outlier OR that keeps appearing at all points of
time during the network evolution.
OR ∈ Ψi ,∀ ti ∈ [t1, tN ].

5. Transient outlier: A temporal outlier OT that exists only at one point of time.
∃ ti ∈ [t1, tN ] s.t. (OT ∈ Ψi ) ∧ (OT /∈ Ψ j , ∀t j ∈ [t1, tN ]) ∧ (t j �= ti ).

The observable dynamics of various categories of temporal outliers with network
evolution are depicted in Fig. 10.2. A filled box at a particular time point ti implies
the presence of the corresponding temporal outlier in the graph instance Gi . The
time-varying dynamics observed for a reasonably long period of time gives an idea
of the presence of various categories of temporal outliers.

It is important to note that a halting outlier is different from a transient outlier,
where the former one disappears after being present for more than one time point,
while the later one exists precisely at one time point. Also note that the set of top-k
outliers Ψi present in a graph instance Gi may consist of one or more categories of
temporal outliers described above. Thus, anomaly/outlier detection in dynamic net-
works can be carried out for an effective management of networks, such as ensuring
the security of the IP networks.
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10.3.2 NetHEART Algorithm

The framework shown in Fig. 10.1 detects various categories of temporal outliers
present in a dynamic network. Accordingly, the algorithm concerned is named as
NetHEART reflecting the names of the categories of outliers being detected. Accord-
ing to this framework, the initial task is to detect the outliers present in a single graph
instance. This can be accomplished using themethod described in Sect. 10.2 based on
power law relationship. The rest of the framework deals with collating the instance
specific outliers and characterizing their dynamics across multiple instances of a
dynamic graph. Accordingly, the algorithm for detecting various temporal outliers
in evolving graphs comprises the following computational steps.

1. For each graph instance Gi perform the following steps.

a. Construct the corresponding edge list Li .
b. Detect the outliers present in graph instance Gi using Li .
c. Determine the set of top-k outliers Ψi and their scores Si .

2. Determine the grand set of outliers across all graph instances as

Ω = Ψ1 ∪ Ψ2 ∪ · · · ∪ ΨN (10.2)

3. For each temporal outlier Oj ∈ Ω , determine its cumulative outlier score as

φ j = 1

N

N∑

i=1

ξi, j (10.3)

where

ξi, j =
{
si,p if ∃p s.t. Oj = ψi,p

0 otherwise.

4. Determine the set of repeating outliers that exist across all graph instances as

Ω∗ = Ψ1 ∩ Ψ2 ∩ · · · ∩ ΨN (10.4)

5. Similarly, determine all other categories of outliers based on Ψi ’s.
6. For each outlier Oj ∈ Ω , label it as per its observed dynamics.
7. Arrange the set Ω of temporal outliers in descending order of their scores.

As perEq. 10.2, the grand set of outliers (Ω) consists of atmost N ∗ k elements and
at least k elements. Here, N is the number of graph instances considered for analysis.
Similarly, Eq. 10.3 determines the cumulative outlier score of a temporal outlier by
computing the average of its scores corresponding to various graph instances. Unlike
the other such methods, the detection of a temporal outlier is not affected by its
cumulative outlier score. However, this score reflects the significance of a temporal
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outlier over all the graph instances. The computational complexity of NetHEART
algorithm is determined by that of the specific method employed for determining the
outliers in a single graph instance or snapshot.

10.4 Experimentation on Benchmark Data

An experimental study is carried out considering two real life dynamic graph data
sets using NetHEART algorithm. For ease of illustration and simplicity in describing
the results, only three graph instances (N = 3) are considered corresponding to each
one of these data sets.

The DBLP Computer Science Bibliography from the University of Trier contains
millions of bibliographic records bundled in a huge XML file. Various subsets of
these records concerned with AAAI publications are considered here, denoted as
‘DBLP-AAAI’ data set, as per the details furnished in Table 10.1.

The graph of routers comprising the Internet can be organized into subgraphs
calledAutonomous Systems (AS). EachAS exchanges traffic flowswith some neigh-
bors (peers). It is possible to construct a communication network of who-talks-to-
whom from the BGP (Border Gateway Protocol) logs. The experiments here are
carried out on three graph files taken from the Autonomous Systems collection as
per the details furnished in Table 10.1, denoted as ‘AS-2000’ data set hereafter.

10.4.1 Outlier Detection and Characterization

As per the first step of the algorithm, various node-based outliers present in each
graph instance are detected. The resulting top-k (=10) outliers corresponding to each
instance/snapshot of the ‘DBLP-AAAI’ graph are shown in Fig. 10.3, indicated by
the node IDs in decreasing order of their outlier scores. Subsequently, the grand set
consisting of 13 temporal outliers (|Ω| = 13) is determined over all the instances

Table 10.1 Details of dynamic graph data sets used for anomaly detection

Data set name Instance # Nodes # Edges Graph instance details

DBLP-AAAI G1 5,581 25,276 Publications upto 2008

G2 6,219 28,622 Publications upto 2010

G3 7,551 35,628 Publications upto 2012

AS-2000 G1 2,107 8,979 as19991231.txt

G2 3,570 14,783 as20000101.txt

G3 6,474 26,467 as20000102.txt



184 10 Detecting Anomalies in Dynamic Networks

68, 247

209, 1, 92, 482,
180, 99, 30, 769,

209, 482, 1, 99,

67, 769

209, 99, 1, 576,

68, 30
1089, 92, 30, 576, 92, 67, 1089, 482, 

1G  at t1 G  at t2 2 3G  at t3

Fig. 10.3 Time varying characteristics of graph outliers in DBLP-AAAI data

Table 10.2 Categories of temporal outliers detected in dynamic graph sets

Graph file Repeating outliers Transient outliers Halting
outliers

Emerging
outliers

Alternating
outliers

DBLP-
AAAI

209, 1, 92, 482,
99, 30

G1:180, 247
G2: –
G3: –

769 1089, 576,
67

68

AS-2000 4006, 4544 1746,
3563

G1: 2551, 2041
145, 6467
G2: 6261, 701
G3: 5779, 5000
11329, 2828

721, 3847 6113, 668 –

and the cumulative outlier score of each temporal outlier is also computed accord-
ingly. Then, various categories of temporal outliers present in this graph data set are
identified as listed in Table 10.2. Finally, a ranked list of labeled temporal outliers is
produced as the output of this entire process.

Similarly, the AS-2000 graph data set is also subjected to various computational
steps of the algorithm, and different categories of temporal outliers thus detected are
furnished in Table 10.2 for completeness.

It is important to note that the temporal behavior observed in this experimentation
may vary with the number (k) of top ranked outliers considered corresponding to
each graph instance and the number of instances (N ) considered in each graph data
set, as the outlier ranking is basically a relative measure.

10.4.2 Exploring the Outlier Dynamics

As brought out in Sect. 8.2.1, the power law based method captures two types of
node-based anomalies, namely the near-star anomalies appearing below the fitting
line and the near-clique anomalies above the fitting line. Accordingly, the EDPL
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Fig. 10.4 Top-100 outliers in DBLP-AAAI data at different time instances

plots obtained corresponding to different instances of the DBLP-AAAI data set are
shown in Fig. 10.4. A keen observation of these plots suggests that as more and more
new edges get added during the graph evolution from G1 to G3, one can notice the
gradual appearance of more near-clique type of anomalies (triangle points marked
in the upper portion of the plot) as shown in Fig. 10.4b.

Temporal outliers present in an evolving graph are expected to highlight the inher-
ent semantics of the graph connectivity patterns causing these outliers. To illustrate
these semantic aspects, a few of the detected node-based outliers, in the form of the
egonet subgraphs, are depicted in Table 10.3. The number of nodes and the number of
edges present in each such subgraph are also furnished along side in the same table.
It is important to note that with the evolution of the graph over time, the underlying
egonets have also undergone corresponding change in their connectivity structure.
Though there is not any significant change expected in the node-based anomalous
subgraphs individually, their relative position in the top-k outlier rank listmay change
across various graph instances (refer to Fig. 10.3) due to the modified connectivity
structure of the graph during evolution.

10.4.3 Experimentation with More Instances

In order to experiment with NetHEART algorithm over a longer period of evolution
(N > 3) of a dynamic network, the ‘DBLP-AAAI’ data set with 5 instances (N = 5)
is considered. This is the same dynamic network/graph data set considered in the
previous section with 2 additional graph instances, denoted as ‘AAAI-Long’ data
set, as shown in Table 10.4.
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Table 10.3 Sub-graphs of node outliers in different benchmark graphs

Graph File DBLP-AAAI AS-2000
Node ID: 209 Node ID: 3847

Egonet in
G1 at t1 nodes=18, edges=20 nodes=10, edges=37

Egonet in
G2 at t2 nodes=20, edges=22 nodes=10, edges=37

Egonet in
G3 at t3 nodes=22, edges=24 nodes=14, edges=44
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Table 10.4 Details of AAAI-Long dynamic graph data set

Data set name Instance # Nodes # Edges Graph instance details

AAAI-Long G1 3,478 13,184 Publications upto 2004

G2 4,554 19,558 Publications upto 2006

G3 5,581 25,276 Publications upto 2008

G4 6,219 28,622 Publications upto 2010

G5 7,551 35,628 Publications upto 2012

Table 10.5 Categories of temporal outliers identified in AAAI-Long data

Graph file Repeating
outliers

Transient
outliers

Halting
outliers

Emerging
outliers

Alternating
outliers

AAAI-Long 209, 482 G1:1191,
1753, 3505,
2147, 1017

247 180, 30, 92,
769, 1, 99 67

68, 576 1089

1191
576
1753

1017
3505

2147

180

1089

482
180

769

1089
576

1089

30
68
482

209
68

247

482

209

769
247
576

92

99
1

1
1

92
67

482
68
30

209
99

209
482

92
30
576
67

769
68

30
99

92

209

247
G                     G                         G                       G1                      2                          3                        4 G5

Fig. 10.5 Time varying characteristics of graph outliers in AAAI-Long data

Applying various steps of the algorithm, the grand set consisting of 18 temporal
outliers (|Ω| = 18) is determined corresponding to this data set. Various categories
of temporal outliers are identified as listed in Table 10.5, and the same are depicted
instance-wise in Fig. 10.5. It is important to note that the outlier dynamics observed
over a longer period of network evolution is consistent with the categorization pre-
sented above.

10.5 Applications of Dynamic Network Anomaly Detection

Some of the recent applications dealing with anomaly detection task on dynamic
networks are presented here to highlight the significance of the same in the contem-
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porary research. This is also intended to motivate the researchers to explore further
means of detecting temporal outliers addressing various application specific aspects
in developing the requisite methodologies.

10.5.1 Anomalous Hotspot Discovery in Graph Streams

Anomalous hot spots show abrupt changes both in the magnitudes and patterns of
interaction. Anomalous events may arise in a graph stream in two different ways: (i)
significant changes in the magnitudes of the interaction may occur in neighborhood
of a node in the network, and (ii) sudden changes in the structural edge patterns at
a particular node. Addressing the challenge that changes could occur over different
horizons in time, an approach exists for analyzing streams at multiple levels of
temporal granularity. The rationale behind this approach is that the relative edge
frequencies of different edges will stabilize over a long period of time, unless the
frequencies of the edges are counted by providing greater importance to recent edges.

According to this method, the network stream implicitly defines a temporal net-
work G(t) = (N (t), A(t)), where N (t) is the set of all distinct nodes in the stream
at time t , and A(t) is a sequence of edges corresponding to all edges received so
far. This method is designed to analyze stream data automatically at multiple levels
of temporal granularity for simultaneous insights over short, medium and long-term
horizons. To model the temporal aspect of edge frequencies, it associates a decay
factor λ with each edge. This weight regulates the rate at which the importance of
an edge decays over time. Various stream statistics are defined using edge weight to
capture the temporal characteristics of the data.

Network change monitoring is done by maintaining the mean and standard devia-
tion of various stream related statistics over time. A change is reported as significant,
if it is found by any of the detectors corresponding to different values of λ of the
multi level analysis.

From implementation point of view, if all nodes need to be tracked for comput-
ing anomalous changes at the same time, it is required to periodically store all the
statistics for offline analysis. However, to track only a subset of the nodes, on-line
analysis using this algorithm seems feasible. An experimental study of this method
carried out using Internet Movie Database (IMDB) using four half-life time values
(λ = 1

t ) reported the observationsmade during thismulti-level analysismethodology
discussed above.

10.5.2 Multi-Level Anomalies in Time-Varying Graph Data

Typically, graphs representing social networks consist of labeled nodes (representing
individuals/entities) and edges among the nodes (representing interactions). The set
of edges changes over time producing a sequence of snapshots of the interaction
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network. Analyzing networks of this kind involves identifying patterns and aberra-
tions across snapshots that can point out areas of interest to the analyst. Specifically,
availability of common node labels across various snapshots of the network should
be accounted for more accurate detection of network anomalies. This is due to the
inability of various graph models to distinguish isomorphic copies with different
node labels.

Amulti-scale technique detects anomalies in time-varying graph data using hierar-
chically connected distributions to detect associated abnormalities at three increas-
ingly fine levels of granularity (namely at graph, subgraph and node levels). This
technique introduced Generalized Block Two-level Erdos-Renyi (GBTER) model
involving two hierarchical streaming anomaly detectors. This model takes the fol-
lowing input to generate graphs in two stages.

• Expected degree of each node
• Community assignment of the nodes, i.e., a partition of the vertex set into disjoint
subsets, {C j }, and

• An edge probability p j for edges within each community C j .

In the first stage,within community edges are sampled fromanErdos-Renyimodel
for each community C j . Then, the second stage is used to generate both inter as well
as intra community edges. GBTER model allows greater flexibility and assignment
of community membership, size and internal edge density. This model is designed
to identify anomalies caused not only in community density, but also changes in the
interactions within or between communities. It estimates probability models from
observations and new graph data is declared anomalous if it has p-value below the
specified threshold. This model works for streaming graph data, as it updates the
parameters to include the new graph in the observations.

Two multi-scale anomaly detectors are made available, one which uses the
GBTER distribution directly and one which leverages statistics inherent to the
GBTER model. Multi-Scale Probability Detector (MSPD) utilizes graph probabil-
ity as determined by the GBTER model and decomposes it into probabilities of
subgraphs and nodes for hierarchical information. On the other hand, Multi-Scale
Statistics Detector (MSSD) works bottom up by defining the probability of a node
based on the likelihood of its internal and external degree.

Given a graph G = (V, E) with vertices V and edges E , the probability of G as
computed by GBTER model is given by

P(G) =
∏

(i, j)∈E
P(i, j)

∏

(i, j)/∈E
(1 − P(i, j)) (10.5)

where P(i, j) is the probability of the edge (i, j) under the GBTER model. Then,
the p-value is estimated using Monte-Carlo simulation.

To detect anomalies at different levels, the probability of a graph is decomposed
into a product of subgraph probabilities. Hence, given a partition of V into com-
munities, {Ci }, the probability of G is given by P(G) = ∏

i P(Ci ). The probability
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of a subgraph/community G
′ = (V

′
, E

′
) is defined to be

∏
i∈V ′ P(i)

1
2 . Here, the

probability of a node i is defined as

P(i) =
∏

j :(i, j)∈E
P(i, j)

∏

j :(i, j)/∈E
(1 − P(i, j)) (10.6)

In case ofMSSD, node probability is defined as the joint probability of its degrees,
P(i) = P(din, dex ).

Experimental study of the above anomaly detectors is possible by generating
labeled graph data with a regular model Mr and a seeded anomaly model Ma . It is
empirically found that MSSD has better performance over MSPD due to the reasons
explained above.

10.5.3 Streaming Data Analytics for Anomalies in Graphs

Due to complex and diverse nature of the network environments (like biological,
communication and financial networks, etc.) it is important to identify threats that
are dynamic by taking into account the structural aspects of the networks aswell as the
relationships among communication events. Analyzing a massive and ever-growing
graph will quickly overwhelm the computing resources at hand.

Representing various data sets like telephone call records (CDRs), GPS-based
movements and social networks in a graph form allows us to discover structural prop-
erties in data that are not evident using traditional data mining techniques. Detecting
anomalies in graph-based represented data analyzes the relationships among net-
work entities for structural oddities which turns out to be a rich set of information for
the data analyst. However, graph-based approaches are known to be prohibitive due
to computational constraints, as they typically perform subgraph isomorphisms. To
address this issue, most approaches resort to using some type of heuristic to arrive
at an approximate solution. In case of real world scenarios, one should consider the
structural aspects of dynamic/streaming graph data.

Graph-basedAnomalyDetection(GBAD) approach detects anomalies in data rep-
resented as graphs. It discovers the best structures (or normative patterns) in an input
graph using Minimum Description Length (MDL) heuristic as

M(S,G) = DL(G|S) + DL(S) (10.7)

where G is the entire graph, S is the substructure, DL(G|S) is the description length
of G after compressing it using S, and DL(S) is the description length of the sub-
structure.

Using a beam search, the GBAD method grows patterns one edge at a time,
continuously discovering what substructures best compress the description length of
the input graph.
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For detecting anomalies, the GBAD method uncovers the relational nature of the
data instead of assessing statistical deviation of individual data attributes. It looks
for those activities that appear to be legitimate transactions/events, but in fact are
structurally different. Therefore, the more anomalous substructure is that which is
closer to the normative pattern and appears with lower probability.

Based on the above concept, a methodology named as Pattern Learning and
Anomaly Detection in Streams (PLADS) detects anomalies in graph data that is
represented in data streams. More precisely, PLADS method takes as input a set of
N subgraphs either by partitioning a large static graph, or instances/snapshots of a
dynamic graph over time. It should be noted that the size of each subgraph (i.e.,
number of vertices and edges) is not necessarily the same.

According to this method, N subgraphs are processed in parallel to detect top M
normative patterns in each.Then, the best P normative patterns are determined among
NM possibilities. Each subgraph discovers anomalous substructures based upon P
normative patterns, and then the most anomalous substructures across subgraphs are
determined. The oldest subgraph is removed to accommodate the subgraph next one
in sequence/time and process in a similar manner.

The PLADSmethod can be evaluated onVAST data set consisting of the activities
of 60 employees at an embassy over the month of January 2008 for detecting insider
threat by way of leaking information. The corresponding graph representation of this
data has 39,331 vertices and 38,052 edges, with two known anomalous substructures.
Further investigation of this method can be carried out on stream data set produced
using Linked Stream Benchmark (LSBench) data generator.

10.6 Summary

The task of characterizing temporal anomalies/outliers in evolving network/graph
data is addressed in this chapter by considering one such framework for exploring
their time varying behavior.

• A categorization of the temporal anomalies (outliers) expected in a dynamic net-
work is presented taking into account the evolving characteristics of these outliers
over time.

• NetHEART algorithm for detecting different categories of temporal outliers in a
dynamic graph data set is described with all the connected theory and computa-
tional steps involved.

• Finally, the experimental observations on various benchmark graph data sets are
found to acknowledge the presence of various categories of temporal outliers as
envisaged.
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10.7 Bibliographic Notes

Graph mining research is actively being pursued due its widespread applicability to
social network analysis and several other real life scenarios [15, 24]. Among various
analysis tasks over network/graph data, anomaly detection gained a lot of practical
significance of late [1, 4, 5, 10, 17, 22, 26].

In case of IP-networks, the behavior of individual entities determine the ensemble
behavior of the network [23]. Various types of traffic patterns can be noticed in
such networks due to different types of network abuse (anomalies) and it is often
difficult to detect them, more so in evolving networks [13, 16, 20]. It is important
to understand and characterize the outlier/anomaly dynamics from the point of view
of various evolving applications. Thus, the study of evolving graphs/networks has
been an active research problem [2, 18, 20]. A consolidated material comprising of
various techniques for carrying out outlier detection in temporal data was presented
in [8].

The ‘OddBall’ method proposed in [1] discovers different types of node anoma-
lies in graphs by making use of the notion of egonet of a node. Similarly, a method
for spotting significant anomalous regions in dynamic networks was proposed [16]
recently. In another recent effort, a multi-graph clustering method [19] was pro-
posed exploiting the interactions among different dimensions of a given network.
Though the multi-graph scenario is conceptually different from multiple instances
of an evolving graph, establishing a relationship between these two problem settings
can enable leveraging themethods developed for one setting in effectively solving the
other. Similarly, other recent efforts [2, 20] dealing with dynamic graphs are aimed
at modeling some specific time varying properties of such graphs as per their end
application requirements. A substructure-based network behavior anomaly detec-
tion approach, named as weighted frequent subgraphs method, was proposed [9] to
detect the anomalies present in large-scale IP networks. According to this method,
patterns of abnormal traffic behavior are identified using multivariate time series
motif association rules mining procedure.

The NetHEART method [21] introduced a framework that defined various cate-
gories of temporal outliers present in a dynamic network in order to characterize their
evolving dynamics over time. To experiment with such a framework, it is required
to have a suitable real life dynamic data set. Accordingly, the DBLP Computer Sci-
ence Bibliography consisting of millions of bibliographic records bundled in a huge
XML file [12] was considered. Similarly, Autonomous Systems (AS) data set [11]
representing the graph of routers comprising the Internet was also considered in the
experimental evaluation of the NetHEART method.

Various applications in real life deal with the problem of detecting anomalies in
dynamics networks. An automatic approach for analyzing streams at multiple levels
of temporal granularity was proposed [25]. Similarly, a multi-scale technique [3]
was proposed for anomaly detection in time-varying graph data using hierarchically
connected distributions. To address the real world scenarios, one should consider
the structural aspects of dynamic/streaming graph data [7]. Graph-based Anomaly
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Detection(GBAD) approach [6] detects anomalies in data represented as graphs. Sub-
sequently, a methodology named as PLADS was proposed [7] for detecting anoma-
lies in graph data that is represented in data streams. Experimentation of anomaly
detection methods dealing with stream data can be carried out using Linked Stream
Benchmark (LSBench) data generator [14].
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Chapter 11
Directions for Further Work

Abstract A summary of the important technical aspects presented in this book is
furnished here for ready reference. It includes a few technically promising directions
for future work in this field of research with respect to various emerging applications
as well as the developments taking place on the computing front.

11.1 Coverage of the Book

Outlier detection is the process of identifying data objects that deviate from the rest
of the data. It is an important data mining task due to its significance in several con-
temporary applications such as fraud detection and anomaly detection in networks.
In this exploration of the relevant work, various research issues that determine the
exact properties of the outlier detection process are identified. From the practical
point of view, one typically encounters the following problem settings regarding
outlier detection, for which possible solutions are presented in this book.

1. As per the general understanding, a majority of the methods deal with mainly
numerical data. As the data pertaining to many real life applications tend to
be categorical in nature, it is important to have efficient techniques for dealing
with such data. It is also essential to address the high dimensionality of the data
associated with these applications due to its significance in pattern recognition
applications.

2. Mining of outliers in data has to deal with uncertainty regarding the membership
of suchobjects to one of the normal groups of objects. Soft computing approaches
based on rough sets seem promising to deal with this uncertainty prevailing in
data.

3. In this age of connected world, most of the applications deal with data having
inherent links. Detecting anomalies (outliers) in network data is an emerging
application area with a majority of the methods detecting mainly anomalous
nodes and/or anomalous edges. In this context, it is essential to develop a generic
method for detecting anomalous arbitrary subgraphs present in the graph repre-
sentation of network data. An extension to this idea of subgraph anomalies is
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to characterize the time varying nature of the anomalies (outliers) in dynamic
networks reflecting the changing real life scenarios.

All the above listed problem settings are discussed in detail in this book and a few
solutions corresponding to each problem are also presented for a favorable consid-
eration.

11.1.1 Chapter-wise Summary

A chapter-wise summary of the material presented in this book along with some
noteworthy points in this regard is presented below, for a quick assimilation of the
same.

• An introductory narration of the concept of outliers in data is presented in
Chap. 1 to set the direction for the material covered in this book. Then, a the-
oretical perspective on characterization of outliers with respect to various facets of
the same is presented. Subsequently, a formal definition of outliers is provided by
drawing some references to the related work. It also emphasized on the practical
significance of the notion of outlier in real life applications.

• Based on the above fundamentals of outliers, Chap. 2 defined the problem of
detectingoutliers in data and alsoprovided themotivation for pursuing this problem
as the subject matter of this book. It also highlighted the significant computational
aspects associated with this problem indicating the depth of this research field.

• Then, Chap. 3 presented a higher level abstraction of the outlier detection problem
along with an exhaustive survey of various methods developed in the past address-
ing this problem. It then furnished the key research issues identified as part of this
work that determine a suitable detection method for a given application context.
Each one of these issues is discussed in detail leveraging the available literature
in this regard.

• With the view of facilitating detection of outliers in data, Chap.4 provided the
basic mathematical notation followed throughout this book, along with a few
computational measures demanded by the outlier detection process. The general
procedure followed for preparing data sets for outlier detection is covered here.
Similarly, standard measures for assessing the performance of a binary classifier,
such as the outlier detector, are also furnished for completeness.

• Then, Chap.5 addressed the problem of detecting outliers in categorical data given
the importance of the type of data attributes. In that way, categorical data still
throws a number of computational challenges due to non-availability of necessary
proximity measures dealing with such data. Some of the well known algorithms
for clustering categorical data are discussed as unsupervised detection of outliers
is the natural way to approach. Subsequent discussion included, a ranking-based
scheme for detecting outliers based on the frequency counts of various categorical
attribute values and also the inherent clustering structure of the data.
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• Then, the dimensionality aspect of the data is considered in Chap.6 by presenting
an unsupervised algorithm for feature selection using Mutual Information based
formalism. Objectively assessing the relevance of a particular categorical feature
towards detection of outliers and alsomeasuring its redundancy in associationwith
other selected features formed the crux of this effort. Through experimentation on
benchmark data, it is found that the subset of features thus selected do produce
superior performance in terms of outlier detection.

• Addressing the inherent uncertainty associated with clustering of data involving
outliers, a soft computing approach based on rough sets is considered in Chap. 7.
This specific algorithmperforms clustering of categorical data based on rough clus-
tering principles. This algorithm, paired with the ranking-based scheme described
above, has indeedproducedbetter results in termsof the number of outliers detected
based on the low dimensional categorical data.

• Having looked at some of the basic algorithmic approaches for outlier detection,
the focus then moved towards applying these techniques for anomaly detection in
graph/network data. In this direction, Chap.8 introduced the concept of anoma-
lies in graph data and considered an algorithm for mining anomalous subgraphs
through community detection using the NMF technique. This algorithm detects
anomalous subgraphs by subjecting the detected communities to the power law
constraints and thus capable of detecting any arbitrary subgraph having anoma-
lous characteristics. Some of the recent applications of anomaly detection in
graph/network data are also furnished to bring out its significance in contemporary
applications.

• Subsequently, Chap.9 explored the case of analyzing dynamic networks and pre-
sented a brief on modeling dynamic networks based on various methodologies. It
also highlighted community based understanding of the network evolution process.
It then briefly discussed some salient applications of dynamic network analysis in
different real life scenarios.

• Finally, the problemof characterizing temporal anomalies/ outliers in evolving net-
works is addressed inChap.10. A framework for exploring the time varying behav-
ior of outliers is considered that defined various categories of temporal anomalies
(outliers) based on their observed dynamics over time. This framework deals with
dynamic networkswithmultiple instances for anomaly detection. Towards the end,
some of the applications dealing with anomaly detection in dynamic networks are
presented.

Thus, this book presented some important technological aspects connected with
the outlier detection problem, highlighting its relevance in current day applications.

11.2 Ideas to Probe Further

It is prudent to suggest a few interesting directions to pursue further with the aim of
progressing the research related to the problems discussed in this book.
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• Detecting Outliers in Categorical Data: A ranking-based algorithm for detection
of outliers in categorical data is presented in Chap.5 . In this connection, the
following ideas may be interesting to look at.

– Defining a more relevant cluster proximity measure on categorical attributes so
as to get improved outlier detection results, and

– Establishing a formal relationship between the parameters involved in this algo-
rithm, namely α and k, for enhancing its performance through better under-
standing of the impact of these parameters.

• Feature Selection for Categorical Data: An unsupervised algorithm based on
Mutual Information measure is discussed in Chap.6 for feature selection. The
following are the directions to explore further in this context.

– Developing customized measures of feature relevance and redundancy for out-
lier detection specific to a target application, and

– Exploring the suitability of somehybrid filter/wrappermethods for feature selec-
tion matching with outlier detection requirements.

• Outlier Detection using Rough Sets: An algorithm for clustering categorical data
based on rough sets principles is discussed inChap.7. In this connection, directions
for exploring further work on this aspect are as follows.

– Improving the performance of the clustering algorithm by exploring the rough-
ness parameters in detail, and

– Formulating an enhanced outlier detection method based on the set theoretic
definition of rough sets.

• Detecting Anomalies in Graph Data: A graph mining algorithm is discussed in
Chap.8 for detecting anomalous subgraphs through community detection. In this
connection, one may like to explore the following ideas.

– Improving the candidate subgraphs generation procedure by considering appli-
cable refinements as per the latest developments in this area like different types
of random walks, and

– Employing a more directed anomaly detection methodology so as to detect
anomalies specific to a target application.

• Temporal Anomalies in Dynamic Networks: A framework for exploring the tem-
poral behavior of anomalies in dynamic networks is discussed in Chap.10. In this
connection, the following seem interesting directions to pursue further.

– Characterizing the temporal behavior of arbitrary anomalous subgraphs present
in dynamic networks.

– Exploiting the graph invariants in defining various categories of temporal out-
liers.

– Combining content/attributes with structure is more important in understanding
the dynamic behavior of the networks.
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11.3 Some Generic Directions

Having seen some specific directions to consider based on the material covered in
various chapters of this book, it is essential to look at some of the generic research
directions concerning this important data mining task. The exploration given below
narrates certain specific ideas to probe further, driven by the gamut of applications
and also the current computing technology trends.

11.3.1 Application Driven

Anomaly detection in network data has numerous applications in varied disciplines,
starting from administration of computer networks in enterprise environments to
managing various public utility services. These applications highlight several inter-
esting directions to pursue the future work connected with outlier detection.

• Trustworthy computing systems: As the computing systems and the application
software are becoming complex, it gives scope for bugs and vulnerabilities leading
to attacks by the adversaries. In this regard, it is possible to build secure and
trustworthy systems by analyzing the system logs periodically, with the aim of
detecting anomalies whenever there is any deviation noted from the normal system
execution.

• Medical diagnosis: Application of anomaly detection techniques for identifying
malignant tumors from various types of medical images such as mammogram and
CT images is an important data mining task. This task is known to be challenging
due to the imbalance between negative and positive samples available for the
learning algorithm. So, appropriate techniques need to be employed considering
this practical problem associated with this field of application.

• Insider threat analysis: It is believed that insider threats are generally triggered
by certain precipitating events like employee layoffs, major restructuring, clo-
sure of the production plant, etc. Such threats can be detected by monitoring the
individuals and their interactions with organizational resources. The basic idea
is to capture the temporal evolution of user-system interactions so as to detect
statistically significant events.

• Fraud detection in stock trading: Financial fraud taking place through illegal stock
trading can impact the stability of national and international economies. Therefore,
detecting such fraud in securities markets assumes significance. Considering the
temporal nature of the securities data, methods for detecting contextual outliers in
time series data seem promising for fraud detection.

• Public utility management: Some of the real life applications involving network
data are vehicular traffic control and power distribution over grid networks. In
both these cases network anomaly detection plays an important role for efficient
management of these public utilities. For example, identifying traffic congestion
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in a road network helps the authorities in ensuring smooth vehicular movement
and also routing the emergency services in a hassle-free manner.

Applications described above are only indicative of the possibilities in this regard,
but not exhaustive.

11.3.2 Technology Driven

The technical advancements related to data mining, parallel computing and social
networks also drive the future course of research in outlier detection, so much as the
applications do. In this regard, the following are some of the emerging directions to
be looked at.

• Parallel computing strategies for outlier detection: The recent advancements in
micro-processor technologyhave resulted in the emergence ofGraphics Processing
Units (GPUs) and multi-core CPUs as the general purpose computing platforms,
dealingwith computationally intensive tasks. UsingGPUs not only provides a high
degree of parallelism, but also hardware acceleration for mathematical functions
used in outlier detection. In addition, algorithmic implementation using OpenCL
framework enables the same code to run onmulti-coreCPUs in parallel. As a result,
efficient outlier detection algorithms canbe designed exploiting the compute power
offered by these hardware platforms.

• Outlier detection using big data framework: The surge in the development of
big data techniques has attracted considerable interest towards the detection of
anomalies in data streams. By nature, streaming data is generated continuously by
thousands of data sources and sent to the collection system simultaneously in small
sizes. As a result, the efficiency of the anomaly detection algorithmmatters a lot in
this scenario. This highlights the need for employing big data analysis techniques,
such as themap-reduce framework, for detecting anomalies in an effectivemanner.

• Detecting anomalies in signed social networks: In the context of social networks,
it is noticed that the connections among users that exist in on-line social media
sites often exhibit a combination of both positive and negative interactions. Posi-
tive relationships indicate trust or friendship, while negative relationships indicate
distrust or antagonism. According to the literature, on-line social networks with
both positive and negative links are known as signed social networks. Anomaly
detection in signed social networks is yet other interesting application of outlier
detection principles.

With these ideas, this exploration of various research problems connected with
outlier detection and related algorithmic solutions is concluded.
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There are a number of real life applications dealing with anomaly detection employ-
ing diverse algorithmic strategies. Some of the recent ones in this regard are discussed
here to highlight the practical significance of this data mining task in everyday life
scenarios.

The anomaly detection technique developed based on deep neural networks,
named as DeepLog [1], was designed to learn the model of log patterns from normal
system execution, and detect anomalies when log patterns deviate from the learnt
model. It constructs work flows using available system log so that on detecting an
anomaly, users can diagnose it and perform root cause analysis effectively.

In the field of medical diagnosis, learning algorithms are typically posed with
the problem of imbalance in the number of negative and positive training samples.
Addressing this issue, an unsupervised model to characterize a malignant tumor in
medical images was envisaged using deep neural networks concepts [14].

An unsupervised learningmethodwas proposed to evaluate the potential of insider
threats triggered by various precipitating events [9]. This method leverages a bipar-
tite graph model of the user and system interactions with the intent of capturing
correlations between the events and the apparent anomalies.

A prediction-based Contextual Anomaly Detection (CAD) method for complex
time series was proposed to detect contextual anomalies in stock market data [3].
More recently, an approach for predicting illegal insider trading from large hetero-
geneous sources of structured and unstructured data was developed using a deep-
learning based approach combined with discrete signal processing on the time series
data [5].

A data mining technique to detect traffic system-level anomalies in the urban
interstate system was proposed in [4]. This technique was developed based on the
concepts of symbolic dynamics to capture the system characteristics. It is capable of
extracting salient time series features and discovering spatial and temporal patterns
for a traffic system. Similarly, an approach for detecting temporal outliers in vehicle
traffic data was presented in [7]. In other recent effort, a two-stage method consisting
of a Collaborative Path Inference (CPI) model and a Road Anomaly Test (RAT)
model was developed for detecting road traffic anomalies [13].

A graph-based anomaly detection approach for detecting potential irregularities
in electrical consumptionwas developed bymodeling the smart grid as a network [8].
The work presented in [15] was aimed at developing an online anomaly detection
solution and diagnosis tools for time series data at scale. This solution was integrated
into Xpert system intelligence platform of Microsoft Store that monitors millions of
cores in services and billions of Windows devices.

Given the plethora of applications of anomaly detection, it is equally important
to invest research effort towards developing novel methodologies catering to various
computational challenges of the evolving applications. In this regard, the following
algorithmic trends shed light on the state of the art connected with anomaly detection
techniques.
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Regarding the use of sophisticated hardware platforms enabling parallel com-
puting, a morphological algorithm for anomaly detection in hyper-spectral images
with a GPU-based implementation was proposed in [11]. Similarly, a map-reduce
based big data analysis methodology for network anomaly detection over Hadoop
platform was presented in [2]. A comprehensive system was developed based on big
data analysis to construct cyber security correlated events with feature selection to
anticipate behavior based on various sensors [12]. More recently, a methodology for
representation and learning with large-scale graph data was furnished in [6]. Simi-
larly, a ranking mechanism for maximizing spread, trust in signed social networks
was proposed [10] based on the information diffusion principle.
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Appendix A
Online Resources for Outlier Detection

A.1 Open Source Tools/Packages

There are a number of data mining and machine learning libraries made available on
the Internet by various working groups of professionals, for academic and non-profit
usage. Typically, these libraries vary in terms of the following aspects.

• Coverage of algorithms (data analysis, visualization, predictive models, etc.)
• Implementation language (such as C, C++, Java, Python, etc.)
• Target platform for usage (like Windows, Linux, Mac OS, etc.)
• Mode of usage (such as online browser-based use, download and install, etc.)

Free and open source software tools for data mining are being developed for
the past several years. The common objective of these tools is to facilitate the data
analysis process in an effective manner and to offer all interested researchers a free
alternative to the commercial solutions. This is typically done by employing inte-
grated development environments, and implementation using standard programming
languages.

As per the open source philosophy, the source codes of these libraries are also gen-
erally available for researchers working in this area. The idea behind this philosophy
is that one can extend the functionality of these tools by incorporating algorithms
corresponding to recent innovation and maintain the tools from time-to-time. Free
and open source software are typically distributed following the GNU general public
licensing method.

The objective here is to make young professionals and researchers planning to
work in the field of data mining and outlier detection, get familiarized with the
availability of various online resources such as different implementations of the
machine learning algorithms, benchmark data sets to experiment, research forums
to interact, etc. Typically, such resources are required for carrying out advanced
research related to data mining. Details on a few of the well known data mining tools
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and libraries are furnished below for a quick reference. It is important to note that
details regarding only a subset of the tools are presented here for brevity.

1. Waikato Environment for Knowledge Analysis (WEKA): This is a collection of
various machine learning algorithms for data analysis and predictive modeling,
developed using Java programming language at the University of Waikato, New
Zealand. This tool comprises necessary graphical user interfaces for easy and
convenient use of the analysis functionality. The tool distribution supports mul-
tiple operating platforms for its use enabling cross-platform deployment.
WEKA suite consists of the following functional modules offering a variety of
analysis functionality on data. More details regarding this tool can be obtained
from: ‘https://www.cs.waikato.ac.nz/ml/weka’.

• Explorer
• Experimenter
• KnowledgeFlow
• Simple CLI

2. Konstanz Information Miner (KNIME): This tool was developed at University
of Konstanz as a proprietary product. The objective was to create a modular,
highly scalable and open data processing platform for easy integration of dif-
ferent data loading, processing, transformation, analysis and visual exploration
modules. This tool has been widely used in pharmaceutical research, customer
data analysis, business intelligence and financial analysis.
KNIME allows users to visually create data flows and selectively execute some
of the analysis steps in the sequence. It is developed using Java language based
on Eclipse IDE and allows plugins to provide additional functionality. The basic
package includes various commonly usedmethods of statistics, datamining, anal-
ysis and text analytics. This tool supports big data analysis framework and also
works with Apache Spark library. For more details in this regard, one may refer
to: ‘https://www.knime.com/knime-software/knime-analytics-platform’.

3. Environment for DeveLoping KDD-Applications Supported by Index-Structures
(ELKI): The initial version of this tool distribution contained several algorithms to
perform cluster analysis, anomaly detection, along with other data mining tasks.
As its name indicates, some spatial index structures are included in this tool with
its focus primarily on subspace clustering and correlation clustering methods.
It was developed at the Ludwig Maximilian University of Munich, Germany,
based on various Java interfaces for use in teaching and research purposes. The
visualization interface of ELKI uses a scalable graphics library and also supports
loss less export of user interface displays to PostScript and PDF file formats.
For the purpose of detecting outliers in data, this particular tool offers various
algorithms based on different detection strategies such as distance-based outliers,
LOF-based local outliers, and many others. Therefore, it can be used as a ref-
erence platform for exploring and understanding the research issues related to
this problem space. Further details in this regard can be accessed at: ‘https://elki-
project.github.io’.

https://www.cs.waikato.ac.nz/ml/weka
https://www.knime.com/knime-software/knime-analytics-platform
https://elki-project.github.io
https://elki-project.github.io


Appendix A: Online Resources for Outlier Detection 205

4. Orange Software: This is a component-based visual programming software pack-
age for data visualization, machine learning, and data analysis. The earlier ver-
sions of this software include core components written in C++ language and
the wrappers using Python scripts. The advanced version makes use of various
Python-based scientific computing libraries such as numpy, scipy and scikit-learn
to accomplish the intended functionality. The graphical user interface is designed
based on the Qt framework, for supporting portability across platforms.
Orange software basically provides a visual programming front-end for explo-
rative data analysis and interactive data visualization. Interactive analytics helps
in better understanding of the analysis process with insights on the inherent struc-
ture of the data. This software can be installed on all major computing platforms
supporting Python based development. More information regarding this tool can
found at: ‘https://orange.biolab.si’.

5. PyTorch Library: This is a python based open source machine learning library
used as a computing platform for developing deep learning based applications.
The workflow with this tool is similar to that of the python-based scientific com-
puting library numpy. It basically supports two key functionalities

• Tensor computations with multi-GPU support
• Computations relating to deep neural networks

PyTorch provides a framework for building computational graphs allowing the
users to perform computations on graph components before the graph is built
completely, and even change themduring runtime. Formore details on this library,
one may refer to: ‘https://pytorch.org/’.

A.2 Benchmark Data Sets

Benchmark data sets facilitate a systematic evaluation of the machine learning algo-
rithms based on some predefined application settings. These data sets can also be
used for establishing a comparative view of various algorithms designed to accom-
plish a common computational task. Thus, use of appropriate benchmark data sets
enables the research community for advancement of the data mining technology in
a quantified manner. More specifically, the case of dealing with the outlier detection
problem needs special attention in terms of identifying suitable data sets due to the
required imbalance in class distribution. To this effect, certain pre-processing steps
are performed on the original data, making it ready for outlier detection.

1. UCIML repository: This is a collection of data sets popularly used by themachine
learning community for empirical analysis of their algorithms. This repository
has divided the data sets under different classifications for easy selection and
usage, as per the details given below.

• Learning task: classification, regression, clustering, etc.
• Type of attribute: categorical, numerical, mixed.

https://orange.biolab.si
https://pytorch.org/
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• Data generation method: uni-variate, multivariate, sequential, time-series, etc.
• Application area: life sciences, physical sciences, computer science and engi-
neering, social sciences, business, game data, etc.

The above data are available at: ‘https://archive.ics.uci.edu/ml/datasets.html’.
2. Stanford Large Network Dataset Collection: This collection consists of many

network data sets divided into 17 broad categories based on the nature of the data
captured. The main categories include social networks, networks with ground-
truth communities, communication networks, citation networks, collaboration
networks, web graphs, autonomous systems, signed networks, temporal net-
works, etc. These data sets are made available as part of the Stanford Network
Analysis Platform (SNAP) platform, which is a general purpose network analysis
and graphmining library. These data sets can be accessed at the web page: ‘http://
snap.stanford.edu/data/index.html’.

3. Outlier Detection Data Sets (ODDS): This collection provides open access to
a number of data sets meant for outlier detection, with ground truth as per its
availability. These data sets are divided into the following groups based on the
specific data they contain and for enabling precise usage.

• Multi-dimensional point data sets
• Time series graph data sets for event detection
• Time series point data sets (Multivariate/Univariate)
• Adversarial/Attack scenario and security data sets
• Crowded scene video data for anomaly detection

The above data are available online at the URL: ‘http://odds.cs.stonybrook.edu/’.

https://archive.ics.uci.edu/ml/datasets.html
http://snap.stanford.edu/data/index.html
http://snap.stanford.edu/data/index.html
http://odds.cs.stonybrook.edu/
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Anomaly detection The process of identifying data objects that do not conform
to the expected behavior of a given collection of data.

Autonomous systems A collection of routers whose prefixes and routing policies
are under common administrative control, and they communicate using Border
Gateway Protocol.

Bagging Bootstrap aggregating (bagging) is an ensemble method designed to
improve the accuracy of the learning algorithms used for classification and regres-
sion.

Categorical variable A categorical variable (nominal variable) is one that doesn’t
have intrinsic ordering of its categories.

Centrality measure In graph theory and network analysis, a centrality measure
identifies the most important vertices in a topological sense.

Cluster analysis An exploratory analysis tool that divides the data objects into
various groups such that the degree of association between two objects is maximal
within a group and minimal otherwise.

Community detection The process of dividing a network into groups of nodes
with dense connections internally and sparser connections between groups.

Confusion matrix It contains information about the actual and the predicted clas-
sifications done by a classifier.

Curse of dimensionality The phenomena that arise when performing data analy-
sis in high-dimensional spaces (typically hundreds of dimensions).

Data mining The process of identifying valid, novel, potentially useful and ulti-
mately understandable patterns in large data sets.

Decision attribute In a decision tree, it is part of a node, so it performs as a
consequent in the decision rules on the paths down the tree to the leaf node.

Dense subgraph A component of the graph with high edge density in comparison
to all other sub-graphs of the graph.

Discernibility matrix Amatrix in which the classes are indicies and the condition
attributes which can be used to discern between the classes in the corresponding
row and column are inserted.
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Egonet The ego-network of a node is the induced subgraph of its 1-step neighbors
in the given graph.

Eigenvalues A special set of scalars associated with a linear system of equations
that are sometimes also known as characteristic values, or latent roots.

Ensemble methods The methods that use multiple models to obtain better pre-
dictive performance over any of the constituent models.

Entropy The entropy of a random variable is a measure of the uncertainty asso-
ciated with that random variable.

Evolving networks Networks that change as a function of time, either by adding
or removing nodes or links over time.

Example-based outlier mining Given a set of outlier examples, find additional
outliers from the data that exhibit similar outlier characteristics.

Feature selection The process of identifying and removing irrelevant and redun-
dant attributes from data that do not contribute to the accuracy of a predictive
model or may in fact decrease the accuracy of the model.

Frequent subgraph Discovering subgraphs that occur frequently over the entire
set of graphs.

Fuzzy set Any set that allows its members to have different grades of membership
(membership function) in the interval [0,1].

Game theory The study of mathematical models of strategic interaction between
rational decision-makers.

Genetic algorithm It is a heuristic search and optimization technique inspired by
natural evolution.

Granular computing It is a nature inspired computing paradigm that performs
computation and operations on information granules.

Graph mining Extracting patterns (subgraphs) of interest from graphs, that
describe the underlying data.

Hamming distance Hamming distance between two strings of equal length is the
number of positions at which the corresponding characters differ.

High dimensional data Data with large number of features, attributes or charac-
teristics that lead to curse of dimensionality.

Imbalanced data A data set in which one of the two classes has more samples
than the other, resulting in skewed distribution of data.

Information theory The mathematical study of the coding of information in the
form of sequences of symbols, impulses, etc.

Joint probability A statistical measure that calculates the likelihood of two events
occurring together and at the same point in time.

Knowledge discovery An interdisciplinary area focusing on methodologies for
extracting useful knowledge from data.

Labeled data A group of data samples that have been tagged with one or more
labels.

Likelihood Typically refers to events that have a reasonable probability of occur-
ring, but are not definite or may be influenced by factors not yet observed or
measured.
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Machine learning This is an application of Artificial Intelligence that provides
systems the ability to automatically learn and improve from experience without
being explicitly programmed.

Marginal probability The probability of any single event occurring independent
of other events.

Matrix algebra The process of performing common algebraic operations (such as
addition, subtraction, multiplication, determining rank, etc.) on matrix variables.

Modularity It measures the strength of division of a network into various mod-
ules/communities, such that there are dense connections between the nodes within
communities but sparse connections across communities.

Mutual information According to information theory, the mutual information of
two random variables is a measure of the mutual dependence between them.

Nearest neighbor search A form of proximity search, trying to find the object in
a given data set that is closest to a given object.

Network regularization In the field of machine learning, regularization is a pro-
cess of introducing additional information during the learning phase in order to
prevent over fitting.

Non-negative matrix factorization A technique for obtaining low rank represen-
tation of matrices with non-negative or positive elements.

Outlier An observation which deviates so much from the other observations as to
arouse suspicion that it was generated by a different mechanism.

Outlier detection The process of finding out objects that are considerably dis-
similar, exceptional and inconsistent with respect to the majority objects in a data
set.

Outlying subspaces The outlying subspace of a data object is the subspace in
which the object displays outlier characteristics.

Overlap measure For two multivariate categorical data points, the overlap mea-
sure indicates the similarity between them by taking the number of attributes in
which they match.

Proximity measure This measures how alike objects are to one another (object
similarity) or how unlike they are (object dissimilarity).

Random projection A technique that allows one to substantially reduce the
dimensionality of a problem while still retaining a significant degree of the struc-
ture of the data set.

ROC curve A receiver operating characteristic (ROC) curve is a 2-dimensional
plot showing the performance of a classification model at all classification thresh-
olds.

Rough clustering In contrast to conventional data clustering, the definite mem-
bership of some objects cannot be determined when performing rough clustering.

Rough set An approximation of a crisp set in terms of a pair of sets representing
the lower and the upper approximation of the original set.

Route views A mechanism that allows Internet users to view global BGP routing
information.

Scale-free networks Those information networks that satisfy a power law degree
distribution.



210 Glossary

Semi-supervised learning Amachine learning paradigm that uses a large amount
of unlabeled data, together with a small amount of labeled data, to build better
classifiers.

Sliding window The basis for how we can turn any time series data set into a
supervised learning problem.

Social network It is a web service that allows people with similar interests to
come together and share information, photos and videos.

Soft computing A computing method that deals with approximate models and
gives solutions to complex real-life problems. It is tolerant of imprecision, uncer-
tainty, partial truth, and approximations.

Sparse data Adata set in which a relatively high percentage of the attribute values
are unspecified.

Snapshot graph The snapshots of an evolving graph taken periodically form a
sequence of snapshot graphs.

Stochastic network A deterministic network that is modeled randomly due to its
complexity.

Streaming data The data that is generated continuously by thousands of data
sources and sent to the collection system simultaneously, in small sizes.

Subspace The space spanned by a sub-set of features/attributes of a data set.
Traffic patterns Typical traffic patterns over a communication network include

traffic volume distribution, application usage, and application popularity.
Unsupervised learning Amachine learning paradigm that draws inferences from

data sets without class labels.
Volatile graph A stream of duration-stamped edges with potentially infinite num-

ber of nodes, and edges may appear and disappear over time.
Web service It is a standardized medium to propagate communication between

the client and server applications on the World Wide Web.
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Conditional entropy, 106
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Data preparation, 61
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Data sparseness, 6, 95
Data streams, 41, 89
DBLP data, 183
DBSCAN algorithm, 47
Decision attributes, 117
Decision table, 117
Degree of deviation, 78, 91
Dense blocks, 164
Dense subgraph, 136
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Density, 80
Density-based methods, 34
Density measure, 34
Density of object, 34
Dimensionality reduction, 19, 98
Discernibility matrix, 117
Dissimilarity measure, 67, 122
Distance, 97
Distance-based methods, 33
Distance measure, 54
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Dynamic network, 173, 178, 181, 185
Dynamic network analysis, 159

E
Edge list, 161
Egonet, 138, 155, 185
Enterprise network, 169
Entropy, 59, 88, 101, 105, 106
Equal Error Rate (EER), 65, 87, 92
Erdos-Renyi graph, 163
Euclidean norm, 97
Evidential clustering, 119
Evolution analysis, 160, 173
Evolutionary clustering, 160
Evolving graph, 182
Evolving network, 179

F
False positive, 38, 64
Fault detection, 25
Feature redundancy, 102
Feature selection, 19, 96, 103, 104, 106, 108

incremental, 99
unsupervised, 101

Filter method, 101, 108
Financial fraud, 199
Financial market, 41
Fractional norm, 97
Fraud detection, 15, 69, 90
Frequent patterns, 89
Frequent subgraph, 135
Fuzzy set, 20, 25, 114

G
Game theory, 162
Genetic algorithm, 20
Grand set, 182, 183, 187
Granular computing, 113, 116
Graph anomaly, 136

near clique, 178, 184
near star, 178, 184

Graph matching, 136
pattern graph, 136

Graph mining, 17, 20, 154, 165, 177
Graph outlier, 179
Graph visualization, 151

H
Hamming distance, 162
Heterogeneous network, 160
High dimensional, 30, 39, 97, 101
High dimensional data, 95, 97
Homophily, 163

I
Imperfect knowledge, 116
Incremental, 103, 108
Indiscernible, 114
Influential entities, 162
Information gain, 106
Information retrieval, 7
Information system, 116
Information theory, 59, 88, 151

entropy, 151
Insider threat, 199
Interactive analysis, 166
Inverted index, 160
Iterative process, 141

J
Joint distribution, 15
Joint probability, 60
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K-modes algorithm, 84, 121
Knowledge discovery, 13

L
Labeled data, 96
Large data set, 103
Learning task, 103
Least squares fit, 143
Likelihood, 35, 160
Likely outliers, 78
Likely set, 19, 80, 86
L1 norm, 97
Local distribution, 35, 47
Local outlier, 35, 119, 130
Lower approximation, 114, 118
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Malignant tumor, 199
Marginal probability, 60
Maximal relevance, 99
MDL principle, 155
Micro clustering, 46
Minimum description length, 160
Minimum redundancy, 99
Mixture model, 150, 160
Modularity, 140
Multidimensional data, 14

joint distribution, 15
Mutual information, 19, 101, 108
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Near clique anomaly, 184
Nearest neighbor, 33, 46, 72, 97
Near star anomaly, 184
Network anomalies, 152

DoS attacks, 152
flow graph, 152
traffic features, 152

Network data, 16, 178
Network evolution, 159
Network formation, 162, 173
Network regularization, 150
Noisy feature, 98
Nominal attributes, 16
Non-parametric methods, 33
Normalized mutual information, 100, 102
Normative patterns, 190
Numerical data, 17
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Occurrence frequencies, 38, 70
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Offline analysis, 42
Online analysis, 42
Outlier characterization, 4
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108
cluster-based outlier, 48
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Outlier mining, 29
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Pairwise stability, 164
Peaking phenomenon, 97
Power law, 5, 138, 143
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Prefix hijacking, 150

large scale anomalies, 150
small scale anomalies, 150

Proximity measure, 22, 38, 55, 72
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Random variable, 59, 98
Random walk, 160
Ranking scheme, 126
Rare event, 9
Rare object, 69
Redundancy, 103
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penalty, 99
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Research issues, 31
RKModes algorithm, 126
ROAD algorithm, 83, 126
Road networks, 200
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ROCK algorithm, 84
Role-based analysis, 169
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Search engine, 6
Semi-supervised learning, 37
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synchronicity of node, 148
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Social network analysis, 177
Socioeconomic behavior, 164
Soft clustering, 20
Soft computing, 113, 197
Sparse representation, 97
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