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CHAPTER 1

Introduction: Securing the Internet
of Things

Shancang Li

1.1 INTRODUCTION

The emerging Internet of Things (IoT) is believed to be the next generation
of the Internet and will become an attractive target for hackers (Roman et al.,
2011), in which billions of things are interconnected. Each physical object in
the IoT is able to interact without human interventions (Bi et al., 2014). In
recent years, a variety of applications with different infrastructures have been
developed, such as logistics, manufacturing, healthcare, industrial surveil-
lance, etc. (ITU, 2013; Pretz, 2013). A number of cutting-edge techniques
(such as intelligent sensors, wireless communication, networks, data analysis
technologies, cloud computing, etc.) have been developed to realize the
potential of the IoT with different intelligent systems (Bi et al., 2014; Tan
et al., 2014). However, technologies for the IoT are still in their infant stages
and a lot of technical difficulties associated with IoT need to be overcomed
(Li et al., 2014c). One of the most significant obstacles in IoT is security
(Li et al., 2014c), which involves the sensing of infrastructure security,
communication network security, application security, and general system
security (Keoh et al., 2014). To address the security challenges in IoT, we will
analyze the security problems in IoT based on four-layer architecture.

1.1.1 Overview
The concept of IoT was firstly proposed in 1999 (Li et al., 2014c) and the
exact definition is still subjective to different perspectives taken (Hepp et al.,
2007; ITU, 2013; Li et al., 2014c; Pretz, 2013). The IoT is believed to be the
future Internet for the new generation, which integrates various ranges of
technologies, including sensory, communication, networking, service-
oriented architecture (SoA), and intelligent information processing technolo-
gies (Council, 2008; Li et al., 2014c; Lim et al., 2013). However, it also
brings a number of significant challenges, such as security, integration of

Securing the Internet of Things. DOI: http://dx.doi.org/10.1016/B978-0-12-804458-2.00001-9
© 2017 Elsevier Inc. All rights reserved.
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hybrid networks, intelligent sensing technologies, etc. Security is the chief
among them, which plays a fundamental role to protect the IoT against
attacks and malfunctions (Roman et al., 2011). Traditionally, the security
means cryptography, secure communication, and privacy assurances.
However, in IoT security encompasses a wider range of tasks, including data
confidentiality, services availability, integrity, antimalware, information integ-
rity, privacy protection, access control, etc. (Keoh et al., 2014).

As an open ecosystem, the IoT security is orthogonal to other research areas.
The great diversity of IoT makes it very vulnerable to attacks against avail-
ability, service integrity, security, and privacy. At the lower layer of IoT (sensing
layer), the sensing devices/technologies have very limited computation capacity
and energy supply and cannot provide well security protection; at the middle
layers (such as network layer, service layer), the IoT relies on networking and
communications which facilitates eavesdropping, interception, and denial of
service (DoS) attacks. For example, in network layer, a self-organized topology
without centralized control is prone to attacks against authentication, such as
node replication, node suppression, node impersonation, etc. At the upper
layer (such as application layer), the data aggregation and encryption turn out
to be useful to mitigate the scalability and vulnerability problems of all layers.
To build a trustworthy IoT, a system-level security analytics and self-adaptive
security policy framework are needed.

1.1.2 State-of-the-Art
The IoT is an extension of the Internet by integrating mobile networks,
Internet, social networks, and intelligent things to provide better services or
applications to users (Cai et al., 2014; Gu et al., 2014; Hoyland et al., 2014;
Kang et al., 2014; Keoh et al., 2014; Li et al., 2014a; Li et al., 2014b;
Tao et al., 2014; Xiao et al., 2014; Xu et al., 2014a; Xu et al., 2014b; Yuan
Jie et al., 2014). The success of IoT depends on the standardization of security
at various levels, which provides secured interoperability, compatibility, reli-
ability, and effectiveness of the operations on a global scale (Li et al., 2014c).
The importance of IoT has been recognized as top national strategies by
many countries. The IoT European Research Cluster sponsored a number of
IoT fundamental research projects: IoT-A was launched to design a reference
model and architecture for IoT, while the ongoing RERUM project focuses on
IoT security (Floerkemeier et al., 2007; Gama et al., 2012; Welbourne et al.,
2009). The Japanese government proposed u-Japan and i-Japan strategies to
promote a sustainable Information, Communication, and Technology (ICT)
society (Ning, 2013). In United States, the information technology and inno-
vation foundation (ITIF) focuses on new information and communication
technologies for IoT (He and Xu, 2012; Xu, 2011). The South Korea
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conducted RFID/USN and “New IT Strategy” program to advance the IoT
infrastructure development (Xu, 2011). The China government officially
launched the “Sensing China” program in 2010 (Bi et al., 2014).

Technically, a very diverse range of networking and communication
technologies is available for IoT, such as WiFi, ZigBee (IEEE 802.15.4), BLE
(Low energy Bluetooth), ANT, etc. More specifically, the Internet Engineering
Task Force (IETF) has standardized 6LoWPAN (IPv6 over Low-Power Wireless
Personal Area Networks), ROLL (routing over low-power and lossy-networks),
and CoAP (constrained application protocol) to equip constrained devices
(Cai et al., 2014; Chen et al., 2014; Esad-Djou, 2014; Gu et al., 2014; Hoyland
et al., 2014; HP Company, 2014; Kang et al., 2014; Keoh et al., 2014; Li and
Xiong, 2013; Li et al., 2014a; Oppliger, 2011; Raza et al., 2013; Roe, 2014;
Tan et al., 2014; Wang and Wu, 2010; Xiao et al., 2014; Xu et al., 2014a, b;
Yao et al., 2013). Concerns over the authenticity of software and protection of
intellectual property produced various software verification and attestation
techniques often referred to as trusted or measured boot. The confidentiality
of data has always been and remains a primary concern. Security control
mechanisms have been developed to ensure the security of data transmission
in wireless communication and in motion, such as 802.11i (WPA2) or
802.1AE (MACsec). Recently, the security standards for the RFID market have
been reported in Raza et al. (2012). For RFID applications, European
Commission (EC) has released several recommendations to outline the
following security issues in a lawful, ethical, socially, and politically
acceptable way (Di Pietro et al., 2014; Esad-Djou, 2014; Furnell, 2007; Gaur,
2013; HP Company, 2014; Raza et al., 2012; Roe, 2014; Roman et al., 2013;
Weber, 2013):

� Measuring the deployment of RFID applications to ensure that national
legislation is complying with the EU Data Protection Directive 95/46,
99/5, and 2002/58.

� A framework for privacy and data protection impact assessments has
been proposed (PIA; No. 4).

� Assessment of implications of the application implementation for the
protection of personal data and privacy (No. 5).

� Identifying any applications that might raise information security
threats.

� Checking the information.
� Issuing recommendations that concern the privacy information and

transparency on RFID use.

But for IoT, the security problem is still a challenging area. Billions of devices
might be connected in IoT and well-designed security architecture is needed to
fully protect the information and allow data to be securely shared over IoT.

1.1 Introduction 3



New security challenges will be created by the endless variety of IoT
applications. For example:

� Industrial security concerns, including the intelligent sensors,
embedded programmable logic controllers (PLCs), robotic systems,
which are typically integrated with IoT infrastructure. Security control
on the IoT industrial infrastructure is a big concern.

� Hybrid system security controls. The IoT might involve many hybrid
systems, how to provide cross-system security protection is crucial for
the success of the IoT.

� For the new business processes created in IoT, a security is needed to
protect the business information and data.

� IoT end-node security, how the end-nodes receive software updates, or
security patches in a timely manner without impairing functional safety
is a challenging.

1.1.3 Security Requirements
In IoT, each connected device could be a potential doorway into the IoT
infrastructure or personal data (HP Company, 2014; Roe, 2014). The data
security and privacy concerns are very important but the potential risks
associated with the IoT will reach new levels as interoperability, mashups,
and autonomous decision-making begin to embed complexity, security
loopholes, and potential vulnerability. Privacy risks will arise in the IoT
since the complexity may create more vulnerability that is related to the ser-
vice. In IoT, much information is related with our personal information,
such as date of birth, location, budgets, etc. This is one aspect of the big
data challenging, and security professions will need to ensure that they
think through the potential privacy risks associated with the entire data set.
The IoT should be implemented in a lawful, ethical, socially, and politically
acceptable way, where legal challenges, systematic approaches, technical
challenges, and business challenges should be considered. This chapter
focuses on the technical implementation design of the security IoT architec-
ture. Security must be addressed throughout the IoT lifecycle from the ini-
tial design to the services running. The main research challenges in IoT
scenario include the data confidentiality, privacy, and trust, as shown in
Fig. 1.1 (Di Pietro et al., 2014; Furnell, 2007; Gaur, 2013; Miorandi et al.,
2012; Roman et al., 2013; Weber, 2013).

To well illustrate the security requirements in IoT, we modeled the IoT
as four-layer architecture: sensing layer, network layer, service layer, and
application�interface layer. Each layer is able to provide corresponding
security controls, such as access control, device authentication, data
integrity and confidentiality in transmission, availability, and the ability of
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antivirus or attacks. In Table 1.1, the most important security concerns in
IoT are summarized.

The security requirements depend on each of these particularly sensing
technology, networks, layers, and have been identified in the following
sections.

Data Confidentiality Privacy

Trust

•    Insufficient authentication/authorization
•    Insecure interfaces (web, mobile, cloud, etc.)
•    Lack of transport encryption
•    Confidentiality preserving
•    Access control

•    Privacy, data protection, and information
     security risk management
•    Privacy by design and privacy by default
•    Data protection legislation
•    Traceability/profiling/unlawful processing

•    Identity management system
•    Insecure software/firmware
•    Ensuring continuity and availability of services
•    Realization of malicious attacks against IoT
     devices and system
•    Loss of user control/difficult in making
     decision

FIGURE 1.1
Security issues in IoT.

Table 1.1 Top Ten Vulnerabilities in IoT

Security Concerns
Interface
Layer

Service
Layer

Network
Layer

Sensing
Layer

Insecure web interface O O O
Insufficient authentication/
authorization

O O O O

Insecure network services O O
Lack of transport encryption O O
Privacy concerns O O O
Insecure Cloud interface O
Insecure mobile interface O O O
Insecure security
configuration

O O O

Insecure software/firmware O O
Poor physical security O O

1.1 Introduction 5



1.2 SECURITY REQUIREMENTS IN IoT ARCHITECTURE

A critical requirement of IoT is that the devices must be interconnected,
which makes it be able to perform specific tasks, such as sensing, communi-
cating, information processing, etc. The IoT is able to acquire, transmit, and
process the information from the IoT end-nodes (such as RFID devices, sen-
sors, gateway, intelligent devices, etc.) via network to accomplish highly com-
plex tasks. The IoT should be able to provide applications with strong
security protection (e.g., for online payment application, the IoT should be
able to protect the integrity of payment information).

The system architecture must provide operational guarantees for the IoT,
which bridges the gap between the physical devices and the virtual worlds. In
designing the framework of IoT, following factors should be taken into con-
sideration: (1) technical factors, such as sensing techniques, communication
methods, network technologies, etc.; (2) security protection, such as informa-
tion confidentiality, transmission security, privacy protection, etc.; (3) busi-
ness issues, such as business models, business processes, etc. Currently, the
SoA has been successfully applied to IoT design, where the applications are
moving towards service-oriented integration technologies. In business
domain, the complex applications among diverse services have been appear-
ing. Services reside in different layers of the IoT such as: sensing layer, net-
work layer, services layer, and application�interface layer. The services-based
application will heavily depend on the architecture of IoT. Fig. 1.2 depicts a
generic SoA for IoT, which consists of four layers:

� Sensing layer is integrated with end components of IoT to sense and
acquire the information of devices;

Social
network

Mobile
network

WLAN

WSNs

Cloud
internetwork

Sensing layer Network layer Service layer Interface layer

Application
frontend

Service
division

Data sensing
acquisition
protocols

RFID tags

Intelligent sensors

RFID readers

WSNs

BLE devices

Service
integration

Service
composition

Service
bus

Service
implementationBusiness logic

Contract

Interfaces

Application
API

Service
repository

FIGURE 1.2
SoA for IoT (Bi et al., 2014).
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� Network layer is the infrastructure to support wireless or wired
connections among things;

� Service layer is to provide and manage services required by users or
applications;

� Application�interfaces layer consists of interaction methods with users or
applications.

The security requirements on each layer might be different due to its fea-
tures. In general, the security solution for the IoT considers following
requirements: (1) sensing layer and IoT end-node security requirements,
(2) network layer security requirements, (3) service layer security require-
ments, (4) application�interface layer security requirements, (5) the security
requirements between layers, and (6) security requirements for services
running and maintenance.

1.2.1 Sensing Layer and IoT End-Nodes
The IoT is a multilayer network that interconnects devices for information
acquisition, exchange, and processing. At the sensing layer, the intelligent
tags and sensor networks are able to automatically sense the environment
and exchange data among devices (Li et al., 2014c). In determining the sens-
ing layer of an IoT, the main concerns are:

� Cost, size, resource, and energy consumption. The things might be equipped
with sensing devices such as RFID tags, sensors, actuator, etc., which
should be designed to minimize required resources as well as cost.

� Deployment. The IoT end-nodes (such as RFID reader, tags, sensors, etc.)
can be deployed one-time, or in incremental or random ways
depending on application requirements.

� Heterogeneity. A variety of things or hybrid networks make the IoT very
heterogeneous.

� Communication. The IoT end-nodes should be designed in such a way
that it is able to communicate with each other.

� Networks. The IoT involves hybrid networks, such as Wireless Sensor
Networks (WSNs), WMNs, and supervisory control and data
acquisition (SCADA) systems.

The security is an important concern in sensing layer. It is expected that IoT
could be connected with industrial networks to provide users with smart ser-
vices. However, it may cause new concerns in devices controlling, such as who
can input authentication credentials or decide whether an application should
be trusted. The security model in IoT must be able to make its own judgments
and decision about whether to accept a command or execute a task. At sensing
layer, the devices are designed for low power consumption with constraints

1.2 Security Requirements in IoT Architecture 7



resources, which often have limited connectivity. The endless variety of IoT
applications poses an equally wide variety of security challenges.

� Devices authentication
� Trusted devices
� Leveraging the security controls and availability of infrastructures in

sensing layer.
� In terms of software update, how the sensing devices receive software

updates or security patches in a timely manner without impairing
functional safety or incurring significant recertification costs every time
a patch is rolled out.

In this layer, the security concerns can be classified into two main categories:

� The security requirements at IoT end-node: physically security
protection, access control, authentication, nonrepudiation,
confidentiality, integrity, availability, and privacy.

� The security requirements in sensing layer: confidentiality, data source
authentication, device authentication, integrity, availability, and
timeless.

Table 1.2 summarizes the potential security threats and security vulnerabil-
ities at IoT end-node and Table 1.3 analyses the security threats and vulner-
abilities in sensing layer.

To secure devices in this layer before users are at risk, following actions
should be taken: (1) Implement security standards for IoT and ensure all

Table 1.2 Security Threats and Vulnerabilities at IoT End-Node

Security Threats Description

Unauthorized
access

Due to physically capture or logic attacked, the sensitive information
at the end-nodes is captured by the attacker

Availability The end-node stops to work since physically captured or attacked
logically

Spoofing attack With malware node, the attacker successfully masquerades as IoT
end-device, end-node, or end-gateway by falsifying data

Selfish threat Some IoT end-nodes stop working to save resources or bandwidth
to cause the failure of network

Malicious code Virus, Trojan, and junk message that can cause software failure
DoS An attempt to make a IoT end-node resource unavailable to its

users
Transmission
threats

Threats in transmission, such as interrupting, blocking, data
manipulation, forgery, etc.

Routing attack Attacks on a routing path

8 CHAPTER 1: Introduction: Securing the Internet of Things



devices are produced by meeting specific security standards; (2) Build
trustworthy data sensing system and review the security of all devices/
components; (3) Forensically identify and trace the source of users;
(4) Software or firmware at IoT end-node should be securely designed.

1.2.2 Network Layer
The network layer connects all things in IoT and allows them to be aware of
their surroundings. It is capable of aggregating data from existing IT infra-
structures and then transmitted to other layers, such as sensing layer, service
layers, etc. The IoT connects a variety of different networks, which may cause
a lot of difficulties on network problems, security problems, and communi-
cation problems.

The deployment, management, and scheduling of networks are essential
for the network layer in IoT. This enables devices to perform tasks collab-
oratively. In the networking layer, the following issues should be
addressed:

� Network management technologies including the management for
fixed, wireless, mobile networks,

� Network energy efficiency,
� Requirements of QoS,
� Technologies for mining and searching,
� Information confidentiality,
� Security and privacy.

Among these issues, information confidentiality and human privacy and
security are critical because of its deployment, mobility, and complexity. The
existing network security technologies can provide a basis for privacy and

Table 1.3 Analysis of the Security Threats and Vulnerabilities in Sensing
Layer

IoT End-Node Threats
and Vulnerabilities IoT End-Devices IoT End-Node IoT End-Gateway

Unauthorized access O O O
Selfish threat O O
Spoofing attack O O
Malicious code O O O
DoS O O O
Transmission threats O
Routing attack O O O

1.2 Security Requirements in IoT Architecture 9



security protection in IoT, but more works still need to be done. The security
requirements in network layer involve:

� Overall security requirements, including confidentiality, integrity, privacy
protection, authentication, group authentication, keys protection,
availability, etc.

� Privacy leakage: Since some IoT devices physically located in untrusted
places, which cause potential risks for attackers to physically find the
privacy information such as user identification, etc.

� Communication security: It involves the integrity and confidentiality of
signaling in IoT communications.

� Overconnected: The overconnected IoT may run risk of losing control of
the user. Two security concerns may be caused: (1) DoS attack, the
bandwidth required by signaling authentication can cause network
congestion and further cause DoS; (2) Keys security, for the
overconnected network, the keys operations could cause heavy network
resources consumption.

� MITM attack: The attacker makes independent connections with the
victims and relays messages between them, making them believe that
they are talking directly to each other over a private connection, when
in fact the attacker controls the entire conversation.

� Fake network message: Attackers could create fake signaling to
isolate/misoperate the devices from the IoT.

In the network layer, the possible security threats are summarized in
Table 1.4 and in Table 1.5 the potential security threats and vulnerabilities
are analyzed.

The network infrastructure and protocols developed for IoT are different with
existing IP network, special efforts are needed on following security concerns:
(1) Authentication/Authorization, which involves vulnerabilities such as

Table 1.4 Security Threats in Network Layer

Security Threats Description

Data breach Information released of secure information to an untrusted environment
Public key and private key It comprises of keys in networks
Malicious code Virus, Trojan, and junk message that can cause software failure
DoS An attempt to make an IoT end-node resource unavailable to its users
Transmission threats Threats in transmission, such as interrupting, blocking, data manipulation, forgery, etc.
Routing attack Attacks on a routing path
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password, access control, etc. and (2) Secure transport encryption—it is
crucial to encrypt the transmission in this layer.

1.2.3 Service Layer
In IoT, the service layer relies on middleware technology, which is an impor-
tant enabler of services and applications. The service layer provides IoT a
cost-effective platform where the hardware and software platforms could be
reused. The IoT illustrates the activities required by the middle service specifi-
cations, which are undertaken by various standards developed by the service
providers and organizations. The service layer is designed based on the com-
mon requirements of applications, application programming interfaces
(APIs), and service protocols. The core set of services in this layer might
include following components: event processing service, integration services,
analytics services, UI services, and security and management services (Choi
et al., 2012). The activities in service layer, such as information exchange,
data processing, ontologies databases, communications between services, are
conducted by following components:

� Service discovery. It finds infrastructure that can provide the required
service and information in an effective way.

� Service composition. It enables the combination and interaction among
the connected things. Discovery exploits the relationships of things to
find the desired service, and service composition schedules or recreates
more suitable services to obtain the most reliable ones.

� Trustworthiness management. It aims to understand the trusted devices
and information provided by other services.

� Service APIs. It provides the interactions between services required by users.

Recently, a number of service layer solutions have been reported. The
SOCRADES integration architecture is proposed that can be used to interact
between applications and service layers effectively (Fielding and Taylor, 2002);

Table 1.5 The Security Threats and Vulnerabilities in Network Layer

Privacy Leakage Confidentiality Integrity DoS PKI MITM Request Forgery

Physical
protection

O O O

Transmission
security

O O O O O O

Overconnected O O O
Cross-layer fusion O O O O
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things are abstracted as devices to provide services at low levels as network
discovery services, metadata exchange services, and asynchronous publish
and subscribe event (Kranenburg et al., 2011; Sundmaeker et al., 2010);
In Peris-Lopez et al. (2006), a representational state transfer is defined to
increase interoperability between loosely coupled services and distributed
applications. In Hernandez-Castro et al. (2013), the services layer introduced
a service provisioning process that can provide the interaction between appli-
cations and services. It is important to design an effective security strategy to
protect services against attacks in the service layer. The security requirements
in the service layer include:

� Authorization, service authentication, group authentication, privacy
protection, integrity, security of keys, nonrepudiation, antireplay,
availability, etc.

� Privacy leakage. The main concern in this layer involves privacy leakage
and malicious location tracking.

� Service abuses. In IoT the service abuse attack involves: (i) illegal abuse
of services; (ii) abuse of unsubscribed services.

� Node identify masquerade.
� DoS attack.
� Replay attack, the attacker resends the data.
� Service information sniffer and manipulation.
� Repudiation in service layer, it includes the communication repudiation

and services repudiation.

The security solution should be able to protect the operations on this layer
from potential threats. Table 1.6 summarizes the security threats on the
service layer.

Table 1.6 The Security Threats in Service Layer

Security Threats Description

Privacy threats Privacy leakage or malicious location tracking
Services abuse Unauthorized user access services or the authorized users

access unsubscribed services
Identity masquerade The IoT end-device, node, or gateway are masqueraded by

attacker
Service information
manipulation

The information in services is manipulated by the attacker

Repudiation Denial of the operations have been done
DoS An attempt to make an IoT end-node resource unavailable to

its users
Replay attack The attack resends the information to spoof the receiver
Routing attack Attacks on a routing path
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Ensure the data in service layer security is crucial but it is difficult. It involves
fragmented, full of competing standards, and proprietary solutions. The
SoA is very helpful to improve the security of this layer, but following
challenges still need to be faced when building an IoT services or application:
(1) data transmission security between service and/or layers; (2) secure
services management, such as service identification, access control, services
composite, etc.

1.2.4 Application�Interface Layer
The application�interface layer involves a variety of applications and inter-
faces from RFID tag tracking to smart home, which are implemented by stan-
dard protocols as well as service-composition technologies (Ning et al.,
2013). The requirements in application�interface layer strongly depend on
the applications. For the application maintenance, following security require-
ments will be involved:

� Remote safe configuration, software downloading and updating, security
patches, administrator authentication, unified security platform, etc.
For the security requirements on communications between layers:

� Integrity and confidentiality for transmission between layers, cross-layer
authentication and authorization, sensitive information isolation, etc.

In IoT in designing the security solutions, following rules should be helpful:

a. Since most constrained IoT end-nodes work in an unattended manner,
the designer should pay more attention to the safety of these nodes;

b. As IoT involves billions of clustering nodes, the security solutions
should be designed based on energy efficiency schemes;

c. The light security scheme at IoT end-nodes might be different with
existing network security solutions; however, we should design security
solutions in a big enough range for all parts in IoT.

Table 1.7 summarizes the security threats and vulnerabilities in IoT
application�interface layer.

Table 1.7 The Security Threats in Application�Interface Layer

Security Threats Description

Remote configuration Fail to configure at interfaces
Misconfiguration Misconfiguration at remote IoT end-node, end-device,

or end-gateway
Security management Log and keys leakage
Management system Failure of management system
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In Table 1.8, we analyze the security threats and potential vulnerabilities in
application�interface layer.

The application�interface layer bridges the IoT system with user applications,
which should be able to ensure that the interaction of IoT systems with other
applications or users are legal and can be trusted.

1.2.5 Cross-Layer Threats
Information in the IoT architecture might be shared among all of the four
layers to achieve full interoperability between services and devices. It brings a
number of security challenges such as trust guarantee, privacy of the users,
and their date, secure data sharing among layers, etc. In the IoT architecture
described in Fig. 1.2, information is exchanged between different layers,
which may cause potential threats as shown in Table 1.9.

The security requirements in this layer include (1) security protection, secur-
ing to be ensured at design and execution time; (2) privacy protection, per-
sonal information access within IoT system, privacy standards, and
enhancement technologies; (3) trust has to be a part of IoT architecture and
must be built in.

Table 1.8 The Security Threats and Vulnerabilities in Application�Interface Layer

Unauthorized
Access

Failure of
Node Masquerade

Selfish
Node

Trojan, Virus,
Spam

Privacy
Leakage

Physically security
protection

O O O

Antivirus, firewalling O
Access control O O O O
Confidential O O O O
Data integrity O O O O
Availability
Authentication O O O O
Nonrepudiation O O O O

Table 1.9 Security Threats Between Layers in the IoT Architecture

Security Threats Description

Sensitive information leakage at border The sensitive information might be not protected at the border of layers
Identity spoofing The identities in different layers have different priorities
Sensitive information spreads between
layers

Sensitive information spreads at different layers and causes information
leakage
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1.2.6 Threats Caused in Maintenance of IoT
The maintenance of IoT can cause security problems, such as in configuration
of the network, security management, and application managements.
Table 1.10 summarized the potential threats that can cause risk in IoT.

1.3 SECURITY IN ENABLING TECHNOLOGIES

1.3.1 Security in Identification and Tracking Technologies
The concept of IoT was coined based on the RFID-enabled identification and
tracking technologies. A basic RFID system consists of an RFID reader and
RFID tags. Due to its capability for identifying, tracing, and tracking, the
RFID system has been widely applied in logistics, such as package tracking,
supply chain management, healthcare applications, etc. An RFID system
could provide sufficient real-time information about things in IoT, which are
very useful to manufacturers, distributors, and retailers. For example, RFID
application in supply chain management can improve backroom inventory-
management practices.

Although RFID technology is successfully used in many areas, it is still evolv-
ing in developing active system, Inkjet-printing based RFID, and manage-
ment technologies (Hepp et al., 2007). For adoption by the IoT, more
identified problems need to be resolved, such as: collision of RFID readings,
signal interferences, privacy protection, standardization, integration, etc.

In the new era of IoT, the scope of identification has expended and included
RFIDs, barcodes, and other intelligent sensing technologies. In RFID-enabled
contactless technologies (ISO 14443 and 15693), security features have been
implemented, such as cryptographic challenge-response authentication, 128-bit
AES, triple-DES, and SHA-2 algorithms. The increasing use of RFID devices
requires the RFID security guarantee from multiple sides: manufacture,

Table 1.10 Security Threats Between Layers in the IoT Architecture

Security Threats Description

Remote configuration Fail to configure remote IoT end-node, end-device,
or end-gateway

Misconfiguration Misconfiguration at remote IoT end-node, end-device,
or end-gateway

Security management Log and keys leakage at IoT end-node
Management system Failure of management system
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privacy protection, business processes. In general the security features of RFID
include:

� Tags/Readers collision problem
� Data confidentiality
� Tag-to-reader authentication
� High-assurance readers

Table 1.11 summarizes the security features of RFID standards.

In RFID technologies, the security and privacy protection are not just techni-
cal issues; important policy questions arise as RFID tags join to create large
sensor networks.

1.3.2 Security in Integration of WSN and RFID
The integration of wireless sensors and RFID empowers IoT in the implemen-
tation of industrial services and the further deployment of services in
extended applications. IoT with the integration of RIFD and WSNs makes it
possible to develop IoT applications for healthcare, decision-making of com-
plex systems, and smart civic systems such as smart transport, cities or water
supply systems.

The security issue in integration of RFID and WSNs involves following
challenges:

� Privacy, it involves the privacy of RFID devices and WSNs devices;
� Identification and authentication, the identification has to be protected

from tracking by unauthorized user in the network;
� Communication security, the communication between RFID devices and

IoT devices poses security threats that need to be addressed proactively,
and appropriate measures must be implemented well;

Table 1.11 Security Features in RFID Standards

Security RFID Confidentiality Integrity Availability

EPC Class 0/01 O O
EPC Class 1 G1 O O
EPC Class 1 G2 O O O
ISO/IEC 18000-2 O O
ISO/IEC 18000-3 O O O
ISO/IEC 11784/5 O O
ISO/IEC 15693 O O O
Nonrepudiation O O O
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� Trust and ownership, trust implies the authenticity and integrity of the
communication parts such as sensor nodes and RFID tags;

� Integration;
� User authentication.

1.3.3 Security in Communications
In IoT things are connected together in network access layer through different
communication technologies. The IoT can be seen as an aggregation of het-
erogeneous networks, such as WSNs, wireless mesh networks, mobile net-
works, RFID systems, and WLAN. The communications between things/
networks are essential to make reliable information exchange, which requires
the IoT to provide secure, reliable, and scalable connections. IoT would also
greatly benefit from the existing communication protocols in Internet such
as IPv6, as this addresses any number of things needed through the Internet
directly (Pretz, 2013). The basic principles of secure communications in IoT
include: authentication, availability, confidentiality, and integrity. The limit of
resources of things makes it difficult to build a secure enough communica-
tion for IoT; however, the IoT communication systems have to be designed
to provide “secure enough” by finding the right balance between effort and
benefit of protection measures. The security solution for communications
should be designed high enough so that it will force the hackers to give up
before they succeed. The commonly used communication protocols and the
potential security features include:

� RFID (e.g., ISO 18000 6c EPC class 1 Gen2), the security features
include confidentiality, integrity, and availability. The security features
for different standards can be found in Table 1.10.

� NFC, IEEE 802.11 (WLAN), IEEE 802.15.4, IEEE 802.15.1 (Bluetooth),
in these wireless communication technologies, following security are
needed: confidentiality, integrity, authentication, availability, and
detection of malicious intrusion.

� IETF 6LoWPAN. Since 6LoWPAN is a combination of IEEE 802.15.4
and IPv6, which may cause potential vulnerabilities from the two sides
that target all layers of the stack (Table 1.12).

� Machine-to-Machine (M2M), tradition disruptive attacks in M2M such
as DoS could have new consequences in M2M.

� Traditional IP technologies, such as IP, IPv6, IPv4, etc., secure every
device, address nearing exhaustion, networks simply won’t have enough
addresses to assign to the explosion of devices unless they transit to IPv6.
However, for IPv6 it could have further vulnerabilities that haven’t been
discovered. In IPv6, IPsec could provide authenticity and integrity with
authentication header, and the Encapsulated security payload provides
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confidentiality. Recently, the transport layer security is developed as an
alternative to IPsec to provide mutual authentication of two parties using
public key infrastructures and X.509 certificates (Tao et al., 2014).

� Key Management in IoT. Many key management systems (KMSs) have
been proposed recently. In IoT, the KMS should be designed based on
standard protocols. The IPsec applies the Internet Key Exchange (IKE)
for automatic key management. For IEEE 802.15.4, no KMS is defined
but in Cai et al. (2014), a lightweight key management IKEv2 is
proposed for 6LoWPAN IPsec and IEEE 802.15.4.

1.3.4 Security in Networks
The IoT is a hybrid network that involves a lot of heterogeneous networks,
which requires multifaceted security solutions against network intrusions and
disruptions. The IoT contains networks that connect with daily-used devices,
such as smartphones, surveillance cameras, home appliances, etc. Support for
heterogeneous networks can help IoT to connect the devices with different com-
munication specification, QoS requirements, functionalities, and goals. On the
other hand, support for heterogeneity can reduce the cost to implement IoT by
well integrating diversified things. Meanwhile, some of the existing networking
technologies, such as architecture, protocols, network management, security
schemes, can be directly applicable in an IoT context. The networks involved in
IoT are core parts of security working, and each subnetwork is required to pro-
vide confidentiality, secure communication, encryption certificates, and that sort
of things. In IoT no Intrusion Detection System (IDS) and Intrusion Prevention
System (IPS) are specifically designed yet, but many watchdog-based IDS and
IPSs could be used in the context of IoT.

1.3.5 Security in Service Management
Service management refers to the implementation and management of the
services that meet the needs of users or applications. Security solution at ser-
vice layer is designed specifically in the context of the services. For services

Table 1.12 Security Features in 6LoWPAN

Layers Main Potential Attacks

Application layer Overwhelm attack, path-based DoS attack
Transport layer Flooding attack
Network layer Malicious node attack; Sybil attack; Wormhole attack, Spoofing attack; routing attack, etc.
Adaption layer Packets fragmentation attack
Link layer Exhaustion attack, collision attack, interrogation attack
Physical layer Tampering attack, etc.
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such as consumer applications, logistical, surveillance, intelligent healthcare,
the security concerns have some similarities: authentication, access control,
privacy, integrity of information, certificates and PKI certificates, digital signa-
ture and nonrepudiation, etc. For different services, the security concerns
might be specifically designed depending on the service feature, scenarios,
and special requirements.

1.4 SECURITY CONCERNS IN IoT APPLICATIONS

The IoT enables information gathering, transmitting, and storing to be avail-
able for devices in many scenarios, which creates or accelerates many applica-
tions such as industrial control systems, retailing industry, smart shelf
operations, healthcare, food and restaurant industry, logistic industry, travel
and tourism industry, library applications, etc. It can also be foreseen that
the IoT will greatly contribute to address the important issues such as busi-
ness model, healthcare monitoring systems, daily living monitoring, and traf-
fic congestion control.

For applications in IoT, security and privacy are two important challenges. To
integrate the devices of sensing layer as intrinsic parts of the IoT, effective
security technology is essential to ensure security and privacy protection in
various activities such as personal activities, business processes, transporta-
tions, and information protection. In this section, we will focus on following
five typical applications to address the potential security challenges.

1.4.1 Security Concerns in SCADA Systems
SCADA systems are generally designed as more technical-oriented solutions
often in the industrial environment with the sole intent to monitor processes
without considering the security requirements and the needs to protect them
from external threats. The SCADA systems are believed to play a huge role in
industrial applications of IoT (Di Pietro et al., 2014). A SCADA could con-
tain multiple elements: supervisory systems, PLCs, human�machine inter-
face, remote machine telemetry units, communication infrastructure, and
various process and analytical instrumentation. From a security viewpoint,
an attacker could target each of the above elements to compromise a SCADA
system. In order to ensure the integration of SCADA systems into IoT, secure
SCADA protocols should be designed to be able to connect with IoT environ-
ments. However, this could raise the following security concerns (Bamforth,
2014; Kim, 2012; Perna, 2013):

� Authentication and access control. To ensure secure communication,
strong authentication must be implemented to allow access to main
functionalities. On the other hand, authenticating and access control
can well identify and assess the information sources.
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� Identification of SCADA vulnerabilities. It is important to implement
proper countermeasures and take corrective actions as appropriate. The
software in SCADA should be regularly updated to tackle the security
vulnerabilities.

� Physical security. In SCADAs, physical security protection must be
carefully evaluated for each component and each component is
recommended to meet NIST FIPS standards.

� System recovery and backups. The SCADAs should be designed to be able
to rapidly recover from disaster or compromised status.

1.4.2 Security Concerns in Enterprise Information Systems
Most companies have fulfilled their missions of installing enterprise informa-
tion systems within their companies in the last two decades. These enterprise
information systems have played the pivotal role in modern organizations
existing as Enterprise Resource Planning (ERP) systems which integrated
intraorganizational business processes to supply chain management systems
that link interorganizational business processes, and Customer Relationship
Management (CRM) systems that maintain relationships with customers (Li,
2011). Although the direct financial benefits and business performance of
enterprise systems usage are still in controversy according to a series of studies
conducted to investigate the enterprise system usage and organizational per-
formance (Hendricks et al., 2007; Hitt et al., 2002; Wieder et al., 2006), most
of them reported that enterprise systems usage causes positive impact on
organizational operations by improving decision-making processes, and most
importantly, integrating information and resources of an organization into
one system. Centralizing information and resources is thus identified as the
most important factor for adopting enterprise systems. Looking back histori-
cally, it is technology innovation that moves the enterprise system’s wave for-
ward. The increasing processing power of servers and PCs in the last two
decades has enabled the client/server architecture for enterprise systems. It
could be foreseen that the increased processing power will shift to small
embedded-devices such as RFID tags, which could be widely implemented in
many physical objects, leading to the new type of IoT-enabled enterprise sys-
tems. The new IoT-enabled enterprise systems extend the current systems and
could gather more integrated data and information, bringing the security chal-
lenges to a new level. As most enterprise systems are installed inside organiza-
tions’ intranets, the traditional security issues for enterprise systems mainly
involve the identification process for users to access the system (Wieder et al.,
2006). However, the IoT-enabled enterprise systems incorporate sensors into
the enterprise systems and will involve more security challenges than the tra-
ditional enterprise systems because the data and information carried by the
sensors might go beyond the enterprise system physically. For example, the
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collaborative warehouse implemented with the IoT technology gather data
from the warehouse outside the ERP system and communicates with the ERP
systems through different protocols (Wang et al., 2013). This new architecture
of enterprise systems require the security concerns to focus more on the sen-
sor layer as well as the middleware layer because in both there might be
issues of data breach at these layers. For the application layer where the IoT
applications might interact with the enterprise systems, special attention shall
be given to identity authentication and application architecture because this
layer is more vulnerable than other layers.

1.4.3 Security Concerns in Social IoT
Social IoT is the spread and diffusion of IoT applications into societal level.
Similarly to the socialization of many other technologies, IoT played an
important role at the societal level. It will influence every part of our life
from entertainment to energy usage. For example, wearable devices such as
Google glasses will be very popular in the foreseeable future and the popular
UP wristband by Jawbone has proven how popular the wearable devices
could be. Other applications such as smart TV, smart meter, and smart home
devices all implying a new digital world enabled by IoT are coming. IoT will
make our worlds more connected as the connected car and many other con-
nected devices are on the road (Atzori et al., 2012). However, IoT technology
alone won’t be able to fulfill the task rather, other technologies have to be
considered together to function as an integrated process. Social media and
mobile APPs all played key role in this socialization of IoT part. In the
future, we could see us all connected through social networks and social IoT
devices. Security would be an essential part for the social IoT. As we are
entering a new digital world enabled by the IoT, security issues in this digital
world are a new challenge compared to the previous Internet security.
Previous Internet security mainly focuses on the security protocols, antivirus
software implementation, and firewalls. The social IoT security shall have
some similarity to the Internet security in that they both shall have the secu-
rity protocols but the social IoT security might involve more complex issues
because the social IoT needs to integrate the heterogynous devices together.
How to manage the interactions among all these heterogynous devices
becomes the top issue for the social IoT security. Data and information com-
municated over the IoT network need to be managed through a reliable
framework. Ethical issues such as privacy, data access right, the degree of
openness of data will all influence how the security architecture for social
IoT to be constructed. When more and more devices are connected together,
the traffic of data over the social IoT will also become a big issue. How to
effectively design the traffic so that data over social IoT could be transferred
securely in a reliable way will also become challenging.

1.4 Security Concerns in IoT Applications 21



1.4.4 Confidentiality and Security for IoT-Based Healthcare
The IoT motives eHealthcare and mobile healthcare integrated into IoT-based
Healthcare, which covers traditional Internet-enabled healthcare applications
(such as e-Pharmacy, e-Care, mobile healthcare, etc.). Similar to the social IoT
security, the healthcare IoT security will involve integration of multisource
data and information distributed over both the Internet and evolving IoT. As
the healthcare is a highly sensitive yet personal area dealing with much pri-
vate information from patients, especially the vulnerable group of people, the
security design shall be paid more attention than many other IoT networks.
For this reason, data confidentiality and data security might emerge as the
most important factors to be considered when designing the healthcare secu-
rity architecture. Other factors such as reliability (antihacker, antivirus, etc.),
design issues (such as signature, authentication, etc.), and compliance issues
shall also be carefully considered. In addition to the previous factors, health-
care security is different from other industries, which features:

� Not bilateral condition;
� Regulated;
� Community interested;
� Legal issues.

For these reasons, the design of the healthcare security system shall adopt a
more reliable approach. The current healthcare-specific security standards
include following four parts:

� Authentication, identification, signature, nonrepudiation;
� Data integrity, encryption, data integrity process, permanence;
� System security, communication, processing, storage, permanence;
� Internet security, personal health records, secures Internet services.

In IoT-based healthcare system, the security issues include:

� Security for patient confidentiality,
� Security that enables electronic health records (authentication, data

integrity),
� Transmission security,
� Security in healthcare data access, processing, storage, etc.

1.5 SUMMARY

Security at both the physical devices and service applications is critical to
the operation of IoT, which is indispensable for the success of IoT.
Open problems remain in a number of areas, such as security and privacy
protection, network protocols, standardization, identity management, trusted
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architecture, etc. In this chapter, we analyzed the security requirements and
potential threats in a four-layer architecture, in terms of general devices secu-
rity, communication security, network security, and application security.
The security challenges in enabling technologies of IoT also are reviewed.
In future research, the security strategies for IoT should be carefully designed
by managing the tradeoffs among security, privacy, and utility to provide
security in multilayer architecture of IoT.
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CHAPTER 2

Security Architecture in the Internet
of Things

Shancang Li

2.1 INTRODUCTION

The Internet of Things (IoT) is an extension of the Internet by integrating
mobile networks, Internet, social networks, and intelligent things to provide
better services or applications to users. The success of IoT depends on the
standardization of security at various levels, which provides secured interop-
erability, compatibility, reliability, and effectiveness of the operations on a
global scale (Li et al., 2016). The IoT is able to connect the digital cyberspace
and real physical space, in which the radio-connected intelligent sensors have
invaded the physical space and these are now embedded even in everything
from our toys to our office equipment, to our healthcare systems. It is clearer
than ever before that the IoT is able to introduce all the vulnerabilities of the
digital world into our real world.

The success of IoT applications and IoT infrastructure significantly depends
on the guarantee of the security and vulnerability in the IoT. Most common
types of cyber-attacks can be easily applied to IoT, but as IoT will be deeply
interwoven in everything in our lives and business, it is becoming necessary
to set up and take cyber defense seriously. The IoT security becomes neces-
sary, which has consequently resulted in a need to comprehensively under-
stand the threats and attacks on IoT infrastructure. In this chapter, we will
classify the security requirements and vulnerabilities in IoT, besides analyze
and characterize intruders and attacks facing IoT infrastructures and services.

The IoT significantly relies on data captured from a number of diverse sen-
sors spread across a geographic region. For example, in the healthcare sec-
tion, we are starting to see what the IoT will look like with manufacturers
embedding network connectivity and intelligence within devices like patient
bedside equipment. We can see the beginnings of interconnections between
personal and business IoT capabilities, their smart wearables will soon be
able to collect information and transmit that information to healthcare
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providers through the cloud. The transportation sector is another exciting
area where the concept of IoT-connected vehicles is sprouting and the infra-
structure to support these vehicles is gaining traction. Furthermore, experi-
ments with driverless cars will yield a future where the ability to collect and
analyze sensor data from IoT-based roadside equipment will become even
important. In many areas, the IoT capabilities have been implemented to
meet unique needs and requirements; however, it can also bring security
weaknesses and threats. It is important to understand that each unique
implementation of IoT should be evaluated for security requirements. In this
chapter, we only discuss a generic set of security requirements and vulnerabil-
ities for the IoT; there will always be some level of customization required
given the context of each distinct IoT implementation. Fig. 2.1 shows a sim-
ple IoT structure that consists of service layer, gateway layer (network layer),
and device layer (sensing layer). In the following sections, we will detail the
security requirements, authentication/authorization, access control, threats,
and attacks in IoT.

2.2 SECURITY REQUIREMENTS IN IoT

The IoT introduces large quantities of new devices that will be deployed or
embedded throughout an organization or even within a system. Each con-
nected device could be a potential doorway into the IoT infrastructure or per-
sonal data. Data captured from these devices can be analyzed and acted
upon. The analysis of this data will allow previously unseen linkages to be
made which may cause concern from the privacy of individuals or organiza-
tion. The data security and privacy concerns are very important but the

FIGURE 2.1
Structure of a simple IoT system.
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potential risks associated with the IoT will reach new levels as interoperabil-
ity, mashups, and autonomous decision-making begin to embed complexity,
security loopholes, and potential vulnerability. Privacy risks will arise in the
IoT since the complexity may create more vulnerability that is related to the
service. In IoT, much information is related with our personal information,
such as date of birth, location, budgets, etc. This is one aspect of the big data
challenging, and security professions will need to ensure that they think
through the potential privacy risks associated with the entire data set. The
IoT should be implemented in a lawful, ethical, socially, and politically
acceptable way, where legal challenges, systematic approaches, technical chal-
lenges, and business challenges should be considered. This paper focuses on
the technical implementation design of the security IoT architecture. Security
must be addressed throughout the IoT life cycle from the initial design to the
services running.

The security has been a big concern in the IoT, but what are the most signifi-
cant data security and privacy concerns of the IoT are not clearly defined yet.
Data security and privacy concerns are not new to the IoT—similar issues
have been done from the early days of radio-frequency identification (RFID)
adoption. For example, when the electronic passport with RFID tags started
equipping passport, the data could be read from as far as 30 ft via equipment
available on eBay for $250. The State department had to make changes to
the RFID tags and even though the new generation of tags is more secure,
the risks associated with the IoT will reach new levels as interoperability,
mashups, and autonomous decision-making begin to embed complex, secu-
rity loopholes and potential “black swan” events.

2.2.1 IoT Data Security Challenges
Similar to the general network systems, Fig. 2.2 shows the security require-
ments of a simple IoT framework, in which the main security requirements
are addressed from six aspects:

� Confidentiality—data secured to authorized;
� Integrity—data is trusted;
� Availability—data are accessible when and where needed;
� Nonrepudiation—service provides a trusted audit trail;
� Authenticity—components can prove their identity;
� Privacy—service does not automatically see customer data.

Privacy risks will arise as objects within the IoT collect and aggregate frag-
ments of data that relate to their service. The collation of multiple points of
data can swiftly become personal information as events are reviewed in the
context of location, time, recurrence, etc. This is one aspect of the big data
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challenge, and security professionals will need to ensure that they think
through the potential privacy risks associated with the entire data set.
The main security challenges in IoT scenario include the data confidentiality,
privacy, and trust.

2.2.1.1 Data Confidentiality
� Insufficient authentication/authentication
� Insecure interfaces (web, mobile, cloud, etc.)
� Lack of transport encryption
� Confidentiality preserving
� Access control

2.2.1.2 Privacy
� Privacy, data protection, and information security risk management
� Privacy by design and default
� Data protection legislation
� Traceability/profiling/unlawful processing

2.2.1.3 Trust
� Identity management system
� Insecure software/firmware
� Ensuring continuity and availability of services
� Realization of malicious attacks against IoT devices and system
� Loss of user control/difficult in making decision

To well illustrate the security requirements in IoT, we modeled the
IoT as four-layer architecture: sensing layer, network layer, service layer, and
application�interface layer. Each layer is able to provide corresponding security

Privacy

Confidentiality

Authenticity

•    Confidentiality—data is secured to authorized parties
•    Integrity—data is trusted
•    Availability—data is accessible when and where needed
•    Nonrepudiation—service provides a trusted audit trail
•    Authenticity—components can prove their identity
•    Privacy—service does not automatically see customer data

Availability Integrity

Nonrepudiation

FIGURE 2.2
Security requirements in IoT.
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controls, such as access control, device authentication, data integrity, and
confidentiality in transmission, availability, and the ability to defend IoT
devices against virus and attacks. In Table 2.1, the most important security
concerns in IoT are summarized.

2.2.2 Security in the Sensing Layer
This layer of the framework is characterized as the intersection of people,
places, and things. These things can be simple devices like connected thermo-
meters and light bulbs, or complex devices such as medical instruments and
manufacturing equipment. For security in the IoT to be fully realized, it must
be designed and built into the devices themselves. This means that IoT
devices must be able to prove their identity to maintain authenticity, sign
and encrypt their data to maintain integrity, and limit locally stored data to
protect privacy. The security model for devices must be strict enough to pre-
vent unauthorized use, but flexible enough to support secure, ad hoc interac-
tions with people and other devices on a temporary basis. For example, you
want to prevent someone from changing the toll rate on a connected parking
meter, but provide a secure interface to reserve and pay for the parking spot
for a limited duration.

Because IoT devices will eventually exist everywhere in the environment,
physical security is also important. This creates the need to design tamper
resistance into devices so that it is difficult to extract sensitive informa-
tion like personal data, cryptographic keys, or credentials. Finally,
we expect IoT devices to have long lives so it is important to enable soft-
ware updates to address the inevitable exploits that are discovered after
their release.

Table 2.1 Top 10 Vulnerabilities in IoT

Security Concerns Interface Layer Service Layer Network Layer Sensing Layer

Insecure web interface O O O
Insufficient authentication/authorization O O O O
Insecure network services O O
Lack of transport encryption O O
Privacy concerns O O O
Insecure cloud interface O
Insecure mobile interface O O O
Insecure security configuration O O O
Insecure software/firmware O O
Poor physical security O O

2.2 Security Requirements in IoT 31



2.2.3 Security in the Network Layer
This layer of the IoT framework represents the connectivity and messaging
between things and cloud services. Communications in the IoT are usually
over a combination of private and public networks, so securing the traffic
is obviously important. This is probably the most understood area of IoT
security, with technology like TLS/SSL encryption ideally suited to solve
the problem. The primary difficulty arises when you consider the chal-
lenges of cryptography on devices with constrained resources, that is, 8-bit
microcontrollers with limited RAM. For example, an Arduino Uno takes up
to 3 min to encrypt a test payload when using RSA 1024 bit keys, however
an elliptical curve digital signature algorithm with a comparable RSA key
length can encrypt the same payload in 0.3 s. This indicates that device
manufactures cannot use resource constraints as an excuse to avoid security
in their products.

Another security consideration for the network layer is that many IoT devices
communicate over protocols other than WiFi. This means the IoT gateway is
responsible for maintaining confidentiality, integrity, and availability while
translating between different wireless protocols, from Z-Wave or ZigBee to
WiFi for example.

2.2.4 Security in the Service Layer
This layer of the framework represents the IoT management system and is
responsible for onboarding devices and users, applying policies and rules,
and orchestrating automation across devices. Role-based access control to
manage user and device identity and the actions they are authorized to take
is critical at this layer. To achieve nonrepudiation, it is also important to
maintain an audit trail of changes made by each user and device so that it is
impossible to refute actions taken in the system. This monitoring data could
also be used to identify potentially compromised devices when abnormal
behavior is detected.

Big data analysis of the aggregate data generated by IoT is often described as
the most valuable aspect of IoT for device and service providers alike.
Conversely, maintaining consumer privacy is also top priority for govern-
ment agencies with the Federal Trade Commission (FTC) and European
Union Agency for Network and Information Security (ENISA) releasing their
respective guidelines for securing the IoT. This creates a set of privacy-related
security requirements such as: providing clear data use notification so that
customers have visibility and fine-grained control of the data sent to the
cloud service, keeping customer data stored in the cloud service segregated
and/or encrypted with customer-provided keys, and when analyzing data in
aggregate across customers, the data should be anonymized.
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2.2.5 Security in the Interface Layer
There are many challenges to securing the IoT, many unique to each layer of
the IoT framework. Robust security begins by building it into the devices
themselves. Even small, resource-constrained devices common in the IoT
must implement cryptography to maintain confidentiality, integrity, and
authenticity when communicating over the network. Finally, a balance
between consumer and enterprise privacy and the insight and value derived
from the mountains of data generated by the IoT must be found.

We’ve only scratched the surface of what’s required to secure the IoT. Stay
tuned as we delve into the specific security models and requirements for
each layer of the IoT stack and speculate about how the IoT will evolve in
the future.

In Table 2.1, most of the security concerns in different layers of IoT are
summarized.

The security requirements depend on each particularly sensing technology,
networks, layers, and have been identified in the corresponding sections.

2.2.6 Challenges to Secure IoT
The security solutions have to flip the usual considerations when securing
solutions, focusing on delivering availability first, followed by integrity and
confidentiality. The challenges include the following:

� Many IoT systems are poorly designed and implemented, using diverse
protocols and technologies that create complex configurations.

� Lack of mature IoT technologies and business process.
� Limited guidance for life cycle maintenance and management of IoT

devices.
� A long, complex life cycle in which devices are not rebooted often, if

ever, makes continuous threat prevention imperative, critical security
updates must be delivered while ensuring uptime.

� IoT security solutions often rely on devices that are mass-produced in
the same configurations, leaving a broad swath of systems that can be
left vulnerable without proper installation and updates.

� Gateways represent a great opportunity to include legacy equipment in
IoT, but because these devices were never intended to be connected,
they do not have even the most basic security protections. The gateway
needs to act as a “helper” to protect the edge.

� IoT is a very big space. When thinking about a solution, we need to
consider security at the device level, the connectivity level, and the
cloud level in order to understand the potential threats to deployments.
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� IoT device could be used in different environments with vastly different
risk profiles. For example, a temperature sensor might be used in a
home or in a nuclear reactor, each with very different device security,
data protection, and encryption needs.

� M2M communication presents a bigger challenge in terms of device
identity. Security solutions have to verify the veracity of device data and
identity while also ensuring data are protected as it travels to the cloud.

2.3 INSUFFICIENT AUTHENTICATION/AUTHORIZATION

2.3.1 Authentication in IoT
At the heart of this framework is the authentication layer, used to provide
and verify the identify information of an IoT entity. When connected IoT/
M2M devices (e.g., embedded sensors and actuators or endpoints) need
access to the IoT infrastructure, the trust relationship is initiated based on the
identity of the device. The way to store and present identity information may
be substantially different for the IoT devices. Note that in typical enterprise
networks, the endpoints may be identified by a human credential (e.g., user-
name and password, token or biometrics). The IoT/M2M endpoints must be
fingerprinted by means that do not require human interaction. Such identi-
fiers include RFID, shared secret, X.509 certificates, the MAC address of the
endpoint, or some type of immutable hardware based root of trust.

Establishing identity through X.509 certificates provides a strong authentica-
tion system. However, in the IoT domain, many devices may not have
enough memory to store a certificate or may not even have the required CPU
power to execute the cryptographic operations of validating the X.509 certifi-
cates (or any type of public key operation).

Existing identity footprints such as 802.1AR and authentication protocols as
defined by IEEE 802.1X can be leveraged for those devices that can manage
both the CPU load and memory to store strong credentials. However, the
challenges of the new form factors, as well as new modalities, create the
opportunity for further research in defining smaller footprint credential types
and less compute-intensive cryptographic constructs and authentication
protocols.

2.3.2 Authorization
The second layer of this framework is authorization that controls a device’s
access throughout the network fabric. This layer builds upon the core authen-
tication layer by leveraging the identity information of an entity. With
authentication and authorization components, a trust relationship is
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established between IoT devices to exchange appropriate information. For
example, a car may establish a trust alliance with another car from the same
vendor. That trust relationship, however, may only allow cars to exchange
their safety capabilities. When a trusted alliance is established between the
same car and its dealer’s network, the car may be allowed to share additional
information such as its odometer reading, last maintenance record, etc.

Fortunately, current policy mechanisms to both manage and control
access to consumer and enterprise networks map extremely well to the
IoT/M2M needs. The big challenge will be to build an architecture that
can scale to handle billions of IoT/M2M devices with varying trust rela-
tionships in the fabric. Traffic policies and appropriate controls will be
applied throughout the network to segment data traffic and establish end-
to-end communication.

2.3.3 Insufficient Authentication/Authorization
On the Internet, the users are always authenticated by requiring a password
and browsers authenticate web sites through the SSL (secure sockets layer
protocol). In the IoT, new devices that connected into an IoT system should
be able to authenticate itself prior to receiving or transmitting data. Deeply
embedded devices often do not have users sitting behind keyboards, wait-
ing to input the credentials required to access the network. How, then, can
we ensure that those devices are identified correctly prior to authorization?
Just as user authentication allows a user to access a corporate network based
on user name and password, machine authentication allows a device to
access a network based on a similar set of credentials stored in a secure
storage area.

Assuring the security of each component within an IoT system is important
to keep malicious actors from taking advantage of the power of the IoT in an
unauthorized manner. In the IoT, some new threats and attack vectors that
malicious actors could take advantage of are as follows:

In IoT-based industrial control system, such as SCADA, implantable,
manufacturing plants, and other cyber-physical implementation of the IoT:

� Control systems, vehicles, and even the human body (WBAN) can be
accessed and manipulated causing injury or worse.

� Healthcare providers can improperly diagnose and treat patients based
on modified health information or manipulated sensor data.

� Intruders can gain physical access to homes or commercial businesses
through attacks against electronic, remote controlled door lock
mechanisms.
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2.3.3.1 Individual
� Unauthorized tracking of people’s locations can occur through usage

pattern tracking based on asset usage time and duration. Unauthorized
tracking of people’s behaviors and activities can occur through
examination of location-based sensing data that exposes patterns and
allows analysis of activities, often collected without explicit notice to
the individual.

� Unlawful surveillance through persistent remote monitoring
capabilities offered by small-scale IoT devices.

� Inappropriate profiles and categorizations of individuals can be created
through examination of network and geographic tracking and IoT
metadata.

2.3.3.2 Business Area
� Inappropriate profiles and categorizations of individuals can be created

through examination of network and geographic tracking and IoT
metadata.

� Manipulation of financial transactions through unauthorized POS and
POS access.

� Monetary loss arising from the inability to provide service.
� Vandalism, theft, or destruction of IoT assets that are deployed in

remote locations and lack physical security controls.

2.3.3.3 Ability to Access the IoT
� Ability to gain unauthorized access to IoT edge devices to manipulate

data by taking advantage of the challenges related to updating software
and firmware of embedded devices (e.g., embedded in cars, houses,
medical devices).

� Ability to gain unauthorized access to the Enterprise network by
compromising IoT edge devices and taking advantage of trust
relationships.

� Ability to create botnets by compromising large quantities of IoT edge
devices.

� Ability to impersonate IoT devices by gaining access to keying material
held in devices that rely up on software-based trust stores.

� Unknown fielding of compromised devices based on security issues
within the IoT supply chain.

2.3.4 Insufficient Device Authentication in IoT
The IoT devices must authenticate to the local gateway when sending the cap-
tured information or perform some actions. The gateway should be able to
authenticate to the cloud endpoint when forwarding this data. Applications
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in IoTs that are able to analyze and render these data must also authenticate
to the cloud when requesting the data. The only scalable model for all the
above authentications is through security tokens—one actor authenticates to
another by including a previously obtained token on its message. The token
serves to identify the first actor, enabling the second to make an appropriate
authorization decision.

� User authentication, the relevant users should be in control of how the
data are collected, shared, and analyzed.

� Authentication tools: OAuth 2.0 and OpenID Connect 1.0 are two
standardized frameworks for authentication and authorization that
explicitly support the above model. Both enable the user to explicitly
participate in the issuance of tokens to applications seeking user data—
health or otherwise—and can thereby enable meaningful privacy
control. Additionally, Connect provides built-in discovery and
registration mechanisms that are extremely relevant in scaling any
architecture to the numbers of actors that IoT will create.

Challenges: One challenge is that OAuth and Connect have only been bound
to HTTP thus far. Security experts believe that HTTP is insufficient for many
of the interactions in the IoT, particularly those between things/devices and
other actors. A new class of protocols has emerged that promise to be better
suited than HTTP to such interactions, including MQ Telemetry Transport
and Constrained Application Protocol. There have been early explorations of
binding OAuth and Connect to this new category of IoT-optimized protocols,
but work remains.

2.4 INSECURE ACCESS CONTROL

Most existing authorization frameworks for computer networks and online
services are role based. First, the identity of the user is established and then
his or her access privileges are determined from the user’s role within an
organization. That applies to most of existing network authorization systems
and protocols (RADIUS, LDAP, IPSec, Kerberos, SSH). Online applications
and services commonly rely on HTTP cookies stored in a user’s browser after
their identity has been verified. Although individual authorization systems
may differ in how they establish users’ identity or how they map the identity
to roles and access restrictions, the mechanism always involves identifying
the user.

Next, different forms of resource and access control are applied. Mandatory
or role-based access controls built into the operating system limit the privi-
leges of device components and applications so they access only the
resources they need to do their jobs. If any component is compromised,
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access control ensures that the intruder has as minimal access to other parts
of the system as possible. Device-based access control mechanisms are analo-
gous to network-based access control systems such as MAD (Microsoft Active
Directory): even if someone managed to steal corporate credentials to gain
access to a network, compromised information would be limited to only
those specific areas of the network authorized by particular credentials. The
principle of least privilege dictates that only the minimal access required to
perform a function should be authorized in order to minimize the effective-
ness of any breach of security.

2.4.1 Role-Based Access Control Systems
The commonly used role-based access control systems in computer systems
are not suitable for devices in the IoT. The identity of individual device in
role-based access control systems may not be known or may not matter.
Access control is typically based on other rules/criteria, such as positions,
locations, architectures, and others. It is difficult in IoT to implement even
the simplest common scenario, such as that a device may control the light in
a room only if it is located in the same room, in this case, a more generic
attribute-based access control system is needed. The OAuth is an access con-
trol system for applications (not users), but requires that applications prove
their identity by submitting tokens.

2.4.2 Access Control List-Based Systems
The access control list (ACL) is a table that can tell the IoT system all access
rights each user/application has to particular IoT end node. Each node or
device has a security attribute that identifies its ACL. Fig. 2.3 shows an ACL-
based system, in which the most common privileges include the ability to
access or control an IoT device.

FIGURE 2.3
ACL-based system.
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The ACL-based IoT systems refer to rules that are applied to device or device
addresses that are available on an IoT system, each with a permitted list of
IoT users/applications.

2.4.3 Capability-Based Access
Existing access control methods are not suited for IoT. Consider, for exam-
ple, FTP where a server listens to a given port at an IP address, both of
which are public information. Anyone can connect to the server at this
stage. To restrict access, we additionally have a username and a password,
which provide the required security. This approach, an embodiment of an
ACL, is not scalable as more and more users join and are revoked
(Computerworld, 2010; ETSI TR103 167 v0.3.1, 2011). Furthermore, the
complexity of managing the ACL also rests on the endpoint—the device—
which can be a bottleneck. A more scalable and secure approach is to use
“capabilities” (ETSI TR103 167 v0.3.1, 2011; Duqu, 2011). Essentially, a
capability is a cryptographic key that gives access to some ability (in our
case, to communicate) (Fig. 2.4).

The IoT system relies upon the end nodes that collect information, data, or
perform some actions. These IoT end-nodes are able to take the form of
standalone devices, for example, intelligent sensor or smart meters, or be
embedded in a large system for information capturing, such as connected
vehicles, control systems, etc. The data collected, stored, and processed by
these IoT end-nodes can also be shared through a backend service, often-
times, hosted within the cloud. Data analytics systems can make sense of
data and in some cases instruct the components to perform some action.

FIGURE 2.4
Capability-based access-based system.
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2.4.4 Challenges in Access Control
In access control of IoT, there are a number of challenges, such as weak pass-
word, insecure protocols, low-powerful password encryption, etc. We sum-
marized the challenges in access control as follows:

� It is reported that 19% of all tested mobile apps that are used to
control IoT devices are not using the SSL connections to the cloud. This
can cause attacks from the connection or man-in-the-middle (MIMT)
attack.

� Most of the existing devices are unable to provide mutual
authentication between the client and the server.

� Strong password support is not supported for many IoT devices.
� Some IoT�cloud interfaces did not support two-factor authentication (2FA).
� Many IoT services did not have lock-out or delaying measures to

protect users’ accounts against brute-force attacks.
� IoT cloud platforms included common web application vulnerabilities.
� Control IoT devices without performing any deep tests, including

unauthorized access to the backend systems.
� Most of the IoT services did not provide signed or encrypted firmware

updates, if updates were provided at all.

Actually, the use of weak passwords is a security issue that has repeatedly
been seen in IoT devices. In designing an IoT system, we should avoid using
weak passwords (Fig. 2.5).

2.5 THREATS TO ACCESS CONTROL, PRIVACY,
AND AVAILABILITY

Table 2.2 summarizes the potential security threats and security vulnerabil-
ities at IoT end-node and Table 2.3 analyses the security threats and vulner-
abilities in sensing layer.

To secure devices in this layer before users are at risk, following actions
should be taken: (1) Implement security standards for IoT and ensure all
devices are produced by meeting specific security standards; (2) Build trust-
worthy data sensing system and review the security of all devices/compo-
nents; (3) Forensically identify and trace the source of users; (4) Software or
firmware at IoT end-node should be securely designed.

The Open Web Application Security Project’s list of top 10 IoT vulnerabilities sums
up most of the concerns and attack vectors surrounding this category of devices:

� Insecure web interface
� Insufficient authentication/authorization
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Table 2.2 Security Threats and Vulnerabilities at IoT End-Node

Security Threats Description

Unauthorized
access

Due to physical capture or logic attacked, the sensitive information at the end-nodes is
captured by the attacker

Availability The end-node stops to work since physically captured or attacked logically
Spoofing attack With malware node, the attacker successfully masquerades as IoT end-device, end-node, or

end-gateway by falsifying data
Selfish threat Some IoT end-nodes stop working to save resources or bandwidth to cause the failure of

network
Malicious code Virus, Trojan, and junk message that can cause software failure
Denial of Services
(DoS)

An attempt to make an IoT end-node resource unavailable to its users

Transmission
threats

Threats in transmission, such as interrupting, blocking, data manipulation, forgery, etc.

Routing attack Attacks on a routing path

FIGURE 2.5
Example of a WSN-based IoT system.
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� Insecure network services
� Lack of transport encryption
� Privacy concerns
� Insecure cloud interface
� Insecure mobile interface
� Insufficient security configurability
� Insecure software/firmware
� Poor physical security

2.5.1 Threats in Network Layer
The security requirements in network layer involve:

� Overall security requirements, including confidentiality, integrity, privacy
protection, authentication, group authentication, keys protection,
availability, etc.

� Privacy leakage. Since some IoT devices are physically located in
untrusted places, which cause potential risks for attackers to physically
find the privacy information such as user identification, etc.

� Communication security. It involves the integrity and confidentiality of
signaling in IoT communications.

� Overconnected. The overconnected IoT may run risk of losing control of
the user. Two security concerns may be caused: (1) DoS attack, the
bandwidth required by signaling authentication can cause network
congestion and further cause DoS; (2) Keys security, for the
overconnected network, the keys operations could cause heavy network
resources consumption.

� MITM attack, the attacker makes independent connections with the
victims and relays messages between them, making them believe that

Table 2.3 Analysis of the Security Threats and Vulnerabilities in Sensing
Layer

IoT End-Node Threats
and Vulnerabilities IoT End-Devices IoT End-Node IoT End-Gateway

Unauthorized access O O O
Selfish threat O O
Spoofing attack O O
Malicious code O O O
DoS O O O
Transmission threats O
Routing attack O O O
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they are talking directly to each other over a private connection, when
in fact the attacker controls the entire conversation.

� Fake network message, attackers could create fake signaling to isolate/
misoperate the devices from the IoT.

In the network-layer, the possible security threats are summarized in
Table 2.4 and in Table 2.5 the potential security threats and vulnerabilities
are analyzed.

The network infrastructure and protocols developed for IoT are different with
existing IP network, special efforts are needed on following security concerns:
(1) Authentication/Authorization, which involves vulnerabilities such as
password, access control, etc. and (2) Secure transport encryption is crucial
to encrypt the transmission in this layer.

2.5.2 Threats in Sensing Layer
The security requirements in the service layer include:

� Authorization, service authentication, group authentication, privacy
protection, integrity, integrity, security of keys, nonrepudiation,
antireplay, availability, etc.

Table 2.4 Security Threats in Network Layer

Security Threats Description

Data breach Information release of secure information to an untrusted environment
Transmission threats The integrity and confidentiality of signaling
DoS An attempt to make an IoT end-node resource unavailable to its users
Public key and private key The comprise of keys in networks
Malicious code Virus, Trojan, and junk message that can cause software failure
DoS An attempt to make an IoT end-node resource unavailable to its users
Transmission threats Threats in transmission, such as interrupting, blocking, data manipulation, forgery, etc.
Routing attack Attacks on a routing path

Table 2.5 The Security Threats and Vulnerabilities in Network Layer

Privacy Leakage Confidentiality Integrity DoS PKI MITM Request Forgery

Physically
protection

O O O

Transmission
security

O O O O O O

Overconnected O O O
Cross-layer fusion O O O O
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� Privacy leakage. The main concern in this layer involves privacy leakage
and malicious location tracking.

� Service abuses, in IoT the service abuse attack involves: (i) illegal abuse
of services; (ii) abuse of unsubscribed services.

� Node identify masquerade.
� DoS attack.
� Replay attack, the attacker resends the data.
� Service information sniffer and manipulation.
� Repudiation in service layer, it includes the communication repudiation

and services repudiation.

The security solution should be able to protect the operations on this layer
from potential threats. Table 2.6 summarizes the security threats on the ser-
vice layer.

Ensure the data in service layer secure is crucial but difficult. It involves frag-
mented, full of competing standards and proprietary solutions. The service
oriented architecture is very helpful to improve the security of this layer
(Atzori et al., 2010; Esad-Djou, 2014), but following challenges still need to
be faced when building an IoT services or application: (1) data transmission
security between service and/or layers; (2) secure services management, such
as service identification, access control, services composite, etc.

Table 2.7 summarizes the security threats and vulnerabilities in IoT
application�interface layer.

In Table 2.8, we analyze the security threats and potential vulnerabilities in
application�interface layer.

Table 2.6 The Security Threats in Service Layer

Security Threats Description

Privacy threats Privacy leakage or malicious location tracking
Services abuse Unauthorized uses access services or the authorized users

access unsubscribed services
Identity masquerade The IoT end-device, node, or gateway are masqueraded by

attacker
Service information
manipulation

The information in services is manipulated by the attacker

Repudiation Denial of the operations have been done
DoS An attempt to make an IoT end-node resource unavailable to

its users
Replay attack The attack resends the information to spoof the receiver
Routing attack Attacks on a routing path
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The application�interface layer bridges the IoT system with user applications,
which should be able to ensure that the interaction of IoT systems with other
applications or users are legal and can be trusted.

2.5.3 Threats in Cross-Layer and Maintenance of IoT
Information in the IoT architecture might be shared among all of the
four layers to achieve full interoperability between services and devices.
It brings a number of security challenges such as trust guarantee, pri-
vacy of the users and their date, secure data sharing among layers, etc.
In the IoT architecture described in Fig. 2.2, information is exchanged
between different layers, which may cause potential threats as shown in
Table 2.9.

The security requirements in this layer include (1) security protection, secur-
ing to be ensured at design and execution time; (2) privacy protection, per-
sonal information access within IoT system, privacy standards, and
enhancement technologies; (3) trust has to be a part of IoT architecture and
must be built in.

Table 2.8 The Security Threats and Vulnerabilities in Application�Interface Layer

Unauthorized
Access

Failure of
Node Masquerade

Selfish
Node

Trojan, Virus,
Spam

Privacy
Leakage

Physically security
protection

O O O

Antivirus, firewalling O
Access control O O O O
Confidential O O O O
Data integrity O O O O
Availability
Authentication O O O O
Nonrepudiation O O O O

Table 2.7 The Security Threats in Application�Interface Layer

Security Threats Description

Remote configuration Fail to configure at interfaces
Misconfiguration Misconfiguration at remote IoT end-node, end-device, or end-gateway
Security management Log and keys leakage
Management system Failure of management system

2.5 Threats to Access Control, Privacy, and Availability 45



The maintenance of IoT can cause security problems, such as in configuration
of the network, security management, and application managements.
Table 2.10 summarized the potential threats that can cause risk in IoT.

2.6 ATTACKS SPECIFIC TO IoT

IoT applications might be subjected to most types of network attacks, includ-
ing eavesdropping, data modification, identity spoofing, password-based
attacks, DOS attack, man-in-the-middle (MITM) attack, compromised-key
attack, sniffer attack, and application layer attack. Actually, more
specific attacks to IoT have been emerged in recent. Attackers can intercept or
change the behavior of smart home devices in many ways. Some methods
require physical access to the device, making an attack more difficult to con-
duct. Other attacks can be carried out over the Internet from a remote loca-
tion. The following sections list the different attack scenarios based on the
access level that the attacker may have.

2.6.1 Physical Access
An attacker can gain the highest level of access to the smart home device if
they get physical access to it. Although this might seem like an improbable

Table 2.9 Security Threats Between Layers in the IoT Architecture

Security Threats Description

Sensitive information leakage at
border

The sensitive information might be not protected at the
border of layers.

Identity spoofing The identities in different layers have different priorities.
Sensitive information spreads
between layers

Sensitive information spreads at different layers and
cause information leakage

Table 2.10 Security Threats Between Layers in the IoT Architecture

Security Threats Description

Remote
configuration

Fail to configure remote IoT end-node, end-device, or end-
gateway

Misconfiguration Misconfiguration at remote IoT end-node, end-device, or end-
gateway

Security
management

Log and keys leakage at IoT end-node

Management
system

Failure of management system
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attack vector, it is still a plausible threat. Your friends could gain physical
access to your IoT device to play a prank while visiting you. An ex-boyfriend
or girlfriend could attempt to reconfigure some of the devices while they still
have access to the home. For some devices, such as security camera, an
attacker could simply cut the cables to turn them off.

Another plausible physical access attack scenario takes advantage of the mar-
ket for second-hand IoT devices. Some users might buy a used device off the
Internet in order to save some money, but could end up with a device that
has been compromised to spy on people.

Smart home devices could also be compromised through supply chain hacks.
In this scenario, attackers compromise a supplier company’s network and
Trojanize their software updates, allowing the threat to spread to any device
that avails of the poisoned update. This is not a new scenario; we have seen
attack groups conduct supply-chain attacks to spread their malware to tradi-
tional computers many times before, such as during some of the Hidden
Lynx attackers’ campaigns. Unfortunately, there is currently no easy way to
verify that an IoT device has not been tampered with.

Having physical access to the device allows the attacker to alter configuration
settings. These could include issuing a new device pairing request, resetting the
device to factory settings and configuring a new password, or installing custom
SSL certificates and redirecting traffic to a server controlled by the attacker.

Physical access may also allow a skilled attacker to read the device’s internal
memory and its firmware. They could do this by accessing programmatic
interfaces left on the circuit board, such as JTAG and RS232 serial connectors.
Some microcontrollers may have disabled these interfaces, but could still
allow direct reads from the attached memory chips if the attacker solders on
new connection pins.

Reading the internal memory and reversing the firmware allows an attacker
to better understand how a device works, allowing them to find vulnerabil-
ities, cryptographic key materials, back doors, or design flaws that could be
used to perform further attacks. If the attacker gains a full understanding of
the firmware, they could use this knowledge to create their own malicious
version of the firmware and upload it to the device. This could give the
attacker full control over the device. This act of reflashing the device may be
conducted through the JTAG or RS232 connection.

Most new devices offer ways for users to update the firmware throughout the
life cycle of the device. These updates could arrive through a USB connection,
an SD card, or over the network. The majority of tested devices did not use
encrypted nor digitally signed firmware updates, making it easy for an
attacker to generate a valid, malicious firmware update that could be
installed.
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2.6.2 Local Attacks Over WiFi
An attacker with access to the local home network, either wirelessly or
through an Ethernet connection, is able to perform various attacks against
smart home devices. There are generally two common modes of smart home
devices: cloud polling and direct connection. Depending on the function, the
device may use either of these methods to receive commands.
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CHAPTER 3

Security and Vulnerability
in the Internet of Things

Shancang Li

In this chapter, we will introduce the secrecy and secret-key in the Internet of
Things (IoT). We clarify the ways of secret-key generation that the IoT differs
from the web application and then highlight the capacity, challenges, and
guidance. We also explore the prominent issue of privacy and secrecy. We
will discuss fundamental limits on the amount of information that can be
reliably communicated in the IoT.

3.1 SECRECY AND SECRET-KEY CAPACITY

The IoT is becoming a key technique in the industrial and the IoT market is
in rapid growth, which many IoT devices have been developed to target busi-
ness and consumer application. In an IoT system, the connectivity between
IoT devices, IoT services, and business processes over IoT should be guaran-
teed with high reliability, security, and performances. Actually, the standardi-
zation of IoT is still an open issue. A number of groups are still working to
create engineering standards for the IoT and no one company produces all
the pieces of IoT such as intelligent sensor, communication protocols, trusted
networks, data, IoT services, applications, or even cloud interfaces, etc.
However, the IoT devices, communication protocols, and intellectual prop-
erty should be shared enough so the IoT services can be developed based on
an integrated, secure base.

Recently, the lightweight cryptography for IoT has attracted lots of research
effort. The traditional cryptography is designed at the application layer with-
out regard to the imperfections of the lower layer. This makes it difficult to
directly apply the existing cryptography primitives to the IoT.

Recently, the idea of designing lower layer security schemes, such as physical-
layer crypto and lightweight crypto supports the resources (computation,
RAM, energy supply, etc.) limited to IoT devices. On the other hand, the

Securing the Internet of Things. DOI: http://dx.doi.org/10.1016/B978-0-12-804458-2.00003-2
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issues of privacy and security in the network layer of IoT have taken on an
increasingly important role as these networks continue to flourish world-
wide. The security in IoT is viewed as an independent feature that is closely
related with all layers and components of IoT.

In IoT, the application/service desire for secrecy is challenged by the technolog-
ical need for openness. The idea of physical layer security scheme and light-
weight cryptography over resource-limited IoT devices first appeared in the
works of Wyner (1975) and Korner (2002). They investigated a channel model
by combining the “wiretap channel,” in which a transceiver attempts to com-
municate reliably and securely with a legitimate receiver over a noisy channel,
while its messages are being eavesdropped by a passive adversary through
another noisy channel. Compare with the Shannon’s impracticality of
information-theoretic security, the wiretap model has proved the existence of
coding schemes achieving information-theoretic secure communications over
certain wiretap channels.

Since the nature opened wireless communications are the basic communica-
tion way in IoT, which are extremely susceptible to eavesdropping by nature
and whose ubiquitous deployment makes security a crucial issue as shown in
Fig. 3.1, in which the IoT endpoint T1 and T2 can communicate with a sink
gateway S over the wireless channels A and B. The endpoint T2 can listen to
the transmission of T1 through channel C to acquire confidential information.
If the endpoint T1 wants to exchange a secret key or guarantee the confidential-
ity of its transmitted information, it can exploit the physical properties of the
wireless channel to secure the information by coding against endpoint T2.

The fundamental secrecy limits of various fading wiretap channels have been
characterized (Li et al., 2015). The theoretical basis of secrecy capacity (i.e., the

FIGURE 3.1
Example of wireless network with potential eavesdropping.
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maximum transmission rate at which the eavesdropper is unable to properly
decode any information) is equal to the difference between the two channel
capacities. In this case, the confidential communication is impossible unless
the Gaussian main channel has a better signal-noise rate (SNR) then the
Gaussian wiretap channel.

Fig. 3.2 depicts a simple example of secret capacity over a wireless communi-
cation. A legitimate IoT user Alice hopes to send information w to Bob, who
is another legitimate user in the IoT. The information block wk is encoded
into the code word xn5 [x(1), x(2), . . ., x(n)], which is to be transmitted over
a channel with output:

yMðiÞ5 hMðiÞ xðiÞ1 nMðiÞ;

in which the hM(i) is channel side information (the time-varying complex
fading coefficient) and nM(i) is the zero-mean circular complex Gaussian
noise. If the third user, Eve, is able to eavesdrop the signal from the open-
nature wireless channel:

yW ðiÞ5 hW ðiÞ xðiÞ1 nWðiÞ

If we use P to denote the average transmit signal power, then the channel is
then power limited:

1
n

Xn

i51

E jXðiÞj2� �
#P

The power of noise in the main channel is NM and the power of noise in the
eavesdrop channel is NW respectively. Then the instantaneous SNR at Bob is:

γMðiÞ5 PjhMðiÞj2=NM 5PjhMj2=NM 5 γM

Similarly, the SNR at the Alice is:

γWðiÞ5 PjhWðiÞj2=NW 5 PjhW j2=NW 5 γW
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FIGURE 3.2
A simple example of secret capacity over a wireless communication.
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We can easily get the average SNR based on the above equations. The trans-
mission rate R and error probability PK

e between Alice and Bob can be
defined as:

R5HðWkÞ=n
and

Pk
ε 5PðWk 6¼ W

_ k
Þ

Then both the maximum transmission rate between Alice and Bob and Eve’s
uncertainty about w can be calculable. The secrecy capacity of main channel
can be defined as the maximum transmission rate R at Δ equals to 1 (Barros
and Rodrighues, 2006).

Recently, some research works have been conducted on characterizing the
secret capacity over different communication systems, which is crucial for IoT
systems where more communication systems exist together to support IoT
devices. Based on secrecy capacity, it is possible to develop secure schemes
such as key agreement to be done. It can be expected the secure key agree-
ment protocols can be developed over this structure and can bring an IoT sys-
tem robust authentication scheme.

3.2 AUTHENTICATION/AUTHORIZATION
FOR SMART DEVICES

Password is a commonly used authentication method. In IoT, secure authen-
tication must be provided to protect the potentially sensitive sensor data
being shared over the IoT systems or even in the cloud. Most existing
Internet websites are using password and authenticate site through a secure
sockets layer (SSL) protocol to provide authentication. However, in IoT it is
difficult to use SSL directly since the huge IoT scale. Fig. 3.3 shows an exam-
ple of IoT system for healthcare applications.

In the above IoT system, many medical devices are connected to the IoT that
must authenticate to the sink node before transmitting the captured data out.
The sink node (Medical services gateway) can authenticate to the cloud
where the IoT resides when forwarding the data. IoT services or applications
over the IoT application layer can perform analysis and must also authenti-
cate to the IoT before using the data. In existing IoT scheme, a security token
based authentication method is used to do this. In IoT, two methods com-
monly used for authentications are: one-way authentication and mutual
authentication, as shown in Figs. 3.4 and 3.5, respectively.

Recently, the OAuth-based authentication schemes in IoT have been reported.
The OAuth is an open standard for authorization. It is commonly used for

52 CHAPTER 3: Security and Vulnerabil i ty in the Internet of Things



FIGURE 3.3
An example of healthcare IoT system.

IoT devices

Secure chip

FIGURE 3.4
One-way authentication.

IoT

IoT devices

IoT cloud
servers

FIGURE 3.5
Mutual authentication.
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logging in the third-party website without exposing their password. It provides
user a secure delegated access to the server on behalf of a resource owner.
Fig. 3.6 shows an example of OAuth authentication.

In Fig. 3.6, the solid arrow line denotes user using web browser or manual
entry, and the dash arrow line denotes the data flow between user and ser-
vice provider. In Fig. 3.6, the details are given to address the data flow in
Fig. 3.7.

Obtain Unauthorized Request Token

User Authorizes Request Token

Exchange Request Token for AccessToken

Request Req Token Grant Req Token

Direct User to
Service Provider

Request Access
Token

Access Protected
Resources

Obtain User
Authorization

Direct User to
Constumer

Grant Access Token

C

D

E

F

User web entry

Consumer/Service provider

G

A

B

FIGURE 3.6
OAuth flow (left is the user and right is the service provider).
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The OAuth provides application program interfaces (APIs) for the IoT applica-
tions and the OAuth is able to benefit IoT services/applications and user by:

� Allowing untrusted application to perform actions on behalf of an IoT
user or end-node at the API provider;

� Authenticating the devices/users permission to perform actions without
divulging the user’s password;

� Granting specific permissions to untrusted users.

The OAuth 2.0 is believed to be the next generation of authentication for Web
applications; it is not compatible with OAuth 1.0 but focuses on users by provid-
ing specific authorization flows for applications, mobile phones, or IoT users/
devices/services. However, there are still challenges for using OAuth 2.0 in IoT:

� Trusted credentials and standard APIs. In some IoT applications, the
digital ID issued by state organizations to identify the user/device.

� Central permission management. Most IoT end-nodes have its own
security management interface that makes it very difficult to manage.

� Cloud interface.

OpenID is an open standard for decentralized authentication protocol; it
allows users to be authenticated by co-operating site using a third-party ser-
vices. In IoT, OpenID is a prospective way for devices authentication. Fig. 3.8
shows an example of using OpenID authentication and Fig. 3.9 shows an
example of OAuth authentication.

A: Consumer Req Token
+oath_consumer_key
+oath_signature_method
+oath_signature
+oath_timestamp
+oath_nonce
+oath_version

B: Response

+oath_token
+oath_token_secret

C: Request: to SP

+oath_token
+oath_token_secret

D: Response

+oath_token

E: Request for Access Token
+oath_consumer_key
+oath_token
+oath_signature_method
+oath_signature
+oath_timestamp
+oath_nonce

F: Response

+oath_token
+oath_token_secret

FIGURE 3.7
Basic steps of OAuth flow.
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It can be seen that for both OpenID and OAuth, the basic processes are
similar:

� Requests for login
� Check if the requester is authenticated
� Redirect URL for the identity provider
� Identity provider authenticates the user
� Provider processes the request and response by sending a back redirect

URL to the requester
� Requester response

3.3 TRANSPORT ENCRYPTION

The transport encryption involves the transport layer security (TLS),
certificates, and identify verification. Both the TLS and SSL are cryptographic
protocols that provide communications security over a network. A properly
designed transport protocol can ensure that data, key handshaking, and
data integrity verification are encrypted using secure transport protocols
such as TLS and SSL. The most common encryption methods we are using in
computer networks are mainly based on three algorithms: SSL, TLS, and
HTTPS.

Identity
provider &

API Provider

Who are you? Valet key* for API

Valet keyValet key

FIGURE 3.9
Pseudo-authentication using OAuth.

Identity
provider

(IdP)

Who are you? Referral request

CertificateCertificate

FIGURE 3.8
OpenID authentication.
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3.3.1 Transport Layer Security
In a TLS communication, to establish a TLS connection between a user and a
server needs a typical handshake, as shown in Fig. 3.10; the basic processes
are as follows:

1. The user (client) asks request to server.
2. The server sends its certificate to the user.
3. The user ensures that the HTTP server’s identity is correct by encrypting

a “premaster secret” and if the server can decrypt it correctly, then the
user knows the server has the private key matching the public key in
the HTTP server’s certificate.

4. Both the user and the server send a final finish message to verify that
the other side is using the same session key.

3.3.2 Secure Sockets Layer
Fig. 3.11 shows a basic SSL connection. The basic SSL connection involves
following four basic steps:

1. User (client) secure connection request
2. Server response to secure request
3. User (client) response
4. Secure channel setup.

The SSL can provide IoT enough transport security.

3.3.3 HTTPS
HTTPS is also called HTTP over TLS/SSL or secure HTTP. It is a protocol for
secure HTTP connections and is designed for authentication of the visited

ServerClient
Client Hello

Server Hello

Server Certificate

Server Hello Done

Client Key Exchange

Client Change Cipher Spec
K (Client Finish)

K (Server Finish)
Server Change Cipher Spec

FIGURE 3.10
Establish a TLS connection.
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website and protection of the privacy and integrity of the exchanged
information.

The HTTPS is able to protect against attacks like man-in-the-middle (MITM),
eavesdropping, tampering, forging the content, and to provide bidirection
encryption between the sender and the receiver. Fig. 3.12 shows an example
between a HTTP webserver and a client.

3.3.4 Transport Trust in IoT
In IoT, a number of lightweight protocols have been developed to match the
needs of security, transmission, and resource consumption. The Message
Queuing Telemetry Transport (MQTT) and Constrained Application Protocol
(CoAP) are the two most promising resource limited devices in IoT. Both
MQTT and CoAP have following features:

� Are open standard
� Easy to implement
� Provide bandwidth-efficient and uses energy-efficient communication

In Fig. 3.13, the server authentication, client authentication, confidentiality,
and IoT protocols have been listed.

Hey I wnat to talk secure to
you!

Here is how I want to do it. Ok. Here is my Public ID. I
agree we should talk secure

that way.

Got it. Let’s talk secure!

1 - Client secure connection request

2 - Server response to secure request

3 - Client response

4 - Secure channel setup

Great! Here is a password we
can encrypt our

communication with. I’ll
encrypt it with your Public ID
so nobody else can read it.

FIGURE 3.11
Basic SSL connection.
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3.4 SECURE CLOUD/WEB INTERFACE

The rapid expanding IoT is expected to interconnect billions of intelligent
devices and hence to enhance the business processing. The cloud is playing a
key role in the IoT for providing secure connectivity between physical devices
and applications. Fig. 3.14 shows a basic structure of IoT-Cloud, in which
IoT end-nodes (such as sensors, actuators, smart machines, etc.) securely con-
nect to Cloud through secure cloud/web interface.

FIGURE 3.12
Example of HTTPS.

TLS + Cert

TLS + Cert

TLS

MQTT

TLS + Cert

AWS API Keys

TLS

HTTP

MQTT + Mutual Auth TLS

Server Auth

Client Auth

Confidentiality

Protocol

AWS Auth + HTTPS

FIGURE 3.13
Transport security of IoT.
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In Fig. 3.14, the machine-to-machine (M2M) gateway connects the IoT
devices, network systems, and users/applications to the IoT-cloud. Since the
IoT infrastructures are becoming complex and both the public cloud and pri-
vate clouds are built in, which can significantly reduce the threat intelligence
and defense capabilities. The basic components within the IoT-cloud include
the following:

� The actual IoT M2M gateway from which telemetry and reconnaissance
data are required and gathered;

� The Rules engine analyzes the data for the purpose of providing
visibility, contextual awareness, and control;

� The secure connection.

Fig. 3.15 shows an example of cloud-based IoT services, in which the connec-
tivity between IoT infrastructures, user/application services, and cloud service
and must be designed in a very secure way to protect the private data.

3.5 SECURE SOFTWARE/FIRMWARE

In IoT systems, the hardware secure can benefit the IoT applications:

� Robust IoT end-node and infrastructure can be combined with ease of
management for end users.

� New business opportunities in security-sensitive markets such as
industrial automation and smart homes.

� Implement layered security protections to defend IoT assets and
application level Quality of Service (QoS).

In implementing IoT capabilities, the IoT structure should be tailored to IoT-
specific characteristics to allow early adopters of the IoT to mitigate many of

IoT-Cloud

Data analysis

IoT Devices and Sensors

FIGURE 3.14
IoT-cloud structure.
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the risks associated with this new technology. Basically, the security control
involves following basic components:

Cryptography Key Management

� Cryptography primitives and controls, include confidentiality/
encryption, integrity, and authentication

� Crypto material and variable, symmetric key, random numbers, entropy
source/pool

� Key management, includes key storage/agreement, key material
accounting

Protocols

� Application layers, App authorization/authentication, App data
confidentiality, app data integrity

� Network layers, network authorization/authentication, network
signaling confidentiality, and integrity

� Device authorization/authentication, devices signaling confidentiality,
and integrity

At Device layer, the following security alliances need to be guaranteed:

� Device logging/audit
� IoT device secure discovery

IoT Devices

IoT-CloudIoT M2M
Gateway

IoT M2M
Gateway

User control/
management

IoT Industry

FIGURE 3.15
IoT-cloud-based system.
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� IoT device access control
� Physical security

Many attempts have been made to secure devices with software only. However,
software has several inherent and significant weaknesses. Software is based on
the program code which can be read, analyzed, or even disassembled.

� The software code can be penetrated, analyzed, and disassembled
� Software-based protection systems, attackers can easily identify secret

keys that are built into them
� The combination between software security solution and secured hardware

makes the security protection solution become more trustworthy.
� Combine with mobile security

Software can be protected by hardware. Fig. 3.16 shows an example of soft-
ware/firmware update, in which the IoT devices should be designed to be able
to be updated with signed new software/firmware. The basic steps include:

1. Decryption of software/firmware
2. Verification of signature
3. Initiation of update process
4. Update the signed software/firmware.

The potential benefits of the software/firmware update include:

� Increased reliability and security of systems and devices
� Rapid roll-out of updated device software and firmware with additional

(revenue-generating) features and bug fixes
� Cost efficiencies through the avoidance of expensive software upgrade

recalls and support calls
� Secured service delivery to authorized devices for service provider.

IoT Devices

Signed Software

Encrypted update

Decryption
Verification
Initiation of update
Application of updated
software

FIGURE 3.16
An example of software/firmware update.
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3.6 PHYSICAL LAYER SECURITY

In IoT, the physical layer security has recently become an emerging technique
to further improve the security of IoT systems. It is a fundamental and differ-
ent paradigm where secrecy is achieved by exploiting the physical layer prop-
erties of the network system, compared with the existing cryptographic
approaches, such as the interference, channel security, thermal noise, etc.
Physical layer security features are as follows:

� At the physical layer
� No assumption on adversary’s computation power
� No assumption on adversary’s available information
� Provable and quantifiable in bits per second per hertz
� Implementable using signal processing, communication, and coding

techniques

Fig. 3.17 shows the basic structure of physical security at IoT devices.

In this layer, a number of attacks can be found based on the physical security
vulnerabilities and here we summarized several common kinds as follows
(Fig. 3.18):

� IoT device capture: the key IoT devices/nodes are controlled easily by
the attackers such as gateway, sensors. It can cause all information
leaks, including communication keys, and threats of security of the
entire IoT systems.

� Fake IoT device: The attackers may add a fake IoT device to the network
and input fake code or data to fraud other users or devices.

� Side channel attack: The attackers attack encrypted devices through the
side channel leakage information in the process of the device
operation, such as the energy and time consumption, radio
interferences, etc.

Tamper Evidence

Tamper Response

Detachment Detection/Response

Facility or Room

Physical Security

FIGURE 3.17
Components in physical security at IoT devices.
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� Timing attack: This kind of attack is based on analyzing the time required
for executing encryption/decryption algorithms to obtain the key data.

Practically, the solution for IoT devices security is always a question of trade-off
between security, flexibility, performances, energy consumption, and costs.
Fig. 3.19 shows the basic components in designing security solutions for IoT
devices.

FIGURE 3.18
Fake IoT device attack model.

Privacy by
Design

Virtualization Configuration and
Standards

Security by Design Process &
Standards

Privacy Principles
& Frameworks

Secure Software
Engineering Lifecycle

Secure System
Engineering Lifecycle

FIGURE 3.19
Security by design processes and standards at IoT devices.
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Hardware approach security is a secure way to protect IoT devices, which can
use hardware chips (such as application-specific integrated circuits (ASICs) or
field-programmable gate array (FPGA)) to implement a given cryptography
algorithm in hardware. The most commonly used encryption algorithms
include RSA, ECC, AES, and 3DES. In RFID security solutions, two security mea-
sures are commonly used: Access control and data encryption. In wireless sensor
networks, the secret key algorithms and security routing protocols are used to
measure the sub-IoT system security.

It is easy to understand that IoT devices are produced by different manufac-
turers; a sample IoT system main contains components from different manufac-
tures with different security protection solutions. Fig. 3.20 shows an example
using hardware security protection approaches.

3.7 SUMMARY

The IoT is growing quickly and a number of smart objectives are brought
together, which can bring vulnerabilities in to the IoT systems and may carry
serious risks for IoT devices, users, and for IoT-based applications. The
hardware-based security solution can secure IoT systems and prevent damages
and economic losses offering new opportunities. The IoT hardware security
architecture is still in its exploratory stage, so it is facing many severe chal-
lenges than expected.

Target processor
or

SRAM FPGA

Specific code for
key exchangeeNVM

FPGA fabric

ARM cortexTM-M3

Root of trust

Smartfusion®2
secure SoC FPGA

SPI
flash

Application code
or FPGA boot

code encrypted

Only modify the
BIOS code for

processor

Boot code
contained in

secure embedded
flash

FIGURE 3.20
Hardware security solutions in an IoT system.
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CHAPTER 4

IoT Node Authentication

Shancang Li

The IoT aims at enabling a number of next generation technologies, such as
intelligent wireless sensor networks (WSNs), smart cities, smart homes,
and mobile-health (m-health) systems. These scenarios require secured
solutions to prevent leakage of private information and harmful actuating
activities by means of peer authentication and secure data transmission
between the IoT nodes and servers. However, the existing IP-based IoT
structure and primitives are not fully designed with the limitation of
resource-constrained IoT devices (such as energy consumption, computa-
tion resource, communication ranges, RAM, FLASH, etc.). As a result,
more lightweight security solutions are necessary to ensure the security at
resource-constrained IoT devices.

In IoT environment, the limitation at IoT end-nodes includes following
aspects:

� Processing power, CPU(MCU) processor, RAM
� Storage space
� Network capacity
� Lack of user interface and display
� Energy consumption

In this chapter, we will discuss the following commonly used security protec-
tion technologies in constrained IoT environment:

� Security goals in IoT
� Public-key-based authentication
� Identify-based authentication, encryption, and digital signature
� Lightweight cryptography primitives in IoT
� Secure enabling techniques for resource-constrained IoT
� Existing security solutions in IoT

Securing the Internet of Things. DOI: http://dx.doi.org/10.1016/B978-0-12-804458-2.00004-4
© 2017 Elsevier Inc. All rights reserved.
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4.1 SECURITY GOALS IN IoT

Similar to existing IP networks, in the different scenarios of IoT, the crypto-
graphic primitives in IoT are utilized to comply with the main security goals for
exchanged message and the system itself. The basic security goals in IoT are:

1. Confidentiality: The message is only disclosed to authorized entities,
user, nodes, devices, and services; the confidentiality is about the
controlling for devices, message access. The private data, keys, and
security credentials must be well protected from unauthorized entities.

2. Integrity, the original message is not tampered with: In IoT systems,
different applications may have various integrity requirements, such as
e-healthcare system may have more restricted data integrity than the
general smart cities applications.

3. Authentication and authorization: The connectivity of the devices
aggravates the problem of authentication because of the access control
and the nature of wireless communication in IoT systems.

4. Availability: The system keeps serving its purpose and stays
uninterruptedly available for legitimate entities. The IoT systems are
required to be robust to provide services for accessing anytime.

5. Accountability: To improve the robustness of services in IoT
environment, accountability of IoT systems is necessary.

Attack techniques in IoT environment are important to understand:

1. Physical attacks, which means attack tampers with physical
components. In some case, the IoT devices might be deployed in
outdoor environment, which brings risks to IoT systems.

2. Eavesdropping is the process of overhearing an ongoing
communication, which is as well preliminary for launching the next
two attacks. Since in IoT environment, many IoT end-nodes are
interconnected wirelessly and everyone is able to access the medium.
Confidentiality is a typical counter-measurement against
eavesdroppers. However, if the keying material is not exchanged in a
secure manner, the eavesdropper could be able to compromise the
confidentiality. Therefore, secure key change algorithms, such as DH
(Diffie-Hellman), are used in the practical scenario.

3. Impersonation is when a malicious entity pretends to be another,
mostly legitimate, entity, for instance will be replaying a genuine
message, in order to bypass the aforementioned security goals. A
special form of this attack is the man-in-the-middle (MITM) attack.

4. MITM attack takes place when a malicious entity is on the network
path of two genuine entities. Hence, it is capable of delaying,
modifying, or dropping messages. MITM attack is interesting within the
context of public-key cryptography (PKC). Then the malicious entity
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does not attempt to break the keys of involved parties, but rather to
become the falsely trusted MITM. The malicious user achieves this by
replacing the exchanged keys with its own. This way each of the parties
establishes a secure channel with the malicious user, who gains access
to messages in plain text.

5. DoS (Denial of Service) attack targets the availability of a system that
offers services. This is achieved by exhaustingly consuming resources at
the victim so that the offered services become unavailable to legitimate
entities. A common way to launch this attack is to trigger expensive
operations at the victim that consume resources, such as computational
power, memory, bandwidth, or energy. This attack is critical for
constrained devices, where existing resources are already scarce.

6. Access attacks that involve attacks unauthorized entities gain access to
IoT systems or devices.

7. Other attacks, such as firmware attack as “bad USB,” attacks on privacy,
RAM attacks, channel side attack, ransomware, etc.

4.2 PUBLIC-KEY-BASED AUTHENTICATION

In IoT, authentication is the process of identifying users, devices, applica-
tions, and restricting access to authorized users and nonmanipulated devices
or services. In this process, the username and password-based cryptographic
schemes are used to provide a robust secure operation over the IoT. The
authentication mechanisms can provide the IoT following benefits:

� Robust devices and secure communication for users
� Development of new services over IoT
� Avoidance of embarrassing data breaches
� Strong anticounterfeiting and antitampering capability
� Reduce risk of third-party services

The public-key-based authentication is widely used in current Internet; how-
ever, it is impracticable for constrained environment such as IoT due to
expensive cryptographic operations. In this section, we will investigate
public-key-based authentication and analysis how to tailor it for light crypto-
graphic in constrained IoT environment. The authentication of IoT end-
nodes is an important issue to provide basic secure protection of the network
and devices. The node authentication in IoT involves the following:

� Smart objects, small device with specific purpose, low cost, limited
abilities;

� IoT, interconnect things and their users to enable new applications;
� IoT nodes are expected to be integrated in all aspects of existing works,

entrusted with vast amounts of data, need to communicate unseen and
autonomously.
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Existing RFC7228: Terminology for IoT node networks (constrained
environment)

� Device classification
� Energy profile
� Sleep strategies

Table 4.1 shows the resources classification for IoT end-nodes.

Cryptography is widely used in networks to protect private communications
and a number of ciphers have been developed, such as Data Encryption
Standard, the Ron Rivest, Adi Shamir and Leonard Adleman (RSA) was the
first practical public-key cryptosystem.

In IoT environment, the communications between nodes and the infrastruc-
ture node require light key distribution method using the public key to
reduce the burden; however, it is difficult to apply the method to a light
device where the encryption module, such as advanced encryption standard
(AES), RSA, elliptical curve cryptography (ECC), cannot be mounted. The
internet engineering task force (IETF) is considering application of transport
layer security (TLS), datagram transport layer security (DTLS), IPSec, etc.,
which have been adopted in the IP-based networks. The basic concept is to
apply DTLS to constrained application protocol (CoAP), which is the key
protocol in IoT. In this section, we will review the basic concepts of public-
key schemes, symmetric cryptography, and its application in encryption.
Then, we cover the PKC and public-key infrastructure (PKI), specifically with
regard to X.509 certificates and RAW Public Keys (RPKs).

The basic goals of an authenticated authorization protocol in IoT
include:

� Secure exchange of authorization information
� Establish DTLS channel between constrained nodes
� Use only symmetric key cryptography on constrained nodes
� Support of class-1 devices
� RESTful architectural style
� Relieve constrained nodes from managing authentication and

authorization

Table 4.1 Resources Classification for IoT Nodes

Name Data Size (e.g., RAM) Code Size (e.g., Flash)

Class 0, C0 {10 KiB {100 KiB
Class 1, C1 B10 KiB B100 KiB
Class 2, C2 B50 KiB B250 KiB
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The authenticated authorization

� Determine if the owner of an item of interest allows an entity to access
this item as requested.

� Authentication: Verify that an entity has certain attributes (cf. RFC4949).
� Authorization: Grant permission to an entity to access an item of interest.
� Authenticated Authorization: Use the verified attributes to determine if

an entity is authorized.

4.2.1 Symmetric Cryptography
A symmetric-key system is used to provide confidentiality of message in
transmission, storing, and processing. The symmetric-key algorithm performs
the operations of encryption/decryption based on a single key that is shared
by two or more parties. A difficulty in symmetric cryptography is securely
delivering the key from the encoder to the decoder(s) can introduce a security
risk. Anyone who gains access to the symmetric key is able to access/modify/
send the message without the recipient’s knowledge that the message has
been modified. To fix these issues, public-key cryptography or asymmetric key
have been developed. The symmetric cryptography algorithms are usually
grouped into stream ciphers and block ciphers. The AES is a commonly used
block cipher encryption algorithm in network security solutions.

In symmetric-key encryption, the secret key K, the plain text message P, and
the cipher text C have the same length. For example, in AES 128, the length
of K, P, C are all 128 bits (16 bytes), both the encryption and decryption
operations consist of XORing, permutations, bit-shifting, and linear mixing
functions that are performed in a known order. In general, the original plain
text is divided into multiple blocks with fixed length:

Ci 5 Encrypt ðK; PiÞ; ’i51; . . .; n

The weakness of this is that the same plain text blocks result in same cipher
blocks. This is especially critical for packets with a known format and a
repeating pattern in the content. To introduce randomness into cipher blocks
and make decryption attacks difficult, Cipher Block Chaining (CBC) can be
used where before encryption each plain text block is Exclusive operation
(XORed) with the previous cipher block.

In Fig. 4.1, the first cipher block C0, which is XORed to the first plain text
block as input, is referred to as the initialization vector (IV). Except the IV,
all the following cipher blocks are dependent on all the previous cipher
blocks due to the XORing. This feature is used in CBC-message authentica-
tion code (MAC) to provide authentication and integrity protection.
In Fig. 4.1, the last cipher block Cn serves as the MAC.

Ci 5 Encrypt ðK; Pi"Ci21Þ; ’i5 1; . . .; n; Ci 5 IV

4.2 Public-Key-Based Authentication 73



A MAC provides information that allows to authenticate a message and to
verify the integrity of it. Practically, a more typical way than CBC-MAC is
used to create the MAC of a message M is by using a hash function with a
shared secret key K:

MACðMÞ5HASHðKjMÞ5D

A secure cryptographic hash function generates from a variable input, a fixed
length of output.

The AES-CTR is another block cipher encryption algorithm that, in contrast
to CBC, uses a Nonce and a counter to add randomness to each cipher block,
as shown in Fig. 4.2.

The input can be a plain text or cipher block and the output is the corre-
sponding cipher or plain text block, respectively.

Ki 5Encrypt ðK ; Noncejji Þ; ’i51; . . .; n

Ci 5 Pi"Ki
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block n
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FIGURE 4.1
AES block encryption.
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The decryption in counter (CTR) mode is performed in the same fashion as
encryption which utilizes the following feature of XOR:

Ci"Ki 5 Pi"Ki"Ki 5Pi

As a result, CTR does not use AES decryption.

4.2.1.1 AES-CCM
AES-CCM is a mode of operation for block ciphers, which is developed
to provide at the same time confidentiality, authentication, and integrity
protection. This is achieved by encryption in CTR mode and creating the CBC-
MAC of the input. The CBC-MAC is 128 bits but can be truncated to any length.
It is then appended to the end of the cipher text. Since CBC-MAC and CTR are
performed into separate steps, there is the possibility of selectively not encrypting
the entire input, but integrity protecting it entirely. This feature puts counter
with CBC-MAC (CCM) in the class of algorithm that provides authenticated
encryption with associated data.

Since the AES-CCM only relies on AES encryption, most of IoT chips have a
hardware built-in AES engine. This makes AES-CCM the favorable choice of
encryption for constrained devices or sensors. In IoT, the standardization
community requires AES-CCM as the mandatory cipher suite for DTLS in
secure CoAP.

4.2.2 Public-Key Cryptography
The symmetric key algorithms are quite efficient, but the key distribution is
difficult to IoT end devices. The key distribution requires a secure connection
between the key distribution sever and the IoT nodes. PKC and asymmetric
cryptography are two effective ways of providing confidentiality and authen-
tication. In contrast to the symmetric cryptography, the PKC is based on
mathematically hard problem to solve, whereas hard in this context refers
to the complexity of calculation. The public-key encryption is based on
“trapdoor” functions, which are easy to compute, but hard to reverse without
additional information. The RSA is a widely used public-key algorithm,
in which the hard problem is finding the prime factors of a composite
number. In PKC cryptosystem, generally in a key pair, the public key and the
private key, the public key is made accessible to the public and the private
key is kept at a safe place. The public key is generally used in two ways.

1. Public-key encryption, in which one is capable to encrypt a message
with the public key of an entity, where only the entity with the
corresponding private key is capable of decrypting the cipher text.

2. Digital signatures, in which a cipher text generated with the private key
can be decrypted by anyone who has the public key. This verification
proves that the sender had access to the private key and therefore is
likely to be the person associated with the public key.

4.2 Public-Key-Based Authentication 75



In PKC system, public/private key pairs can be easily generated for
encryption and decryption. The security strength in a PKC system lies in
how difficult to determine a properly generated private key from its
public key. In this case, the length of private key is important for avoiding
brute-force attacks.

The RSA is one of the first practical public-key cryptosystems, which is
based on the practical difficulty of factoring the product of two large prime
numbers. If the public key is large enough, only the one knowing the
prime numbers can feasibly decode the message. The RSA is a relative slow
algorithm for encryption however it is commonly used to pass encrypted
shared keys for symmetric key cryptography. Since RSA encryption is an
expensive operation, in IoT it is rather used in combination with symmet-
ric cryptography. The shared symmetric key is encrypted with RSA; the
security of encryption in general is dependent on the length of the key.
For RSA, a key length of 1024 bits (128 bytes) is required, to have an
equivalent security level of symmetric key cryptography with a key length
of 128 bit (16 bytes). The large key size of RSA will cause expensive
computation costs.

The ECC is an alternative to common PKC because of the resistance against
powerful index-calculus attacks. The ECC allows efficient implementation
due to a significant smaller bit size of the operands over resource-constrained
environment. ECC is another public-key cryptography approach that works
based on elliptic curves over finite fields. ECC’s smaller key size is 256
as shown in Table 4.2. It is more efficient than RSA and it is more
suitable for resource-limited devices in IoT. The basic idea of ECC is the
general assumption that the elliptic curve discrete logarithm problem is
infeasible or at least not solvable in a reasonable time.

4.2.3 Public Key Infrastructure
A PKI is a set of roles, policies, and procedures needed to create manage,
distribute, use, store, and revoke digital certificates and manage public-key

Table 4.2 Key Size for Symmetric Key, RSA, and ECC

Symmetric Key RSA Key Elliptic Curve Key

80 1024 160
112 2048 224
128 3072 256
192 7680 384
256 15,360 521
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encryption (Wiki). In IoT environment, the general public-key problem is the
requirement of an authenticated exchange of public keys. The PKI consists of
components to securely distribute public keys and is today widely used in
the traditional Internet. The most important PKI is a trusted third party who
signs the identifier of an entity with its private key.

Interconnected devices in IoT environment must provide trustworthy infor-
mation to users and services; however, establishing trust across large-scale
network is a significant challenge. The devices in IoT are easily attacked and
the communications between nodes in IoT are usually difficult to secure.
The PKI system works well in existing systems such as banking systems,
cellular stations, mobile networks, and are proven to be able to provide
trusted environment. So the PKI is a promising solution in IoT.

� PKI comes to assurance and validation.
� Scale. The PKI deployments certainly exist that have the ability to

manage millions of certificates, most operate at significantly smaller
level.

� Technology issue. Extremely low-power and low-budget device will
populate the IoT. Traditional cryptography is not designed for
these environments and is mathematically intensive, which requires
CPU power. Another problem is credential generation. Making good
keys is not easy, and making them in high volumes can quickly
become a bottleneck. Again, cryptoalgorithms designed for low-power
devices and rapid key generation already exist and have been widely
proven.

Before we detail how the PKI works, we first introduce the basic concepts in
PKI. The trusted third party is referred to as certification authority (CA) who
issues a certificate which mainly constrains the public key and the identifier
of an entity. The main elements include:

� Subject: the identifier of the entity whose public key is being certified
� Signature: the algorithm used to create the signature
� Subject PKI: subjects public key and identifier of the algorithm used to

generate
� Validity: the time period the certificate can be used
� Issuer: CA’s identifier
� Signature value: The issuer’s signature on the hash of the previous

elements.

Access to the public key of the CA is required to verify the certificate. This
brings us in the original problem. Root CAs are at the highest level of trusted
hierarchy and have self-signed certificates. Furthermore, root CAs are prede-
ployed into systems for instance via browser vendors.
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4.3 IDENTIFY-BASED AUTHENTICATION, ENCRYPTION,
AND DIGITAL SIGNATURE

4.3.1 Identify-Based Authentication
Technically, IoT consists of uncountable devices, sensors, or actuators or
simply objectives connected to services in the Internet. These objectives
are from different vendors, communities, or standard groups. Most of
these devices speak different protocols, which make the IoT hard to be
implemented. In this case, the devices identify management as one of the
most important common technologies, which should be able to coordi-
nate different protocols, standards, scenarios. From a security point of
view, security protection should be provided for “Identities of things” in
heterogeneous communication and machine-to-machine security. The
security challenges are related to identification, authentication, privacy,
trustworthiness, and confidentiality. The identification is one of the most
important challenges in security of IoT. IoT consists of variety of smart
devices like intelligent sensors, smart objectives, computer, back-bone
servers, cloud clusters, etc. All of them should be uniquely identified for
addressing capabilities and for providing a means to communicate with
each other. From the viewpoint of security, the security protection mecha-
nism should be able to identify the message generators, transmitters, and
receivers. Existing identification schemes, for example, RFID objective
identifier, EPC global, NFC, IPv4, IPv6, etc., have been developed
for existing networks, however, how to securely manage devices in IoT
environment is still a challenge.

The commonly used protocols for identity authentication include:

� One-way authentication, which authenticates two nodes. For example,
node 1 and node 2 have a common secret key Xuh. Node selects rA GF (P)
which will be used to create session key. Tu is time stamp of nodes. The
secret key created by node 1 is L5 hðXuh"TuÞ, then node 1 encrypts r with
L as R5 EL and encrypts Tu with Xuh as Tus5 EXuh(Tu). MAC15MAC(Xuh,
R||ICAP1), where ICAP1 is a data structure represented by an identity based
on node 1. Now, node 1 sends the following parameters to node 2 (R, Tus,
MAC1). Node 2 generates its time stamp as Tcurrent and decrypt Tus to get Tu
and compare it with Tcurrent. If Tcurrent. Tu, it is valid. Now in node 2
calculate L and decrypt R to get r. It also calculates MAC0

1 and it will verify
this with MAC1 received from node 1. Fig. 4.3 shows the protocol.

� Mutual-authentication, which is part of authentication authenticates
node 2 to node 1. Node 2 builds a MAC as MAC25MAC(r||ICAP2)
and also encrypts r with Xuh as R0 5 EXuh(r). Then it sends (R0, MAC2) to
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node 1. Node 1 verifies MAC2 and decrypts R0 and compares received r
with this r 0. Fig. 4.4 shows the protocol.

Two of the best-known uses of PKC are:

� Public-key encryption, a message is encrypted with a recipient’s public
key. The message can only be decrypted by the matching private key,
who is assumed to be the owner of the key and the person associated
with the public key. This is used in an attempt to ensure
confidentiality.

� Digital signatures. A message is signed with the sender’s private key
and can be verified by anyone who has access to the sender’s public key.
This verification provides that the sender had access to the private
key, and therefore is likely to be the person associated with
the public key. This ensures that the message has not been tampered with.

FIGURE 4.3
Example of Google CA.
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4.3.2 Digital Signature
A problem with the use of public-key cryptography is confidence/proof that a
particular public key is authentic. It is correct and belongs to the person or entity
claimed, and has not been tampered with or replaced by a malicious third party.

R, Tus, MAC1

R ′, MAC2

R, Tus, MAC1

MAC1’ = MAC(Xuh, R || ICAP2)
MAC1’ == MAC1 ? ICAP1 = ICAP2 : ICAP1 ≠ ΙCAP2

ICAP1 == ICAP2? Auth : No Auth

MAC2 = MAC(r ′ || ICAP2)
R ′ = EXuh(r)

r ″ = DXuh(R ′)
MAC2’ = MAC(r ″ || ICAP1)

r = = r ″ ? Auth : No Auth

r ∈ GF(P)

I G

N1 gatway n2

(A)

(B)

2

Timestamp, Tu

Timestamp, Tcurrent

R = EL(r)

Tus = EXah(Tu)

MAC1 = MAC(Xah, R || ICAP1)

L = h(Xah ⊕ Tu)

L′= h(Xuh ⊕ Tu)

Tu = DXuh(Tus)

r ′ = DL(R)

Tcurrent > Tus? Tu is valid : Tu not valid

FIGURE 4.4
(A) One-way authentication and (B) mutual authentication.
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The usual approach to the problem is to sue PKI, in which one or more third
parties—known as CAs—certify ownership of key pairs. To date, no fully satisfac-
tory solution to the “public-key authentication problem” has been found.

The symmetric key algorithms are quite efficient, but the key distribution is
difficult at IoT end devices. The key distribution requires a secure connection
between the key distribution sever and the IoT nodes. PKC and asymmetric
cryptography are two effective ways of providing confidentiality and authen-
tication. In contrast to the symmetric cryptography, the PKC is based on
mathematically hard problem to solve, whereas hard in this context refers
to the complexity of calculation. The public-key encryption is based on
“trapdoor” functions, which are easy to compute, but hard to reverse without
additional information. The RSA is a widely used public-key algorithm, in
which the hard problem is finding the prime factors of a composite number.
In PKC cryptosystem, generally is a key pair, the public key and the private
key, the public key is made accessible to the public and the private key is
kept at a safe place. The public keys are generally used in two ways.

1. Public-key encryption, in which one is capable of encrypting a message
with the public key of an entity, where only the entity with the
corresponding private key is capable of decrypting the cipher text.

2. Digital signatures in which a cipher text generated with the private key
can be decrypted by anyone who has the public key. This verification
proves that the sender had access to the private key and therefore is
likely to be the person associated with the public key.

In PKC system, public/private key pairs can be easily generated for encryption
and decryption. The security strength in a PKC system lies in how difficult
to determine a properly generated private key from its public key. In this case,
the length of private key is important for avoiding brute-force attacks.

The RSA is one of the first practical public-key cryptosystems, which is based
on the practical difficulty of factoring the product of two large prime
numbers. If the public key is large enough, only the one knowing the
prime numbers can feasibly decode the message. The RSA is a relative slow
algorithm for encryption; however, it is commonly used to pass encrypted
shared keys for symmetric key cryptography. Since RSA encryption is an
expensive operation, in IoT it is rather used in combination with symmetric
cryptography. The shared symmetric key is encrypted with RSA, the security
of encryption in general is dependent on the length of the key. For RSA, a
key length of 1024 bits (128 bytes) is required, to have an equivalent security
level of symmetric key cryptography with a key length of 128 bit (16 bytes).
The large key size of RSA will cause expensive computation costs.

The ECC is an alternative to common PKC because of the resistance against
powerful index-calculus attacks. The ECC allows efficient implementation
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due to a significant smaller bit size of the operands over resource-constrained
environment. ECC is another public-key cryptography approach that works
based on elliptic curves over finite fields. ECC’s smaller key size is 256 as
shown in Table 4.2. It is more efficient than RSA and it is more suitable for
resource-limited devices in IoT. The basic idea of ECC is the general assump-
tion that the elliptic curve discrete logarithm problem is infeasible or at least
not solvable in a reasonable time.

The IETF recommends the AES-CCM in combination with ECC for con-
strained devices. In this section, we will explain how ECC is used to perform
a secure key exchange and create digital signatures.

� ECC concept
� Secure key exchange
� Digital signature

The equation of an elliptic curve has the following form:

y2 5 x3 1 ax1 b

The set of EC points are on this curve. A feature of EC is that the result of
addition of two points on the curve lies again on the curve. The same holds
as well for multiplication. Assume P is a known point on a given EC, and d
is a secret random number which serves as the private key, the public key Q,
and the private key d have the following relation:

Q5 d3 P

Then, the public key Q is again a point on the same curve. Although Q and P
are publicly known and Q is the result of adding P and d times to itself, it is
mathematically a hard problem to compute d.

Public keys are created by multiplying the generator. Using the routines for
arithmetic, other routines can be built that will compute scalar multiples of
the generating point, kP, or of other points Q5 dG. Public keys are created
by multiplying the generator, that is Q is the public key for d if Q5 dP on
the elliptic curve. Key generation is the production of (d, D) is therefore very
basic and efficient in ECC. In RSA key generation involves coming up with
large prime numbers and takes much longer.

Assume user Q wants to sign a message m, he/she first computes K5 kP for k
random, since this can be complete before the message is in hand, so it is
often completed over powerful service and passed to the constrained nodes
in IoT. If the message m can be signed by computing with much less inten-
sive modular computations over nodes:

r5 xcoordðK5 kPÞmod n

s5K ð21Þðm1 drÞ
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in which n is the pointer order and the signature on message m is (r, s). If
one knows the public key D, then he can verify this signature on m as:

K0 5 ðsn21mÞP1 ðsð21ÞrÞQ
r0 5 xcoordðK 0Þ

if the r and r0 are the same, it means it is acceptable. In practical, the applica-
tions that require cryptography system can quickly generate signatures and a
number of speeding up verification based on ECC have been developed.

The ECC has small key sizes and is able to generate efficient signature.
The strength and efficiency of ECC makes it an ideal for many IoT applica-
tions over resource-limited devices. The ECC is suitable for securing IoT
environment where more resource-constrained devices are interconnected,
such as intelligent sensors, wireless sensor nodes, and e-healthcare devices.

4.3.3 Raw Public Key
In resource-constrained IoT devices, such as intelligent sensors or RFID tag,
the certificate chains or even single certificate may be too big to process.
Recently, the RPKs are recommended by IEFT instead of the certificates
for TLS and DTLS. The RPK requires the out-of-band validation of the
public key:

1. Obtaining the public key via DNS-based authentication of named
entities or authentication via DNS security extensions

2. Predeployment of RPKs is beneficial in IoT-constrained devices
which are configured before deployment with the public key of the
back-end service.

The RPK contains the subject Public-Key Information of a certificate which
carries the public key values and the algorithm identifier of the cryptographic
algorithm used to generate it. RPKs allow for omitting large certificates
from the handshake; however, it requires an out-of-band technique for the
verification of the public key.

It should be noted that if an IoT gateway node supports the RPK certificates,
it must support specific cipher suites such as TLS_ECDHE_ECDSA_WITH_
AES_128_CCM_8 (CoAP) and TLS_ECDHE_ECDSA_WITH_AES_128_CBC_
SHA256. The end IoT nodes must support at least one of the above cipher
suites. The client node uses the value of the “Public Key or Identify” resource
for its RPK certificate to determine the expected value of the server’s RPK and
the value “Secret Key” resource for its private key. The client must check
whether the RPK presented by the server exactly matches with the stored
public key. The RPK mode is appropriate for IoT nodes deployments where
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there is an existing trust relationship between the client and server. The server
must store its own private and public keys, and must have a stored copy of
the expected client public key. The server must check that the RPK present by
the IoT client exactly matches with the stored public key. In some application
scenarios, such as smartcard, the RPK certificates provisioning needs no
preexisting trust relationship between server and client. The preestablished
trust relationship is simply between the server and the smartcards.

4.3.4 X.509 Certificates
X.509 is an important standard in cryptography, which is designed for a PKI
to manage digital certificates and public-key encryption. The X.509 is a key
part of the TLS and it is widely used in web, mobile, and email security.
In X.509, an organization that needs a signed certificate requests one via a
certificate signing request (CSR). To do this (1) they first generate a key pair,
keeping the private key secret and using it to sign the CSR, which contains
the public key that is used to verify the signature of the CSR and the distin-
guished name (DN) and (2) the certification authority issues a certificate
binding a public key to particular DN.

The Firefox, Chrome, Safari, etc. come with a predetermined set of root
certificates preinstalled, so SSL certificates from large vendors will work
instantly. In effect the browsers’ developer determine which CAs are trusted
third parties for the browser’s users (Fig. 4.5).

FIGURE 4.5
AES-CTR block encryption.
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X.509 certificates are the dominating type of certificates and are consequently
used in the certificate-based model of DTLS. In this section, we briefly
address the concepts of X.509.

The X.509 certificates are encoded into Base64 which is a binary-to-text
encoding scheme. The basic structure is

� Identifier
� Length
� Content

4.4 IP CONNECTIVITY

IoT is a hybrid network that contains different networks: WSNs, Mobile
networks, IP, and wireless mesh networks. Most existing IoT solutions are
undergoing the IP-enabled and thus connected to the Internet. As a result,
existing and matured IP-based security protocol is within constrained
environment. Since the existing IP-based security protocol is not designed
for resource-constrained devices, such as intelligent sensors, it cannot be used
just directly in IoT. It is needed to redesign the existing IP-based protocols or
improve it for IoT devices. The TLS is the underlying security protocol for
applications protocols, such as HTTP, HTTPS, and it runs over TCP. In IoT,
the UDP has become the de facto favorable protocol since it is simple and
efficient. The CoAP is intended to be used in resource-constrained devices
and widely used in IoT and machine-to-machine networks.

Fig. 4.6 shows protocols that have been developed at different layers of IoT,
including messaging protocols at application layer, such as CoAP, routing
protocols (such as the routing protocol for low power and lossy network,
RPL). In this protocol, the IPv6 is one of the most important enablers in the
IoT environment that supports the possibility to connect billions of smart
objectives together. However, all protocols should be designed by following
the security requirements.

Communication in IoT-constrained environment

� CoAP (RFC 7252), which is designed for special requirements of
constrained environments like IoT and similar to HTTP with RESTful
architecture style

� DTLS binding
� User controls the device and data through authorization

4.4.1 Datagram Transport Layer Security
In the Internet, the TLS is a prominent IP-based security protocol which is
widely used to provide protection over transparent connection-orient channel
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against security attacks, such as eavesdropping, tampering, or message forg-
ery. In web applications, the TLS is widely used for web protocols, such as
HTTP and TCP. Fig. 4.7 shows the structure of DTLS.

In IoT applications, the security protocol is particularly targeted for small,
low-power sensors, switches, valves, and similar components that need to be
controlled or supervised remotely, through standard Internet works. The
DTLS is developed based on TLS by providing equivalent security services,
such as confidentiality, authentication, and integrity protection. The TLS uses
the TCP and therefore does not encounter packet reordering and packet loss
issues. In DTLS, a handshake mechanism is designed to deal with the packet-
loss, reordering, and retransmission. In DTLS, the initial authentication of
the peers and key agreement and then data protection is provided via the

FIGURE 4.6
Protocols in IoT.

AlertHandshake ChangeCipherSpec

Record payloadRecord header

Data

FIGURE 4.7
Structure of the DTLS.
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secure channel. In DTLS, the lower layer is the record protocol which protects
all DTLS messages as shown in Fig. 4.7. The upper layer is record protocol
payload; it consists of four protocol types:

� Handshake, DTLS provides three types of handshake:
nonauthentication, server authentication, and server and client
authentication

� Alert
� ChangeCipherSpec
� Data

Mutual certificate-based DTLS handshake. Client and server possess a pair of
private�public keys. They exchange during the handshake their public keys.
Each public key is bound to an identity by means of a certificate. For fresh-
ness of keying material and providing perfect forward secrecy random values
and ephemeral DH key pairs are generated at each side, exchanged and
incorporated into the calculation of the keying material (Fig. 4.8).

Client

Client Hello

Hello Verify Request

Client Hello

Server Certificate

Server Key Exchange

Certificate Request

Server Hello Done

Client Certificate

Client Key Exchange

Certificate Verify (Hash) 

Change Cipher Spec

Finished

Change Cipher Spec

Finished

Server

FIGURE 4.8
Mutual certificate-based DTLS handshake procedure.
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4.4.2 Constrained Application Protocol
The CoAP is particularly designed web transfer protocol for use with
resource-constrained networks and devices. It is very suitable for IoT environ-
ment, where lots of end-nodes often have only 8/16-bit microcontrollers
with small amounts of ROM and RAM, while constrained network such
as IPv6 over low-power Wireless Personal Area Networks (6LoWPANs)
often have high packet error rates and a typical throughput of 10 s of kbps.
The CoAP provides a request�response interaction model between applica-
tions. CoAP supports built-in discovery of services and resources, includes
key concepts of the Web, URIs, etc. Fig. 4.9 shows the basic structure
of CoAP.

CoAP defines four types of message:

� Confirmable
� Nonconfirmable
� Acknowledgment
� Reset

The basic exchange of the four types of messages are somewhat orthogonal
to the request�response interactions; requests can be carried in confirmable
and nonconfirmable message, and responses can be carried in these as well
as piggybacked in acknowledge messages.

4.5 LIGHTWEIGHT CRYPTOGRAPHY

We propose to adopt new advancing technology, “Lightweight Cryptography,”
in the IoT. We described two reasons that support our proposal.

FIGURE 4.9
Structure of the CoAP.
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4.5.1 Efficiency of End-to-End Communication
In order to achieve end-to-end security, end-nodes have an implementation
of a symmetric key algorithm. For the low resource-devices, for example,
battery-powered devices, the cryptographic operation with a limited amount
of energy consumption is important. Application of the lightweight symmetric
key algorithm allows lower energy consumption for end devices.

4.5.2 Applicability to Lower Resource Devices
The footprint of the lightweight cryptographic primitives is smaller than the
conventional cryptographic ones. The lightweight cryptographic primitives
would open possibilities of more network connections with lower resource
devices.

A comparison of the lightweight properties with the conventional crypto-
graphic primitives is shown in Table 4.3. The comparison in Appendix
focuses on hardware properties. Some end-nodes might be able to embed
general-purpose microprocessors and software properties are considered
important in such platforms. However, lowest cost devices can embed only
application-specific ICs due to limited cost and power consumption, where
hardware properties are crucially important.

Cryptographic technologies are advancing: new techniques on attack, design,
and implementation are extensively studied. One of the state-of-the-art
techniques is “Lightweight Cryptography (LWC).” Lightweight cryptography
is a cryptographic algorithm or protocol tailored for implementation in
constrained environments including RFID tags, sensors, contactless smart
cards, healthcare devices, and so on.

The properties of lightweight cryptography have already been discussed
in ISO/IEC 29192 in ISO/IEC JTC 1/SC 27. ISO/IEC 29192 is a new stan-
dardization project of lightweight cryptography, and the project is in process
of standardization. In ISO/IEC 29192, lightweight properties are described
based on target platforms. In hardware implementations, chip size and/or
energy consumption are the important measures to evaluate the lightweight
properties. In software implementations, the smaller code and/or RAM
size are preferable for the lightweight applications. From the view of the
implementation properties, the lightweight primitives are superior to conven-
tional cryptographic ones, which are currently used in the Internet security
protocols, for example, IPsec, TLS.

Lightweight cryptography also delivers adequate security. Lightweight
cryptography does not always exploit the security-efficiency trade-offs.
We report recent technologies of lightweight cryptographic primitives.
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Lightweight cryptography contributes to the security of smart objects
networks because of its efficiency and smaller footprint. We believe
that lightweight primitives should be considered to be implemented in the
networks. Especially, lightweight block ciphers are practical to use now
(Table 4.3).

4.6 EXISTING SECURITY SCHEMES FOR IoT

In existing networks, a number of data protection solutions have been
applied for protection of data. In IoT environment, security still is a big
concern. In IoT, from the nodes to the applications, the security challenges
have posed. Fig. 4.10 shows a brief architecture of an IoT systems.

The typical security scheme should be addressed throughout the node life
cycle from the initial design to the operational environment.

Secure boot: It is a process involving cryptography that allows an electronic
device to start executing authenticated and trusted software to operate.
To implement a secure boot with the help of public-key-based signature
verification, a basic procedure is as follows. It is the foundation of trust but
the nodes still need protection from various run-time threats and malicious
intentions.

Table 4.3 Results on Hardware Performance

Mode
Block
Size (Bits)

Key Size
(Bits) Cycle

Area
(GE)

Frequency
(MHz)

Throughput
(Mbps)

Technology
(µm)

Serialized Implementation (Area Optimization)

PRESENT enc 64 80 547 1075 0.1 0.0117 0.18
PRESENT enc 64 128 559 1391 0.1 0.0115 0.18
CLEFIA enc 128 128 176 2893 67 49 0.13
CLEFIA enc/dec 128 128 176 2996 61 44 0.13
AES enc 128 128 177 3100 152 110 0.13
AES enc/dec 128 128 1032 3400 80 10 0.35

Round-Based Implementation (Efficiency Optimization)

PRESENT enc 64 80 32 1570 0.1 0.20 0.18
PRESENT enc 64 128 32 1884 0.1 0.20 0.18
CLEFIA enc/dec 128 128 36 4950 201.3 715.69 0.09
CLEFIA enc/dec 128 128 18 5979 225.8 1605.94 0.09
AES enc/dec 128 128 11 12,454 145.4 1691.35 0.13
AES enc/dec 128 128 54 5398 131.2 311.09 0.13
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Access control: The access control should be well designed to mandatory dif-
ferent forms of resources and roles in IoT. Basically, the privilege dictates that
only the minimal access required to perform a function should be authorized
in order to minimize the effectiveness of any breach of security.

Existing PKC schemes verify the integrity and authenticity of digital contents.
As mentioned above, the integrity means that the digital content has not be
been modified since it was created. Authenticity means that the same digital
content has been released by a well-identified entity. The digital signature
provides the two fundamental characteristics to make sure the digital content
is trusted by other entity.

1. Integrity of digital content is guaranteed by message digest, that is,
a secure hash algorithm (SHA-1, SHA-256, SHA-3, etc.).

2. The authenticity of digital content is guaranteed by the public-key-
based signature scheme itself. PKC is based on pairs of keys. Anyone
can possess a pair of keys: one private key stored secretly (K_PRIV),
and one public key (K_PUB) publicly available to anyone. The K_PRIV
can be used to sign digital content. The issuer of the digital content
uses its own K_PRIV to identify himself/herself as the “issuer,” the
public key can be used by anyone to verify a digital content’s signature.
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The Internet
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cloud

Embedded
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Data
analysis

Data
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Data
acquisition
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datacenter
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FIGURE 4.10
Structure of an IoT system.
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a. Hash. Hashing the digital content and producing a hash value with
the properties.

b. Sign. The hash value is signed (encrypt hash using K_PRIV) using
the K_PRIV of the digital content author. The procedure value is
called “signature” that is attached to the original digital content.
Verify. If one wants to verify the digital content signature they

have to perform following two steps:
c. Hash again. The digital content is hashed again, as in the signature

generation process.
d. Reconstructed hash value is used as an input to the signature

verification algorithm together with the signature attached to the
digital content and the K_PUB (decrypt using signer’s K_PUB)
(Fig. 4.11).

Data

Digitally signed data

Digitally signed data

VerificationSigning

Signature

111101101110

101100110101

111101101110

101100110101

101100110101

If the hashes are equal, the signature is valid

?

Decrypt
using signer’s

public key
Hash

function

Attach
to data

Encrypt hash
using signer’s

private key

Hash
function

Data

Certificate Signature

Hash Hash

Hash

FIGURE 4.11
Example of digital sign system.
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4.7 SUMMARY

The IoT is growing quickly and a number of smart objectives are bringing
together, which can bring vulnerabilities in to the IoT systems and may
carry serious risks for IoT devices, users, and for IoT-based applications.
The hardware-based security solution can secure IoT systems and prevent
damages and economic losses offering new opportunities. The IoT hardware
security architecture is still in its exploratory stage, so it is facing many severe
challenges than expected.
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CHAPTER 5

Security Requirements in IoT Architecture

Shancang Li

5.1 INTRODUCTION

A critical requirement of IoT is that the devices must be interconnected,
which makes it to be able to perform specific tasks, such as sensing, commu-
nicating, information processing, etc. The IoT is able to acquire, transmit,
and process the information from the IoT end-nodes (such as RFID devices,
sensors, gateway, intelligent devices, etc.) via network to accomplish highly
complex tasks. The IoT should be able to provide applications with strong
security protection (e.g., for online payment application, the IoT should be
able to protect the integrity of payment information) (Fig. 5.1).

The system architecture must provide operational guarantees for the IoT,
which bridges the gap between the physical devices and the virtual worlds. In
designing the framework of IoT, following factors should be taken into con-
sideration: (1) technical factors, such as sensing techniques, communication
methods, network technologies, etc.; (2) security protection, such as informa-
tion confidentiality, transmission security, privacy protection, etc.; (3) busi-
ness issues, such as business models, business processes, etc. Currently, the
service-oriented architecture (SoA) has been successfully applied to IoT
design, where the applications are moving towards service-oriented integra-
tion technologies. In business domain, the complex applications among
diverse services have been appearing. Services reside in different layers
of the IoT such as: sensing layer, network layer, services layer, and
application�interface layer. The services-based application will heavily
depend on the architecture of IoT. Fig. 5.2 depicts a generic SoA for IoT,
which consists of four layers:

� Sensing layer is integrated with end components of IoT to sense and
acquire the information of devices;

� Network layer is the infrastructure to support wireless or wired
connections among things;
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� Service layer is to provide and manage services required by users or
applications;

� Application�interfaces layer consists of interaction methods with users or
applications.

The security requirements on each layer might be different due to its features.
In general, the security solution for the IoT considers following requirements:

1. Sensing layer and IoT end-node security requirements,
2. Network layer security requirements,
3. Service layer security requirements,
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SoA for IoT (Bi et al., 2014).

Dynamic distributed intelligence

Distributed analytics and management

Network enforcement/segmentation

Authenticated encryption

Connectivity standards

Stateful application visibility

Auto-enrolment and provisioning

Device classification

Standards for actuator and sensors

IP
 p

ro
te

ct
io

n

D
at

a 
pr

ot
ec

tio
n 

an
d 

co
nf

id
en

tia
lit

y

A
nt

ita
m

pe
r 

an
d 

de
te

ct
io

n

R
ol

e-
ba

se
d 

se
cu

rit
y

FIGURE 5.1
Security framework in the IoT environment.

98 CHAPTER 5: Security Requirements in IoT Architecture



4. Application�interface layer security requirements,
5. The security requirements between layers, and
6. Security requirements for services running and maintenance.

5.1.1 Security Challenges in IoT Environment
In IoT systems, most of the smart things are typically small, inexpensive,
with limited security capabilities. The existing advanced cryptographic
algorithms are unable to process since the low CPU cycles and low effective
encryption.

There are seemingly competing, complex security requirements to be
deployed on a platform with potentially limited resources:

� Authenticate to multiple networks securely
� Ensure that data are available to multiple collectors
� Manage the contention between the data access
� Manage privacy concerns between multiple consumers
� Provide strong authentication and data protection (integrity and

confidentiality) that are not easily compromised
� Maintain availability of the data or the service
� Allow for evolution in the face of unknown risks

Fig. 5.3 shows a framework to secure the devices in IoT.

FIGURE 5.3
Security architecture for IoT.
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5.1.2 Sensing Layer and IoT End-Nodes
The IoT is a multilayer network that interconnects devices for information
acquisition, exchange, and processing. At the sensing layer, the intelligent
tags and sensor networks are able to automatically sense the environment
and exchange data among devices (Li, 2011). In determining the sensing
layer of an IoT, the main concerns are:

� Cost, size, resource, and energy consumption. The things might be
equipped with sensing devices such as RFID tags, sensors, actuator, etc.,
which should be designed to minimize required resources as well as
cost.

� Deployment. The IoT end-nodes (such as RFID reader, tags, sensors, etc.)
can be deployed one-time, or in incremental or random ways
depending on application requirements.

� Heterogeneity. A variety of things or hybrid networks make the IoT very
heterogeneous.

� Communication. The IoT end-nodes should be designed able to
communicate each other.

� Networks. The IoT involves hybrid networks, such as wireless sensor
networks, Wireless Mesh Networks (WMNs), and supervisory control
and data acquisition systems.

The security is an important concern in sensing layer. It is expected that IoT
could be connected with industrial networks to provide users smart services.
However, it may cause new concerns in controlling the devices, such as who
can input authentication credentials or decide whether an application should
be trusted. The security model in IoT must be able to make its own judg-
ments and decision about whether to accept a command or execute a task.
At sensing layer, the devices are designed for low power consumption with
constraints resources, which often have limited connectivity. The endless variety
of IoT applications poses an equally wide variety of security challenges.

� Devices authentication
� Trusted devices
� Leveraging the security controls and availability of infrastructures in

sensing layer
� Cryptoresilience and cryptoalgorithms have a limited lifetime before

IoT devices
� Physical protection
� Tamper detection techniques

In terms of software update, how the sensing devices receive software updates
or security patches in a timely manner without impairing functional safety or
incurring significant recertification costs every time a patch is rolled out.
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In this layer, the security concerns can be classified into two main categories:

� The security requirements at IoT end-node: physical security protection,
access control, authentication, nonrepudiation, confidentiality,
integrity, availability, and privacy.

� The security requirements in sensing layer: confidentiality, data source
authentication, device authentication, integrity, availability, and timeless.

Table 5.1 summarizes the potential security threats and security vulnerabil-
ities at IoT end-node and Table 5.2 analyzes the security threats and
vulnerabilities in sensing layer.

As mentioned above, in this layer, most devices are typically small in size,
inexpensive, and with little to physical security. These devices could be
in remote and/or inaccessible locations but may not support complex
and evolving security algorithms due to limited resources. At these nodes,
methods must be taken to ensure that the authenticity of the data/user,

Table 5.1 Security Threats and Vulnerabilities at IoT End-Node

Security Threats Description

Unauthorized access Due to physical capture or logic attacked, the sensitive information at the end-nodes is
captured by the attacker

Availability The end-node stops to work since physically captured or attacked logically
Spoofing attack With malware node, the attacker successfully masquerades as IoT end-device, end-node,

or end-gateway by falsifying data
Selfish threat Some IoT end-nodes stop working to save resources or bandwidth to cause the failure

of network
Malicious code Virus, Trojan, and junk message that can cause software failure
Denial of Services (DoS) An attempt to make an IoT end-node resource unavailable to its users
Transmission threats Threats in transmission, such as interrupting, blocking, data manipulation, forgery, etc.
Routing attack Attacks on a routing path

Table 5.2 Analysis of the Security Threats and Vulnerabilities in Sensing Layer

IoT End-Node Threats and Vulnerabilities IoT End-Devices IoT End-Node IoT End-Gateway

Unauthorized access O O O
Selfish threat O O
Spoofing attack O O
Malicious code O O O
DoS O O O
Transmission threats O
Routing attack O O O
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the access control of the devices, and the connectivity authentication
parameters between the initial configuration and its presence in run-time at
IoT environment cannot be compromised.

Specifically, to secure devices in this layer before users are at risk, following
actions should be taken: (1) Implement security standards for IoT and ensure
all devices are produced by meeting specific security standards; (2) Build trust-
worthy data sensing system and review the security of all devices/components;
(3) Forensically identify and trace the source of users; (4) Software or
firmware at IoT end-node should be securely designed.

5.2 NETWORK LAYER

The network layer connects all things in IoT and allows them to be aware
of their surroundings. It is capable of aggregating data from existing IT
infrastructures and then transmits to other layers, such as sensing layer,
service layers, etc. The IoT connects a variety of different networks, which
may cause a lot of difficulties on network problems, security problems, and
communication problems.

The deployment, management, and scheduling of networks are essential for
the network layer in IoT. This enables devices to perform tasks collaboratively.
In the networking layer, the following issues should be addressed:

� Network management technologies including the management for
fixed, wireless, mobile networks

� Network energy efficiency
� Requirements of QoS
� Technologies for mining and searching
� Information confidentiality
� Security and privacy

Among these issues, information confidentiality and human privacy security
are critical because of its deployment, mobility, and complexity. The existing
network security technologies can provide a basis for privacy and security pro-
tection in IoT, but more works are still needed to be done. The security
requirements in network layer involve:

� Overall security requirements, including confidentiality, integrity, privacy
protection, authentication, group authentication, keys protection,
availability, etc.

� Privacy leakage. Since some IoT devices are physically located in
untrusted places, which cause potential risks for attackers to physically
find the privacy information such as user identification, etc.

� Communication security. It involves the integrity and confidentiality of
signaling in IoT communications.
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� Overconnected. The overconnected IoT may run risk of losing control of
the user. Two security concerns may be caused: (1) DoS attack, the
bandwidth required by signaling authentication can cause network
congestion and further cause DoS; (2) Keys security, for the
overconnected network, the keys operations could cause heavy network
resources consumption.

� MITM attack, the attacker makes independent connections with the
victims and relays messages between them, making them believe that
they are talking directly to each other over a private connection, when
in fact the attacker controls the entire conversation.

� Fake network message, attackers could create fake signaling to isolate/
misoperate the devices from the IoT.

� Confidential compromise, the data in network are being relayed and can
be altered by an attacker.

� Relay attack, the valid data could be retransmitted or delayed by an
adversary to gain access to an already established connection by
spoofing their own identity.

In the network layer, the possible security threats are summarized in
Tables 5.3 and 5.4, the potential security threats and vulnerabilities are
analyzed.

Table 5.3 Security Threats in Network Layer

Security Threats Description

Data breach Information release of secure information to an untrusted environment
DoS An attempt to make an IoT end-node resource unavailable to its users
Public key and private key The comprise of keys in networks
Malicious code Virus, Trojan, and junk message that can cause software failure
Transmission threats Threats in transmission, such as interrupting, blocking, data manipulation, forgery, etc.
Routing attack Attacks on a routing path

Table 5.4 The Security Threats and Vulnerabilities in Network Layer

Privacy Leakage Confidentiality Integrity DoS PKI MITM Request Forgery

Physical
protection

O O O

Transmission
security

O O O O O O

Overconnected O O O
Cross-layer fusion O O O O
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The network infrastructure and protocols developed for IoT are different with
existing IP network; special efforts are needed on following security concerns:
(1) Authentication/Authorization, which involves vulnerabilities such as
password, access control, etc. and (2) Secure transport encryption, it is crucial
to encrypt the transmission in this layer.

5.3 SERVICE LAYER

In IoT, the service layer relies on middleware technology, which is an
important enabler of services and applications. The service layer provides IoT
a cost-effective platform where the hardware and software platforms could
be reused. The IoT illustrates the activities required by the middle service
specifications, which are undertaken by various standards developed by the
service providers and organizations. The service layer is designed based
on the common requirements of applications, application programming
interfaces (APIs), and service protocols. The core set of services in this layer
might include following components: event processing service, integration
services, analytics services, UI services, and security and management services
(Choi et al., 2012). The activities in service layer, such as information
exchange, data processing, ontologies databases, communications between
services, are conducted by following components:

� Service discovery. It finds that infrastructure can provide the required
service and information in an effective way.

� Service composition. It enables the combination and interaction among
connected things. Discovery exploits the relationships of things to find
the desired service, and service composition schedules or recreates more
suitable services to obtain the most reliable ones.

� Trustworthiness management. It aims at understanding how the trusted
devices and information are provided by other services.

� Service APIs. It provides the interactions between services required by
users.

Recently, a number of service layer solutions have been reported. The
SOCRADES integration architecture is proposed that can be used to interact
between applications and service layers effectively (Fielding and Taylor,
2002); things are abstracted as devices to provide services at low levels as
network discovery services, metadata exchange services, and asynchronous
publish and subscribe event (Kranenburg et al., 2011; Sundmaeker et al.,
2010); In Peris-Lopez et al. (2006), a representational state transfer is
defined to increase interoperability between loosely coupled services and
distributed applications. In Hernandez-Castro et al. (2013), the services
layer introduced a service provisioning process that can provide the
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interaction between applications and services. It is important to design an
effective security strategy to protect services against attacks in the service
layer. The security requirements in the service layer include:

� Authorization, service authentication, group authentication, privacy
protection, integrity, integrity, security of keys, nonrepudiation,
antireplay, availability, etc.

� Privacy leakage. The main concern in this layer involves privacy leakage
and malicious location tracking.

� Service abuses, in IoT the service abuse attack involves: (i) illegal abuse
of services; (ii) abuse of unsubscribed services.

� Node identify masquerade.
� DoS attack.
� Replay attack, the attacker resends the data.
� Service information sniffer and manipulation.
� Repudiation in service layer includes the communication repudiation

and services repudiation.

The security solution should be able to protect the operations on this layer
from potential threats. Table 5.5 summarizes the security threats on the
service layer.

The data security in services layer is crucial and more complicate. It involves
fragmented, full of competing standards and proprietary solutions. The SoA
is very helpful to improve the security of this layer, but following chal-
lenges still need to be faced when building an IoT services or application:
(1) data transmission security between service and/or layers; (2) secure
services management, such as service identification, access control, services
composite, etc.

Table 5.5 The Security Threats in Service Layer

Security Threats Description

Privacy threats Privacy leakage or malicious location tracking
Services abuse Unauthorized users access services or the authorized users access

unsubscribed services
Identity masquerade The IoT end-device, node, or gateway are masqueraded by attacker
Service information manipulation The information in services is manipulated by the attacker
Repudiation Denial of the operations have been done
DoS An attempt to make an IoT end-node resource unavailable to its users
Replay attack The attack resends the information to spoof the receiver
Routing attack Attacks on a routing path
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5.4 APPLICATION�INTERFACE LAYER

The application�interface layer involves a variety of applications and
interfaces from RFID tag tracking to smart home, which are implemented by
standard protocols as well as service-composition technologies (Ning, 2013).
The requirements in application�interface layer strongly depend on the
applications. For the application maintenance, following security require-
ments will be involved:

� Remote safe configuration, software downloading and updating,
security patches, administrator authentication, unified security
platform, etc.For the security requirements on communications
between layers:

� Integrity and confidentiality for transmission between layers, cross-layer
authentication and authorization, sensitive information isolation, etc.
In IoT designing for the security solutions, following rules should be
helpful:
a. Since most constrained IoT end-node works in an unattended

manner, the designer should pay more attention to the safety of
these nodes;

b. Since IoT involves billions of clustering nodes, the security solutions
should be designed based on energy efficiency schemes;

c. The light security scheme at IoT end-nodes might be different with
existing network security solutions; however, we should design
security solutions in a big enough range for all parts in IoT.

Table 5.6 summarizes the security threats and vulnerabilities in IoT application�
interface layer.

In Table 5.7, we analyze the security threats and potential vulnerabilities in
application�interface layer.

Table 5.6 The Security Threats in Application�Interface Layer

Security Threats Description

Remote configuration Fail to configure at interfaces
Misconfiguration Misconfiguration at remote IoT end-node, end-device, or

end-gateway
Security management Log and keys leakage
Management system Failure of management system
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The application�interface layer bridges the IoT system with user applications,
which should be able to ensure that the interaction of IoT systems with other
applications or users are legal and can be trusted.

5.5 CROSS-LAYER THREATS

Information in the IoT architecture might be shared among all of the four
layers to achieve full interoperability between services and devices. It brings a
number of security challenges such as trust guarantee, privacy of the users
and their data, secure data sharing among layers, etc. In the IoT architecture
described in Fig. 5.1, information is exchanged between different layers,
which may cause potential threats as shown in Table 5.8.

The security requirements in this layer include (1) security protection,
securing to be ensured at design and execution time; (2) privacy protec-
tion, personal information access within IoT system, privacy standards and
enhancement technologies; (3) trust has to be a part of IoT architecture
and must be built in.

Table 5.7 The Security Threats and Vulnerabilities in Application�Interface Layer

Unauthorized
Access

Failure of
Node Masquerade

Selfish
Node

Trojan, Virus,
Spam

Privacy
Leakage

Physical security
protection

O O O

Antivirus, firewalling O
Access control O O O O
Confidential O O O O
Data integrity O O O O
Availability
Authentication O O O O
Nonrepudiation O O O O

Table 5.8 Security Threats Between Layers in the IoT Architecture

Security Threats Description

Sensitive information leakage at border The sensitive information might be not protected at the border of layers
Identity spoofing The identities in different layers have different priorities
Sensitive information spreads between
layers

Sensitive information spreads at different layers and cause
information leakage
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5.6 THREATS CAUSED IN MAINTENANCE OF IoT

The maintenance of IoT can cause security problems, such as in configuration
of the network, security management, and application managements.
Table 5.9 summarized the potential threats that can cause risky in IoT.
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CHAPTER 6

Security in Enabling Technologies

Shancang Li and Li Da Xu

6.1 SECURITY IN IDENTIFICATION AND TRACKING
TECHNOLOGIES

The concept of IoT was coined based on the radio-frequency identification
(RFID)-enabled identification and tracking technologies. A basic RFID system
consists of an RFID reader and RFID tags. Due to its capability for identify-
ing, tracing, and tracking, the RFID system has been widely applied in logis-
tics, such as package tracking, supply chain management, healthcare
applications, etc. An RFID system could provide sufficient real-time informa-
tion about things in IoT, which are very useful to manufacturers, distributors,
and retailers. For example, RFID application in supply chain management
can improve backroom inventory-management practices.

Although RFID technology is successfully used in many areas, it is still evolv-
ing in developing active system, Inkjet-printing-based RFID, and manage-
ment technologies (Hepp et al., 2007). For adoption by IoT, more identified
problems need to be resolved, such as: collision of RFID readings, signal inter-
ferences, privacy protection, standardization, integration, etc.

In the new era of IoT, the scope of identifications has expended and included
RFIDs, barcodes, and other intelligent sensing technologies. In RFID-enabled
contactless technologies (ISO 14443 and 15693), security features have been
implemented, such as cryptographic challenge�response authentication,
128-bit AES, triple-DES, and SHA-2 algorithms. The increasing use of RFID
devices requires RFID security guarantee from multiple sides: manufacture,
privacy protection, and business processes. In general, the security features of
RFID include:

� Tags/Readers collision problem
� Data confidentiality
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� Tag-to-reader authentication
� High-assurance readers

Table 6.1 summarizes the security features of RFID standards.

In RFID technologies, the security and privacy protection are not just techni-
cal issues; important policy questions arise as RFID tags join to create large
sensor networks.

6.1.1 Identification
6.1.1.1 Tracking
In the location-based service in IoT, the exact location is commonly used;
however in security viewpoint, it is potential to eliminate privacy. The
attacker may spy on people in exchange for services with IoT. Security vulner-
abilities are widespread in most IoT devices, which make the IoT vulnerable
to attackers. The surveillance-related side of IoT is being put to use in a very
open and even beneficial manner. GPS sensors can be easily placed in a
smart device, for example, in smart shoes of elders, so that people can surveil
them to ensure they don’t wander off or go to unsafe place. However, in
many cases, the devices have to hide itself for avoiding being spy or attack.
The common ways to make sure devices aren’t tracking are:

� Switch off “discoverable” Bluetooth to make sure the MAC address is
unable to be identified.

� WiFi: similar to Bluetooth, the WiFi connected device can be identified
according to the signal strength.

� GPS-related functions on the IoT devices can be used to pinpoint the
location without your consent.

� Privacy app or stealth device, secure privacy add-ones, know your
rights.

Table 6.1 Security Features in RFID Standards

Security RFID\ Confidentiality Integrity Availability

EPC Class 0/01 O O
EPC Class 1 G1 O O
EPC Class 1 G2 O O O
ISO/IEC 18000-2 O O
ISO/IEC 18000-3 O O O
ISO/IEC 11784/5 O O
ISO/IEC 15693 O O O
Nonrepudiation O O O
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6.2 SECURITY IN INTEGRATION OF WIRELESS SENSOR
NETWORK AND RFID

The integration of wireless sensors and RFID empowers IoT in the implemen-
tation of industrial services and the further deployment of services in
extended applications. IoT with the integration of RIFD and wireless sensor
networks (WSNs) makes it possible to develop IoT applications for health-
care, decision-making of complex systems, and smart civic systems such as
smart transport, cities, or water supply systems.

The security issues in integration of RFID and WSNs involve following
challenges:

� Privacy: it involves the privacy of RFID devices and WSNs devices.
� Identification and authentication: the identification has to be protected

from tracking by unauthorized user in the network.
� Communication security: the communication between RFID devices and

IoT devices poses security threats, which need to be addressed
proactively, and appropriate measures must be implemented well.

� Trust and ownership: trust implies the authenticity and integrity of the
communication parts such as sensor nodes and RFID tags.

� Integration.
� User authentication.

RFID is increasingly used in many applications such as surveillance, credit
cards, service applications, etc., which opens up a new frontier for data
threats over RFID. RFID tags are typically small, less powerful, and inexpen-
sive. RFID readers emit powerful electromagnetic fields and “red” tag data. In
RFID system, the security is defined from three aspects:

� Controlled access to the information, only authorized users/devices can
access (read/write).

� Control over access to the system, only authorized entities can
configure/modify to the systems, all RFID-devices in the system are
authentic and trustworthy.

� Confidence and trust in the system, users/services share a general
perception that the system is safe and secure.

In an RFID system, the security should be guaranteed from three factors (Tag
reader), which is the communication crossroads and it should be able to pro-
vide data protection in both directions:

� Back-end communication: tag readers convey data via IP
communication, the key threats for the back-end communication is
unauthorized access to the back server via IP networks. Fortunately, the
existing sophisticated security solutions can be used to bear on the
security challenges.
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� Front-end communication (RF): tag readers provide and collect data to
and from tags via low-power RF communications. The security
challenges between tags and readers include unauthorized access to
tags, rogue and clone tags, side channel attacks, etc. It is the weakest
link in most RFID systems.

In more recent RFID (Generation), Energy Performance Certificate (EPC)
Generation 3 protocol is expected to provide more security guarantee to RF front-
end communication to ensure broader use of RFID technologies. To enhance
security in an RFID system, following possible techniques might be important:

� Lightweight encryption: the lightweight encryption/decryption algorithms
make it possible to increase the difficulties to steal data in RFID systems.

� Tag passwords: the PINs or password could be used to verify the access
of tags.

� Tag pseudonyms, use pseudonyms: RFID tags don’t have to be
programmed with passwords, but change serial numbers each time they
are read, this would make unauthorized tag tracking more difficult but
would introduce issues of pseudonym management.

The RFID systems are widely used in our life, however more and more security
cases have been reported recently. In the next generation of EPCglobal protocol
will lead the way to greater data RFID security and the new security threats for
RFID systems should be investigated. The latest RFID security challenges include:

� RFID virus: it has been reported that RFID systems were vulnerable to
viruses since Tags could be compromised and infected with viruses by
hackers; however, a well-designed RFID implementation would
eliminate the risk entirely.

� Mobile side channel attack.
� ExxonMobil SpeedPass Hack.

The WSN is one of the most important enabling techniques in IoT environ-
ment, which shows great promise for various IoT applications. However, the
WSNs are also facing many security threats and issues. Most of them are sim-
ilar to their wired counterparts while some are new. Here we summarized
the attacks in WSNs as:

� DoS
� Attacks on information in transit
� Sybil Attack
� Blackhole/sinkhole attack
� Hello flood attack
� Wormhole attack

Fortunately, a number of security schemes have been proposed to protect
information in WSNs (https://arxiv.org/ftp/arxiv/papers/0712/0712.4169.
pdf) (Table 6.2).
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Table 6.2 Security Schemes to Protect Information in WSNs

Security Schemes Attacks Deterred
Network
Architecture Major Features

JAM DoS attack (jamming) Traditional WSN Avoidance of jammed region by using
coalesced neighbor nodes

Wormhole based DoS attack (jamming) Hybrid (mainly wireless
partly wired) sensor
network

Uses wormholes to avoid jamming

Statistical En-Route
Filtering

Information spoofing Large number of
sensors, highly dense
WSN

Detects and drops false reports during
forwarding process

Radio Resource
Testing, Random
Key Predistribution
etc.

Sybil attack Traditional WSN Uses radio resource, random key
predistribution, registration procedure,
position verification, and code attestation
for detecting Sybil entity

Bidirectional
verification multipath
multibase station
routing

Hello Flood attack Traditional WSN Adopts probabilistic secret sharing, uses
bidirectional verification and multipath
multibase station routing

On Communication
Security

Information or data
spoofing

Traditional WSN Efficient resource management, protects
the network even if part of the network is
compromised

TIK Wormhole attack,
information of data
spoofing

Traditional WSN Based on symmetric cryptography,
requires accurate time synchronization
between all communicating parties,
implements temporal leashes

Random Key
Predistribution

Data and information
spoofing, attacks on
information in transit

Traditional WSN Provide resilience of the network, protect
the network even if part of the network is
compromised, provide authentication
measures for sensor nodes

Data and information
spoofing

Distributed sensor
network, large-scale
WSN with dynamic
nature

Suitable for large WSN which allows
addition and deletion of sensors, resilient
to sensor node capture

REWARD Blackhole attacks Traditional WSN Uses geographic routing, takes advantage
of the broadcast interradio behavior to
watch neighboring transmissions and
detect blackhole attacks

TinySec Data and information
spoofing, message
replay attack

Traditional WSN Focuses on providing message
authenticity, integrity, and confidentiality;
works in the link layer

SNEP and μ TESLA Data and information
spoofing, message
replay attacks

Traditional WSN Semantic security, data authentication,
replay protection, weak freshness, low
communication overhead
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6.3 SECURITY IN COMMUNICATIONS

In IoT things are connected together in network access layer through different
communication technologies. The IoT can be seen as an aggregation of het-
erogeneous networks, such as WSNs, wireless mesh networks, mobile net-
works, RFID systems, and WLAN. The communications between things/
networks are essential to make reliable information exchange, which requires
the IoT to provide secure, reliable, and scalable connections. IoT would also
greatly benefit from the existing communication protocols in Internet such
as IPv6, as this addresses any number of things needed through the Internet
directly (Pretz, 2013). The basic principles of secure communications in IoT
include: authentication, availability, confidentiality, and integrity. The limit of
resources of things makes it difficult to build a secure enough for IoT; how-
ever, the IoT communication systems have to be designed to provide “secure
enough” by finding the right balance between effort and benefit of protection
measures. The security solution for communications should be designed
high enough to force the hackers give up before they succeed. The commonly
used communication protocols and the potential security features include:

� RFID (e.g., ISO 18000 6c EPC class 1 Gen2): the security features
include confidentiality, integrity, and availability. The security features
for different standards can be found in Table 6.3.

� NFC, IEEE 802.11 (WLAN), IEEE 802.15.4, IEEE 802.15.1 (Bluetooth):
in these wireless communication technologies, following security are
needed: confidentiality, integrity, authentication, availability, and
detection of malicious intrusion.

� IETF Low-power Wireless Personal Area Networks (6LoWPAN): since
6LoWPAN is a combination of IEEE 802.15.4 and IPv6, which may
cause potential vulnerabilities from the two sides that target all layers
of the stack.

� Machine-to-Machine (M2M): traditional disruptive attacks in M2M
such as DoS could have new consequences in M2M.

Table 6.3 Security Features in 6LoWPAN

Layers Main Potential Attacks

Application layer Overwhelm attack, path-based DoS attack
Transport layer Flooding attack
Network layer Malicious node attack; Sybil attack; Wormhole attack, spoofing

attack, routing attack, etc.
Adaption layer Packets fragmentation attack
Link layer Exhaustion attack, collision attack; interrogation attack
Physical layer Tampering attack, etc.
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� Traditional IP technologies, such as IP, IPv6, etc.: IPv4, secure every
device, addresses nearing exhaustion, networks simply won’t have
enough addresses to assign to the explosion of devices unless they
transit to IPv6. However, for IPv6 it could have further vulnerabilities
that haven’t been discovered. In IPv6, IPsec could provide authenticity
and integrity with authentication header, and the encapsulated security
payload provides confidentiality. Recently, the transport layer security
(TLS) is developed as an alternative to IPsec to provide mutual
authentication of two parties using public key infrastructures and X.509
certificates (Tao et al., 2014).

� Key Management in IoT: Many key management systems (KMSs) have
been proposed in recent times. In IoT, the KMS should be designed
based on standard protocols. The IPsec applies the Internet Key
Exchange (IKE) for automatic key management. For IEEE 802.15.4, no
KMS is defined but in Cai et al. (2014), a lightweight key management
IKEv2 is proposed for 6LoWPAN IPsec and IEEE 802.15.4.

6.4 SECURITY PROTOCOLS AND PRIVACY ISSUES INTO
6LoWPAN STACK

The IoT is a hybrid network that involves a lot of heterogeneous networks,
which requires multifaceted security solutions against network intrusions and
disruptions. The IoT contains networks that connected with daily used
devices, such as smartphones, surveillance cameras, home appliances, etc.
Support for heterogeneous networks can help IoT to connect the devices with
different communication specification, QoS requirements, functionalities,
and goals. On the other hand, support for heterogeneity can reduce the cost
to implement IoT by well integrating diversified things. Meanwhile, some of
the existing networking technologies, such as architecture, protocols, network
management, security schemes, can be directly applicable in an IoT context.
The networks involved in IoT are core parts of security working, and each
subnetwork is required to provide confidentiality, secure communication,
encryption certificates, and that sort of things. In IoT no IDS and IPS are spe-
cifically designed yet, but many watchdog-based IDS and IPSs could be used
in the context of IoT.

6.5 SECURITY IN SERVICE MANAGEMENT

Service management refers to the implementation and management of the
services that meet the needs of users or applications. Security solution at ser-
vice layer is designed specifically in the context of the services. For services
such as consumer applications, logistical, surveillance, intelligent healthcare,
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the security concerns have some similarities: authentication, access control,
privacy, integrity of information, certificates and PKI certificates, digital signa-
ture, and nonrepudiation. For different services, the security concerns might
be specifically designed depending on the service feature, scenarios, and spe-
cial requirements.
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CHAPTER 7

Existing Security Scheme for IoT

Imed Romdhani

We introduce the main Internet of things (IoT) security concepts while
highlighting the differences between them. Then, we propose an in-depth
discussion and critic of existing security approaches in the literature.

7.1 DATA SECURITY AND PRIVACY

Privacy and security are often used interchangeably. Although these two con-
cepts are closely related, important differences exist. In fact, privacy is related
to persons. It ensures that persons keep control over the information they
disclose in the context of a particular application (e.g., on the Internet).
Indeed, ensuring privacy means that personal information disclosed for a
specific purpose with specific entities are not made available to other unau-
thorized entities, and not exploited to infer further information. Security on
its side is related to data, and usually referred in the literature to the different
means that are deployed in order to guarantee a set of properties. In the fol-
lowing, we provide a brief definition of each property.

� Confidentiality: ensures that, apart from the authorized involved
entities, the exchanged data during a communication are kept
confidential. Confidentiality is generally ensured through encryption.

� Integrity and Authenticity: integrity ensures that exchanged data between
two entities during a communication process has not been altered by
unauthorized entities. However, authenticity validates the origin of the
data. Message Authentication Code (MAC) messages are used to
provide both properties.

� Availability ensures that data are available when needed by authorized
entities. This implies that the communication system has to remain
functional despite security attacks (i.e., Denial of Service) and
hardware failures. Backup systems and redundancy are used as a
means to provide availability.
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� Nonrepudiation: ensures the means to verify that an entity has actually
participated in an exchange of information, such as sending/receiving
information or a digital signature.

� Access control: ensures that the involved entities are authorized to be
part of the communication, and that protected information is only
accessed by authorized entities. Access control is usually ensured
through three successive steps. Identification which is a claim of identity
(i.e., who someone is or what something is). This claim is then
verified through Authentication. This step ensures that the identities
provided by the involved entities are correct. Upon successful
identification and authentication, Authorization allows to determine
what information can be accessed and what actions can be carried out.

The relationship between security and privacy is that security is necessary but
not sufficient to protect privacy. In fact, any breach in security properties, in
particular data confidentiality, will have a direct impact on privacy.
Nevertheless, even though security properties are ensured, voluntarily dis-
closed data can be used by malicious entities to infer information for illegal
purposes.

7.2 DATA CONFIDENTIALITY AND KEY MANAGEMENT

Ensuring data confidentiality is crucial for IoT applications. In fact, any fail-
ure would seriously threaten users’ privacy. Thus, a wide deployment of IoT
applications might be hindered. To provide data confidentiality, crypto-
graphic algorithms are generally employed to cipher data. Doing so, even if
the exchanged data is eavesdropped, the attacker will not be able to access its
content. In contrast to the security by obscurity principle, Kerckhoffs principle
(Kerckhoffs, 1883) states that a cryptosystem should rely on the secrecy of
the keys. In fact, this principle assumes that an attacker is able to access and
master the cryptographic protocol. Its strength should then be placed in the
secrecy of the keys. Cryptographic algorithms are categorized into two main
categories.

� Symmetric protocols: in this category of algorithms, the same shared key
between the involved entities is used to encrypt and decrypt data. The
main drawback of symmetric encryption is the requirement that the
involved parties have access to the shared secret key. In fact,
establishing a secure channel to distribute the secret key is challenging.
However, symmetric protocols are less resource consuming compared
to asymmetric protocols (De Meulenaer et al., 2008). MAC messages
are computed using symmetric algorithms. Their aim is to provide
authenticity and integrity. In fact, MAC messages are computed using
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an input of a hash function (e.g., HMAC) the exchanged message and
the shared symmetric key. The receiver computes its own MAC using
the same shared key and compares it with the received one. If the two
MAC messages are identical, it implies that the message has not being
altered, thus, ensuring integrity. Otherwise, the two MAC messages
would not have been identical. In addition, the compatibility of the
two MAC messages also indicates that the message is authentic as it
ensures that an entity in possession of the shared symmetric key has
sent the message. Advanced Encryption Standard-Counter with Cipher
Block Chaining-Message Authentication Code (AES-CCM) mode that
defines Advanced Encryption Standard (AES) Cipher Algorithm in
Cipher Block Chaining (CBC) Mode for MAC generation with AES
Counter Mode (AES-CTR) for encryption are examples of symmetric
protocols (Dworkin, 2007).

� Asymmetric protocols: in this category of algorithms, a pair of public/
private keys is used in the encryption/decryption process. The
encrypting entity uses the public key of the receiver to encrypt data.
Public keys are not kept secret. To decrypt the encrypted message, the
receiver uses its private key. Unlike public keys, private keys are kept
secret and only available to their owner. Digital signatures are based
on asymmetric protocols. In fact, an entity can sign a message by
encrypting it using its private key. The receiving entity uses the public
key of the sending entity to check the signature. Digital signatures
provide authentication of the source of a message. Indeed, private keys
are bound to a specific entity. Hence, a valid signature proves that a
message is actually sent by that specific entity. Digital signatures also
provide integrity considering that if a message is altered during its
transmission, the signature would no longer be valid. Furthermore,
nonrepudiation is also guaranteed as the access to the signing private
key is limited to its owner. The main drawback of asymmetric
protocols in the context of IoT is their high energy cost compared to
symmetric protocols (De Meulenaer et al., 2008). Rivest-Shamir-
Adleman (RSA) and elliptic curve cryptography are examples of
asymmetric cryptographic primitives (Gura et al., 2004).

Kerckhoffs principle is widely adopted in the design of security systems
(Shannon, 1949). Thus, key management protocols represent the cornerstone
of any cryptographic system. They are in charge of generating and distribut-
ing the required keying materials. Key management protocols can be gath-
ered into two main categories of approaches (Roman et al., 2011a).

� Preshared approaches: These are based on the presharing of keying
materials between the two entities willing to secure their
communications. These keying materials are used to derive a secret
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shared key. The major issue with these approaches is the initial
distribution of the keying materials. In fact, the distribution is prior to
any exchange of information. As a result, these protocols are not
applicable between two entities that have not established upstream a
shared context. Nevertheless, preshared approaches offer a negligible
computation overhead as no complex operation is required to
establish the shared secret.

� Public key approaches: These are based on asymmetric primitives to
establish a shared secret between two entities that have no previous
preestablished context. The main issue with public key approaches is
their high computation overhead. For instance, Diffie-Hellman key
exchange protocol (Rescorla, 1999) uses exponential operations that
are costly in particular for the constrained entities of the IoT (Wander
et al., 2005). However, public key approaches offer the ability of
establishing a secret between previously unknown entities, which
might be necessary for future dynamic IoT applications.

To assess key management protocols, several properties are taken into con-
sideration (Shirey, 2000, 2007).

� Distribution: This property is considered regarding the process through
which the initial information used in the key establishment is
distributed. This distribution can be achieved in an offline mode or in
an online mode. In the offline mode, the required information is set
upstream. On the other side, the online mode allows the involved
entities to engage in an exchange process without any preestablished
context. In the context of the dynamic IoT, the protocols that allow an
online mode distribution are preferred.

� Authentication: This property ensures that the entities involved in the
key exchange are authenticated. This can either be achieved through
the use of digital signatures in the case of public key approaches, or
through the initial shared secret in the case of preshared approaches.
Authentication is highly sought in IoT applications as the authenticity
of data sources is crucial, in particular, for sensitive applications.

� Extensibility: This property is related to the possibility of involving
further entities after the initial key exchange. In fact, in some key
management protocols, the number of entities that can be involved in
the key exchange process is limited. Extensibility is an essential property
for IoT applications where the number of connected objects is high.

� Resilience: A key management protocol is resilient if the corruption of
one entity, and thus the extraction of secret information, has limited
consequences on the overall system. Ensuring this property for IoT
applications would definitely strengthen the security level. In fact,
entities in the context of IoT will likely remain unattended for long
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period of time, which make them vulnerable to physical attacks and
corruption.

� Scalability: This property is ensured if the number of cryptographic
materials stored in an entity does not scale linearly (or worst
exponentially) with the implication of new entities in the key
exchange process. Scalability is highly sought for IoT applications as
the number of connected objects is expected to grow significantly.

� Collusion freedom: This property is related to the fact that any set of
corrupted users are unable to access the generated secret.

Group communications (multicast) constitute an important component of
future IoT communication. They include one-to-many, many-to-many, and
many-to-one communications. To secure these types of communications, group
key management protocols (GKMPs) are used. These latter are in charge of
generating, distributing, and maintaining a shared secret key. In addition to the
required security properties of two parties’ key management protocols, two main
security properties have to be ensured in GKMPs (Challal and Seba, 2005).

� Backward secrecy: This property is related to the dynamic of group
members. When a new member joins a group, exchanged information
before its arrival can be accessed. In fact, if the new member has
previously stored the exchanged information, it would be possible to
decrypt them after the receipt of the group key. Backward secrecy
ensures that a new member cannot access communications that have
taken place before its joining.

� Forward secrecy: This property is considered in the case of a member
departure. Forward secrecy is provided when a leaving member is not
able to decrypt exchanged information after it leaves the group.

7.3 LITERATURE REVIEW

There is a huge literature on how security issues could hinder IoT deploy-
ment. In fact, studies have shown that security in any IoT application will
be crucial as billions of intelligent things will cooperate with each other
in a random and unpredictable way (Roman et al., 2011b; Medaglia and
Serbanati, 2010; Miorandi et al., 2012; Weber, 2010).

The creation of a secure channel between gateways and objects (i.e., nodes)
is crucial to implement security mechanisms. To establish this channel, key
management protocols are required to allow two remote devices to negotiate
security credentials. Various approaches have been proposed in the literature
to deal with the key establishment process. For instance, Public Key
Cryptography could be suitable if used only in early stages of a key establish-
ment process (Malan et al., 2004). Moreover, the preshared keys solutions
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could be used in limited real-life scenarios where the distribution of keys in
an offline mode is possible (Prashar and Vashisht, 2012). Besides, key pool
paradigm includes several approaches that improve scalability while sacrific-
ing their key connectivity (Eschenauer and Gligor, 2002).

Several approaches aim to tailor security protocols for the IP-based IoT. The
main focus of these works is to make standard-based security protocols
suitable for constrained IoT environments. In particular, several compression
schemes for the IP-based IoT have been proposed. The compression of IPv6
headers, extension headers along with UDP (User Datagram Protocol) headers
has been standardized through the 6LoWPAN adaptation layer in Montenegro
et al. (2007) and Hui and Thubert (2011). Moreover, authors in Granjal et al.
(2010) and Raza et al. (2011) have presented 6LoWPAN-based compression
techniques for IPsec payload headers: AH (Authentication Header) and ESP
(Encapsulating Security Payload) have been later standardized in Raza et al.
(2013). Besides, an IKE (Internet Key Exchange) compression scheme has been
also proposed in order to provide a lightweight automatic way to establish
security associations for IPsec (Raza et al., 2012b). Likewise, header compres-
sion layers for DTLS (Datagram Transport Layer Security), HIP DEX (Host
Identity Protocol Diet Exchange), and HIP BEX (HIP Base Exchange) were
respectively introduced in Raza et al. (2012a), Hummen et al. (2013a), and
Sahraoui and Bilami (2015).

Apart from packet compression schemes, further design improvement
approaches have been introduced to tailor security protocols to the IoT.
Authors, in Hummen et al. (2013b), have proposed complementary light-
weight extensions to HIP DEX that could be generalized to DTLS and IKE.
Following the same way, authors in Hummen et al. (2013c) have introduced
design ideas to reduce the overhead of the DTLS handshake where their pri-
mary goal was to make the use of certificates for authentication purposes via-
ble in IoT contexts. Moreover, to offload the computational load to third
parties, delegation procedures of protocol primitives have been proposed.
Authors in Saied and Olivereau (2012a, 2012b, 2012c) have introduced col-
laboration for HIP. Their idea is to take advantage of more powerful nodes
in the neighborhood of a constrained node to carry heavy computations in a
distributed way. Likewise, IKE session establishment delegation to a gateway
has been proposed in Bonetto et al. (2012). Furthermore, authors in
Freeman et al. (2007) have introduced a delegation procedure that enables a
client to delegate certificate validation to a trusted server. While the proposed
delegation approaches reduce the computational load at the constrained
nodes, they break the end-to-end principle by requiring a trusted third party.

GKMPs have traditionally been classified in the literature into three main cat-
egories: centralized, distributed, and decentralized (Daghighi et al., 2015;
Rafaeli and Hutchison, 2003; Romdhani et al., 2004).
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Several approaches have been proposed within the centralized category. In
this category, the key management is ensured by a central entity called Key
Management Server (KMS). The KMS is a powerful entity that is in charge of
rekeying the entire group. To do so, a trusted channel is established between
the KMS and the nodes of the group during an initialization phase. This
channel is then used to securely rekey the group. Authors in Harney and
Muckenhirn (1997) have proposed the GKMP. In this protocol, the KMS
maintains a Group Key Packet (GKP) that contains a Group Traffic
Encryption Key (GTEK) to secure the traffic, and a Group Key Encryption Key
(GKEK) to secure the transmission of the GKP. Upon a join event, the KMS
uses the old GTEK to distribute the new GKP. However, upon a leave event,
the KMS sends the new GKP as a unicast message to each member. This
engenders a O(n) complexity, which makes this protocol not scalable to large
and dynamic networks. Authors in Veltri et al. (2013) have introduced an
interval-based centralized protocol. The proposed protocol predicts when
members might leave the group. In fact, when a member first joins the
group, the KMS transmits the required keying materials for the period of
time during which the member intends to be part of the group. When the
period expires, the member can leave the group without triggering a rekeying
event. However, this approach brings several drawbacks. Indeed, predicting
the leaving time of members is not realistic and practical for highly dynamic
networks. Furthermore, constrained members planning to remain for a long
period of time in the group risk to suffer from storage issues. Hence, this pro-
tocol is not tailored to dynamic networks with high number of
unpredictable leaving events such as the IoT context.

The Secure Lock protocol introduced in Chiou and Chen (1989) is based on
the Chinese Remainder theorem. The basic idea is to rekey the group with a
single broadcast instead of peer-to-peer messages. This approach minimizes
the number of exchanged messages at the expense of a high computational
cost. This cost is due to the Chinese Remainder calculation before each rekey-
ing. Hierarchical-based protocols, such as the Logical Key Hierarchy (LKH)
protocol (Wong et al., 2000) and the One-way Function Tree protocol that
improves LKH (Balenson et al., 1999), intend to further reduce the rekeying
cost (i.e., OLog(n)). These protocols are based on a KMS, which shares Key
Encryption Keys (KEK) with subgroups of the network. Upon a rekeying
event, the KMS uses the shared secret with the subgroups that are unknown
to the concerned members to distribute the new TEK. Thus, the number of
required rekeying messages is reduced. In brief, centralized protocols take
advantage of symmetric algorithms, and avoid peer-to-peer communications
within the group. Nevertheless, they still suffer from the single point of fail-
ure and the scalability issue.

In distributed protocols, the members collaborate in the rekeying process,
and therefore there is no need for a central entity as in centralized protocols.
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However, peer-to-peer communications are still required between members.
Tree-based Group Diffie-Hellman protocol (TGDH) (Kim et al., 2004),
which was later improved by Lee et al. (2006) is based on a hierarchical
binary tree. Each node of the tree is associated with two types of keys: a
secret key and a blinded one (public). TGDH relies on the classical two-party
Diffie-Hellman protocol. Hence, the calculation of a nonleaf node secret key
is based on the knowledge of the secret key of one child and the blinded key
of the other one. In one word, distributed protocols offer the advantage of
being highly reliable as they do not rely on a single trusted entity.
Nevertheless, full peer-to-peer communications between the group members
are required. In addition, distributed protocols generate a large amount of
exchanged messages in addition to the use of complex asymmetric
operations.

Decentralized protocols divide the network into several areas. Each area is
associated with a hierarchical level. A KMS is in charge of ensuring the key
management process for each area. Traditionally, this category is further clas-
sified into two subcategories (Daghighi et al., 2015): the common TEK per
area (Briscoe, 1999; Rafaeli and Hutchison, 2002), and the independent TEK
per area (Piao et al., 2013; Mehdizadeh et al., 2014). In the first subcategory,
the same TEK is used to secure communications across the different areas of
the group. This avoids data translations between the areas. However, when a
rekeying event occurs, all group members are affected. Hence, this category is
affected by the 1-affects-n issue. The second category mitigates this issue as
each rekeying concerns only the area where a new key needs to be estab-
lished. As a result, data path is affected. In fact, data passing from an area to
another has to be translated at the edge of each area. In Challal and Seba
(2005), the authors classify the decentralized protocols into Time-Driven
rekeying subcategory (Briscoe, 1999; Setia et al., 2000) and Membership-
Driven rekeying subcategory (Rafaeli and Hutchison, 2002; Ballardie, 1996).
In the Time-Driven approach, a rekeying is triggered after the end of each
interval of time regardless of membership events. This approach reduces the
number of exchanged messages by triggering one rekeying for several events.
Nevertheless, a leaving member would be able to communicate until the end
of the interval. Similarly, a new joining member would have to wait the
beginning of a new interval before being able to access data. In the
Membership-Driven subcategory, the group key is changed upon each mem-
bership event.

The pervasiveness and distributivity of IoT applications make mobility as
one of the most important IoT specificities. However, most of the above-
cited approaches do not take into consideration members’ mobility from an
area to another. Instead, mobility is considered as a leave from the source
area, and a joining to the destination area. This vision implies a rekeying for
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both areas. IoT resources scarcity makes this solution not feasible. In fact,
few works have been proposed in the literature to efficiently handle mobility
in GKMPs (Gharout et al., 2012; Kamat et al., 2003). Indeed, to reduce the
rekeying overhead, these solutions consider that forward secrecy is inherently
achieved. Doing so, the number of exchanged messages is reduced by avoid-
ing a rekeying operation in the source area at the expense of forward secrecy
violation. In addition, a list that handles the mobile members is generally
implemented in the KMSs. In large and highly dynamic networks such as
IoT, maintaining a list of moving members might quickly become highly
complex to manage.
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CHAPTER 8

Security Concerns in Social IoT

Imed Romdhani

Social Internet of Things (SIoT) (Atzori et al., 2012) establishes a link
between social networks and IoT. The main idea is that a large number of
individuals tied in a social network can provide far more accurate answers to
complex problems than a single individual (even knowledgeable one). In the
future, things will be associated to the services they can deliver. Thus, to bet-
ter implement services within a given social network of objects, a key objec-
tive will be to publish information/services, find them, and discover novel
resources. This can be achieved by navigating a social network of “friend”
objects instead of relying on typical Internet discovery tools that cannot scale
to the trillions of future devices.

Authors in Atzori et al. (2012) and Ortiz et al. (2014) affirm that social rela-
tionships among humans might be applicable to certain kinds of behaviors
of typical objects implementing pervasive applications. There is no doubt
that many applications and services should be associated with groups of
objects, which will cooperate in order to reach the overall interest of provid-
ing services to users (e.g., the same idea is behind the approaches involving
the use of swarm intelligence and swarm robotics).

SIoT relies upon basic kinds of relationships such as the parental object
relationship (POR), which is established among objects belonging to the same
production batch, or the ownership object relationship (OOR), which is based
on heterogeneous objects belonging to the same user (e.g., mobile phones,
game consoles, etc.). The establishment and the management of such
relationships should occur without human intervention. Humans are only
responsible for setting the rules of the objects and their social interactions. In
a nutshell, SIoT makes the parallel between the current social networks and a
future network of objects. The goal is to publish, find information, and
discover novel resources to better implement the services. Nevertheless, SIoT
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may suffer (Atzori et al., 2014) from additional security threats compared to
the classical IoT (not enhanced with social features). To bring SIoT to reality,
objects have to be enhanced with cognitive capabilities. This will allow the
objects to be more autonomous by taking initiatives such as sharing informa-
tion, or connecting with another object. As a result, SIoT has to enforce addi-
tional security mechanisms to handle the additional features compared to
the classical IoT. In fact, context-aware access control systems need to be
developed while taking into consideration the complexity of the embedded
cognitive capabilities. Furthermore, the design of security protocols has to be
more energy aware in order to cope with the increased energy demand of the
additional features.
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CHAPTER 9

Confidentiality and Security
for IoT Based Healthcare

Imed Romdhani

Internet of Things (IoT) deployment will open doors to a huge number of
applications that would deeply improve our daily life. E-health applications
are one of the typical applications that are gaining more and more attention
(Atzori et al., 2010). An e-health system is defined as a radio-frequency-
based wireless networking technology that provides ubiquitous networking
functionalities. It is based on the interconnection of tiny nodes enhanced
with sensing and/or actuating capabilities planted, or placed around the
human body. E-health applications are context-aware, personal, dynamic,
and anticipative by nature. As IoT is designed to meet these key characteris-
tics, it provides a natural and suitable environment for their efficient deploy-
ment. In fact, an extensive research study on using IoT paradigm in e-health
has been reported (Istepanian et al., 2010). Population aging and the
increase of survival chances from disabling accidents and illnesses will lead
to an increased demand from today’s population that requires a continuous
healthcare and monitoring (Dohr et al., 2010).

E-health applications could spare a patient from being admitted in hospitals
for a long period of time. Reducing the number of nights that a patient may
spend in a hospital and the associated risks that may result is a key area of
focus for the medical community. Additionally, a continuous monitoring
capability, if available, can anticipate the need for an emergency intervention.
Moreover, early stage diagnostics could also be achieved remotely (Patel and
Wang, 2010). In brief, e-health applications in the context of IoT constitute a
cost-effective and unobtrusive solution that is of best interest of today’s
patients.

Nevertheless, as an IoT application (Atzori et al., 2010), e-health inherits the
main IoT security threats and challenges. There is a huge literature on how
security issues could hinder IoT deployment. In fact, studies have shown
that security in any IoT application will be crucial as billions of intelligent
things will cooperate with each other in a random and unpredictable way
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(Roman et al., 2011a; Medaglia and Serbanati, 2010; Miorandi et al., 2012;
Weber, 2010). It has also been shown that even though IoT infrastructure is
expected to involve protocols and interfaces similar to those running on
Internet, it will be daunting to directly handle IoT threats based on classical
known countermeasures due to the following:

� The scarcity of both power and computational resources will hinder
classical solutions deployment.

� Distributivity and heterogeneity of the devices that will compose IoT
(constrained and nonconstrained) might lead to gaps in end-to-end
security.

� IoT will be highly scalable and dynamic, thus, traditional public key
infrastructures need to be adapted to meet these requirements.

� Things will have to manage dynamic identities to deal with context-
aware applications.

� Wireless connectivity will constitute the main media of
communication, which could lead to different attacks such as
eavesdropping and side channel attacks.

� Objects in IoT might be unattended for long period and thus are more
vulnerable to physical attacks.

Moreover, studies by various authors (Li and Lou, 2010; Javadi and
Razzaque, 2013; Lim et al., 2010; Ng et al., 2006) have underlined that
e-health applications might be more vulnerable to attacks compared to other
IoT applications as the generated data is highly sensitive and private. The
health-related records are always private in nature, and any security breach in
the confidentiality of such data would seriously repulse patients from adopt-
ing e-health solutions. For instance, many people would not like their
personal health information, such as early stage of pregnancy or details of
certain medical conditions, be divulged to third parties (Al Ameen et al.,
2012). In fact, the eavesdropped communications could be used for several
illegal purposes. Moreover, any eventual modification of health-related cap-
tured data could lead to disastrous consequences as it could engender wrong
medical prescription or delay an emergency intervention.

Several attacks can threaten the establishment of secure channels (Li and
Lou, 2010; Lim et al., 2010). In the following, we focus on the attacks that
are positioned in the network and transport layer of the Open System
Interconnection model.

Ensuring key freshness is an important security concern. Indeed, the involved
entities have to be able to detect replayed messages. In particular, e-health
applications might be more vulnerable facing this kind of attacks compared
to other application scenarios; an outdated information could lead to
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inadequate medical interventions. To overcome this issue, nonces can be
introduced in the different exchanged messages. In fact, these nonces could
be implemented using one of the following strategies:

� Random numbers
� Sequence numbers
� Timestamps

Random numbers might constitute a solution for e-health scenarios. A smart
object can maintain a list of the previous received random values in its inter-
nal memory. Upon receiving a new message, it checks if the nonce has
already been received. As a result, replayed messages are detected. This solu-
tion brings a drawback; the smart object has to maintain a list of the received
nonces in its internal memory. Nevertheless, due to recent advances in flash
memory technology (Tsiftes and Dunkels, 2011), smart objects now provide
a considerable amount of storage space, which attenuates the storage issue.
The second solution is based on sequence numbers, which do not require
any data storage. Indeed, sequence numbers provide a sequential counter in
the exchanged messages. In case where a message is replayed, its counter will
be smaller or equal to the current one. Thus, the message will be dropped.
However, if one of the involved entities goes down (e.g., reboot, hardware
failure, etc.), this protection is no longer effective. In fact, the involved entity
will lose track of the current counter value. Besides, to ensure message fresh-
ness, timestamps could also be used. This solution is highly energy consum-
ing to be implemented for constrained entities, as synchronized clocks have
to be maintained. In a nutshell, protecting e-health applications against
replayed messages could be achieved through the combination of the above-
discussed strategies according to the network model specificities.

Denial of Service (DoS) attacks could seriously threaten the availability of
e-health application. In fact, the gathered health-related data should always
be available even if the system is under a DoS attack. Indeed, if any of the
involved entities is made unavailable, in the sense that it is no longer able to
gather or process data, this situation would engender disastrous conse-
quences. To illustrate this aspect, let us assume that a smart object is planted
in the body of a patient suffering from a heart condition. In case where a
heart-related value that indicates an impending heart attack is registered, it
should immediately be transmitted to healthcare services. Any delay due to a
DoS attack could be fatal. Several mechanisms can be implemented to miti-
gate DoS attacks. Each exchanged message has to be authenticated upstream
of any processing effort. In fact, no internal state is established before
authenticating the different entities involved in an exchange. Besides, classical
countermeasures could also be implemented such as rate-limiting and access
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control list. In addition, based on the sensitivity of e-health applications,
redundancy can also be used. Whenever a smart object is made unavailable
by a DoS attack, data exchanges carry on with the redundant node.

Sybil attacks, where a node claims multiple fake identities, could be highly
harmful in the context of an e-health application. Through these attacks, an
intruder could use feigned identities to send false information. As a result,
either an actual emergency situation is skipped or ceaseless false emergency
situations are thrown. Sybil attacks can be mitigated using different strategies
based on the network model. Indeed, including the identity of the sender in
the exchanged messages while ensuring authentication using a shared
knowledge (i.e., key) is an efficient mechanism against Sybil attacks. Doing
so, an attacker would not be able to use multiple identities authenticated
with the same shared key. Furthermore, Sybil attacks can also be mitigated
through the use of trusted certification to make sure that each entity is
assigned exactly one identity.

Another point of interest with respect to the threat model of e-health applica-
tions is the attacks that aim to exhaust sensors energy making them unavail-
able. For instance, the desynchronization attack targets the sequence number
of the exchanged messages. This will lead to infinite retransmissions, which
waste both energy and bandwidth. Providing message integrity is the main
security property that hinders this type of attacks. In fact, message authentica-
tion code messages can be computed and checked for each exchanged
message ensuring that the included data has not been altered.

E-health applications are subject to several other attacks. In particular,
routing attacks that can quickly hinder their functioning to the point of
making them unavailable (Karlof and Wagner, 2003). Securing the routing
process usually involves the introduction of intrusion detection systems
(Karlof and Wagner, 2003).
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