CHAPTER 4
RESULTS AND DISCUSSION

This chapter contains the test results of the system that has been designed in the
previous chapter. Testing begins by ensuring that every component of the hardware
and software can work according to the previous design, after testing the hardware
and software, then testing the encryption and decryption of data.

4.1 Hardware Realization

Figure 4.1 Hardware Realization

The main hardware components are the HC-SRO04 sensor module and the
NodeMCU ESP8266 microcontroller. The HC-SR04 sensor module is connected to
the NodeMCU microcontroller via pins using jumper cables. The Trig pin is
connected to the D1 pin of the NodeMCU, the Echo pin is connected to the DO pin
of the NodeMCU, then the Vcc pin is connected to the Vin pin on the NodeMCU
and the Gnd pin is connected to the G pin on the NodeMCU. NodeMCU is
connected to a laptop using a USB cable as a power source and can upload program
code. The client and server are connected via an internet connection from a

smartphone (tethering).
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4.2 Software Realization

The following is the realization of the design of the client and server:
4.2.1 Software Realization (Client)
In the realization of this software, Arduino IDE is used as a tool that is used to
write program code that runs on the microcontroller. It is necessary to
configure several boards in the Arduino IDE in order to upload the program
code correctly without errors.

Table 4.1 Arduino IDE Software Configuration

Board NodeMCU 1.0 (ESP-12E Module)
Upload Speed 9600

Debug Port Disable

Debug levels None

4.2.2 Software Realization Results (Client)
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Figure 4.2 Software Realization (Client)
Figure 4.3 shows the client system display on the Arduino IDE Serial monitor.
The NodeMCU is connected to a wifi network with the IP address
"192.168.43.67" then the HC-SR04 sensor reads the distance data. The
distance data is then encrypted using the 128 bit AES algorithm into cipher text.

Then the client sends the cipher text to the server.
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4.2.3 Software Realization (Server)

UPDATEJARAK

config

Figure 4.3 Software Realization (Server)
In Figure 4.3 Realization of server side software using visual studio code. There are
12 files in visual studio code, these files have their respective uses both for database

configuration, designing the appearance of the web server as well as coding for

AES Key.

nisa@nisa-W240HU-W250HUQ: $ npm run dev

> aes@l.0.0 dev /home/nisa/Desktop/updatelarak
> nodemon index.js

Server running on port: 5000

Connected to database

GET /updatelarak/RSCYV1SBRy453A3E6156]jg==/9IXesnR+rVFzOh6iTrAkcA== 2196.657

ms - 34

GET /updatelarak/qR4DrpNBWrbFYW6bx/nRaQ==/vYoGbEazj34xBibejurrw== 25.734 ms
- 7798

Figure 4.4 Server Software Realization Results on Terminal
In Figure 4.4 is a display of server software results, the command "npm run dev" is
used to activate nodemon 2.0.12, to show that the web service is running on port

5000 which in this case is an HTTP port and is used to connect to the database.
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4.2.4 Realization of Database View
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Figure 4.5 Database View
The database design that has been done on visual studio code has a final
appearance as shown in Figure 4.5. In the database view, it can be seen that
the database name is "db_webaes" with the table name "tb_direction” which
contains "id_jarak" with int type Auto Increment as well as "distance” and
"key_iv" with type varchar(256). "distance” and "key_iv" on the display,

encrypted or still in the form of cipher text.

4.3 Realization of AES Algorithm
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Figure 4.6 Realization of AES Algorithm
In Figure 4.6 shows the results of the realization of the AES algorithm, there are 8
files where these files have their respective functions. After the AES algorithm
library is created, then the library is placed in the Arduino IDE library location so

that it can be read and used to perform the encryption process on the client.
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4.4 Realization of Web Server

Figure 4.7 is the realization of the webserver display with URL 127.0.0.1:5000.
URL 127.0.0.1 is obtained by typing the "ifconfig" command in the terminal, while
to get "5000" obtained by the "npm run dev" command in the terminal, the "npm
run dev" command is also used to turn on nodemon. The webserver displays the
results of the decryption of data sourced from the database. The display design on

this webserver is built in visual studio code.
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Figure 4.7 Web server View

4.5 System Testing
After the design and implementation is done, the next step is testing the design that
has been made. At this stage the results of the design that have been made will be
tested such as response testing, encryption and decryption testing. This test aims to
determine whether the data is encrypted.
4.5.1 Functionality Testing
In functionality testing, an analysis of the suitability of the functions of the
implementation results made on the client and server is carried out by design.

The role of the client is to encrypt data and transmit data in the form of
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"distance" data obtained from the HC-SRO04 sensor in the form of cipher text to
the server. The server is in charge of receiving requests and resources (cipher
text) from the client. The following are the results of functionality testing.

Table 4.2 Implementation Result Function

Test Results
Connect to a wifi network. Succeed
Reads data from the HC-SR04 sensor. Succeed
Encrypts data with 128 bit AES algorithm. Succeed

Sends HTTP requests and cipher text to the server. | Succeed

Accepts HTTP requests and cipher text from clients. | Succeed

Decrypts resources using the 128 bit AES Succeed
algorithm.

Showing the results of the decrypt on the web server | Succeed

4.5.2 Overall Test Results
Overall testing is carried out to check overall whether the 128 bit AES

algorithm can perform encryption and decryption on internet of things devices.
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Table 4.3 Overall Test Results
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Based on the results of research that has been done in the overall test, it can be
seen that encryption and decryption of sensor data on the 128 bit AES
algorithm can be done. In this overall test, it can also be seen that "distance 10
cm™ will display the word "Danger" while "distance > 10" will display the

word "Safe".

4.6 System Work Analysis
4.6.1 System Advantages
1. Securing internet of things device data using the AES 128 algorithm.
2. Encryption and decryption of data can run as designed.
3. Adding "general a renmdom IV" to the code in order to get a different
encryption even though it has the same data. This of course adds

security because the cipher text is always changing.

4.6.2 System Disadvantages
1) Only focuses on encrypting and decrypting the data obtained from the
HC-SR04 sensor.
2) Inthis study, we do not know how long the encryption and decryption
process takes.
3) This research also does not include how much memory is used during

the encryption and decryption process.
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